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TAGS: ECON 
SUBJECT: GOV FLOATS USD 1 BILLION BOND ISSUE 


REF: (A) CARACAS 103 (B) CARACAS 101 


Classified By: Ambassador Charles S. Shapiro for reasons 1.4(b) and (d) 


1. (C) Venezuela issued its fifth tranche of bonds in the 

past six months on January 7. The new bonds raised USD 1 
billion for the GOV and were in heavy demand due to their 
high offered yield. With a high rate of financing needed for 
the FY 2004 budget deficit and debt service 

operations can be expected. However 

lower the markets appetite for Venezuelan securities in the 
future. End summary. 


2. (U) The GOV issued USD 1 billion in new 30-year bonds 
January 7. JPMorgan Chase was the agent for the transaction. 
For the first time since 1998 

issue with the US Securities and Exchange Commission. 
Therefore 

Final closing yield on the bonds was 9.38 percent. The new 
issue raises Venezuela\'s total external debt operations since 
August 1 


3. (SBU) Luis Oganes 

Market Analyst for the Andean Region 

that the issue was oversubscribed by approximately USD 2.5 
billion dollars. Investors were eager to snap up the 

relatively high yield bonds in light of continued high oil 

prices according to Oganes. He added that the only hiccup 
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was from an ill-timed threat from President Chavez to the 
Central Bank in the ongoing dispute over reserve transfers 
(ref A). Oganes said that despite ChavezVs remarks 

three smaller orders were cancelled. The oversubscription of 
the issue pushed the yield almost a full point below the 
initially offered yield of 10.125 to 10.25 percent. 


4. (SBU) Miguel Octavio 

investment firm BBO echoed Oganes in a conversation with 
econoffs January 14. Octavio said higher offered yields were 
the key to Venezuela\'s successful debt offerings since 
August. He said one only had to compare the 5 to 7 percent 
yields on recent issues from Mexico 

to understand the attraction for Venezuelan bonds. Ina 
January 15 conference 

economic analysis firm Metroeconomica 

would go to the markets again since it faces financing 
demands around 16 percent of GDP under the FY 2004 budget. 


5.(C) The appetite of international markets for Venezuelan 
debt seems remarkable 

epicenter of political and economic chaos. Low US interest 
rates 

Venezuelan oil production are factors that strengthen the 
Ministry of Finance\'s ability to sell up to a USD billion per 
month in GOV paper. However 

in the Fed raising interest rates or should oil prices 

falter 

already reported our skepticism regarding the third leg of 
this triad 

international financial options are limited 

such as Chavez\'s effort to tap Central Bank reserves (ref A) 
may become increasingly important as the GOV seek to push the 
pain of any adjustment in spending into the second half of 


2004 when the current referendum/electoral cycle will 
presumably have passed. 
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\"arrestees\" in light of the ECHR ruling that their original 
trial was improper. The retrial is a landmark case that will 
set an example for the judiciary 

therefore conduct itself in a more professional 

manner. As in past hearings (reftels) Alatas accused the 
judges of bias 

defendants indicates that they have assumed their guilt from 
the beginning. 


4. (C) This retrial is probably nearing conclusion. However 
the process will continue 

appeal. Based on our first-hand observations of the courtVs 
conduct 

defense 

continue to predict that at the next trial an appeals court 

will convict them again and sentence them to time served 
releasing them slightly before 2005 

prison terms are set to expire in any case. 
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flight\" from Lagos to New York on Sunday 

Peter Obafemi 

efforts to assist stranded passengers with their return to the 
U.S. As of 1800 Friday 

least 11 Amcits who remain stranded in Lagos. End Summary. 


2. On January 15 

representatives of World Airways: Bob Dubois 

Passenger Sales 

Perry 

Vice President of Ground Services and Mark McMillan 

house Counsel. Mr. Dubois asked ACS Officer to provide them with 
a sense of how many World passengers we believed were still 
stranded in Lagos. This information would assist World in making 
a decision as to how to proceed in rescuing the stranded 
passengers. The executives confirmed that they have distanced 
themselves from Obafemi 

are pursuing legal avenues against him and Rite Time over this 
matter. 
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3. We do not have an accurate count of how many passengers 
remain. ACS Officer advised World Airways that approximately 125 
passengers 

residents 

addition 

Airways passengers still stranded at Murtalla Mohammed 
International Airport on January 15. We do not know the 
nationalities of this group or how many of them may be the same 
passengers that came to the Consulate. Some or all of them may 
have departed on the January 15 TransAtlantic flight to JFK via 
Accra. Finally 

their villages 

given up the trip. 


4. World Airways executives promised to keep the lines of 
communication open with the Consulate and provide specific 
details regarding the humanitarian flight. Aktabowski assured 
Conoff that 

fault 

the matter. Aktabowski stressed that the January 18 flight will 
be a \"moral gesture of good will 

responsibility. She cautioned 

18 flight 

for services already rendered. She added that World Airways is 
not obligated to operate without a contract. 


5. At approximately 1500 on January 15 

Conoff that he would provide seats aboard a departing 
TransAtlantic flight at no additional charge for all stranded 
passengers who had visited the Consulate. At the same time 
Henry Seymour 

distanced himself from Obafemi 

passengers seats on the same flight at a discounted price of 
$700.00. At 2230 

150 stranded World Airways passengers on the TransAtlantic flight 
but he could not tell us how many of them were Amcits. Obafemi 
said he was not sure when he could assist approximately 150 
additional passengers who he says remain stranded in Lagos. 
Furthermore 

March. 


6. Comment: Based on Obafemi\'s estimate 

provide World Airways\' executives with an approximate number of 
150 remaining passengers of unknown nationalities. While post 
continues to work with Obafemi and World Airways 

that our goal is to ensure the safe return of American citizens. 

As of 1600 on January 16 

contacted the Consulate seeking assistance in obtaining flights 

to the U.S. Right now 

stranded but more could emerge. End comment. 
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the situation at the airports in Tegucigalpa and San Pedro 
Sula\". 


5. In San Pedro Sula 

HOTEL SULA for four nights. The PRCs left for the United 
States on December 15 

flight 942. The PRCs used the Taiwanese passports they used 
to enter Honduras. DHS/TGU ignores the PRCsY real names but 
received word from American Airlines in San Pedro Sula 

the two PRCs are asylum applicants in Miami. 


6. LIN left Honduras for Guayaquil on December 16 

stayed at the GOLD CENTER HOTEL until his return to Honduras 
on December 18 

three PRCs posing as Taiwanese nationals. LIN and the last 
three PRCs were arrested in Tegucigalpa on December 21 

as the PRCs attempted to board American Airlines flight 954 
bound for Miami 


7. Biographic information on this last group follows: (1) 
PENG SEN-WANG 

ID Number E120924382 

(2)CHUANG 

number: T122622301 

and 

number T120051260 


8. On December 26 

were ordered preventive arrest by the criminal court of 
Tegucigalpa. LIN is held on charges of alien smuggling and 
document forgery and his companions are charged with use of 
false names and public document forgery. Noteworthy is the 
fact that the translator for this hearing was LILIANA HAN 
common-law spouse of HU WENG RONG 

Operation LATIN TRIAD. HU is in custody in San Pedro Sula 
on charges of alien smuggling and document forgery. 


9. The stamps on LINVs passport indicate extended trips to 
Cairo 

Guatemala 

9. Post requests Taipei to review applications made by the 
referenced Taiwanese nationals. 
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of the verification process. Rodriguez added that the CNE 
plans to work separately on the three signature drives 
against opposition deputies 

Chavez 
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told poloff January 13 that the CNE is planning to create a 
single report to announce the results of the three drives. 
(Note: The rules permit 30 days to complete the verification 
process and two days for the CNE board to approve the 
results.) He doubted the CNE could finish the job in the 
legally prescribed 30 days 

work would proceed expeditiously. 


3. (C) The CNE\'s announcement that elections for governors 
and mayors would proceed on schedule at the end of July (or 
beginning of August) stirred up concern among opposition 
parties over the fate of the recall referendum against 

Chavez. Primero Justicia (PJ) 

Causa R denounced AD 

allegedly giving priority to the regional elections instead 

of the presidential recall vote. PJ Secretary General Jose 
Luis Mejias told poloffs January 14 that a meeting at the 
Democratic Coordinating Committee (DCC) on January 10 
revealed strong disagreement between parties on how to 
proceed. Mejias claimed that state and local elections will 
distract from the referendum 

candidate who asked party leadership not to criticize Chavez 
because he was supported by an important group of Chavez 
supporters in his town. Mejias said PJ has proposed a 
unified campaign committee to coordinate candidate selection 
among the parties 

to defeat the Chavez-backed candidate. Regarding PJ Deputy 
Gerardo Blyde\'s request to the Supreme Court to postpone the 
regional elections until December 

would reject the request 

make its point. 


4. (C) Movement Toward Socialism (MAS) President Felipe 
Mujica dispelled PJVs criticisms in a conversation with 
poloffs January 15. Mujica said PJ has \"votes but not 
candidates\" and is less prepared for the regional elections. 


The dispute between parties is natural competition 

and for a party to ignore an election would be like trying to 
ignore the reality of one\'s own birthday. The CNE calendar 
he said 

candidates o/a March 20. He noted that if the CNE announces 
at the beginning of February that there will be a referendum 

in May/June 

potential candidate for president 

between the two. The opposition 

Va great opportunity" or a \"big disaster 
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whether they can coordinate on the various electoral events. 


5. (C) A representative of the DCC told PolOff that the 

January 10 meeting produced a deadlock among parties and NGOs 
over the question of regional elections. The representative 

said he thought it unlikely there would be agreement on 

unified candidates for governors and mayors 

elections approached 

support to the leading opposition candidate. The 

representative suspects the CNE will ultimately combine the 
regional elections with either the referendum against Chavez 

or the subsequent presidential election. 


6. (C) For months we have heard from GOV allies their 
strategy to divide the opposition over the regional 
elections. The opposition fell into the trap and turned on 
themselves by taking it public. It should not be surprising 
that those political parties with strong chances of winning 
at the state and local levels are not willing to pass up the 
opportunity. They hope to remove Chavez now via referendum 
but think it foolish not to try to deal him a blow by 
defeating him in the regional elections. We suspect the 
opposition\'s divisions over regional elections can be 
reconciled in time 
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neighbor. End Summary. 


Service-station Owners Demand Profit-Margin Increases 
after Four Years of Inflation and Rising Costs 


2. (U) On January 5 

threatened to resume a December 2003 strike to protest 
the government\'s refusal to increase service-station 
profit margins. Service-station owners demanded a 10 
percent per liter profit margin versus the previous 
margin of 2.9 percent per liter. The government 
steadfastly refused to negotiate with service-station 
owners 

the local subsidiaries of international oil companies 
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Shell 
gasoline in Suriname. 


3. (U) The center of the service-station owners\' dispute 

is the GOSVs intricate system of price controls through 
controlling profit margins. In 1985 during Suriname\'s 
period of military rule 

controls on a basket of goods (which included among other 
things onions 

ensure that basic needs were met. In 2003 

to eliminate those controls 

formula 


4. (SBU) The price control on gasoline provided for the 
cost of gasoline on the world market 

for the oil company and the service station 

the government. In 1999 

112 percent 

gasoline at 1.10 Surinamese dollars (SRD) and reached an 
agreement with the service-station owners to grant them a 
$0.0172 USD per liter profit margin. In a country where 
hard currency is not always available on the commercial 
market 

provide oil companies and service-station owners US 
dollars to pay for gasoline imports. (Although in 

October 2003 

Embassy that Exxon was frustrated because it was unable 
to get the GOS to allow for repatriation of profits.) 

With the sometimes wide gap between the official rate and 
the parallel market rate 


provided for a formula to give service-station owners 
compensation for the gap. Under this complicated price- 
control formula 

the gap between the parallel market and official exchange 
rates grew 

lower tax revenues on gasoline. 


March 2003 GOS Vows to 
End Gas Price Controls... 


5. (U) By March 2003 
disappeared as gasoline prices rose 
essentially subsidizing gasoline. The GOS made the 
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politically tough decision to fix a new price for 

gasoline 

SRD 1.60 ($0.60 USD) per liter of gasoline 

percent increase. At the time 

Humphrey Hildenberg announced that the GOS would stop 
controlling the price of gasoline and allow the market to 

set the price. This 

materialized. 


6. (U) Despite the hefty gasoline price hike 

that increase was passed on to either the service-station 
owners or to the oil companies. And with five years of 
high inflation (which averaged over 50 percent over that 
period) 

make ends meet on the fixed profit margin. On December 
16-17 

demand that the GOS honor the 1999 agreement and 
renegotiate the profit margin. The GOS responded that it 
was not responsible for setting profit margins but rather 
the oil companies 

Chairman of the Suriname Service-station Exploration 
Union (SSEB) Robert van Dijk told the Embassy that the 
union called an end to the strike after agreeing to 

resume negotiations with the oil companies. 


7. (SBU) Suriname\'s Esso director Abraham Brandon 
explained to the Embassy that the GOS\'s 1999 agreement 
usurped the role of oil distribution companies. The 
service-station owners don\'t have a contract with the 
government 

companies and 

oil companies and service-station owners. Brandon told 
the Embassy that in late December the GOS agreed to give 
the local oil companies a $0.01 USD per liter increase 
(from $0.0725 USD to $0.0825 USD per liter) in their 
commercial margin and that the oil companies would 
negotiate the service-station owners\' profit margins 
directly. On January 5 

station owners agreed to a 4.27 percent per liter profit 
margin (a 50 percent increase) versus the 10 percent per 
liter margin they sought. SSEB was very unhappy with the 
agreement and in a January 6 press briefing announced 
that it was still considering resuming the strike. 
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Brandon called the service-station owners\' 10 percent 
demand \"ludicrous\" and said that it amounted to a 200 
percent increase. 


8. (SBU) Brandon told the Embassy that he did not expect 
the GOS to raise gasoline prices to pass on the increased 
profit margin to consumers. The government should have 
planned for the profit margin increase when it raised 
gasoline prices in March 2003 

Now the government will have to absorb the profit margin 
increase in the way of lower revenues 


9. (U) The GOS is very slowly weaning the Surinamese 
consumer away from price controls 

supports 

until after the next elections. With an estimated 

200 

have come to expect cheap gas 

price of gasoline a politically high-risk move. It is 

unlikely that the GOS will pass on the higher cost of 
gasoline to consumers or that it will abandon profit 

margin limits on gasoline anytime soon. In the meantime 
the GOS will continue to be a generous neighbor to French 
Guiana where fuel smugglers have reaped handsome profits 
ferrying Suriname\'s bargain-basement gasoline unfettered 
across the Marowijne River -- and all at Surinamese 
taxpayers\' expense. End Comment. 
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3. At a Montreal press conference 1/13 

he wanted to eradicate the shacks 

mushroomed from a handful to about thirty in less than 
a year 
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was threatened band members turned to dealing in drugs. 
Gabriel and Terry Isaac 

the newly created force 

battle organized crime 

strong presence on the reserve. 


4. Gabriel had the support of three other Chiefs on the 
seven-member Kanesatake Band Council. However 
dissident chiefs have tried various means 

recent referendum 

recalled. On the basis of his slim majority in the 
Council 

reserve\'s police force 

a Police Commission dominated by dissidents. Gabriel 
also said he had received promises of protection and 
help from the Quebec Ministry of Public Security. 
However 

police officers held hostage at the Kanesatake police 
headquarters by masked 

to flee the reserve with his wife and four young 
children. Minister of Public Security Chagnon 
negotiated a settlement of the stand-off with the 

police commission and reinstated the police chief that 
Gabriel had fired. 


5. Premier Charest and Public Security Minister Chagnon 
defended the provinceVs actions 

first objective was to avoid bloodshed and a prolonged 
standoff. Charest and Chagnon both raised the specter 
of the 1990 Oka crisis 

one policeman 

repeated. Answering critics who suggested the Quebec 
government was caving in to criminal elements 
displayed some irritation with Gabriel for acting too 
hastily and for not sufficiently consulting all 

stakeholders before bringing in the outside native 

police officers. Chagnon implied that GabrielVs 
evidence of organized crime operations on the reserve 
was insufficient. And Chagnon also criticized Gabriel 

for not mentioning to him in a November 8 meeting that 
he was about to get $900 

General to help fight organized crime at Kanesatake. 


6. Georges Beauchemin 

Public Security Ministry (and a key figure in resolving 
the Oka crisis) 

Fisher that the situation in Kanesatake had been very 
dangerous 

However 

provincial police would have been seen as an invasion 
and \"pushed good guys on the side of bad guys.\" 
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According to Beauchemin 

to have escaped with his life. He told the CG that the 
progressive elements (\"the good guys\") are less 
organized than the criminal elements. Somewhat 
wishfully 

more structured 

could produce evidence that will stand up in court in 
order that criminals in Kanesatake could be prosecuted. 
Beauchemin believes that such a court process would 
send a message to other Mohawk communities with similar 
problems. 


7. On 1/15 

press conference throwing their support to Gabriel. 
Grand Chief Ghislain Picard 

the Assembly of First Nations of Quebec and Labrador 
said the first nations chiefs were concerned by Quebec 
government actions 

negotiate with a minority rather than with the duly 
elected majority. The Chiefs also announced that they 
would be setting up a special fund to collect money in 
order to build a new home for Gabriel. Picard added 
that organized crime is a problem many reserves have to 
confront; he said Quebec had sent the wrong signal to 
all the First Nations by disavowing a Grand Chief who 
was working to fight organized crime. He added that 
the Grand Chiefs will be less inclined to take part in 
future coalition force operations 

handling of the Kanesatake situation. The chiefs at 
the press conference stressed the current situation is 
very different from the Oka crisis of 1990 

set off by Mohawk concerns that a community neighboring 
the Kanesatake reserve intended to expand its golf 
course into a Mohawk ancestral burial ground. 


8. Recent newspaper articles report that marijuana 
cultivation in Kanesatake is netting various 

individuals millions of dollars annually 

the blind eyes of native police and the reluctance of 
RCMP and Surete du Quebec to enter Mohawk reserves. 
According to these reports 

out between several hydroponic installations and 

outdoor fields. The hydroponic greenhouses produce five 
or six harvests a year and are difficult to detect 

because they are heated with gas-powered generators 
(thereby avoiding incriminating heavy electricity 
consumption). 


9. Comment: Cynics have suggested that Premier 
Charest was anxious to avert a major crisis before his 
trip to Davos for the World Economic Forum next week. 
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(He may have been reminded that the 1990 Oka stand-off 
received considerable negative publicity in Europe 

where there is strong public sympathy and fascination 

for the culture and plight of North American native 
populations.) While the Charest governmentVs 
intervention may have precluded a violent clash this 

week 

only been deferred. End comment. 


10. The Consulate in Quebec City contributed to this 
report. 
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believes that the USG is meddling in Venezuelan internal 
affairs and conspiring with the opposition. In a 
nationally-broadcast show on January 10 

considered the comments by USG officials 

comments by Rice 

The Vice President 

Foreign Minister also made comments insisting that USG not 
become involved in Venezuelan internal affairs. End Summary. 


2. (U) Recent public comments by USG officials reiterating 
our policy on Venezuela have drawn substantial attention. On 
January 5 and again on January 12 

Spokesman said 

the OAS to support the Venezuelan Government and opposition 
achieve a constitutional 

solution to the current political impasse there.\" Speaking 

at the Council of the Americas on January 6 

Noreiga did not mention Venezuela in his speech 

responding to reporters 

Chavez was not a close friend of the U.S. The Secretary also 
acknowledged the strained relationship with Venezuela and 
commented on the referendum 

resolving Venezuela\'s political situation in a constitutional 
manner. 


3. (U) Responding to questions on the Venezuelan referendum 
National Security Advisor Rice said 

opportunity to demonstrate that he believes in democratic 
processes by allowing this recall to go through unhindered 
unfettered 

noted that Venezuela is going through a difficult time in its 
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democratic development. Citing the USG 

and NGOs 

referendum process is held without interference 

that she hoped that Chavez would \"demonstrate that he 
believes in a democratic future for Venezuela by carrying out 
the wishes of his people.\" Later at the Monterrey Summit 
President Bush repeated the USG position 

work with the Organization of American States to ensure the 
integrity of the presidential recall and referendum process 
underway in Venezuela.\" 


4. (U) S(j}) to Rice 

again as \"a true illiterate.\" He quickly explained to the 
audience that while she can read 

In response 


literacy program. Chavez read a transcript of Rice\'s 
comments and wryly asked 

an illiterate?\" After denouncing Rice\'s response to the 
April 2002 coup 

\"hypocritical Pharisees.\" Chavez then claimed to have 
Vfigured out" that the flurry of USG comments were part of a 
plot with the opposition to overthrow him. He said that if 
the CNE finds the referendum to be invalid 

Rice will say that Chavez is not supporting democracy. At 
the Monterrey Summit 

President Bush on Venezuela V'were more intelligent\" than 
those of his national security advisor. 


6. (U) On January 6 

EreliVs comments were a \"broken record and questioned why 
the U.S. was giving such treatment to a country of such 
importance. Rangel called the Secretary\'s comments 
\"impertinent 

US State Department or the United States 

National Electoral Council of Venezuela to decide.\" On 
January 9 

said that he hoped to have a normal relationship with the U.S. 


7. (U) On January 13 

statement introduced by Fifth Republic Movement (MVR) deputy 
Tarek William Saab. The statement rejects \"repeated 
interventions and interference of the U.S.\" in Venezuelan 
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internal affairs. The document 

references Powell and Rice 

respect the principles of non-intervention and 
self-determination. In a similar fashion 

Isaias Rodriguez also issued a statement 

countries in the region do not get involved in Venezuelan 
internal affairs 

\"urged countries to avoid comments\" because they could 
\"complicate the situation and increase tensions.\" Venezuelan 
Foreign Minister Roy Chaderton also rebuked Rice and the U.S. 
He said that the referendum was an internal matter and that 
the USG should not start a fight with Venezuela. 


8. (C) Three factors explain the loud and disproportionate 
response to the statements by senior U.S. officials: 


-- the GOV wants to shift public focus from the CNE and the 
referendum to U.S.-Venezuelan relations; 


-- the GOV seeks to maintain pressure on the CNE; and 


-- Chavez wanted to burnish his nationalist credentials on 
the eve of the Monterrey Summit. 


9. (C) The impending visit of former President Carter (Jan. 
25-27) will of course underscore the valid role of foreign 
groups (OAS and Carter Center) in monitoring the CNE 
signature count process 

process. Our public statements should continue to stress our 
support for the referendum process and the implementation of 
OAS resolution 833. 
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neighbor.\" 


12. (C) A/S Burns remarked that Sistani has not wanted to 
meet with US officials and asked Dr. Mohammed if he had any 
thoughts on Sistani 

process in Iraq. Dr. Mohammed 
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said he was perplexed about Sistani 

because \"it doesn 

the fray.\" He speculated that Sistani is being pressured to 
take this position and that maybe he is trying to carve out a 
role for himself in the new Iraq. Dr. Mohammed opined that 
Sistani would not remain aloof from the political situation 
there but that his recent statements reduce him from a 
religious figure to merely another political entity. 


13. (C) The Minister claimed that remnants of the Iraqi Baath 
party were trying to establish themselves in Syria. A/S 

Burns inquired about the Syrian view of the region. Dr. 
Mohammed stated that the Syrians are not happy with the Syria 
Accountability Act and they expressed surprise when the 
Kuwaitis did not raise the issue with them in recent 
meetings---in keeping with the perception that the Kuwaitis 

do the bidding of the US in the region. The Syrian Baath 

party 

Baathist rhetoric V'indicating that change might translate to 
Syria also.\" He told Burns that the Syrian political 

situation did appear to be changing and related the story of 
Kuwaiti hunters who had obtained personal permission to hunt 
there from the Syrian Minister of Defense. Syrian Interior 
Ministry officials 

signature of the Defense Minister 

and tore up their hunting permits. 


Bilateral Issues 


14. (C) Moving to bilateral issues 

Trade and Investment Framework Agreement (TIFA) would soon be 
signed; this was another way the US could help Kuwait more in 
the direction of economic modernization and reform. On the 
issue of Trafficking in Persons he pointed out that the 

Embassy was working with the Government of Kuwait (GOK) on 
ideas to ensure that Kuwait as a society is pointed in a 

healthy direction. He also mentioned the importance of 

Article 98 

for compensation claims in the UN Security Council. Burns 

also shared that an announcement was forthcoming on Kuwait 
status as a Major Non-NATO Ally and that the US would consult 
with Kuwait on how best to publicize it as a means of 
highlighting the significance we attach to our relationship. 


15. (C) Dr. Mohammed expressed concern that the Minister of 
Finance was under attack in the Parliament over his running 
of the ministry and emphasized that he needs a clear 
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commitment and a working agreement on AIK to keep it from 
becoming an issue in the Parliament. He specifically needs 

to know how much fuel is needed and for how long it will be 
required. Burns explained that the US looks forward to 

working through this issue and assured Dr. Mohammed that the 
US understands the GOK need for predictability. 


16. (C) Dr. Mohammed 

forward to signing the TIFA and proudly announced that 
foreign banks and investment institutions can now open 
business in Kuwait. He then shared that he intends to travel 
to the US sometime in April or May. 


17. (U) Baghdad minimize considered. 
18. (U) Assistant Secretary Burns has cleared this message. 
URBANCIC 
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the Bakassi Peninsula may inflame tensions in Anglophone 
Cameroon. 


4. (SBU) UNHCR Nigeria estimates that approximately 17 
Nigerian refugees live in neighboring Cameroon. Mostly 
ethnic Fulani herders 

following ethno-religious clashes between the Tiv and Jukun 
peoples in January 2002. Hounsokou will coordinate a field 
assessment in Taraba State in early February to determine if 
conditions will enable the refugees to return to their home 
villages. He has asked representatives from the US 
German 

representatives from ICRC 

likely look for international support and possible donor 
partners to help organize repatriation.) 


5. (U) Hounsokou is expecting a US $2 million budget to fund 

a country program on Human Security. ECOWAS and the UNHCR 
will jointly seek funding for the project. UNHCR Nigeria has 
submitted a project proposal to its headquarters and has tied 

in child trafficking. Hounsokou believes child trafficking 

is a post conflict problem within the region; he wants to 

identify programs that target source and destination 
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communities to alleviate this growing trend. He expressed 
interest in USG efforts in combating trafficking in Nigeria 
regionally and domestically 

the Mission to identify programs. 


6. (U) The UN High Commissioner for Refugees is scheduled to 
visit Nigeria in April. 
HINSON-JONES 
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beginning 

Coalition (LASCO) efforts will likely be much less 
organized than the nationwide strike in July 2003 and 
the \"mobilization\" campaign for a threatened strike in 
October. 


2. Laboff spoke to NLC Deputy President Joseph 
Akinlaja on January 13 regarding the possible strike 
and asked him if the NLC would consider suspending the 
strike if the GON does not approve the tax. Akinlaja 
said the NLC would continue mobilizing until fuel 
prices revert to the 34 naira per liter price. Despite 
press reports and public perception that clearly 
focuses on the fuel tax or levy as the impetus for the 
mass action 

remains at the heart of the conflict. He said LASCO 
which is comprised of approximately fifty civil society 
groups 

(CFTU) 

implement a mobilization strategy to meet the January 
21 strike date. Despite LASCOVs widespread support 
the Trade Union Congress (TUC) 

Petroleum and Natural Gas Senior Staff Association of 
Nigeria (PENGASSAN) 

the strike. 


3. At the beginning of its mobilization efforts 

NLC held several unorganized and poorly attended pre- 
strike rallies on January 15. Akinlaja 

an event in Ikeja 

NLC has put in place a plan that will ensure that the 

strike achieves its objectives. These objectives 

include the call for the immediate lowering of the fuel 
price back to the 34 naira per liter. Although 

Akinlaja did not comment on why the turnout at the much- 
publicized rally was unimpressive 

labor's commitment \"to give whatever it takes to force 
government to accede to the NLC\'s demands.V After the 
event 

to recent press reports that President Obasanjo had 

sent a letter to the National Assembly on January 14 
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requesting that the fuel tax proposal be withdrawn from 
consideration. These labor leaders contend that the 
President\'s letter was merely designed to deceive 
Nigerians. They also claim that Obasanjo is attempting 
to distance himself from criticism while giving 

Nigerians time to adjust to de facto implementation of 
higher fuel prices. 


4. Comment: Months of strike threats followed by 
failed agreements between labor and the GON have taken 
a toll on the Nigerian public 

less ready to answer labor\'s \"mobilization\" calls. 
While most Nigerians bitterly oppose the fuel tax 

are becoming less confident in the NLC\'s ability to 
lead in these types of \"quality of life\" issues. NLC 
leaders recognize that their credibility has been 
severely damaged due to their decision to suspend 
previous strike actions in favor of GON-NLC negotiated 
agreements 

implement. Desperately in need of a victory to sell to 
its constituents 

matter what the GON does or does not do 

to send a message to Obasanjo that the organization is 
still a major political player. However 

is not prepared to sustain a strike and mobilization 

has been relatively weak 

choose to use Obasanjo\'s attempt to remove the fuel tax 
to claim victory and call off the strike. This 

scenario is even more likely since labor leaders have 
told Laboff that they do not expect to win the battle 
over deregulation. If the NLC decides to call the 

strike 

but protests will likely be poorly attended 

unorganized 
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of Saddam Hussein." In anticipation of James Baker\'s trip to 
Kuwait 

Iraq should only be given in exchange for an equal value of 
reconstruction contracts for Kuwaiti companies. 


A meeting between Embassy Political Counselor and the 
Secretary General of the conservative religious Salafi 


SIPDIS 

Movement was extensively reported in three Arabic dailies on 
January 9 with a full transcript of the conversation. The 

head of Shiite clerics in Kuwait 

denounced the meeting in his Friday sermon 
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moderate Islamist writer praised the meeting as \"a step in 
the right direction.\" 


A government committee reviewing the Islamic studies 
curricula recommended the removal of a number of Quranic 
verses from the primary curriculum because they are 
\"inappropriate to the age level.\" A conservative Islamist 
commentator states that those Kuwaitis supporting curriculum 
reform are complicit in an American \"war to eradicate our 
identity.\" END SUMMARY. 


2. News stories: Comments reported in all papers this week 
by the Vice President of the Iraqi National Congress (INC) 
Mudhar Shawkat 

islands led to strong denunciations by Kuwaiti MPs 

reported by Al-Seyassah on January 9. Al-Rai Al-Aam reports 
that the head of the Shiite Clerics in Kuwait Bager Al-Muhri 
opposed \"leasing one inch of Kuwaiti land.\" 


On January 9 

extensive coverage 

meeting between Political Counselor Richard Bell and the 
Secretary General of the conservative Salafi Movement 


SIPDIS 

(a.k.a. \"Scientific Salafis\") 

and Al-Seyassah report on January 10 that during his Friday 
sermon 

Muhri 

Secretary General for engaging in such a dialogue. 


SIPDIS 


Al-Rai Al-Aam reports on its January 12 front page that an 
Iraqi national detained attempting to enter Kuwait from Iraq 
was found to be carrying leaflets \"calling for Jihad and 
killing the Americans\" in Iraq and in Kuwait. 


Kuwaiti ambassador to the United States 

Abdullah Al-Sabah 

delegation will visit Kuwaiti detainees at Guantanamo for 
four days to inspect their health and living conditions 
according to Al-Qabas 


Al-Qabas reports that Ministry of Education Assistant 
Undersecretary for Curricula Affairs 

Musaileem 

for curriculum reform. 


Al-Qabas also published the recommendations of the committee 
for reviewing the Kuwaiti Islamic Studies curricula 
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include a recommendation to remove certain Quranic verses 
from primary school religion books because they are \"not 
appropriate to this age level.\" 


Editorials 


3. \"lraqi Debts\" 

Conservative Dr. Sami Naser Khalifa wrote in independent Al- 
Rai Al-Aam (1/10): \"James Baker will pay a visit to the 

Gulf countries including Kuwait to urge them to write off 

Iraqi debts long due to these countries. The issue of debts 

is considered a matter of sovereignty 

government has no right to unilaterally arbitrate the issue 
without referring it to the National Assembly. [T]he Kuwaiti 
government must lay a clear groundwork for dealing with the 
American guest by not allowing compromises. It is important 
that the government links writing off Iraqi debts to 

receiving [for Kuwaiti companies] contracts for 
reconstruction projects in Iraq of equivalent value.\" 


4. VHungry 

Opening editorial in independent AI-Watan (1/12): \"lraq is 
in need of massive capital to rebuild its economy 
rehabilitate and modernize its infrastructure. Building 
Iraqi harbors on Kuwaiti land is certainly not "Iraqvs top 
priority.\ We say to the [Iraqi National Congress] 
through your suggestion of leasing the [two Kuwaiti] 
islands 

financial purposes 

Kuwaiti land. Kuwait will not allow a repeat of the 
ambitions of. Saddam Hussein." 


5. \"War of Ideologies\" 

Salah Al-Sayer wrote in independent Al-Anba (1/11): \"In the 
meeting which took place between the Secretary General of 
the Kuwaiti Salafi movement 

Section at the US embassy 

of the meaning of the "state 

liberal Western political ideology and in the Arab political 
ideology. No matter how much the Salafi Secretary General 
talks about democracy 

authority 

rejected by the Salafis.\" 


6. \"The Salafi-American Meeting" 

Moderate Islamist Faisal Al-Zamel wrote in independent Al- 
Anba (1/12): VThe meeting which took place between members 
of the Salafi movement and the First Secretary at the 

American embassy is a step in the right direction. [Head of 
Shiite clerics in Kuwait] Al-Muhri\'s criticism of the Salafi 

meeting with the representatives of the American embassy 
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makes me suspicious of the frequent meetings [Shiia] 
Islamist groups are having with the Americans 
Americans have become a tangible reality in Iraq." 


7. VMuslims Until Judgment Day" 

Dr. Bahija Behbehani wrote in independent Al-Watan (1/10): 
VAII [those Muslims] that attack and criticize curricula 

reform must recognize that a notable number of academics who 
are themselves Muslims will fearlessly defend the Islamic 
religion will not allow for any change in religious 

curricula. We are Muslims until Judgment Day.\" 


8. \"The War to Eradicate Identity" 

Conservative Islamist Dr. Sami Khaled Khalifa wrote in 
independent Al-Rai Al-Aam (1/12): V'For the past three 
years 

attempting to destroy our cultural identity 

the spirit of our religion. There are some [in Kuwait] who 
are trying to apply these American dictates 

a need to amend the religious message 

Westernize our culture and renounce terrorism according to 
the American principle stated by president Bush-- you are 
either with us or with terrorism. We are in great need of a 
massive popular movement that will take up comprehensive 
political and economic reforms which reject American 
hegemony.\" 


9. \"The Culture of Eradication\" 

Malallah Yousef Malallah wrote in independent Al-Qabas 
(1/11): \"This is not the time for political debate or 
ideological analysis [concerning Iran]. It is the time for 
humanitarian assistance so as to alleviate human suffering 
[of the earthquake victims]. We would have preferred for any 
American \"humanitarian\" assistance to include the millions 
of American dollars [of lranian assets] 

for over twenty-four years 

Iran for reconstruction purposes.\" 
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End Summary. 


Policy Changes Still Linked to Nagorno-Karabakh 


2. (C) Adali began by declaring that Armenia \"must take the 
first step\" in order for the border to be opened and 
relations to be normalized. According to Adali 
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breakthrough 

NK and occupied territories 

Turkish-Armenian border. However 

two hours of discussion 

territories in detail and did not mention the border again 
as if he considers the border issue a throwaway. 


3. (C) Adali noted that Armenian President Kocharian has 
refused to withdraw from occupied territories 

because Kocharian said Armenia will need 5000 additional 
troops to guard the new border. However 

is on Turkey\'s side for concessions on NK and the 
territories. He claims that Russians are withdrawing support 
for Kocharian 

economically. 


4. (C) Adali characterized the linkage as a matter of 
\"ethics.\" Asked what ethical principle he was talking about 
he replied \"we (Turkey and Azerbaijan) speak the same 
language.\" He is bitter about what he perceives as the U.S. 
and Western Europe favoring Armenia in the dispute with 
Azerbaijan 

community" really means \"the Christian community." 


MFA Officials Travel to Yerevan in February 


5. (C) Adali said he and DDG Tezgor are going to Yerevan for 
talks in early or mid February. They are carrying a proposal 
for Armenian withdrawals from five occupied rayons to which 
Azeri President Ilham Aliyev \"gave the green light\" during FM 
Gul\'s January 9-10 visit to Azerbaijan. (Adali thinks of 

this as a \"new\" idea.) 


6. (C) Adali said the Turkish/Armenian \"roadmap\" for better 
relations was 80% complete 

aspects\" (i.e. 

elaborating 

economic confidence building measures in the near future. 


\"Practical Problems\" in Opening Border to Diplomats 


7. (C) Asked whether Turkey will open the border to Turkish 
and Armenian diplomatic passport holders soon 
rhetorically 
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\"not a political problem\" but is a \"practical\" problem. He 

said that setting up and staffing a border crossing that will 

only be used infrequently would be a waste of resources 
especially in winter. Adali also questioned the practical 
necessity of the measure when Turkish and Armenian diplomats 
can fly from Yerevan to Istanbul on existing charter flights. 


Genocide Resolution \"Is Your Problem\" 


8. (C) Adali asserted the possibility of a genocide 
resolution in the U.S. Congress \"is your problem.\" He 
asserted without elaborating that such a resolution will have 
no effect on Turkey and predicted it would have only 
short-term effects on U.S.-Turkey relations (Caucasus DDG 
Tezgor made the same assertion in October). 


Turkey-Armenia Trade 


9. (C) Adali estimated current Turkey/Armenia trade at $100 
million annually 

largest trading partner. Much of the trade consists of 
durable consumer goods exported from Turkey to Armenia. 
Adali characterized the trade as more important for Armenia 
than Turkey 

million even if the border is opened. 


10. (C) Comment: AdaliVs narrow vision 

characteristic of all MFA officials 

Turkey must overcome in order to improve relations with 
Armenia. While his minimizing the impact of an Armenian 
genocide resolution is not credible 

bureaucratic mentality that is all too common 

failure to grasp the importance of opening the border to 
diplomats. End Comment. 
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present evidence to the IST. He sought confirmation that 
non-lraqis could provide evidence. Amb. Prosper assured him 
they could 

Statute: the investigating judge can receive information 

from any source. 


5. (C) Bou Jarwa also wanted to know if Kuwait could help 
shape the IST judgesY thinking on rules of procedure. Amb. 
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Prosper explained that the IGC is drafting a proposed set of 
procedures. Bou Jarwa stressed that it was vital to ensure 
the admissibility of any evidence Kuwait provides. His 
greatest fear was that a judge would accept it 

summarily dismiss it. As Maghamis remarked: \"it would be 13 
years of work for nothing.\" Amb. Prosper took the point 
assuring his hosts that the early draft is very similar to 

the procedures used at the International Criminal Tribunal 
for the former Yugoslavia 

as it is probative. 


6. (C) Bou Jarwa\'s other main fear was that the crimes 
against Kuwait constituted such a small part of the total 
committed by the Saddam regime that they could get lost in 
the mix. Amb. Prosper said he would recommend that one of 
the investigating judges be dedicated to crimes against 
Kuwait. He also promised to explore urgently the possibility 
of a Kuwaiti legal expert joining CPA. He emphasized that 
this person would need to have fluent English 
inter-personal skills and a good grasp of practical 

realities 

replied: V'we are awaiting your okay to proceed with the 
five-plus-one team\" (i.e. five investigators and one expert 
seconded to CPA). 


7. (C) Bou Jarwa said the GOK would like to have access to 
the documents of the Saddam regime that are now in coalition 
hands. They may contain information pertinent to prosecuting 
ex-Iraqi regime figures for crimes against Kuwait 

may shed light on the fate of some of the 605 Kuwaiti missing 
persons from the Iraqi occupation. (Note: about 60 bodies 
have been recovered and positively identified since the 
overthrow of the Saddam regime 

cooperation of the CPA and Coalition forces. End Note.) 

Amb. Prosper took the point and said he was working to 
arrange the transfer of these documents -- some of which were 
being reviewed for security purposes by another part of the 
USG -- to CPA. He would also seek urgent funding to 
establish secure storage where IST investigators could search 
them. He invited the GOK to consider helping to fund this 
storage project 

CPA would enable Kuwaiti access to these documents. He 
stressed that it would take at least another month to 

complete this transfer 

agreement on protocol within the USG. He assured Bou Jarwa 
that everyone understands the need to make these documents 
available before IST trials are held. 


8. (C) Buzubar asked whether declaring Saddam a POW meant 
that he would be tried before an international tribunal. 
Prosper explained that the decision to declare Saddam a POW 
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was made on narrow legal grounds 

Iraq was fought under the Geneva Conventions and he was the 
commander in chief of enemy forces. That status 

is not relevant to the periods before and after the major 
combat operations. Indeed 

Saddam will be tried by the IST; the expectation is that once 

a sovereign Iraqi government is in place 

transferred to its custody. 


9. (C) In closing this portion of the meeting 

the GOK war crimes committee would meet on January 20 and 
seek to move quickly on the points just discussed. Bou Jarwa 
and Buzubar then departed the meeting. 


(U) GUANTANAMO 


10. (C) Neither side had heard any feedback about the 
ongoing visit of a GOK delegation to Guantanamo. Amb. 
Prosper stressed that President Bush wants to move quickly on 
disposition of the Guantanamo detainees case-by-case 
by prosecuting them 

their home countries for investigation/prosecution or 
monitoring. He urged Maghamis to be in touch with him or the 
Embassy as soon as possible after the return of the 
delegation 

prepared to do in the case of each of the twelve Kuwaiti 
detainees: e.g. travel restrictions 

detention 

problem with imposing travel bans 

requiring individuals to report frequently to the Police 
other forms of monitoring; on the other hand 

would be difficult 

repeated his suggestion of informal contact as soon as 
possible 

emphasized his desire for quiet diplomacy away from the 
media. He was under intense pressure from the National 
Assembly and the families of the detainees 

the issue could be worked out between two such friendly 
countries. 


11. (C) COMMENT: Amb. Prosper\'s substantive engagement with 
the GOK is very timely and lays the groundwork for 

integrating Kuwait into the IST process firmly and quickly. 

This will go far towards helping the GOK demonstrate to its 

people that its cooperation with us is preserving its 

equities in this most politically sensitive area. 


12. (U) Amb. Prosper has cleared this message. 


13. (U) Baghdad minimize considered. 
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URBANCIC 


13361 
refer the Ministry of Education\'s plan to its 
committee on education for further discussions. 


Editorial Commentary 


-- VThree Israeli trends in the face of the Syrian 
initiative V" 


Columnist Abu Yazan writes on the op-ed page of center- 
left 

V'Three Israeli trends have risen in response to the 
Syrian call for resuming negotiations 

single one is serious. They indicate the absence of 
Israeli partners for making peace.. The common link 
among the three trends is namely the lack of readiness 
to make peace 

reservation or maneuvering .. Israel is not ready to 
make peace with Syrian. The Israeli proposals for 
Damascus are hard to swallow 

the Syrian track will stay in limbo until a year after 

the [U.S.] elections. V" 


-- \"Is it not time for dawn to break the Iraqi dark 
night" 


Center-left 

(01/19) editorializes: WDay in and day out 

looming dangers of the continued American occupation 
of Iraq and the threats resulting from the absence of 

a Clear American agenda for the next stage become 
clearer. The escalation in the field and yesterday\'s 
attack show the lack of security in the presence of 

the occupiers and prove the high price that lraqis are 
paying on a daily basis.. The Iraqi scene seems to be 
vulnerable to the worst and most dangerous 
possibilities 

sectarian and ethnic disintegration reaching a level 

of congestion as witnessed in more than city and more 
than area in lraq.. It is no longer sufficient to 

issue calls from one capital or another 

for disavowing any relationship with WashingtonVs 
plans and occupational practices. The deterioration 

of the Land of the Rafidayn will not stop with calls 

and demands 

salvation action on all levels.\" 


-- VSharon and three years of breaking china! V 


Column 3 

Columnist Raja Talab writes on the op-ed page of semi- 
official 

\"When Ariel Sharon was elected in March 2001 
observers expected him to fail drastically and quickly 
end his political life. All expectations saw him as a 
raging bull in a china shop 

every move. However 

materialize. True 

but he invested everything towards making the breaking 
of china a legitimate thing 

protective wall in April 2000 

assassinations 

building the separation wall 

the heart of Damascus. Sharon dedicated the three 
years of his term in the Israeli government to 

breaking everything 

in taking everything back to square one. The question 
is: how did Sharon manage to implement his program 
(the breaking of china) so successfully without 
significant obstacles? There are a number of factors 
that contributed 

giving him the ability to continue his policy of 

keeping the peace process in the square one. The 
first of these factors is the U.S. bias 

always been present 

favor of Sharon as a result of various Palestinian and 
Arab mistakes and regional developments. As for the 
Palestinian mistakes 

Intifada and the lack of a political program.. The 
failure of the Palestinian Authority to invest the 

events of 9/11 to bring it closer to the United 

States.. The Palestinian Authority\'s evasive approach 
towards the security requirements of the roadmap by 
trying to achieve a military truce with opposition 
factions 

subject to these factions political and regional 
interests. V 
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parties--Jordan and Israel." The Jordanians took exception 
to the last phrase and argued that it raises 

again 

project--the stated exclusion of the Palestinians. (COMMENT: 
Separately 

claiming to watch out for their interests by making them 
\"beneficiaries\" of the project 

hear that Jordan wants this to move ahead at all costs 
garnering support from the international donor community by 
meeting its demands to remove any language that hints the 
Palestinians are not an integral part of the larger project. 


Column 3 
End Comment.) 


5. (SBU) After the Jordanians complained to the Israelis 

about the sole identification of the two parties and that the 
letter was not from the minister himself 

amended letter 

Israel and Jordan. The letter clearly stated IsraelVs 
acceptance of the TOR; but they added another paragraph with 
a similar reference to Jordan and Israel being the only 

parties to discuss the draft TOR with the World Bank 
effectively cutting the Palestinians out of the process and 
undermining the apparent revisions to the TOR. 


6. (SBU) On the Palestinian front 

not been as successful in gaining their unqualified support 
for the Red-Dead TOR. According to Awadallah 

the Jordanian Prime Minister to call Palestinian PM Abu Alaa 
five times to seek approval for the revised TOR--all to no 
avail. Abu Alaa 

to have instructed Palestinian Planning Minister Nabil Kassis 
to move forward. The Jordanians were told by Abu Alaa that 
their acceptance letter would be in Amman in 24 hours. It 
did not come. Kassis 

he doesn't have the authority to agree to such a TOR; only 
Abu Alaa can authorize it. Attempts by Awadallah and 
Al-Naser to reach Kassis have been met by silence. 


7. (SBU) In a plea for U.S. support 

Ambassador to call CG Jerusalem to have him weigh in with Abu 
Alaa 

to push Palestinian acceptance. Although Awadallah is still 
seeking to salvage a Red-Dead session for the upcoming Davos 
WEF 

at this late stage. (Awadallah said he needed action that 

night within six hours.) 


8. (SBU) COMMENT: The apparent breakdown in communication 
between the Israelis and Jordanians on this highly sensitive 
point of Palestinian participation and rights threatens to 
continue to stall the implementation of the feasibility 

study. In fact 

Palestinians are more serious. Palestinian reluctance to 
jeopardize their negotiating position on future water rights 

is making them a difficult potential partner. Similarly 

Israelis are hesitant to acknowledge certain legal statements 
about the Palestinians territorial or water rights. It all 

adds up to an impasse. We expect Awadallah will have the 
Red-Dead project high on his list of priorities for his visit 
later this month to Washington. 

GNEHM 
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assessing its planned timetable in lraq leading to a transfer 

of sovereignty by July 2004. He feared that this timetable 

and an early withdrawal of U.S. forces may increase 
instability. He believed that the U.S. has a \"false sense of 
security\" in the south 

for the future. In addressing the issue of Iraqi leadership 

he was not convinced that the Irag Governing Council (IGC) is 
working in the best interests for the future and that some 

IGC members are serving for personal reasons. He described 
the prospects for liberal democracy as a V'bit unrealistic\" 

and reiterated his desire to see Iraqi police trained and 
serving in Iraq as quickly as possible. 


3. (C) The King described Jordan\'s current strategy in the 
peace process as V'damage controlV. He criticized PM Qurai 

for the in-fighting in the PNA. He said that Sharon wants 

peace and a Palestinian state but criticized SharonVs 

delaying tactics. The GOJV's role is to V'push the envelope" 

to strengthen PM Qurai to make negotiations more even-handed. 
He believes that President Bush is engaged but needs 
something tangible to work with. 


4. (C) The King expressed deep concern over extremism in 
Saudi Arabia and questioned whether the Gulf states could 
handle instability there. He characterized Crown Prince 
Abdullah as very sincere in his efforts to combat extremists 
but said the extremists are better-organized and have the 
sympathy of the majority of the population. He wondered if 
the recent assassination attempt against a Saudi intel 
service head was the \"next stage of confrontation" and if the 
situation could deteriorate into open rebellion or civil war. 

He pledged his continued support for the Crown Prince. 


5. (C) In separate meetings 

told the Senate staffers that the U.S. is to blame for 

injustice in the peace process 

understand why the Isrealis have the \"full backing" of the 
U.S. in building \"the wall\". Senate President Rifai seconded 


Column 3 
the King\'s desire to have lraqi police serving in lraq and 
Majali\'s criticism of the security wall in Israel. 


Visit Embassy Amman\'s classified website at 
http://www.state.sgov.gov/p/nea/amman/ 


or access the site through the State Departments SIPRNET 
home page. 
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killing prospects for a two-state solution 

expects negative movement in the peace process this year. He 
fears a future partitioning of Iraq if any arrangement is 

made to weaken the central government and is concerned about 
Iran\'s influence in the south. On Saudi Arabia 

if there is a change in regimes it \"will be to the Bin 

Ladens\". On Syria 

and FM Farouk Sharaavs views on the Iraqi Governing Council's 
(IGC) progress as completely different. End Summary. 


2. (C) Muasher described the PNA as V'in total paralysis" and 
expects that there will be reversals in the peace process 

this year. He described the wall\'s current location as a 

\killer to future prospects for a two-state solution 

believes that its construction is not temporary. He stressed 
Jordan\'s strategic interests - to protect Jordan from a 
population transfer - arguing that construction of the wall 

led to inevitable consequences that would undermine Jordan\'s 
security. 


3. (C) He expressed deep concern that any arrangement made in 
Iraq to weaken the central government would lead to a 
partitioning into two or three areas 

stability. He said that the Sunnis feel marginalized and 

that membership in the IGC should be more representative of 
the population. He is worried over Iran\'s influence in the 

south and described the planned withdrawal of U.S. forces in 
July as a \"disaster\". 


Saudi Arabia and Syria 
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4. (C) Muasher expressed Jordan\'s support for Crown Price 
Abdullah but said he fears extremism and instability in the 
Kingdom. He said pointedly that if there is a change in 

regimes 

democrats. On Syria 

Asad and FM Faruk Shara seemed not to share the same view on 
foreign policy. Citing a recent trip to Damascus 

described Shara\'s opinion of the IGC\'s progress as extremely 
negative but said that Asad took the opposite view. 


Visit Embassy Amman\'s classified website at 
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REF: AMMAN 389 


Classified By: Ambassador Edward W. Gnehm for Reasons 1.5 (b) 


1. (C) A non-violent demonstration held January 16 in Amman 
garnered several hundred Jordanians who protested against 
Israeli policies and the U.S. presence in Iraq. In 

contravention of parameters pre-arranged with the GOJ 
several demonstrators held up pictures of Saddam Hussein and 
Iraqi flags 

General 

for allowing the training of Iraqi police and military units 

in Jordan. Prime Minister Fayez told Ambassador that SaVid 
whose comments do not reflect popular opinion 

charged in a civilian court with defaming the King and the 
government 

support for Irag-related training programs. End Summary. 


2. (C) On January 16 
place in Amman to show support for the Palestinian intifada 
and to condemn U.S. occupation of Iraq. The march began 
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outside the complex of the Jordanian Professional 
Associations 

and made its way to the main United Nations facility in 
Jordan 

reports put the number of demonstrators at 2 

police numbered the participants at no more than \"several 
hundred.\" 


3. (U) The demonstrators loudly condemned Israel for its 
treatment of Palestinians 

intifada 

ambassador from Jordan. The crowd also chanted anti-U.S. 
slogans and demanded that American troops withdraw from Iraq 
while at the same time praising the \"Iraqi resistance" In 
his address to the demonstrators 

Professional Associations 

Arabs do not consider the American people as an enemy 
called on Americans to object to the U.S. administrations 
policies in the region. 


4. (C) In granting permission for the march 

down several rules and made clear to organizers that 
demonstrators were to confine their protests to the 
Israeli-Palestinian conflict and the U.S. presence in Iraq. 
Several demonstrators strayed outside these \"red lines 
however 

Hussein by prominently displaying his picture. More notably 
as the Deputy Controller General of the Muslim Brotherhood 
Hammam SaVid 

accused the GOJ of committing a \"traitorous act\" by allowing 
the training of lraqi police and military units on Jordanian 
soil. SaVid also denounced the Iraqi Governing Council as a 
tool of the U.S. occupation and rejected any dealings with 

it. 


5. (C) Commenting on SaVidWs speech 

al-Fayez told the Ambassador and PolCouns January 19 that 
SaVid had stepped over the line. Fayez said that Sa\'id had 
been arrested 

the King and government by accusing them of treason. Fayez 
stated that he had asked the Muslim Brotherhood in 
discussions last fall what he should do if they stepped over 
the line in their public actions or statements. They had 
replied \"take us to civilian court 

Fayez said he intended to do with SaVid. Fayez reaffirmed 
the GOJ\'s commitment to continue training of Iraqi police and 
military personnel as the best way to help Iraqis govern 


Column 3 
themselves. 


6. (C) The government-sanctioned march is another example of 
the new \"political openness\" in Jordan (see reftel) 

the same time shows that this openness has definite limits. 

In line with pledges for greater political expression 

GOJ allowed Jordanians an opportunity to express condemnation 
of Israeli policies affecting Palestinians and 

extent 

SaVidWs scathing attack against official СОЈ policy on Iraq 

and by extension the decisions of King Abdullah 

far 


7. (U) Baghdad minimize considered. 

Visit Embassy Amman\'s classified web site at 
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control there. There is no Authority in Gaza.\" Prime 

Minister Abu Alava mentioned to visiting Senator Bill Nelson 
on January 7 that his aides had advised him against even 
attempting to visit Rafah. In an audacious challenge to the 
PA 

PA Housing Minister Abd al-Rahman Hamad and Arafat office 
director Ramzi Khuri as they rode in a convoy toward the 
Rafah crossing in southern Gaza. The militants held Hamad 
and Khuri for about four hours and took them on a forced tour 
of IDF damage inflicted on the Rafah area 

why the PA had failed to defend and provide aid to its 
constituents. 


Establishing Itself As 
The Mainstream Palestinian Representative 


4. (C) Throughout December and January 
assert itself as a representative of the entire Palestinian 
people 


-- Leading the Resistance: Hamas delegates in Cairo 
deliberately staked out a position for the movement as the 
leader of Palestinian resistance. Hamas delegates rejected 
the PA and Fatah\'s cease-fire plan in Cairo 

the talks foundered 

deeper commitment to the Intifada than other factions. 
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-- Making Independent Foreign Policy: Hamas leaders in 
recent weeks appear to be emphasizing an ability to conduct 
Palestinian foreign policy on their own. Hamas leaders in 
Gaza made a point in December of receiving Egyptian envoys in 
meetings that paralleled those the Egyptians are holding with 
the PA. An Egyptian embassy official told DPO on January 15 
that Hamas envoys in Egypt are attempting to discuss 
cease-fire issues independently of the PA. Hamas political 
leader Abd al-Aziz al-Rantisi claimed January 15 to have 
rejected what he said were secret U.S. contacts calling for a 
cease-fire. Hamas political leader Musa Abu Marzug similarly 
recently claimed that the movement had secret contacts with 
the U.S. in the past. 


-- Broadening Its Ideology: Hamas Spiritual Leader Shaykh 
Ahmad Yasin January 13 publicly revived a long-dormant 
proposal to offer Israel an extended truce in exchange for a 
withdrawal to the June 1967 lines. The statement appeared to 
be an effort to broaden the appeal of Hamas to Palestinians 
who are reluctant to support the movement because of a 
doctrine that promises seemingly never-ending war. 


A Sharpened Propaganda Campaign 
Against the Palestinian Authority 


5. (C) Hamas is complementing these efforts to assert itself 
with a sharpening of its long-running public campaign to 
undermine faith in the PA. Al-Risalah 

newspaper linked to Hamas 

January 8 that offers a telling example of anti-PA 
propaganda. The article editorialized that the PA \"is absent 
from the political and the social arena.\" The article quotes 

an unnamed Legislative Council official as saying 

no such thing as a government... Since the government\'s 
formation it has not made a single political or domestic 
decision.\" The article cites the opinions of \"young men\" who 
allegedly believe that \"charity organizations offer aid and 
assistance to the population long before the PA does.\" The 
article concludes by quoting a PLC member who says that the 
current crisis necessitates more than a new cabinet 

\"review of the Palestinian situation as a whole 

the political system.\" 


Building Influence in 
Quasi-Governmental Bodies 


6. (C) Hamas activists also dealt a blow to Fatah 
it the PA 
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and syndicate elections in December. Hamas deepened its 
control of the Bir Zeit University student council 

stronghold before the Intifada. Hamas candidates won control 
of the Ramallah Mens Training Center and of the Engineers 
Syndicate Elections in Gaza. Hamas rivaled Fatah without 
completely prevailing in several other elections where its 
influence was previously negligible. At Bethlehem University 
-- a largely Christian institution -- Hamas rose from 
negligible support to take seven seats to FatahVs 13. In the 
West Bank Engineers Syndicate elections 

Hamas victory by agreeing to share power in the steering 
committee. 


Comment: A Vulture Circles the PA 


7. (C) HamasVs effort to sideline the PA and PLO and dominate 
Palestinian politics is an evolutionary effort 

revolutionary one. V'They want power 

civil war 

al-Rahman Abu Arafah emphasized to Poloff in a meeting on 
January 15. Hamas is aiming to perpetuate violence and 
instability and claim power as the central authority of the 

PA recedes. This tactic has already helped Hamas build 
strongholds in Gaza. Victories in syndicate and student 
council elections have also won it a significant foothold in 

the West Bank. With reportedly undisputed control over most 
mosques in the West Bank and Gaza Strip 

to spread its message even as it remains outside of 
Palestinian political institutions. 


8. (C) Many analysts of Palestinian politics have devoted 
excessive attention to polls in assessing the power balance 
in the West Bank and Gaza. By the polls 

rivals with about 20 percent support each (but with Fatah 
almost always slightly higher). (The vast majority of 
Palestinians register their dissatisfaction with either 

group.) But іп a Palestinian political environment that is 
increasingly anarchic 

can exert influence far beyond its numbers. More 
importantly 

unexpected but crucial boon to the organization. As the 
route of the barrier leads Palestinians to conclude that a 
two-state solution is impossible 

that their long-time opposition to accommodation with Israel 
is being vindicated. More importantly 

checkpoints isolate and divide the West Bank and Gaza 
PAVs central institutions are losing their reach and local 
organizations are rising in importance. Hamas has long 
devoted its efforts to building a wide network of local 
welfare services 
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Palestinians are coming to rely upon as IDF-imposed internal 
closures deny them freedom of movement. Meanwhile 
which put most of its efforts into building a centralized 
authoritarian PA 

effectively. 


9. (C) When Abu AlaVa gave up on the Cairo cease-fire talks 
in December following Hamas\'s rebuff 

was born. Hamas 

an ability to veto a central plank of a PA government. Now 
the movement is attempting to pocket that veto 

advantage 
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to 18.4 percent 

compared to relatively higher inflation countries such as 
Bulgaria. He assured the Ambassador that the leadership is 
aware that it cannot relax 

to accelerate privatization 

economy 

criteria. He also made a point of stressing the importance 
of a strong 

government was working with TUSIAD and other private 
organizations on legal reform 

of corruption in the judiciary. (Note: AK officials 
increasingly have been pointing to corruption and 
incompetence in the judiciary as a key factor in harming the 
investment environment. End note) 


3. (SBU) Recalling their December discussion (reftel) 
Ambassador reiterated the importance to Turkey\'s economic 
recovery of attracting more foreign capital 

that the Prime Minister\'s visit 

Conference 

golden opportunity to \"showcase\" its reforms and its improved 
investment environment. In that context 

pitch for the GOT to resolve some of the long-pending 
problems and disputes affecting U.S. companies. 


4. (SBU) Unakitan agreed that Turkey needed to attract more 
foreign capital 

that investors can \"smell\" profits 

that 

come. On the specific U.S. investment disputes 
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Parliament would soon pass legislation resolving Cargill\'s 
zoning problem 

working on the data exclusivity issue. He said he had 
discussed the Frito Lay-Kar Gida legal dispute with Justice 
Minister Cicek 

it. (Septel reports on Embassy\'s extensive recent 
discussions with various ministries on the range of 
investment disputes/problems.) 

EDELMAN 
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on atrip to the area. After asking local residents about 

the rebar\'s purpose 

shipments were arriving almost weekly and that the rebar was 
to be used in the construction of unnamed/unidentified 
factories. In the opinion of the businessman 

involved as well as the diameter of the rebar suggested a 
project larger than \"factories.\" Along these lines 
businessman noted that there was a new airport near Minbu 
with a landing strip that 

seemed excessive 

shuttle on it.\" 


2. (S/NF) Comment: Rumors of construction of a nuclear 
facility in/near Magway Division date back to 2002 and 
generally refer to alleged Goverment of Burma (GOB) and 
Russian cooperation on a nuclear research reactor project. 
Similar rumors 

circulating with greater frequency within diplomatic and 
expatriate circles since a November 2003 Far Eastern Economic 
Review (FEER) article which described signs of growing 
military ties between North Korea and Burma. While we have 
no direct evidence of this alleged cooperation 

ongoing construction of a nuclear reactor are surprisingly 
consistent and observations of activity such as that 

described above appear to be increasing 

sightings of North Korean \"technicians\" inside Burma. 
Martinez 
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conflict-of-interest do not exist here resulting in some 
politicians who have greatly enriched themselves through 
government positions seeing themselves as legitimate 
champions against corruption. The Mozambicans say the right 
things about corruption. They have also taken serious 
efforts to lay the institutional and legal framework to 
attack the problem. The fundamental question 

whether in a country where none is without sin the 
Mozambicans really mean what they say. This cable 
represents a mission-wide effort 

combat corruption and USG assistance in those efforts 
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placing the issue in Mozambican and regional context 
identifying criticisms we have encountered from our 
interlocutors. Elections scheduled for December could prove 
to be a watershed in current and future GRM efforts. End 
summary. 


Everybody Recognizes the Problem 

2. (SBU) Mozambique is losing its image as the darling of the 
donor community as the corruption issue takes a more central 
role. After eleven years of peace 

economic growth 

community\'s) success story is beginning to tarnish. Concern 
is growing among donors that corruption is not being 
adequately addressed by the country\'s leadership. Corruption 
is the biggest campaign issue for the opposition as 
Mozambique approaches presidential elections in 2004; indeed 
the ruling party candidate is also forced to play a political 
dance of condemning corruption in government while distancing 
himself from the very party structure that has resulted in 
corruption. Businesses cite corruption (particularly petty 
corruption) as the biggest hindrance to investment. Polls of 
Mozambican citizens of all economic strata cite corruption in 
one form or another as a constant in day-to-day life. 

Despite the formation of a special unit in the Attorney 
General\'s office and numerous public statements by key 
figures in the GRM and FRELIMO 

slow to gain momentum. Positive developments have been the 
creation of the Anti-Corruption Unit 

legislation 

public finances; these can be considered first steps in 
combating corruption. One watershed event 

terms of pubic perception 

trial 

involved in killing the crusading anti-corruption journalist. 

The entire populace followed the trial closely and were 

taken aback (though not surprised) by testimony that detailed 
the world of criminal corruption in Mozambique. The trial 
might not have happened if it were not for pressure on the 
GRM from the Nordics. 


Then and Now 

3. (SBU) The days of Samora Machel: Concerning corruption 
much of the population looks back nostalgically to the early 
independence period and the Presidency of Samora Machel from 
1975-1986. Stories abound of Machel\'s intolerance for 
corruption and his public shaming and sacking of officials 

found to be corrupt. At that time 

for FRELIMO policies was sincere in most quarters of the 
population. It is common to hear \"this wouldn\'t have 
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happened under Samora\" when allegations of corruption are 
discussed. The yearning for \"the good old days\" under Machel 
ignores the fact that money wasn\'t worth stealing because 
there was nothing to buy in shops and food shortages were 
common. Only government officials and diplomats had access 
to hard-currency shops actually supplied with goods. The 
grinding civil war 

suffering to most Mozambicans. Machel was 

undeniably charismatic and popular leader and his personal 
example of a humble lifestyle can be juxtaposed with the 
lavish fortunes of many current and former government 
officials who enriched themselves during privatization. 


4. (U) The Down Side of Economic Development: Mozambique 
has enjoyed growth rates of more than 8% for the last decade 
albeit from a very low base. Before the 1992 Rome Peace 
Accords 

the neighboring South African economy was isolated under 
anti-aparteid sanctions. Visitors to Maputo who have not 

seen the capital for years are astounded at the level of 
construction and development. In addition to private foreign 
investment and large donor-financed infrastructure projects 
numerous luxury villas have recently sprung up in Maputo\'s 
more upscale neighborhoods. Deteriorated buildings from the 
Portuguese era are either being renovated or replaced with 
modern structures. Many state enterprises and parastatal 
companies have been fully or partially privatized. 
High-ranking FRELIMO party members are generally thought to 
have benefited from the privatization program 

previously nationalized companies were sold off under a less 
than transparent bidding process. With large investments 
from South Africa 

Corridor has produced a dynamic economic environment and 
increased opportunities for corruption. A growing pie and 
weak institutions opened the door for corruption 

former revolutionary leaders were the first in line as 
newly-converted free marketers. 


The Three Forms of Mozambican Corruption 

5. (C) Criminal Corruption: The most serious 

most unsettling 

potential involvement with organized crime by government 
officials. Even if guilty of acts of omission rather than 
commission 

in drugs and stolen vehicles 

trafficking in persons 

worst forms of corruption 

Those involved in shady dealings do not shrink from 
contracting for the murder of potential witnesses to thwart 
prosecution. The collusion of low level officials with 
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transborder crime provides a conducive environment for 
international crime. The role of the country as a transit 

point for narcotics 

rapidly in the last five years. The murders of investigative 
journalist Carlos Cardoso in 2000 and of bank auditor 
Siba-Siba Macuacua in 2001 demonstrate the ruthlessness of 
criminals involved in this type of corruption. Additionally 

the Assistant Attorney General heading up the UAC was the 
victim of an assassination attempt in late 2002. 


6. (SBU) Corrupted Elites and \"Legal\" Corruption: This type 
of corruption has become more prevalent and 

has become socially accepted in the Mozambican context 
despite public disdain for government officials widely seen 
as increasingly corrupt. It is expected that ministers will 
have a Mercedes and a large home and family members 
and associates of those in high positions expect to also 
benefit 

Considering low government salaries 

fringe benefits 

an accepted fact of life. Even anti-corruption advocates 

like prominent members of the NGO Etica have profited from 
positions such as university dean or former parliamentary 
committee chairman. LINK 

that less than twenty percent of their members meet their 
transparency criteria. Not only NGO\'s budget decisions are 
unduly controlled by their leaders. RENAMO leader Afonso 
Dhlakama is not known for his transparent handling of the 
main opposition party\'s finances. There are signs 

that the public has become less accepting of business as 
usual. For example 

January 16 that President Chissano will be provided the use 
of a new two million dollar home upon leaving office 
provided by a 1992 law 

questioning the appropriateness of building a mansion at 
great expense when so many other pressing needs exist. 


7. (U) In discussions with contacts and among mission staff 
the trend of sophisticated corruption was identified. 
Individuals involved in corruption exhibit sufficient 

subtlety to avoid the appearance of outright theft and 
embezzlement. It is considered normal to take advantage of 
position to garner kickbacks for oneself and family members. 
In addition 

influence within government 

themselves 

since no conflict of interest rules exist. A 1992 law 

permitted government ministers to have business interests in 
their areas of oversight 

ground floor of private sector activity. While the new 
anti-corruption law requires high-ranking officials to 
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declare their assets 

and out of the reach of the public. Most government 
officials have profited from privatization 

former Transport and Communication Minister Guebuza. The 
fact that government officials can enrich themselves without 
technically breaking the law 

expectations 

rail against corruption with a straight face. They can 

define corruption to solely include collusion with organized 
crime or petty everyday extortion 

their own actions. 


8. (U) Petty Corruption: As opposed to high-level corruption 
aimed at personal enrichment 

be described as \"subsistence corruption.\" Civil servants 
police 

low pay. Often 

their salaries on time. Considering the high number of 
points in the overly-bureaucratic state where a bribe can be 
demanded 

paperwork 

permits. The lingering cultural effects of Portuguese 
colonial bureaucracy and previous dependence on the state 
during Marxism-Leninism make transactions with corrupt 
low-level officials frequent 

Small-scale extortion in this \"household sector\" 
disproportionately burdens the poorest Mozambicans. This 
type of corruption is endemic and is prevalent in the police 
(in particular the extortionate traffic police) 

clinics (where payment is often demanded for free services) 
and schools. In the 2001 Corruption Survey published by 
Etica Mocambique 

for money in the health care service 

police or teachers. Only fifteen percent had any trust in 

the police 

judges 

and health workers 

teachers often demand cash 

student exam results. Unfortunately 

leads to some teachers demanding sexual favors from students 
for good or passing grades. 


Saying all the right things 

9. (U) Public statements by the President 

and FRELIMO Secretary General all indicate a desire on the 
part of FRELIMO to show progress in the fight against 
corruption. A key aspect of the GRM\'s anti-corruption 
campaign has been the high-profile launch of an 
Anti-Corruption Unit (UAC) within the Attorney General\'s 
Office. It has become a centerpiece of GRM efforts. 


Column 3 

Attorney General Joaquim Madeira shook up the political 
establishment shortly after coming into office in 2001 by 
announcing his intention to combat corruption 

his own office 

UAC has had some successes in arrests of provincial level 
officials engaging in corruption 

challenges in staffing and resources. After moving slowly in 
hiring and training staff (with USG training assistance) 

they are preparing to expand their efforts. Soeaking on the 
occasion of the UAC\'s one-year report 

encouraged the unit to continue making progress and exhorted 
them to \"show us the faces\" of the corrupt. President 
Chissano has repeatedly linked combating corruption with the 
GRM centerpiece Strategic Plan for the Reduction of Absolute 
Poverty (PARPA). Secretary General Guebuza 

campaigning for 2004 (under the official auspices of the 2003 
municipal election campaign) has promised to crack down on 
corruption in the public sector 

his fellow Frelimistas as to how far he is willing to go. 


GRM efforts to combat corruption 

10. (SBU) The Anti-corruption Unit: The UAC began 
operations in November 2002. During their first year 
denunciations were received by the unit 

11 resulting in charges and 3 cases reaching trial 

no convictions. The units Maputo office covers the entire 
country; regional offices in Beira and Nampula opened in 
December 2003. Major accomplishments of the UAC to date 
include the selection and training of core staff. In Maputo 
there are currently only five prosecutors and one 

investigator 

the regional offices. The painstaking staff screening 

process has had the personal involvement of Attorney General 
Madeira and has resulted in selection of a professional 
dedicated staff with an excellent public reputation for being 
uncorrupted. AG Madeira informed us in early January that 
the Council of Ministers approved a budget that included more 
funds than he had asked for 

for the UAC. This is one key test of political will to 

support Madeira and the UAC. The UAC enjoys such public 
confidence that denunciations and complaints involving 
complex crimes not directly related to corruption are brought 
by citizens to the UAC 

responsiveness. This situation 

from focusing on cases that require their attention 

diverting their limited staff and resources to evaluating and 
forwarding on cases that should be dealt with elsewhere. The 
fact that the population does not trust the police or any 

other entity as much as the UAC is gratifying 

the prosecutors from investigating higher priority cases. 
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The few successes that the unit can point to involves 
time-consuming embezzlement cases in Sofala and Cabo Delgado 
provinces. 


11. (SBU) The growing backlog and the UAC\'s isolation within 
the judicial sector translate into the lack of successful 
prosecutions. Many of the cases investigated by the unit\'s 
prosecutors have been shelved or dismissed by judges for 
alleged lack of convincing evidence. With the UAC seen as an 
elite group and the Attorney General publicly criticizing the 
Investigative Police (PIC) 

impediment to the UAC. In light of the Attorney General\'s 
moves to create a judicial police (PJ) to investigate complex 
crimes due to the widespread perception that the PIC is 

highly corrupt 

With the discussion of the accomplishments and challenges of 
the first year 

years. These include construction of permanent offices in 
Maputo 

levels of ten prosecutors and five investigators for each 

office 

experts and support staff 

case-tracking system 

and improved coordination with other GRM agencies. The UAC 
cannot fight corruption on its own 

multi-level effort involving different sectors of the 

government 


12. (U) Public Sector Reform: The GRM is undertaking a 
comprehensive reform of public services 

creating more efficient and less corrupt environment for 
economic development. An inter-ministerial working group has 
approved a good governance program with the goal of improving 
each ministry\'s internal controls and reforming public sector 
hiring 

service and prevent corruption. In November 2003 

Minister officially launched an national survey 

World Bank Institute standards 

corruption in government services. 


13. (SBU) Finance Ministry Inspector General\'s Office: 
Minister of Planning and Finance Luisa Diogo has received 
high marks for the donor community and IFls for her attempts 
to develop more accountability in the GRM budget. A key 
potential ally of the UAC is the MPFVs Inspectorate General 
for Finance (IGF). The IGF has powers to audit all 
government entities 

unannounced inspections 

in provincial administration. They have a staff of 100 
regional offices in Beira and Nampula. They chair the 
Coordinating Council of Inspectorates 
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twenty ministerial internal inspection units. The Ministry 
of State Administration\'s inspection unit supervises civil 
servants throughout the public sectors 

inspectors. 


14. (U) Anti-corruption law: The National Assembly passed 
the new Anti-Corruption Law in November 2003 (reftel B). The 
law is seen as a good first step 

increased protection for whistle-blowers and higher fines for 
official found guilty of corrupt practices. However 

lacks teeth in other areas 

legislation passed two years ago is any indication 

be some time before implementing regulations are promulgated. 
The legislation provides for the formation of a Central 

Office for Combating Corruption (GCCC) with broad powers 
chaired by the Attorney General 

be a re-named UAC. 

2 

15. (SBU) The Cardoso and BCM Trials: The Cardoso murder 
trial 

fraud trial 

improve the image of the beleaguered judiciary. The 
conviction and long sentencing of six organized crime figures 
for the murder of investigative journalist Carlos Cardoso 
prompted several newspapers to name the judge presiding over 
the cases as \"man of the year." The trial was broadcast live 
and was followed with great interest. The judge currently 
leading the trial of the 14 million dollar BCM fraud case has 
not won over the public 

case would further strengthen the image of the court system. 
The courts and judiciary are also seen as highly corrupt 

with only the poor ending up facing trial. Most people 

believe that judges can be bought 

money above the law. The Portuguese-based legal system 
invests broad discretion in judges to dismiss cases before 

the trial stage. 


Para os Ingleses ver? 

16. (SBU) In recent discussions 

figures 

Ambassador and other embassy officers that GRM 
anti-corruption efforts are not sufficiently far-reaching 

and often can be described as efforts to simply present the 
appearance that something is being done 

see." The most commonly heard complaints involve the 
argument that the creation of the Attorney Generals 
Anti-Corruption Unit (UAC) is merely for show and they will 
not be given resources or the required room to maneuver to go 
after high-level government corruption. Beyond being called 
a \"Potemkin\" operation 
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way for other government departments to deflect any 
responsibility for fighting corruption 

that the UAC is the appropriate entity to do so 

their small and inexperienced staff that is quickly becoming 
deluged with cases. The UAC has now been operating for one 
year and is beginning to increase their capacity. Despite 

their courage and dedication and the sound progress made to 
date 


18. (U) The Anti-Corruption Unit: USAID support pays for 
rental of the UACVs office space and provision of all office 
equipment 

trips of OPDAT short-term advisors to assist the UAC in 
developing skills and tracking cases. PD funds have arranged 
for the OPDAT advisor to return with his SEC supervisor in a 
speakers program and permitted travel of seven UAC staff to 
the U.S. Two groups of seven prosecutors participated in the 
six-week ILEA Botswana LEED Program in January 2002 and 
October 2003. Training was also conducted in Maputo in June 
2002 and June 2003 involving experts from OPDAT 
Treasury. 


19. (U) Police Sciences Academy (ACIPOL): INL funding has 
provided an intermittent long-term ICITAP advisor to assist 
ACIPOL in management and curriculum development and to 
coordinate specialized training courses that have been 
conducted at ACIPOL by ICITAP law enforcement experts. 
Courses have included crime scene response 

skills 

sexual crimes 

development. INL funds are also paying for improved 
facilities at the academy and an assessment of developing a 
training forensics lab. 


20. (U) Post is using PD funds to bring experts to train 
Mozambican customs 

as it did in September 2003 with a series of lectures on 
police ethics. 


21. (U) Border Security Assistance: Post has requested FY04 
INL funds for training of customs 

police and for necessary equipment. DAO is also working with 
the GRM to complete prerequisites for receipt of EDA coast 
guard cutters or other craft for coastal patrol. The 
Mozambican Navy currently has no capacity to secure its long 
sea border or to prevent illegal exploitation of its 

fisheries. 


22. (U) Etica and civil society: USAID funded the 
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ground-breaking Corruption Survey conducted by Etica 
Mocambique in 2001. G-11 donors 

the planned Etica media campaign to raise public awareness 
about corruption and citizens rights. Etica is also working 
with the UAC to open reporting centers in all ten provincial 
capitals with toll-free hotlines for reporting corruption. 

These centers will play an ombudsman role and help the UAC 
with case intake. USAID mission DG program is also 
formulating its strategy to promote \"corruption free zones\" 
at the municipal level as part of its planned support for 

eight newly-elected local governments. 


Do Donors Promote Corruption? 

23. (SBU) British-based journalist Joseph Hanlon wrote in 
2002 that the donors promote corruption in Mozambique. Many 
prominent civil society figures 

President of the NGO \"Etica Mocambique 

aspects of his argument 

GRM receive from donors more money that it asked for at the 
September 2003 World Bank Consultative Group meetings in 
Paris. These critics see the donors as afraid to tarnish one 

of their few success stories on the continent and blames the 
donor community for accepting only talk from the GRM 
demanding concrete action and progress against corruption. 
These watchdogs admit that they are also part of the 
privileged elite and live comfortable lives 

benefiting from donor largesse in Mozambique. Themselves 
well-connected 

they also recognize the limits of civil society and the 
reluctance of the press and NGOs to jeopardize their 
situation. Fear of retribution 

also plays a part. However 

governance efforts 

pressuring the GRM to move forward in combating corruption. 
Nordic countries 

the Cardoso murder trial to finally take place. The Swiss 
Ambassador has also publicly spoken out against corruption 
provoking a sensitive reaction from senior FRELIMO officials. 
In his annual address to Parliament in early 2003 

Attorney General noted particularly the support received from 
USAID following the assassination attempt on the head of the 
UAC. Internal public accounting has improved in response to 
demands from the donor community and many earnest officials 
such as Finance Minister Diogo and former Justice Minister 
Aly Douto (now a FRELIMO deputy and key committee chair) have 
used this pressure to achieve first results in the fight 

against corruption. 


After 2004? 
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24. (C) Uncertainty surrounding Guebuza: With the end of 
the Chissano government less than one year away 

is rife that current high-level GRM officials will partake in 

a \"feeding frenzy\" to sufficiently pad their nests before 
leaving office. Candidate Guebuza has repeatedly vowed to 
tackle corruption. Guebuza also happens to be one of 
Mozambique\'s wealthiest businessmen. It is widely believed 
that he did very well for himself during privatizations while 
FRELIMO parliamentary leader and also earlier as Minister of 
Transport. Interlocutors have made comparisons between 
Guebuza\'s handling of his son\'s minor legal troubles (he 
actually went to jail for a short period in a dispute 

involving a land deal) and the more well-known case of 
President Chissano\'s son Nympine. Since NympineVs 
unconvincing and arrogant testimony in the Cardoso murder 
trial 

perceptions that he was involved in the bank fraud and the 
murder 

informed observers feel that Guebuza did not make the same 
efforts to shield his son from damage 

intention to allow party colleagues and cronies to be 
punished for corrupt activities when and if they are 

revealed. Conversely 

officials who have applied pressure on Attorney General 
Madeira to move slowly in pursuing certain cases. 


25. (SBU) A possible RENAMO upset?: In the now unlikely 
event of a RENAMO victory 

corruption would be even worse. Hungry for power since the 
1992 General Peace Accord 

to gain power 

indicative 

2004. Considering the lack of transparency in party leader 
Afonso DhlakamaV's policy and personnel decisions 

opinion holds that RENAMO is mainly interested in power to 
enrich themselves and their long-suffering supporters. 


Comment 

26. (SBU) While the UAC faces many challenges 

opinion is beginning to mobilize and many 

current government officials recognize the negative effects 
of growing corruption not only to their image and 
re-electability 

continued donor support. With over half of the GRM budget 
based on either direct or indirect donor support 

impatience of many European donors 

pressure on MCA criteria 

The planned Etica campaign may contribute to a greater 
awareness of ethical standards and civic ideals on the part 
of citizens. The factor of the 2004 elections and the 
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imminent changes in the GRM leadership may also play a role. 
Enlightened GRM officials have indicated that they wish to do 
more to prevent future corruption 

will prove difficult to go after those who have already 
benefited from corrupt dealings. Without at least one 
high-profile success on the part of the UAC 

impunity will not be shaken. Things may get worse before 
they get better 

lose their job in the new government decide to cash in on 
their positions while they can. 


27. (C) Comment continued: Attorney General Madeira has 
admitted to us that he faces pressure from senior FRELIMO 
members to back off certain cases involving high level 
officials. He has received telephone calls from Guebuza and 
FRELIMO Secretary General Tome pointedly inquiring into the 
status of particular cases and has been visited by Supreme 
Court Chief Justice Mangaze on numerous occasions. He has 
apparently been instructed to keep a tighter rein on the 
younger and more unpredictable Assistant AG Isabel Rupia 
leads the UAC. It is often rumored that she will soon be 
replaced in her position by Assistant AG Rafael Sebastiao 
who exhibits the same caution as Madeira. It is not clear if 

the attempt on her life in December was meant to succeed 
merely to send her a message to back off. Some commentators 
see the UAC as an \"escape valve\" cleverly used by the GRM to 
shift focus away from individual ministriesY deliberate lack 

of internal controls. While the UAC runs the risk of 

becoming swamped 

prosecuting corruption is stalling by the courts. The 

judiciary has disproportionate responsibility for the 

inability of the GRM to bring the corrupt to justice. 


28. (SBU) The negative effects on investment 

costs and frustrations of doing business 

to continued economic development if corruption is not 
reduced. Corruption also has wider implications relating to 
grand corruption 

possible nexus with terrorist financing. Senior GRM 

officials have publicly stated that corruption is a serious 
constraint on development. They are also very aware that 
Mozambique\'s efforts on corruption will be evaluated in light 
of such programs as MCA and NEPAD. In the last year 
seen some glimmers of hope in the fight against corruption. 
Mozambique must now move more energetically beyond the 
rhetoric and planning to implementation of ambitious 

visible 

government and which 

trend and foster a culture where good governance and 
accountability are the norm. End Comment. 
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and exports to the region 

1). Additionally 

commercial resources 

effective management of commercial inquiries 

valuable relationship with Post and the Regional FCS 

and USAID Competitiveness Offices (Tactic 7). Key 
performance indicators will be the rise in AGOA and other 
U.S.-assisted exports to the U.S. and bilateral business-to- 
business contacts established by the econ/commercial 
section. 

Post recommends the following commercial outreach travel: 
Sofala/Manica/Tete Provincial Travel will include the 
following site visits: 

-Port of Beira 

-Commercial Association of Sofala (ACIS); represents 27 
businesses operating in Sofala 

businesses 

-Mobeira - flour-producing mill owned by the U.S. 
corporation Seaboard 

-Belita - currently the only textile and garment factory 
operating under AGOA 

-Agricultural Institute of Chimoio 

-Coca-Cola Bottling Factory 

-Vilmar Rose Plantation 

-Pescamar Fishing Association 

-Moatize coal mines 

-Zambeze River Valley Authority 

-Cahora Bassa Hydroelectric Company 

-Technoserve - American agricultural NGO 

Total for Econ/Poloff and Commercial FSN - $3220 
Transportation: $1000 ($500/person) 

Per diem: $1320 ($110/day 

Conference Room Rental: $900 ($300/site) 
Zambezia/Nampula/Cabo Delgado/Niassa Provincial Travel will 
include the following site visits: 

-Nakosso Business Center 

- Tenga 

involves U.S. investors from CA 

-Port of Nacala 

-Technoserve - American agricultural NGO 

-Kenmare Resources (Moma Heavy Sands Project) 
-Business Centers Inc. 

managed) 

-Miranda Cashews - working successfully to produce and 
export cashews with help from Technoserve 

-Cuamba University 

-Indian Ocean Aquaculture - large shrimp farm project with 
U.S. investment 

Total for Econ/Poloff and Commercial FSN - $4980 
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Transportation: $1800 ($900/person) 

Per diem: $1980 ($110/day 

Conference Room Rental: $1200 ($300/site) 
Inhambane/Gaza/Maputo Provincial Travel will include the 
following site visits: 

-Port of Maputo 

-MOZAL Aluminum Smelter - Mozambique\'s largest revenue- 
earning firm 

-SASOL natural gas pipeline 

-US-Mozambican Chamber of Commerce 

-Center for Investment Promotion (CPI) 

-Export Promotion Center (IPEX) 

-Association of Business Confederations (CTA) 

-Vilankulos Wildlife Sanctuary 

investment) 

-Eduardo Mondlane University 

-CITRUM - Mozambican citrus-producing company 

Total for Econ/Poloff and Commercial FSN - $2300 
Transportation: $300 ($150/person) 

Per diem: $1100 ($110/day 

Conference Room Rental: $900 ($300/site) 

Post recommends the following training/consultation travel: 
Consultations at FCS and TDA Johannesburg - $2976 
Bi-annual travel for two Econ/Poloffs and the Commercial FSN 
to Johannesburg: Round-trip airfare $1800 (six trips) and 

per diem $1176 (six two-day trips). 

Consultations at Southern Africa Global Competitiveness Hub 
in Gaborone 

Travel for one Econ/Poloff and the Commercial FSN to 
Gaborone: Round-trip airfare $1130 (two trips) and per diem 
$726 (two three-day trips) 

Post anticipates that this travel will produce critical 

results for U.S. investment in-country and commercial 
resource knowledge at Post. The rising number of commercial 
inquiries Post receives and the increase of U.S. business 
investment in Mozambique will measure commercial outreach. 
Similarly 

successful commercial work. An increase in the number of 
local firms exporting under AGOA to the U.S. will also be a 
quantifiable goal. Post travel to regional FCS 

USAID competitiveness offices will improve Econ/Poloff and 
Commercial FSN\'s knowledge of commercial resources 

Post to deal more effectively and efficiently with 

commercial inquiries. Performance metrics may include the 
increased number of coordinated activities between FCS 

and Export Assistance Centers (EACs) and Post in FY04. 

B. Key Investment Issues Seminar in partnership with 
Mozambique-U.S. Chamber of Commerce. Proposed Funding 
Level: $7000 

A country in the midst of economic reform and development 
Mozambique has several issues that it must face in order to 
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increase foreign investment and increase regional economic 
competitiveness. The following issues must be addressed by 
the GRM: timeliness of business registration 

administration and VAT repayments to exempted firms and 
donors 

and land ownership. The private sector 

and commercial associations engage in continuous dialogue 
with the GRM to encourage the GRM to adopt more investment- 
friendly policies and open up its markets to outside 
investment. The GRM is slowly taking steps to see that 
reform is made 

community must be kept informed on such key issues affecting 
business operations and market access. 

Post proposes that a \"Key Investment Issues Seminar\" be 
coordinated with the Mozambique-U.S. Chamber of Commerce to 
bring to light current business and investment issues. 
Currently 

and is establishing joint programs with the Chamber on 
investment 

are influential players in the local business community and 
can bring their expertise in working in the Mozambique 
commercial and labor systems to the table. Participants 
would include potential and current investors 

commercial and labor associations 

representatives. 

Exact figure costs are not yet available 

estimate for Post expenditure is $7000 for conference room 
facilities and promotional materials. The Chamber may have 
some funding available for this project 

carry the event alone without USG help. 

Post may measure project impact by progress achieved in 
lessening the time it takes to register a business in 
Mozambique and the increased willingness to liberalize labor 
and commercial regulations. However 

a dialogue between the GRM and the private sector 

must be ready and willing to implement liberal reform 
changes. Due to the nature of such political processes 
(especially in third world countries) 

this area will take time. Regardless 

must be achieved for Mozambique to open its markets to U.S. 
investors who would be willing to come in and operate 
promoting and selling U.S. products. 

Hosting a Key Investment Issues Seminar in coordination with 
the Mozambique-U.S. Chamber of Commerce is in line with 
Post\'s FY 2005 MPP Economic Growth and Development Goal. 
Specifically 

and investment climates\" (Strategy 2). A performance 
indicator would be the amount of \"red tape\" eradication 
achieved. 

C. USDCC Catalog Show in Beira - Proposed Funding Level: 
$8000 
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In order to promote U.S. products and market opportunities 
in Mozambique\'s second largest commercial center 
proposes a DOC catalog show in the central Province of 
Sofala 

most active port and sees significant transit trade with 
Zimbabwe and Malawi. The central provinces rely heavily on 
the Beira development corridor that consists of railway and 
road transportation from Harare to Beira. Commercial 
activity along the corridor is vital to the survival of the 

central provinces. 

Post believes that the business community 

producers 

catalog show showcasing available U.S. agricultural 
technical 

fairs and catalog events take place in the capital city of 
Maputo 

participation because of the distance and cost of travel to 
attend such events. An active commercial association 

is working in Sofala to support businesses operating in that 
area. Organizing in 2000 

27 businesses working in Sofala and is keen to investment 
and commercial-related programming. Post can rely on the 
expertise and strong participation of ACIS in the catalog 
show 

and working in the Sofala Province. 

Exact figure costs are not yet available 

estimate for Post expenditure is $8000 for space rental 
promotional materials 

travel to Beira. 

Program success may be measured by the dollar increase of 
U.S. exports as a result of increased U.S. product awareness 
in Mozambique\'s second largest commercial hub. Additionally 
Post will make valuable business contacts by administering 
the catalog show and will likely receive many more inquiries 
regarding contact with U.S. firms for U.S. equipment and 
business partnerships. 

Presenting a USDOC Catalog Show is in line with Post\'s FY 
2005 MPP Economic Growth and Development Goal. Such a 
program will \"promote trade openness and exports to the 
region 

particular 

looking to invest (Tactic 7). Performance indicators would 

be the dollar increase of U.S. investment in Mozambique. 


3. POC for the above-mentioned activities is Econ/Poloff 
Loren Dent. She may be reached at 258-1-492-797 

and at dentIn@state.gov 
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the seven-digit number. This number will allow contact with 
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police headquarters 

to the nearest police unit. If the police detain an American 
citizen 

Section at the U.S. Embassy in Colombo. (See section VII). 
V. Medical Emergencies: 

Emergency medical care throughout Sri Lanka is below the 
standard of care in the United States. After a nearly twenty 
year war 

handling traumatic injuries and provide reasonable emergency 
treatment. Hospitals outside Colombo do not provide the same 
level of care. Most serious follow-up treatment will require 
medical evacuation to another country. The Consular section 
maintains a list of medical facilities and doctors. 

Travelers to Sri Lanka are encouraged to purchase a travel 
insurance policy that covers medical evacuations. 


Medical institutions used by the embassy are as follows: 


Apollo Hospital 
phone 453-0000. 


Nawaloka Hospital 
Sri Lanka 
a cardiac care unit. 


Asiri Hospital 
250-0608 or 259-3929. 


National Hospital 
269-1111. 


Local ambulance service is usually available through the 
hospitals. 


Air medical evacuation service is available through \"SOS 
International\" 

Lanka 

the SOS International office. 


VI. Tips on How to Avoid Becoming a Victim: 


Travelers to Sri Lanka should have a safe and enjoyable 

visit 

personal protection. Sri Lanka is rebuilding its tourist 

industry and the police have been responsive when tourists 
become victims of crime. Be wary of street hustlers and only 
use services recommended/provided by your hotel or approved 
by the Sri Lankan Board of Tourism. It should be noted that 
there are severe penalties for drug related crimes 

apply to both Sri Lankan citizens and foreigners. 
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Travelers should avoid all political rallies and 
demonstrations. 


VII. For Further Information: 


The Embassy is located at 210 Galle Road 

Lanka. The Embassy can be contacted during work hours at 
94-1 1-244-8007 or after hours at 244-8601. If calling from 
Sri Lanka but you are outside Colombo 

followed by the seven-digit number. 


An OSAC Country Council for Sri Lanka is in the process of 
being formed in 2004. The American Chamber of Commerce in 
Colombo is located at the Colombo Hilton 

Road 

254-4644 ext. 2318; fax 233-6072 and email at 
amcham@itmin.com. 


Travelers are encouraged to review the latest consular 
information sheet before coming to Sri Lanka. The sheet is 
available by calling the Department of State at (202) 
647-5225 or by visiting the web site at www.travel.state.gov. 
Once in Sri Lanka 

to register with the Embassy 

LUNSTEAD 
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progress in the peace process and to pressure the two 
sides to return to negotiations. Stressing the need to 
concentrate on upholding the ceasefire agreement 
said the Tigers could cause an \"untoward event 

noted that \"no-one should be complacent" regarding the 
ceasefire. Given the heightened risk of an LTTE-GSL 
confrontation caused by a misunderstanding 

that the President and the PM find a way to end their 
cohabitation infighting soon and refocus on ways to re- 
energize the peace track. 


4. (C) Akashi then asked Ambassador Lunstead for his 
assessment of the situation in Colombo 

likelihood of a rapprochement between the President and 
Prime Minister. Ambassador responded by noting that the 
impasse between the two was very serious. This was 
ironic in that the President and PM had agreed on 

roughly 80 percent of the issues necessary for a 
compromise 

percent. Ambassador Lunstead noted that the question 
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was now one of which Defense Ministry powers would be 
given back to the PM 

hands (see Ref B). Ambassador further noted that 

his view 

action was her demand that she not be treated by the PM 
for the next two (or three) years of her term in the 

same way she felt she had been treated in the past two 
years -- excluded from decision-making. That said 
Ambassador continued 

(SLFP)/Janatha Vimukthi Peramuna (JVP) alliance 
decreased the prospects of the President reaching a 
compromise with the Prime Minister 

that the President might call for general elections 
seemed more likely now. Elections would probably solve 
little and could well make things worse. 


5. (C) Turning to the linkage between politics and 
assistance 

need to distinguish between progress in peace 
negotiations 

and progress in the peace process. Progress in the 
peace process continued and the international community 
could use its assistance to reinforce that progress. 
Akashi agreed with this distinction. At the same time 
given the absence of progress in peace negotiations 

full amount of aid pledged at the June 2003 Tokyo donors 
conference would not be possible to deliver at this 

point. That said 

that the international community could move forward on 
humanitarian assistance and other short-term forms of 
relief activities in the north and east 

assistance to the south -- all activities in support of 

the peace process. 


6. (C) Turning to next steps 

discussed the modalities of the Tokyo follow-up meeting 
of donor and international organization representatives 
scheduled to take place in Colombo on January 23. 
Akashi said the meeting would be two-part: the first 

part would involve only bilateral and multilateral donor 
representatives; the second part 

representatives plus GSL and LTTE representatives if the 
Tigers decided to accept their invitation and 

participate. Ambassador Suda noted that the Tigers had 
not yet stated if they would attend 

there was a less than 50 percent chance that the group 
would show up. The GoJ side was committed to working on 
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ways to minimize the possibility of interaction between 

the U.S. and the LTTE sides at the January 23 meeting if 
the Tigers did attend. Wrapping up 

said he felt the January 23 meeting would be very 
constructive 

for the February 17 co-chairs meeting in Washington. He 
urged that the two sides continue to consult in the 

leadup to the February meeting. Akashi said he welcomed 
the February co-chair meeting in Washington and agreed 
that continued consultation was important for the GoJ. 
Both agreed that it was important for members of the 
international community to be on the same page regarding 
Sri Lanka; the February meeting would help ensure that 
that continued to be the case. 


7. (C) Akashi was basically in a listening mode 
throughout the meeting and used the discussion to gain 
insight into the complicated 

Lanka. He was obviously extremely worried about the 
serious cohabitation impasse which has cropped up in 
Colombo since his last visit in September 2003 and its 
negative impact on efforts to bring the GSL and the LTTE 
back to the negotiating table. At the same time 

receptive to Ambassador\'s distinction between the peace 
process 

negotiations 

that the international community can use its assistance 

to reinforce the underlying peace process in targeted 
ways (the U.S. side plans to underline this key point 
during the January 23 Tokyo follow-up meeting in 
Colombo). Akashi also agreed that the February 17 
meeting in Washington presents a signal opportunity to 
engage with the other co-chairs and set a common course 
on Sri Lankan assistance issues in light of the negative 
developments in Colombo. END COMMENT. 


8. (U) Minimize considered. 
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cooperate on Iraq; (5) to open the border with Armenia; and 


(6) to reopen the Ecumenical Patriarchate\'s Halki seminary in 
a way acceptable to the Patriarchate. 


4. (C) In turn Erdogan will argue that raising U.S.-Turkish 
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relations to a higher level depends directly on (1) clear USG 
political and diplomatic actions to dispel the conviction and 
consequent resentment among Turks of all political stripes 
that the U.S. is tolerating step-by-step formation of a de 

facto independent Kurdish state in northern Iraq; (2) 

concrete USG actions to remove the PKK threat from Iraq; (3) 
high-level 

initiative; and (4) the clearest possible signal that the 

U.S. stands behind the democratically-elected government. 


WHO ARE WE DEALING WITH? 


5. (C) Charismatic 

phenomenal memory for faces and functions of thousands of 
party members across the country 

pragmatic core. His pragmatism has led him away from the 
radical Islamist milieu of his past 

unhappily by his (radical) former spiritual leader Kemal 

Hoca. His pragmatism has also led him to avoid precipitously 
pushing Islamic agenda items such as the wearing of Islamist 
headscarves while using his outstanding preacher skills and 
persona as someone persecuted by the secularist Establishment 
to maintain his hold on the hearts of his more religious 
supporters. 


6. (C) In short 

touch and an ability to communicate his empathy for the 
plight and aspirations of the common citizen. He projects 
the image of the Tribune of Anatolia 

corruption and privilege and to defend conservative 
traditions. As a result his AK Party won a two-thirds 
parliamentary majority in Nov. 2002 national elections. 
Owing to AK\'s image as the party of change at the national 
level 

level 

gain around 50% of the vote in March 28 nationwide local 
elections. Party insiders project that such a result would 
give AK control of 65% or more of the 3 

Turkey 

even Izmir 

the other large cities. Every step by the Turkish 
Establishment to try to diminish him -- whether by blocking 
legislation or attacking his motives -- cements his 
popularity in Turkey\'s urban sprawls and across the Anatolian 
heartland. While opposition to him remains bitter in various 
loci of the State apparatus 

credible political opponent or party. 
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7. (C) Moreover 

credit well beyond AK supporters 

political reforms which 

substantially strengthen democracy in Turkey. His 
governments inability to pass legislation or regulations 
favored by AK supporters -- land registry reform 
Education Board (YOK) reform 

eroded support. Indeed 

remain wary of AK readily tell us the EstablishmentVs 
opposition to such reforms is counterproductive. Even if one 
can attribute Turkey\'s lowest inflation and interest rates in 
30 years to luck 

market trends rather than to the AK governments actions 
Erdogan has reaped the political benefit. 


8. (C) Taking a high-profile approach in pursuing Turkey\'s EU 
candidacy through direct campaigning in EU capitals 

has relished being feted by EU leaders for the past year. He 
will have had positive visits by EU Commission President 
Prodi and German FonMin Fischer before his Washington trip 
and looks forward to the February visit by German Chancellor 
Schroeder. He sees himself at this point as one of (if not 

the) most important leaders of the Muslim world. 
ERDOGANVS VIEW OF RELATIONS WITH THE U.S. 


9. (C) Erdogan recognizes that U.S. support can be important 
for Turkey\'s economy and EU aspirations. He sees his task as 
managing Turks\'s ambivalence toward us; at the same time he 
wants to avoid being labeled pro-American. From the low 

point in bilateral relations in March 2003 he has taken 

several supportive steps 

closely associated with us since opening Turkish airspace for 
the Iraq war. Erdogan agreed to a ground line of 
communication for Coalition forces in Iraq. He pushed 

through authorization for a Turkish deployment in support of 

the Coalition. He agreed to U.S. troop rotation through 

Incirlik airbase. In line with long-standing U.S. desires 

he took a bold step in Nov. 2002 to try to move Turkey away 
from its no-solution stance on Cyprus and may be prepared now 
to do more. He seems to be more open than any previous Prime 
Minister to a re-opening of the Ecumenical PatriarchateVs 

Halki seminary. 


10. (C) On the other hand he has made public his discomfort 
with what most fellow Turks also see as American complicity 
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in creation of a de facto independent Kurdistan in northern 
Iraq and lack of concrete U.S. action against the 
PKK/KADEK/KHK. He has not controlled anti-American 
suspicions among the AK parliamentary group or within the 
Cabinet (DefMin Gonul told us recently on the margins of a 
symposium in Istanbul that in closed meetings FonMin Gul 
continues to praise the ParliamentVs March 1 

of U.S. deployment and to advocate a more Arab/Islamic 
foreign policy orientation as a counter to relations with the 
U.S.). Nevertheless 

Justice Minister Cicek see U.S. support for his government as 
essential to his survival 


THE DEEPER CHALLENGES FOR ERDOGAN 


11. (C) Erdogan 

serious domestic challenges which 

well 

govern by late 2004 and on his and our ability to maintain 
dynamic 


--Erdogan\'s character: Erdogan has traits which render him 
seriously vulnerable to miscalculating the political dynamic 
especially in foreign affairs 

those who would disrupt his equilibrium. First 

pride. Second 

God has anointed him to lead Turkey (Mustafa Bilginer 

close confidant of Erdogan and his wife Emine from 1997-2003 
has analyzed this trait in a draft book on Erdogan\'s 
character; Erdogan used Koranic allusion in his speech to the 
AK Congress in Oct. 2003 to make the point about his 
God-appointed mission). Third 

which prevents growth of a circle of strong and skillful 
advisors 

development of effective communications among the party 
headquarters 

streak also makes him exceptionally thin-skinned. Fourth 
overweening desire to stay in power which 

image 

moments which call for swift and resolute decisions. Fifth 

a distrust of women which manifests itself not only in 
occasional harsh public comments but also in his 
unwillingness to give women any meaningful decision-making 
authority in AK. 
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--Rival centers of power: Cabinet Ministers 

and a raft of M.P.s constantly tell us of the tensions 
between Erdogan and Gul 

to try to undercut Erdogan. Parliamentary Speaker Bulent 
Arinc 

M.P.s 

questions like pushing the right to wear headscarves at State 
functions. Although Arinc has kept a low profile for the 
past seven months 

especially on questions involving the U.S. (e.g. 

rotation through Incirlik). 


--Lack of technocratic depth: While some AK appointees appear 
to be capable of learning on the job 

or seem to be pursuing private or lodge (cemaat) interests. 

AK is far from bringing the bureaucracy under control or 
making it work efficiently. We hear constant anecdotal 
evidence 

deep prejudices against AK but also from contacts on the 

right 

levels 

officials -- from Cabinet Ministers to local-level party 

activists across the country -- admit to us that the party\'s 
choice of competent and broadly acceptable candidates for the 
March local elections will be exceptionally difficult and the 
election of controversial or inept AK candidates would 
complicate AK\'s ability to govern both at the local and 

national level. 


--Weakness of public relations and the image of hidden 
agendas: Erdogan lacks advisors who are able to pre-empt or 
handle the news cycle; none of his advisors has good working 
relations with the Turkish military. His government has 

failed continually to consult broadly and openly or to 

prepare public opinion for legislative initiatives 

long-overdue reforms 

U.S. troop deployment or troop rotation). As a result AK 
creates the impression 

it harbors an anti-republican 

selling out the country 

(dis)information campaigns which cause the government to 
retreat. 


--Corruption: AK rode to power on the common citizenVs 
revulsion against corruption. Charges that Erdogan amassed 
his fortune through kickbacks as mayor of Istanbul have never 
been proven but we now hear more and more from insiders that 
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close advisors such as private secretary Hikmet Bulduk 
Mucahit Arslan 

influence peddling. Aksam Ankara bureau chief Nuray Basaran 
told us Zapsu admitted to her Jan. 13 that Erdogan and he 
benefited \"directly\" from the award of the Tupras (state 
petroleum refinery) privatization to a consortium including a 
Russian partner. Erdogan\'s direct acquisition of a 

significant interest in a food distribution company has 

become a public controversy. 


--|slamist complexes and prejudices: Some appointments 
as Prime Ministry Undersecretary Dincer (who stands by his 
1995 article calling into question the relevance of the 
Republic) 

the past called himself an \"ummetci\" 

greater Islamic order and an opponent of the Republic) 
head of State-run Turkish Radio and Television Demiroz (who 
once paid homage to Afghan fundamentalist Hekmatyar) 
made the core of the State Establishment -- Armed Forces 
Presidency 

refusal to condemn these positions 

of influence of Islamic brotherhoods and groups (including 
the followers of Fethullah Gulen) on the government 
presence of Turkish Hizbullah supporters in AK Party 
provincial structures in the Southeast have also raised deep 
concerns among many long-standing Embassy contacts who 
themselves are pious. Erdogan himself recognizes the 
pernicious effect of a \"closed brotherhood mentality\" 
(cemaatcilik) in political affairs 

10 speech to a symposium in Istanbul 

control the phenomenon remains a very open question. 


COMMENT 


12. (C) As Erdogan rides the twin desires for reform in 
Turkey and for wider prosperity 

traditionally reserved power and wealth for themselves at 
least to yield pride of place to a different elite. While 

his ultimate direction and success remain to be seen 

time Erdogan is the only partner capable of advancing toward 
the U.S. vision of a successful 

into Europe. 
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little enthusiastic\" about this and future travel 
routes with Turkey 
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operated by Tower Aviation. Post research revealed 
that local travel agencies are aware of the Tower 
Aviation flights 

marketing strategy gives it a clear advantage in the 
Armenian market. End summary. 


3. (SBU) MFA officials told us recently that weekly 
Yerevan-Istanbul flights are an important part of 
efforts to improve relations between the two 
countries. MFA Turkey Desk Officer Anahit 
Harutunyan conveyed the MFA\'s enthusiasm about the 
popularity and commercial viability of these 

flights. She pointed to their success as an 

indication of things to come once the Turkish- 
Armenian border is opened and other travel routes 
are established. Harutunyan said the MFA was 
watching the newly established Tower Aviation 

flights with great interest (reftel). She said she 

was aware of marketing obstacles Tower Aviation had 
experienced from the Armenian side while starting up 
its operations. MFA Middle East Department Head 
Karen Mirzoyan confirmed the GOAM\'s position that 
more flights were good for the local economy and 
evolving bilateral relations and therefore had full 

MFA support. 


4. (U) Despite the existence of two travel options 

to Istanbul from Armenia 

maintain a strong hold on the local market through 
well-established marketing ties with travel 

agencies. (Note: Russian SibAir owns 70 percent of 
Armavia while a local Armenian investor owns the 
remaining 30 percent. Armavia operates slightly 
more than half of the international flights 

departing Yerevan 

Austrian Airlines. End note.) Post research 
revealed that local travel agents were aware of 
Tower AviationVs route to Istanbul from Yerevan but 
were more comfortable with booking tickets on 
Armavia. Travel agents said they would be more 
willing to use Tower Aviation once it demonstrated a 
reliable track record and offered promotional 
materials and specials similar to Armavia\'s. There 


Column 3 

did not appear to be overt systemic obstacles to 
purchasing a Tower Aviation ticket from Armenia. 
One travel agent reported a technical \"glitch 
however 

more labor-intensive since Tower Aviation listed 
itself as a charter and not regular commercial 
airline. 


5. (SBU) Customers aboard the Yerevan-Istanbul 
flights are mostly Armenian \"suitcase traders\" who 
purchase goods in Turkey for resale in Armenia 
(reftel). An informal survey by Post of one of the 
flights in mid-December 2003 revealed that 60 
percent of travelers were textile merchants while 30 
percent operated small household electronics or 
novelty businesses. The remaining travelers were 
executives or Turkish-Armenians visiting family in 
either country. Only a handful of travelers were 
Turkish citizens returning from Yerevan. The 
majority of business travelers did not speak Turkish 
but claimed it did not hamper their ability to 

operate in Turkey. They claimed that Turkish- 
Armenian friends or relatives often serve as 
translators for Armenians during these buying trips. 
According to one Armenian traveler 

discrimination did not pose a problem while in 
Turkey \"unless conversation changes to politics or 
history." \"We make better business partners than 
friends 


6. (SBU) Flights between Yerevan and Istanbul 
provide the most consistent examples of successful 
Armenian-Turkish linkages at the grassroots level. 
FM Oskanian reportedly points to these flights 
during meetings with Turkish FM Gul as proof that 
open borders between the two countries will bring 
commercial success. The MFA 

important Armenian business interests in Armavia 
appears more interested in increasing travel routes 
between the two countries than in protecting any 
single business interest. Tower Aviation\'s 
obstacles in getting off the ground in Armenia 
appear more directly related to marketing problems 


Column 3 
than systemic pressure from the GOAM. End comment. 


7. (U) This cable has been coordinated with Embassy 
Ankara. 
ORDWAY 
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against Israels separation wall. Foreign Minister 
Marwan Muasher said that the separation wall not only 
harms the Palestinian people\'s interests 

Jordan\'s national security. 


Editorial Commentary 
-- VSharonVs warning will only make us stronger" 


Center-left 

(01/20) editorializes: V'With rejection and 
denunciation 

Israeli Prime Minister Sharon\'s warnings to Jordan 
about the repercussion of Jordan continuing its 
campaign against the racist/colonialist separation 
wall.. As Jordanians 

role that our leadership and our government is playing 
in the national battle against the policy of racist 
isolation and the New Berlin Wall. Jordan 

and people 

support the Palestinians\' legitimate and just right to 
freedom and independence 

establishing an independent Palestinian state with 
Jerusalem as its capital. Jordan 

diplomatic and judicial battle against the racist wall 
of separation 

security and its national interests.. We express our 
pride and underscore our faith in the stances and 
policies of our Hashemite leadership and our 
government 

become more firm and solid in the face of the rude 
warnings of Israeli officials. Nothing is going to 
dissuade us 

all help and support to our brotherly people west of 
the river until that day when they attain their 
freedom and independence.\" 


-- \"Rejected threats\" 


Semi-official 

editorializes: \"Because there is no alternative to 
just and balanced peace and because the will of he 
international community 

Israeli moderates agree with that principle 
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Israeli government is the one that bears full 
responsibility for impeding the peace process and the 
resulting repercussions on its relations with the Arab 
world. Instead of hailing irresponsible accusation 
and empty threats 

voice of reason and to stop usurping lands and rights 
and differentiating between peoples\' suffering 

this is a sure recipe for endless struggles. What is 
required is to strengthen and build on what has been 
achieved in the peace settlements and to fulfill 
before it is too late 

stop playing with minds and ridiculing other people\'s 
intelligence.\" 
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want a confrontational relationship between the 
U.S. and ShiVa that brings people out into the 
streets. НЫХ said that bringing the UN into 

the process would keep the temperature down in 
the Shi'a community. If the Shi'a see the UN 
and U.S. working together 

there is no other option 

open confrontation by issuing fatwas to pressure 
the U.S. 


Criticism for new UN Special Envoy 


4. (C) HbZ was critical about Lakhdar Brahimi\'s 
Vvery questionable" appointment as the SYGVs 
Special Envoy to Baghdad. The UAE does not 
regard Brahimi as a very reliable person. His 

main goal in life 

the Nobel Peace price for himself and he sees 
everything through that prism. The UAE learned 
firsthand in Afghanistan that Brahimi is a self- 
promoter. HbZ said Brahimi often used the SYGVs 
name to advance his personal interests. 


DMI Director assesses situation on the ground 


5. (C) The Ambassador also discussed current 
events in Iraq with UAE Directorate of Military 
Intelligence (DMI) Director 

Saif Al Neyadi. He told the Ambassador that the 
so-called resistance in Iraq had lost its focus 
and organizational structure. \"We believe these 
attacks are not well thought out. They have 

lost their focus and now Iraqis are being 
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killed. This will not sit well with the Iraqi 
population. V 


6. (C) AI Neyadi said that the UAE believes a 
multiethnic government is the best course to 
follow in the future. The majority of the ShiVa 
population 

model 

democracy 

and religious groups in a future democratic 
government is necessary. 

7. (C) The November 13 agreement between the CPA 
and the Iraq Governing Council mapping out a 
plan for Iraqi sovereignty is the best way to 
move forward 

elections at this time are too dangerous for the 
future of Iraq 

polarized. There are Iraqis from the outside 
who have a Western vision of the future clashing 
with insiders who are holding on to the old way 
of thinking. There are Sunnis who want to bring 
the Baathists back 

to adopt the Iran model. Al Neyadi said he 
believes open elections should wait until there 
has been a development of political parties and 
political movements that reflect the center of 
the political spectrum instead of the extreme 
views. \"We believe this will take time. Open 
elections are too dangerous at the present 

time 


8. (C) AI Neyadi also told the Ambassador that 

DMI has assets throughout Iraq 

in the south to the regions of the north 

well as in Baghdad. Some are attached to the 

Red Crescent teams. This comprehensive coverage 
means DMI has a very good understanding of 
whats going on inside Iraq. 
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are poorly organized and largely silent 

reason why inflation should subside dramatically during 
the next two years. The people who could provide 
relief are least likely to endorse policies that will 

erode their nominal income. These people generally 
oppose devaluation of the naira 

over-valued naira lowers the cost of their imports. (It 
also renders non-oil exports less competitive 

products being an example 


Column 3 

of manufacturing.) The elite also prefer trade bans to 
higher tariffs since bans are the currency of exchange 
for political support and thus directly benefit people 
with influence. Lastly 

income tax increases 

that such revenues will be used for the common good. 
Under the circumstances 

inflation to continue to be the government\'s preferred 
means of financing what is likely to be mediocre growth 
during the foreseeable future. End comment. 
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Emiratis 

appreciation for the information on the Iraqi police 
that CPA provided to the Emiratis. 


6. (C) In his meeting with HbZ 

German proposal to offer police training 

covered a range of security and immigration issues 
including Emirati concerns about the Schengen visa 
program. HbZ told Schily that the UAE was prepared 

for extensive law enforcement cooperation with 
Germany. HbZ stressed the UAE\'s unwavering commitment 
to fight terrorism. He said the UAE had received a 
message from AI Qaida saying that the UAE is a target. 
HbZ told Schily that Al Qaida is a threat to all of us 

and that the type of terror attacks that occurred in 
Turkey and Indonesia could just as easily happen in 

the UAE. The German Charge said it was not clear from 
what HbZ said whether the message from AI Qaida was 
recent 

solidarity in the war on terrorism. 
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Dutch Miracle has turned into a Dutch depression." The 
modern Dutch \"formula\" for economic growth - negotiated wage 
moderation in return for preservation of key social benefits 
and job protection - seems no longer to work as real wages 
have risen in excess of productivity gains and Dutch exports 
-- equal to nearly50 percent of GDP -- have become less 
competitive. In addition 

match Dutch labor flexibility and advantageous tax rates 
than they did 15 years ago 

more resources be devoted to health care and pensions 

EU expansion into Eastern Europe has stimulated increased 
investment competition. 


Comment 


Column 3 

6. (U) The need to confront these issues has produced 
considerable debate in the Netherlands over the past decade. 
No one predicts an economic meltdown 

erosion of competitiveness is becoming apparent. The 
government has taken some important steps: a political 
pledge to promote innovations 

been cut 

through government incentives and increased collaboration 
between universities and business. But the Netherlands has 
been so far reluctant to take the massive 

socially disruptive 

immigration to reduce the chronic shortage of technically 
skilled labor 

product market rigidities) and 

competition 

benefit rolls 

labor flexibility levels -- that might produce permanent 
positive changes in the Dutch long-term growth potential. 


7. (U) The Dutch economy remains developed and resilient and 
attractive to foreign investors. The tough decisions needed 

to address neglected socioeconomic restructuring can 

continue to be put off or addressed piecemeal. But the 

costs for doing so - not only to the domestic economy but 

also to the economies of its trading partners and those 

seeking positive role models for the value of open and 
transparent trade and investment systems -- are likely to 

also start gradually increasing. 
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CANDIDATE 


Classified By: Ambassador Linda Watt for reasons 1.5 (B) & (D). 


SUMMARY 


1. (C) Former president Guillermo Endara has mapped a 
come-from-behind election strategy 

campaign\'s most serious anti-corruption reformer 

front-runner Martin Torrijos\'s lack of experience and 

ability 

agriculture on a bilateral Free Trade Agreement (FTA). Ina 
late-December meeting with EmbOffs 

and was untroubled about the gap in election finances between 
the Torrijos campaign and his own. He cast doubt on the 
accuracy of the latest Gallup poll 
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Torrijos 49%-32%. Endara\'s campaign team said he said would 
invite cooperation from a civilian U.S. intelligence agency 

and planned to work closely with the USG to formulate 
Panama\'s national security strategy. End Summary. 


2. (SBU) Embassy offers this message as part of its 
continuing election coverage. 


Endara 

and Alejandro Posse 

tow 

23 to discuss his campaign. The following is a brief account 
of Endara\'s current thinking. 


\"Honesty and Honor\" 


3. (SBU) Guillermo Endara asserts that his 1989-1994 track 
record and his campaign proposals make him by far Panama\'s 
most plausible anti-corruption candidate. Endara\'s profile 

-- \"honesty and honor\" -- is what the electorate wants. His 
principal campaign issues are official corruption and the 
economy and the link between them: Panama will have no 
rule-of-law as long as corruption persists; foreign investors 

will leave because they cannot trust the courts; Panama\'s 
economy will create few jobs without new investment; 
Panamanians have lots of money they don\'t invest because of 
corruption. But ending corruption in Panama will not be 

easy; it will require \"a fight by brave people.\" 


How Endara Would End Official Corruption 


4. (C) If elected 


Name as attorney general Mercedes Araz de Grimaldo (an 
Embassy Centennial International Visitor) 

reputation for \"toughness\" and who won a 2003 Integrity Prize 
from Transparency International\'s Panama chapter. 


Introduce laws permitting prosecutors to openly investigate 
government officials for V'illicit enrichment." (Present 
regulations give many government officials defacto immunity 
from prosecution.) 


Support a constituent assembly to rewrite Panama\'s 1972 
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dictator-drafted constitution. 


Campaign to end legislative immunity. (\"The legislators have 
no credibility; they are very corrupt 
\"The Supreme Court is worse.\") 


Give citizens the right to request specific information about 
internal government budgets and personnel by restoring the 
Transparency Law 


Put an end to V'IVII-scratch-your-back-if-you-scratch-mineV" 
politics and to promises by newly elected officials not to 
prosecute officials from a previous administration. 

(President Moscoso has been widely accused of entering into 
just such a pact with Martin Torrijos.) 


Establish an anti-corruption commission to investigate where 
things are going wrong and implement its findings 
President Moscoso. 


Come-From-Behind Strategy 


5. (C) Endara plans to win by attracting voters away from 
Arnulfista candidate Jose Miguel Aleman. An Arnulfista Party 
founder 

they see no way of winning with Aleman. If Endara is 
president 

chance of keeping their jobs than if the PRD sweeps the 

polls. Endara disbelieves polls showing him trailing 
front-runner Martin Torrijos 49-32%. Endara claimed that 4996 
of the vote is improbably high for a PRD candidate 

candidate. (Note: Under Panamavs \"first-past-the-post\" 
electoral system 

election with 3396 of the popular vote against a badly divided 
field; in 1999 Mireya Moscoso won with 45% of the vote 

PRD runner-up Martin Torrijos got 38%.) Endara sees no money 
problems to counter the well-funded PRD. Endara has run 
campaigns \"on a shoe string\" before. 


What\'s Wrong With Martin 


6. (C) Endara admits that Martin Torrijos democratized the 
PRD and has а name -- MartinVs father is former Panamanian 
dictator Omar Torrijos (d. 1981) -- that V'is still attractive 

for some people.\" But Martin Torrijos (b. 1963) has almost 
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no experience 

Martin Torrijos has only held one job in his life 

a McDonald\'s in Chicago during 1988-1992. Torrijos did serve 
as vice minister of Government and Justice (1994-1998) under 
Perez Balladares but \"did not shine at all." Someone \"close\" 
to Perez Balladares once told Endara 

the work.\" But Panamanians remember Endara as the man who 
Vsaved the country" after the brutal rule of dictators Omar 
Torrijos and Manuel Noriega. V'He got Panama booming again. V 
Endara\'s campaign (unlike Martins) does not have to sell Wan 
unknown quantity.\" 


Is Endara Competent? 


7. (C) Endara ran Panama for five years 

best administration since 1968\" (the year that the military 

took power) and says he has the firmest commitment to 
democracy and is the best defender of civil rights of all the 
candidates. Though some critics consider his administration 
to have been honest but inefficient 

society\'s disarray during his presidency was due to \"destape\" 
-- pulling the cork out of a highly pressurized bottle 

rapid decompression of a society with newly restored 
democratic liberties after two decades of dictatorships. 


\"We May Be Protectionist On Agriculture\" 


8. (C) At FTA talks with the USG 

be somewhat protectionist on agriculture 

self-sufficiency in rice 

that Panama provides first for its own people. Posse 
Endara\'s second VP candidate 

trade and criticized USG agricultural subsidies. \"The FTA 
must be negotiated and studied. The United States does that. 
We should do the same.\" 


You Can Write Our National Security Plan 


9. (C) An Endara administration would in all likelihood work 
hand-in-hand with the USG on regional security issue. 
Endara\'s campaign has contacted an American consulting firm 
to draft a plan 

internal or public security). The plan will not appear as a 
campaign document. Once in office 

to ask the USG to help draft such a plan but prefers the 

civilian CIA rather than a \"uniformed\" intelligence service. 


Column 3 
Comment 


10. (C) Endara faces an uphill struggle as he attacks 
Torrijos\'s formidable but not insurmountable lead in the 

polls -- Mireya Moscoso overcame a similar gap in the polls 
during the final days of the 1999 campaign to best Martin 
Torrijos. Endara\'s non-machine third-party candidacy and 
shoe-string budget may leave him with fewer debts to office 
seekers or special interests than his major rivals 

manage to come from behind and win the presidency on May 2. 


11. (C) Endara\'s unshakable commitment to democratic 
governance 

modest image as a \"regular guy\" who worried about the welfare 
of the common people are his greatest assets in a country 
grown weary of the systematic looting of the public treasury 
by politicians. He is the campaign\'s only anti-corruption 
candidate with real credibility and a proven track record in 
public office. Despite their campaign pledges 

and Aleman are vehicles for political parties (the PRD and 
the Arnulfistas) that have proved rapacious in defrauding the 
public trust while in office. But Endara must overcome 
several negatives 

an administrator first and foremost. His age (he is pushing 
70) will be a factor in youthful Panama 

rival 

the four candidates. (Billy Ford is the same age as Endara.) 
Endara\'s health is another issue. Recently diagnosed with 
diabetes 

doctorsY orders. 


12. (C) Endara\'s awkward marriage-of-convenience with the 
Solidarity Party as his political campaign vehicle puts him 

at odds with the objectives of the party\'s founder and 
president 

relationship. Historically a staunch PRD supporter 

Galindo broke away to found Solidarity in 1993. Many have 
called the party \"PRD-lite.\" The most adamantly anti-PRD 
candidate in the race 

bedfellow is reason enough to make him blush. 


13. (C) But Endara faces other problems 

notoriously thrifty Lewis Galindo is not giving the Endara 
campaign a dime. In fact 

control over his party in the event of an Endara victory. 

Lewis Galindo expects Endara to lose but still do well enough 
to increase Solidarity\'s (and Lewis GalindoVs) influence. If 
the race is close 
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ways to support Torrijos 

Galindo\'s nephew 

running mate. Yet an Endara supporter who is a high official 
in the Solidarity Party claims the first thing Endara will do 

if he becomes president of Panama is expel Mireya Moscoso 
from the Arnulfista Party and take over himself. (Note: That 
seems unlikely because it would conflict with the electoral 
law -- The Arnulfistas expelled Endara for running as the 
Solidarity Party\'s candidate.) \"Mireya Moscoso will not last 
two minutes if Endara wins. You will see great changes in 
Panama if Endara wins 
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continue the larger Saudi supply 

connections to the Saudi royal family would help. Fayez 
complained about a statement by Israeli PM Sharon that 
Jordan\'s support for the ICJ case against the separation 
barrier would hurt Jordan 

Jordan some accommodation because of the Islamist opposition 
in the new Parliament. The PM pledged Jordan\'s continuing 
strong support for efforts to rebuild Iraq 

training of Iraqi security forces in Jordan. Fayez supported 
Rafidain Bank\'s talks with a technical committee and Jordan\'s 
transfer of frozen Iraqi assets to the DFI 

the promised team be sent to Jordan to address JordanVs 
concerns and settle Jordanian claims against frozen Iraqi 
assets. END SUMMARY. 


2. (C) Prime Minister Faisal al-Fayez told the Ambassador 
and PolCouns January 19 that he was received \"like royalty\" 
on his recent visit to Kuwait 

airport by Wall the royal family except the Amir. However 

he said 

supply of free petroleum 

opposition to this in the Kuwaiti Parliament. \"We will keep 
chipping away 

reception to the close relations his father had enjoyed in 
Kuwait 

Iraqvs invasion in 1990. (FonMin Marwan Muasher commended to 
the Ambassador last week that he 

grandly in Kuwait 

supply of more free oil - ref a). 


3. (C) Fayez said that in Kuwait he had given several 
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strong statements of support for Saudi Arabia 

those statements would be noticed in Riyadh. Fayez said that 
he hoped to secure continued free oil from Saudi Arabia: \"If 

| get Saudi Arabia 

and | can live without (free oil from) Kuwait and the 
Emirates. V 


4. (C) Fayez said \"oil\" was not the only important issue he 
focused on in the Gulf. He mentioned interest by Qatar in a 
USD 400-700 million dollar investment in Aqaba 

by Kuwait in increasing its investment in the country as 

well. Fayez said it was also critically important to 

Jordan\'s economy to reopen the Gulf and Saudi Arabia to 
Jordanian agricultural products. He hoped that Saudi Arabia 
would soon send a survey team to look at Jordanian 
agricultural production to eliminate fears of contamination 

of Jordanian produce by reuse of wastewater. (Note: Water 
and Agriculture Minister Hazem Nasser had earlier told the 
Ambassador that he was pessimistic about the possibility of 
large increases of exports of agricultural products to Saudi 
Arabia after having encountered an uncompromising attitude 
among Saudi officials on a recent trip. END NOTE.) 


5. (S) Fayez complained about a statement by Israeli PM 
Ariel Sharon on January 19 before the Knesset saying that 
Jordan will \"lose a lot" for its support of Palestinian legal 
action against the separation barrier in the International 
Court of Justice (ICJ). Fayez said that V'the wallV affects 
core Jordanian national interests 

those interests 

Likud party continue to say that Jordan is Palestine. He 
said that the GOJ 

been sending positive messages about the relationship 
also noting that Jordan now has a vocal Parliament of its own 
to deal with. Fayez said the security relationship with 
Israel remains close 

on political issues.\" 


6. (C) The Ambassador pressed Fayez to think carefully 
about the core importance of the Jordan-Israel relationship 
and to deal positively with all of its elements. Jordan 
suggested 

a GOJ decision to delay all high-level contacts with Israel 

until after the scheduled January 28 visit of FonMin Silvan 
Shalom to Amman had unintended consequences. It probably 
delayed the extension of the agreement on 8 percent Israeli 
content (which will roll back to 11.7 percent) in goods 
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exported to the U.S. from Qualifying Industrial Zones (QIZs). 
Without high level contact to finalize this agreement 
Jordanian QIZ factories could lose future contracts 

to layoffs of workers 

exports. Fayez took the general point 

reaffirmed to all parliamentary political blocs last fall his 
government\'s strategic commitment to the relationship with 
Israel. However 

Brotherhood 

peace.\" He promised to talk to Deputy Prime Minister and 
Trade Minister Mohammed Halaiqa to try to solve the QIZ 
issue. 


7. (C) The Ambassador noted that the U.S. is sensitive to 
Iraqi views about their future and constantly assessing the 
best course of action to give sovereignty back to the Iraqis 
and to support Iraqi efforts to build an open and pluralistic 
society and government. We are trying to reach out more to 
Sunni tribes. Fayez said these were good steps 

reaffirmed JordanVs strong commitment to do what it can to 
rebuild Iraq 

ref b for Fayez\'s comments on Muslim Brotherhood criticism of 
the police training program). The Ambassador thanked Fayez 
for the decision to permit Royal Jordanian to fly to Baghdad 
again. Fayez said he had asked RJ to limit the number of 
Jordanians on any one flight 

of Jordanian casualties and a public outcry should there be 

an \"accident.\" 


8. (C) The Ambassador thanked Fayez for JordanVs recent 
transfers of Iraqi assets into the Development Fund for Iraq 
(DFI). The PM supported the transfer of assets to the DFI 
and Rafidain BankVs cooperation with the Iraqi technical 
team. (We understand a bank representative participated in a 
meeting earlier in the day of the technical committee chaired 
by the Deputy Governor of the Central Bank.) The 
conversation quickly turned to the absence of a USG-CPA team 
that could address Jordanian concerns. With such a team 
Fayez asserted 

claims on frozen assets and transfer the remaining frozen 
assets to the DFI \"within a month. V" 


9. (C) At the end of the meeting 
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go before Parliament that afternoon and announce price 
increases on certain commodities (septel). He said that he 
would also have a strong answer to the IAF or other 
oppositionists who challenged Jordan\'s training of Iraqi 
personnel or JordanV's relations with Israel. 


10. (C) In discussing Jordan\'s relations with the Gulf 
Fayez seemed to be relying on his personal and family 
connection to prominent royal family members 

referring back to his and his father\'s close personal 
relations with Saudi and Kuwaiti princes (his father was 
married into the al-Saud family). As we have previously 
mentioned 

address Jordan\'s concerns about frozen Iraqi assets and the 
trade ledger would speed resolution of these issues 

as transfer to the DFI of the remaining Iraqi assets frozen 
in Jordan. 


11. (U) CPA Baghdad minimize considered. 
Visit Embassy Ammanvs classified web site at 
http://www.state.sgov.gov/p/nea/amman/ 


or access the site through the State Department's SIPRNET 
home page. 
GNEHM 
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the liberal 

as token and asserted that only the FDP can promote a 
fundamental change of mentality that would help Germany move 
beyond the V'free rider" syndrome: Germans Wall sit in one 
boat and everybody has to row.\" Westerwelle stressed 
economic liberalization and private initiative as keys to 

reviving the country's moribund economy. He called for 
radically simplifying the tax code and lower tax rates 

across the board to spur initiative and ease the problem of 
unregistered labor (Comment: although all of Germany's 
major parties have engaged in a spirited debate on tax 

reform 

proposal in the Bundestag). The FDP chief noted that the 
CDU (Christian Democrats) and even SPD (Social Democrats) 
now endorse ideas which the FDP has espoused for years. On 
the selection of a new president in May -- where FDP will 

hold the balance -- Westerwelle said the FDP will not/not 
automatically support a CDU/CSU candidate. 


Column 3 


3. Westerwelle advocated letting universities collect 

tuition and select their own students 

Schroeder government\'s plan to establish elite German 
universities as insufficient. He said Germany must do more 
to retain top students 

German doctoral students leaves for the United States 
attracted by better educational/professional opportunities. 


\"Collateral Damage\" in the Transatlantic Relationship 


4. FDP Bundestag caucus leader Wolfgang Gerhardt emphasized 
the importance of the U.S.-German partnership and Germany\'s 
participation in transatlantic institutions. He praised 

U.S. willingness to promote stability throughout the world 

and called German foreign policy weak and uncoordinated. 
Gerhardt said the Schroeder foreign policy had caused \"too 
much collateral damage 

and Germany\'s international credibility. 


Keep Turkey Out of the EU for Now 


5. FDP speakers voiced support for the European Union and EU 
enlargement and criticized the SPD-Green government\'s 
handling of key European issues (under the slogan \"We can do 
Europe better\"). Gerhardt and B-W Deputy Minister- 
President/FDP State Chairman Walter Doering cautioned that 
with ten new member states joining the EU in May 

must reform its institutions before taking on more new 
members. FDP leaders expressed pointed concerns over 
Turkey\'s accession; Doering stated bluntly that \"Turkey 

does not belong in the EU.\" 


\"Women should use their heads 


6. The headscarf issue (reftel) -- the move to ban 
headscarves on public teachers in the name of gender 
equality and the neutrality of schools -- featured 

prominently at the convention. The Baden-Wuerttemberg (B-W) 
FDP passed a resolution at the convention supporting that 
state\'s draft law to forbid the wearing of headscarves in 

class (but allowing the use of Christian symbols) 

that headscarves symbolize a sexist society in conflict with 

the German constitutionVs guarantee of equal rights for men 
and women. NOTE: the anti-headscarf resolution applies only 
to Baden-Wuerttemberg 

leaders. END NOTE. 
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7. FDP caucus chief Gerhardt endorsed the anti-headscarf 
resolution 

authenticity if it means violating human rights and 
oppressing women. Multi-cultural values do not apply in 
this case. He quoted the Nobel Peace Prize winner 
lawyer and human rights activist Ms. Shirin Ebadi 

Vwomen should not cover their heads but rather use them.\" 


COMMENT: FDP on the Rebound 


8. Convention delegates gave Westerwelle an unexpectedly 
strong reception 

Westerwelle to defend his leadership position. The FDPVs 
short-term goals are to re-enter the European Parliament 
(after a ten-year absence) and to poll over the five percent 
threshold in 2004 state and communal elections 

is wavering in traditional strongholds such as southwest 
Germany and national polls show support for the FDP 
stagnating at 6-7 percent. Despite having championed for 
decades the type of reforms that all of Germany is now 
talking about 

ideas in ways that will attract voters or otherwise 

capitalize on the unpopular economic reform plans of the 
Schroeder government. Reeling from the Moellemann affair 
and the party's poor showing in the 2002 national elections 
(for which Moellemann and Westerwelle received the principal 
blame) 

the economic reform debate began in earnest 

did not do a good job in showcasing its own ideas for wide- 
ranging reforms. Moreover 

number of senior FDP officials have taken to the Op-Ed pages 
with articles harshly critical of WesterwelleVs leadership 
style and abilities. Westerwelle\'s successful performance 
at recent conventions is a good first step in turning around 
his and his party\'s fortunes 

long. END COMMENT. 
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(1/19) 

Barzani Warns US on Kirkuk - Hurriyet (1/19) 
Pakistan President Musarraf in Ankara - Sabah 
Clinton Gives Democracy Lesson in Jeddah - Milliyet 
Erdogan: \"We Must Renew Ourselves\" - Turkiye 


OPINION MAKERS 
Critical Week for Cyprus - Radikal 
Cyprus Threat from Athens - Cumhuriyet 


Column 3 
Kirkuk Ultimatum from Barzani - Cumhuriyet 


BRIEFING 


Iraq: \"Cumhuriyet\" reports that KDP leader Barzani\'s 
threats to US over Kirkuk are becoming harsher. Barzani 
wants the control of Kirkuk to be given to his group and 
warns that if the Iraqi Interim Government does not give the 
control to them by March 1 

themselves. \"Zaman\" reports that during his meeting with 
Bush 

based federation attempts in Iraq. Erdogan will also 
highlight the Turkish worries over the conflict between 
Washington rhetoric and their action in Iraq on the issue of 
equal group representation there. V'RadikalV notes that 
Erdogan will stress that the US support for the Kurds fuels 
the ethnic conflict there and the US is responsible for the 
chaos in Iraq. \"Cumhuriyet\" notes that not only Turkey and 
the regional countries but the UN also is disturbed by the 
developments in Iraq. 


Cyprus: \"Hurriyet\" reports that PM Erdogan will meet with 

UN Secretary General Kofi Annan for 45 minutes on January 24 
at the World Economic Forum in Davos. In the meeting 
Erdogan will convey to Annan the new Cyprus positions of 
Ankara as well as the views of TRNC president Denktas and 
the new PM Talat. \"Zaman\" highlights Turkish FM Abdullah 
Gul\'s comments saying that the EU became aware of TurkeyVs 
importance after the September 11 attacks and the Iraqi war. 
However 

that Turkey\'s EU entry would not be possible without a 
settlement in Cyprus. 


EDITORIAL OPINION: Iraq; Jeddah Economic Forum 


\"The US makes mistake 

Haluk Ulman argued in the economic-politic Dunya (1/20): 
\"Current developments in Iraq demonstrate the fallacy of the 
preconceived notion that a superpower like the US will never 
be mistaken. In fact 

Vietnam and Somalia examples 

mistakes. The Iraq issue has turned into a quagmire for the 
US. The invasion of Iraq was concluded quickly 

rest remains a puzzle because of US miscalculations. . The 
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Bush administration is now planning to leave lraq 

will not be easy given the risks. The US will lose its 
credibility if it leaves Iraq without establishing a 
functioning regime. This could even lead to a civil war. 
On the other hand 

casualties due to the growing resistance. It is amazing to 
see the US superpower is right in the middle of this 
dilemma.\" 


\"Messages for Change\" 

Sami Kohen noted in the mass appeal Milliyet (1/20): V'The 
statement by Turkish PM Erdogan at the Jeddah Economic Forum 
contains some very important messages. The most important 
message is his call for the Islamic world to participate in 
change. The world is divided into two 

those who are willing to change 

spectators to change. Turkey has become part of the former 
and Erdogan urged the latter to take urgent action to 

reform. . Turkish officials have given similar messages to 

the Islamic world in other platforms as well 

Iran and Malaysia. Erdogan\'s appeal at the Jeddah forum 
again shows that Turkey is capable of presenting itself as a 
model to the Islamic world. Turkey can also play a bridge 

role between the Western world and the Islamic world 

that is as important as Turkey\'s geo-strategic 

significance.\" 
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held April 5-8. END NOTE.) 


QIZ Agreement with Israel 


3. (SBU) The Ambassador inquired about GOJ-Israeli 
negotiations on the percentage of Israeli content required in 
products from Qualifying Industrial Zones (QIZs) to have 
duty-free access to the U.S. market. The Ambassador 
expressed some concern that an agreement had not been reached 
to date given that the required Israeli content is scheduled 

to roll back to 11.7 percent from the current 8 percent on 
February 4. DPM Halaiqa responded that an agreement was 
achievable before the February 4 deadline and that he hoped 

to conclude it when Israeli DPM Ehud Olmert visited in late 
January. Halaiqa said that all indications pointed to having 

a final agreement by that time. The Ambassador asked whether 
the lack of certainty about required Israeli content 

remaining at 8 percent was an impediment to QIZ factories 


Column 3 

securing new business. Halaiqa responded that he was hopeful 
the content percentage would remain the same as Jordanian 
factories could not otherwise remain competitive. At the 

same time 

he maintained 

political situation. (NOTE: As we are reporting septel 
HalaigaWs planned meeting with Olmert may be subsequently 
been delayed.) 


Copyright and IPR Issues 


4. (SBU) On the GOJYs Copyright Law 

that in recent USAID discussions with Minister of Planning 
Bassem Awadallah 

Parliament\'s approval of amendments to the law to make it 
consistent with relevant FTA obligations. The MOP had also 
agreed to ask the MOIT to develop an action plan 

30 

Patent Cooperation Treaty and to the Madrid Agreement on 
International Registration of Marks by the end of 2004. The 
Ambassador asked to see the action plan when it was ready. 
Halaiqa responded that the agreement between USAID and the 
MOP was acceptable to him and that the MOIT would do its best 
to be responsive. 


5. (SBU) The Ambassador inquired about a series of 
questions on the Copyright law that the Embassy sent to the 
MOIT on December 16 (Reftel). A written response would be 
forthcoming 

Director General of the National Library 

to review progress on copyright issues. (NOTE: In an 

earlier meeting with Econoff 

he was consulting with the MOIT and would seek an additional 
4-5 amendments to the Copyright Law to meet commitments in 
the FTA 

certain points in Reftel. END NOTE.) 


6. (SBU) Referring to the list of points in Reftel 

Talhouni said that Article 4(12) of the FTA would require 

more time to study and to adopt an appropriate solution 
regarding exclusive rights to communicate phonograms by wired 
or wireless means. In a brief 

Halaiqa asked Talhouni to finish the review as soon as 

possible 


7. (SBU) Talhouni insisted that the current provisions on 
anti-circumvention devices in Article 55 of the Copyright Law 
met all of the GOJVs FTA obligations 

written response would explain this in detail. Econoff noted 
that it was unclear whether the legal community would share 


Column 3 

this assessment and asked that the GOJ make public its 
interpretation of Article 55. Halaiqa agreed that a publicly 
available GOJ interpretation would allow all to see the 
government's intent regarding the provision on 
anti-circumvention devices. 


8. (SBU) Talhouni then deflected an exchange on Article 

51(a)(2) of Jordan\'s Copyright Law by noting that it was 

covered in the law\'s Article 53. Econoff asked that the GOJ 
specifically address Article 51(a)(2) as noted in the written 

points the USG submitted. DPM Halaiga assured the Ambassador 
that the GOJ would comply with the FTA in Article 51(a)(2) by 
inserting language making it applicable to sound recordings 

and performances. 


9. (SBU) On government use of computer software 

noted that some measures needed to be taken to address this 
point. After a brief exchange on the GOu\'s standing 
agreement with Microsoft (COMMENT: which we view as too 
narrow) 

that the GOJ issue a circular throughout GOJ government 
offices stating that all government agencies use only 
computer software authorized for its intended use. DPM 
Halaiqa subsequently told the Ambassador that he had put in 
motion a government initiative to circulate such a notice. 


10. (SBU) NOTE: The GOJ sent a letter to the embassy on 
January 5 giving a written response to Reftel points. The 
letter 

Ambassador\'s meeting and did not fully relflect the 
conversation there. (Embassy is faxing a copy to NEA/ARN.) 
Econoff has asked the MOIT Foreign Trade Policy section to 
take note of the clarifications made at the December 31 
meeting with DPM Halaiqa. The Ambassador will be following 
up with a letter to DPM Halaiqa 

clarifications. END NOTE. 


Government Procurement Agreement 


11. (SBU) DPM Halaiga told the Ambassador that the GOJ 
would not pursue a bilateral GPA 

meeting WTO obligations regarding GP. It would be difficult 
to pursue the U.S.-GOJ GPA on a parallel track 

explaining that the GOJ does not have enough resources. 
Halaiga said that he understood that the USG only intended to 
be helpful in suggesting a bilateral agreement. 


Pharmaceutical Company Complaint 
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12. (SBU) The Ambassador raised his earlier letter on 

behalf of U.S. pharmaceutical company Merck Sharp and Dohme 
which is contesting the Jordan Food and Drug Administration\'s 
(JFDA) licensing to a local generic company of its 

weekly-dosed FOSAMAX product. MSD brought the case to court 
contending that its data file on this once-weekly compound to 
prevent osteoporosis is not yet in the public domain (unlike 

the daily dose) 

mandate to keep such data private until a five-year license 

period elapses in 2006. The Ambassador stressed that this 
matter should have been solved through regulatory relief 

a costly court case brought by MSD. DPM Halaiqa acknowledged 
that the outcome was not satisfactory 

law gave JFDA a wide mandate 

fault 

meantime 

written on MSD\'s behalf before 

with concerned authorities. (NOTE: Since the meeting 

court has dismissed MSD\'s case and the local generic product 
is reportedly on the market. END NOTE.) 


DAMAN Pre-Shipment Inspection Program 


13. (SBU) The Ambassador raised lack of national treatment 
as one more reason why this issue continues to be an irritant 
in our trade relations. If Jordan\'s domestic industries are 
not required to register their products and subject them to 
potential inspection 

order to export to Jordan? It denies or limits opportunity 

to our companies 

program was initiated by Dr. Anmad Hindawi 

Institute of Standards and Metrology (JISM). The emphasis 
was on goods from the Far East 

would look into it and if DAMAN proved to be a trade barrier 
he would take action. 


14. (SBU) COMMENT: DPM Halaiga was quick to address the 
gist of our concerns and upbeat about the bilateral trade 
relationship. That he had to call in the National Library 

Director to try to resolve pending bilateral copyright and 

IPR problems -- which the DPM tackled quickly and efficiently 

-- may be a sign that the DG is not long in his position 

newly moved to the MOIT from the Ministry of Culture in the 

last cabinet reshuffle. 
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election process and urging the GODR to ensure a clean 
election. 
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Pro-government daily \"Listin Diario\" on January 16 reported 
Murray\'s visit to five of the nine JCE judges. JCE president 
Luis Arias reportedly V'had no problem\" with the proposed 
observer mission and indeed welcomed it as V'an opportunity 
for the people to become aware that the high court (JCE) is 
acting with transparency." Murray described the planned OAS 
role as facilitating communication between the JCE and 
political parties 

JCE and assist in delivering satisfactory responses to the 
parties. He said points of interest for the observers would 
include municipal election boards 

voter registration rolls. 


Following through promptly with the invitation 

planning for OAS observers will be essential. The OAS 
observer mission has the potential to become the centerpiece 
of international election observation here from February to 
May 

to a second round. By their presence 

would add a new dimension to the already planned domestic 
observation organized by the USAID-supported NGO \"Citizen 
Participation\" (Participacion Ciudadana - PC). The proposed 
lean mission of technical experts could extend its reach 
through local diplomats as \"force multipliers.\" The 
diplomats 

orientation on election monitoring from the OAS experts and 
NGOs such as PC 

informal election observers. Embassy will continue its 
dialogue with the JCE to urge that the invitation be sent. 


2. (U) Drafted by Bainbridge Cowell. 
KUBISKE 
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exercise of a profession.\" The case is pending a decision by a 
Superior Court judge. Julien also noted 

direct advertising by drug firms to consumers is prohibited in 
Quebec 

expensive drugs. 


6. Chief investigator Binet told the FDA officials that the 

OQP 

Vermont have been working closely together on a number of cases. 
He said that cross-border enforcement is extremely difficult 
because of the complexity of getting Canadian law enforcement 
officials across the U.S./Canada border. Cross-border travel in 

the OQP investigations were facilitated only by virtue of 

personal contacts within U.S. law enforcement 

that a briefed-inspector was on the border when needed. The FDA 
visitors offered to assist in facilitating entry into the U.S. 
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of an investigator 


7. Representatives of two Quebec ministries 

Director of Intergovernmental Affairs at the Ministry of 
Agriculture 

Development 

local health care situation because heightened demand for 
prescription drugs from the U.S. In his meeting with 
Commissioner McClellan 

the U.S. will implement the rest of legislation on U.S. 
pharmaceutical imports. Quebec is concerned that one impact 
could be pressure to increase prices of drugs for the provinceVs 
universal medical plan. 


8. FDA\'s Plaisier pointed to the exponential growth of the 
international cyber drug trade over the last decade. While it 

is an issue in several countries 

fallen on Canada. Pressure in the U.S. to provide access to 
less expensive prescription drugs may give rise to new 
legislation in Congress. FDA has been mandated to report back 
to Congress by December on how to bridge the gap between the 
U.S. and Canadian systems 

concerns about transshipments 

Counterfeiting is a huge concern. Drugs subject to a recall can 
be swapped out and redistributed with a date change. Since last 
summer 

into the country 

pills). Some of this is originating for the first time from 

Canada. The Quebec side said they saw no trend toward 
controlled drug exports from the province: pharmacists report 
cross border visitors were buying largely medications for blood 
pressure control 


9. The meetings elicited lively and useful exchanges between 
the FDA 

Health Canada Associate Director General Daniele Dionne offered 
full federal support to Quebec. She said Ottawa was ready to 
work more closely with provincial regulatory bodies. FDA 
officials were struck her notification that Health Canada was 
moving forward with unannounced compliance inspections on 
internet sites starting in February to examine how regulations 
were being applied on these sites. Dionne said her Ministry and 
FDA had recently signed an MOU on information sharing and 
pledged to remain in close contact in this regard. She also 
stressed the need for close federal/provincial cooperation. 
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With safety as the principal concern 

of the 6000 pharmacists in Quebec are involved in illegal 

internet practices; cyber companies are going elsewhere because 
of Quebec\'s effective regulatory system. 


10. As the U.S. is Quebec\'s number one client in terms of food 
exports 

government has provided comments through the federal government. 
QuebecVs main concern is prior notification for importation 

into the States: the provinceVs concerns were reflected in the 
initial regulations. Poulin said the province appreciated the 
8-month soft enforcement period. The industry and farmers need 
time to adjust; they are hopeful they will be adequately 

prepared when the Act comes into full effect next summer. So 
far 

program is new and it is still winter. The 8-month soft 
enforcement period would end in the middle of the fresh produce 
period. For the time being 

receive warnings at the border. Quebec representatives asked 
whether it would be possible to harmonize the BTA regulations 
with existing the FAST and CPAT programs at the border. FDA 
replied that the initial BTA regulations were drawn up under a 

tight deadline 

period in March. 


11. Asked about potential food labeling legislation 

officials said a parliamentary commission had been formed to 

look at food safety. Under this umbrella the commission may 
examine and suggest legislation on GMO labeling. The committee 
is expected to report to the National Assembly in the spring. 

Public hearings will follow. Both the federal and provincial 
governments share jurisdiction on food labeling and must 
harmonize their approach. Inter-provincial and international 

trade is under federal jurisdiction while internal provincial 

trade is under Quebec control. 


12. Comment: The FDA representatives underlined that America 
was primarily focused on safety issues 

more effectively than has often been the case because they 
emphasized that high American demand for drugs 

the curtailing of deliveries by drug producers 

market pressures that would inevitably open the path to 
counterfeiters and undermine even the efforts of even the best 
regulatory authorities. This message was well received by the 
Quebec side 
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as much at stake as political and economic concerns. The 
participants all focused on the longer-term potential for 
problems caused by the cross-border internet pharmacy trade. 
Health Canadavs participation was appreciated in that it allowed 
the Quebec side to differentiate between provincial and federal 
Systems in a way that elicited cooperation. 


KEOGH 
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An opposition oriented epidemiological NGO claims Ministry 
assessments are politically rather than medically based and 
warns that outbreaks of yellow fever pose even more danger to 
the public health than dengue. The World Health Organization 
(WHO) representative in Venezuela was not alarmed by the rise 
in dengue cases but expressed concern about other public 
health issues including yellow fever 

HIV/AIDS. He praised the GOV\'s new \"Into the Slums\" program 
which places Cuban doctors in low-income neighborhoods 

step in the right direction. END SUMMARY. 


2. (SBU) Dengue is a viral disease which is transmitted by 
infected Aedes Aegypti mosquitoes and usually results in a 
period of high fever and muscular pain in its victims. Less 
commonly 

There are no vaccines against the 4 types of dengue and 
incidence of the disease in Venezuela typically rises 
seasonally 

Health Director of Epidemiology Jose Mendoza blamed unusually 
heavy rains in the last few weeks of the year for almost 
doubling the number of cases reported in the capital city in 
2003 compared to 2002. This rapid increase in the number of 
dengue cases allows the use of the word \"epidemic\". 


3. (SBU) According to figures published weekly by the 
Ministry 

by week 49 (November 30 - December 6) of 2003. Only 1 
cases had been reported by the same week in 2002. National 
figures 

December 2003 

2002. Countrywide there were 1 

hemorrhagic dengue which resulted in five deaths in 2003 
three of them in Caracas. Although he acknowledged the 
existence of an \"epidemic\" in Caracas 
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year-on-year 34 percent decrease in national cases as proof 
that the Ministry was successfully working against the 
disease. 


4. (SBU) Marisela Perdomo 

NGO FUNDEPI 

to Venezuela\'s failing health care infrastructure in a 
December 19 meeting with emboffs. The NGO 

with the help of the Ministry of Health 

independent epidemiologists affiliated with it. Although 
FUNDEPI maintains a close relationship with the M1G 
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Hearing\" signed by Lidia Margarita Fromm Cea 

her legal representative German Edgardo Leitzelar Hernandez 
dated 13 November 

F4. Copy of a letter offering employment to Lidia Fromm 
signed by Neil Kester 

dated 5 September 

F5. Copy of Personal Services Contract Number 522-S-00-03- 
00217-00 

Kester Contracting Officer. [NOTE: The copy of contract 
submitted by Ms. Fromm omits Article VI 

contract is contingent on Security and Medical Clearances. 

If the Security and Medical Clearances are not granted 
contract will be terminated effective immediately.\"] 

F6. Email from USAID/Honduras Personnel Specialist Vivian 
Idiaquez to Lidia Fromm 

the grant of a ‘temporary\' security clearance. 

F7. Letter from Neil Kester to Lidia Fromm dated 10 October 
2003 

temporary security clearance would not be converted to a 
final clearance 

had been rescinded. 

F8. Letter Fromm/Kester 13 October 

F9. Letter Fromm to U.S. Ambassador Palmer dated 16 
October. F10. Letter Kester/Fromm of 22 October responding 
to letters from Fromm. 

F11. Ms. FrommVs document listing the succession of events. 
F 12. Ministry of Labor receipt of claim dated 14 November 
2003. 

F13. Ministry of Labor authorization to transfer the claim 

to Ministry of Foreign Affairs dated 12 December 


G. Copies of all above documents are available as 
electronic documents in word format by contacting: Mr. Neil 
Kester (nkester@usaid.gov) 
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- ph.: (504) 236-9320 and fax (504) 236-7776. 


3. Short description of the nature of the legal suit 

proceeding 

process to fill an FSN PSC position as USAID/Honduras\' 
Project Management Specialist for Education. On 11 
September 

initial "temporary\' security clearance for Ms. FrommVs 

initial period 

Medical Clearance 

Ms. Fromm on 23 September. By 10 October 

determined based on further information that Ms. Fromm would 
not be eligible for a security certification for full 

employment. USAID/Honduras/EXO immediately informed Ms. 
Fromm that she would not be eligible for employment under 
the authority in the contract 

\"The contract is contingent on Security and Medical 
Clearances. If the Security and Medical Clearances are not 
granted 

immediately.\" NOTE: Ms. Fromm had not yet entered on duty 
at the time she received notice that she would not be 

granted the full security clearance. On 19 December 
USAID/Honduras received Ms. Fromm\'s request for a 
reconciliation hearing. 


4. Mission observations and proposed course of action. 


A. Mission proposes to deny Ms. Fromm\'s request for a 
reconciliation hearing with the USAID Executive Officer on 

the basis that Mr. Kester is an accredited diplomatic agent 
under Article 31 (1) of the Vienna Convention on Diplomatic 
Relations and enjoys complete immunity from criminal 
jurisdiction of Honduras and comprehensive immunity from the 
civil and administrative jurisdiction of Honduras. In 

addition 

Kester is not obligated to provide evidence as a witness. 


B. Furthermore 

Foreign Affairs on notice to prevent future transmittal of 
administrative labor claims such as this one 

have been transmitted in the past year 

diplomatic agents in civil matters under practices set forth 
in the Honduran Labor Code. 


C. Mission proposes to respond by diplomatic note which 
addition to rebutting the claim from Lidia Fromm 

provide general terms so that any future such claims that 
subject the U.S. Mission administrative labor cases under 
Honduran law could be returned to the MOFA with reference to 
the present dipnote 
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5. Am/Embassy Tegucigalpa seeks concurrence with this 
proposal 
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success\" and claimed that as many as half of the party\'s 
nearly 1.8 million registered members had participated. 
Published partial returns showed nearly 574 

and a projected total of 733 

PRD primary in 1999 or in the December rump primary that was 
declared illegal by the JCE. President Mejia pronounced 
himself \"satisfied\" with the results. 


Dissident PRD leaders 

Ortiz-Bosch 

Esquea 

participate in the primary 

illegitimate and tainted by fraud -- \"a farce 
called it. They charged that 

primary 


Government-owned \"Listin Diario\" ran big headlines about a 
\"massive\" turnout 

with photos showing lengthy queues at various polling sites 
around the country. Pro-PRD daily \"Caribe\" provided low-key 
coverage of a \"timid\" turnout іп a \"calm\" atmosphere 
populist VEI Dia\" reported a \"lack of enthusiasm\" at many 
voting centers and a lower turnout in Santo Domingo than 
elsewhere. Long lines at some polling sites in the northern 
Cibao Valley were attributed by V'EI Dia\" to disproportionate 
voting by public employees 

exceptionally high turnout in the Southwest 

PPH faction of the PRD was said to be strongest. Mejia\'s 
campaign director Agriculture Secretary Eligio Jaquez 
acknowledged on television that voters had taken longer than 
usual to show up at the polls the morning of election day. 
One coercive incident was reported 

containing 100-200 ballots. 


In the capital 

palace advisers told us he had to wait in line 45 minutes to 

vote and observed between 60 and 120 voters at each of 5 or 6 
sites he visited around mid-day. Poloff's casual observation 

of one polling place revealed 6-12 voters at any one time 

plus 4-5 poll workers and several poll watchers; a 

truck-trailer prominently parked nearby bore a sign -- 
VPresidency of the Republic: Plan of Social Action. V 


The results left Mejia as the virtual 
formally nominated 
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is expected to complete this process January 25 or later. 

With no other primaries scheduled 

(JCE) on January 20 announced the formal beginning of the 
election campaign and invited political parties to register 

their candidates between now and March 16. 

The chief candidates lost no time in ramping up for the 
campaign. Mejia\'s staff announced a whirlwind agenda for the 
President to tour the country between now and election day 
inaugurating public works -- roads 

-- which in time-honored tradition have been timed to boost 
his candidacy against his number one adversary in the May 16 
election 


Fernandez\'s party claimed to have contacted 5 million voters 
(of 5.1 million registered nationwide) in a door-to-door 
verification of voter lists on the PRD\'s primary day 

providing a distraction for news media and drawing criticism 
from an irritated President Mejia. Fernandez and two senior 
advisers flew to Washington January 19 to meet with the IMF 
World Bank 

should be back in country by the end of the week for 
announced campaign activities in advance of a \"nationwide 
march\" of PLD supporters January 26. 


The PRSC announced that its candidate 

Estrella 

proposals to deal with economic problems and thus attract 
enough votes to place second in the election and go on toa 
possible runoff. 


All this left the four dissident PRD candidates marginalized 
but not yet out. Their petition to the Supreme Court 

alleging inconstitutionality of the voting law (reftel) 

so far generated no action by the court. Their possible 
alternative may lie in the stalled proposal to amend the 
election law and allow up to five candidates from each party 
to run in the general election (reftel). Congress postponed 
debate on the controversial measure until at least next week 
but Mejia has given the go-ahead to his legislators to 
attempt to negotiate passage. One of the most influential 
dissident PRD candidates 

that he also backs the legal change. According to our 
contacts 

call. 


The President further called on \"all the internal political 

forces of the PRD\" to \"mount on the horse\" of his candidacy. 
Ironically 

circumvent Mejia\'s primary and defeat his reelection bid 
could become a tool for him to bring them back into the fold 
play to their ambitions to run for president 
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PRD constituents from deserting to Leonel Fernandez on May 16. 


Another wild card in the pre-election game will be a national 
strike being advertised for January 28-29 to protest social 
and economic problems and the governments policies. It is 
being organized by the \"Coordinator of Popular 
Organizations 

action last November that degenerated into sporadic violence. 
A small leftist party participating in the event has posted 
notices with President Mejia\'s photo and the blunt message 
VWhy wait any longer? He should quit now!V The tactics of 
the President and the police in handling that challenge will 
have a resonance during the campaign. 


2. (U) Drafted by Bainbridge Cowell. 
KUBISKE 
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BASED BUSINESS-ORIENTED \"AL BAYAN\" EDITORIALIZED 01/20: 


V. THE ZIONISTS ARE SURE THAT THE INTERNATIONAL COURT OF JUSTICE 
WILL NOT ACCEPT THE CONTINUATION OF BUILDING THE FENCE SINCE IT 
IS AGAINST ALL INTERNATIONAL REGULATIONS BECAUSE IT IS BEING 

BUILT ON OCCUPIED LANDS. THIS IS WHY SHARON'S ADMINISTRATION IS 
TRYING TO GET OUT OF THIS DILEMMA 

ZIONISTS HAVE ALL KINDS OF LYING AND DECEIVING WAYS. WE SHOULD 
DEAL WITH THE FENCE ISSUE VERY SERIOUSLY SO OUR RIGHTS WON\T BE 
LOST.\" 


3. COMMENTING ON THE DETERIORATING SECURITY SITUATION IN IRAQ 
SHARJAH-BASED PAN-ARAB DAILY \"AL-KHALEEJ\" EDITORIALIZED 01/19: 


VIT SEEMS THAT THE BLOOD BATH THAT HAS BEEN DROWNING IRAQ AND THE 
IRAQIS IS NOT GOING TO END. THERE IS A CLEAR EQUATION IN IRAQ 

AND THAT IS THAT THE AMERICANS ARE HOLDING ON TO THE OCCUPATION 
WHILE THE IRAQIS ARE HOLDING ON TO RESISTING IT INORDER TO FREE 
THEIR COUNTRY. THE ONLY SOLUTION IS THAT THE OCCUPATION SHOULD 
SEEK A POLITICAL EXIT AS SOON AS POSSIBLE." 


4. NOTING SECRETARY OF STATE COLIN POWELLVS STATEMENT REGARDING 
SYRIA 


VSECRETARY OF STATE COLIN POWELLYS STATEMENT REGARDING SYRIA 
ASSURES THAT GEORGE BUSHVS ADMINISTRATION IS CONTINUING ITS 
HOSTILITY AGAINST ARABSY POLICY IN ADDITION TO IMPOSING 
CONDITIONS ON BEHALF OF ISRAEL. POWELL EXCEEDED HIS THREATS TO 
THREATS OF WAR AGAINST SYRIA. THIS ADMINISTRATION THAT IS 
POSSESSED WITH THE IDEA OF POWER AND THE ZIONIST DOCTRINES 
PREFERS THAT THE ATTACKS AGAINST IRAQ DONVT STOP THERE IN ORDER 
TO ACHIEVE THE AMERICAN-ISRAELI GOAL 
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ALL ARABS WITH NO CONDITIONS\" 
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TURKEY.\" GUL SAID THE GOT WAS WORKING HARD TO GET A 
CONSENSUS POSITION AGREED IN ANKARA. NOTING THAT HE HAD 
INSTRUCTED U/SECRETARY ZIYAL AND COLLEAGUES TO WORK WITH TGS 
FROM THE VERY BEGINNING ON A "COMMON DRAFT" SO THAT THE USUAL 
BUREAUCRATIC LOGJAM OF COMPETING DRAFTS WAS AVOIDED. HE 
ADDED THAT MUCH HARD WORK HAD BEEN DONE WITH THE TURKISH 
PARTIES IN NORTHERN CYPRUS. HE EXPRESSED GREAT CONFIDENCE 
THAT THE OUTCOME OF THE NSC MEETING ON JANUARY 23 WOULD 
ENABLE THE UN SYG TO MOVE FORWARD TO NEGOTIATIONS. GUL ADDED 
RATHER PLAINTIVELY 

INVOLVED AT A POLITICAL LEVEL TO HELP FACILITATE THE 
NEGOTIATIONS. 


3. (S) IN RESPONSE 

WILLINGNESS TO \'WORK WITH THE UNSYG AT WHATEVER LEVEL 
NECESSARY TO FACILITATE FAIR AND REASONABLE ADJUSTMENTS TO 
ANNAN Ill; CHANGES WOULD REQUIRE CONCESSIONS FROM BOTH 
SIDES." REMINDING GUL OF HIS DECEMBER 9 MEETING WITH U/SEC 
GROSSMAN 

INDICATED HIS READINESS TO BECOME PERSONALLY INVOLVED IF IT 
COULD BE HELPFUL. IN ADDITION 

VISITED TURKEY THREE TIMES SINCE AMBASSADOR EDELMAN\'S 
ARRIVAL 

WOULD UNDOUBTEDLY DISCUSS HIS DESIRE FOR AN ONGOING U.S. 
POLITICAL LEVEL INVOLVEMENT IN HIS MEETING WITH PRESIDENT 
BUSH (AFTER HIS DISCUSSION WITH THE UNSYG IN DAVOS). 


4. (S) ON IRAQ 

KONGRA GEL AS A TERRORIST ORGANIZATION AND THE NEWS THAT THE 
U.S. WOULD BE PREPARED TO ADDRESS LONG-STANDING TURKISH 
CONCERNS ON THE PKK DURING THE VISIT. HE DID NOT DWELL ON 

THE PKK ISSUE 

POLITICAL FUTURE AND THE QUESTION OF FEDERALISM. GUL SAID 
THAT ETHNIC FEDERALISM WAS A POTENTIAL THREAT TO IRAQ\'S 
TERRITORIAL INTEGRITY AND ULTIMATELY TO TURKEYVS AS WELL. HE 
SAID HE HAD SUMMONED BARHAM SALIH TO HIS RESIDENCE THE 
PREVIOUS EVENING (JANUARY 17) TO DISCUSS THE MATTER. (FYI: 

THE TURKISH PRESS HAS STILL NOT REPORTED ON THIS MEETING. 
PREVIOUSLY TURKISH MEDIA HAD SUGGESTED THAT TURKEY WOULD 
CONVEY ITS DISPLEASURE WITH THE RECENT KDP-PUK AGREEMENT ON 
FEDERALISM BY HAVING GUL STIFF SALIH. END FYI) GUL SAID HE 

HAD TOLD HIS GUEST THAT THE KURDS HAD BUILT WHAT THEY HAD 
UNDER THE PROTECTION AFFORDED BY U.S.-TURKISH COOPERATION IN 
ONW AND WITH OTHER TURKISH ASSISTANCE OVER THE YEARS. \"TURKS 
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AND KURDS SHOULD NOT BE AT EACH OTHER\'S THROATS." HE 
INDICATED CONCERN TO BARHEM THAT KURDISH OVERREACHING COULD 
JEOPARDIZE THE POLITICAL PROCESS IN IRAQ. HE NOTED THAT 

TURKEY HAD OVERPLAYED THE TURKMEN CARD IN THE PAST AND THAT 
THE TURKMEN POPULATION IN IRAQ NEEDED TO BECOME MORE LIKE THE 
TURKS IN BULGARIA WHO WERE \"BULGARIANS FIRST.\" NONETHELESS 
THERE WAS CONCERN ABOUT THEM IN TURKEY AND SOME DUE REGARD 
FOR THE STATUS OF THE TURKMEN IN IRAQ NEEDED TO BE EXERCISED. 
THEY WERE AN IMPORTANT PART OF IRAQ\'S MULTI-ETHNIC MAKEUP. 
GUL EXPRESSED APPRECIATION FOR THE U.S. APPROACH IN KIRKUK 

AND SAID HE WISHED THE U.S. WELL. \"WE WANT YOU TO SUCCEED IN 
BUILDING A DEMOCRATIC IRAQ 

OTHER ALTERNATIVE.\" 


5. (S) AMBASSADOR NOTED THAT TURKEY\'S TRADITIONAL 
GEOSTRATEGIC IMPORTANCE TO THE U.S. WAS 

THAN EVER BEFORE. PRESIDENT BUSH HAD SIGNIFICANTLY 
REORIENTED U.S. POLICY IN THE GREATER MIDDLE EAST. THE 

U.S.G. WOULD NO LONGER BE SILENT ABOUT THE ABSENCE OF 
DEMOCRATIZATION AND THE FAILURE TO MEET BASIC HUMAN RIGHTS 
STANDARDS. TURKEY WAS A POWERFUL EXAMPLE OF A SECULAR 
MUSLIM DEMOGRACY THAT WAS SUCCESSFULLY IMPLEMENTING POLITICAL 
AND ECONOMIC REFORMS IN ORDER TO BEGIN THE PROCESS OF EU 
ACCESSION NEGOTIATIONS. TURKEY\'S SUCCESS WAS IMPORTANT TO 
THE U.S. AND WAS SOMETHING WE HOPED TO HIGHLIGHT AT THE 
ISTANBUL SUMMIT. GUL SAID HE HAD NO DOUBT THAT TURKEY COULD 
PLAY A VALUABLE ROLE IN FURTHERING U.S. POLICY GOALS IN THE 
REGION. TURKEY 

COUNTRIES OF THE REGION ABOUT DEMOCRACY AND HUMAN RIGHTS (AS 
HE HAD IN TEHRAN AT THE OIC SOME MONTHS AGO) WITHOUT AROUSING 
SUSPICIONS. HE LOOKED FORWARD 

AMBASSADORS SENSOY AND MORALI ABOUT THEIR DISCUSSIONS IN 
WASHINGTON ON U.S. IDEAS FOR USING THE NATO SUMMIT TO ADVANCE 
A BROADER AGENDA IN THE GREATER MIDDLE EAST. 

EDELMAN 
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AMBASSADOR NOTED THAT SO FAR OUR REQUESTS HAVE ONLY BEEN FOR 
REDEPLOYMENT FROM IRAQ. 


2. (S) GENERAL BASBUG NOTED THAT VCJCS GENERAL PACE HAD 
INDICATED THAT THE TGS MIGHT EXPECT A GROUP TO VISIT AND 
DISCUSS POSSIBLE ACTIONS WITH REGARD TO THE PKK IN EARLY 
JANUARY. AMBASSADOR NOTED THAT WASHINGTON COLLEAGUES WERE 
WORKING HARD ON THE ISSUE AND THAT THE U.S. WOULD BE PREPARED 
TO ADDRESS THIS LONG-STANDING TURKISH CONCERN IN THE CONTEXT 
OF THE PRESIDENTVS VISIT. HE DREW GENERAL BASBUG\'S ATTENTION 
TO THE FACT THAT THE U.S.G. HAD DESIGNATED KONGRA-GEL AS A 
TERRORIST ORGANIZATION LAST WEEK. BASBUG NOTED HE WAS AWARE 
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OF 

WITH THE FAILURE OF EU COUNTRIES TO MOVE FORWARD ON 
DESIGNATING KADEK. 


3. (S) BASBUG MOVED QUICKLY TO A DISCUSSION OF IRAQI 
FEDERALISM WHICH HE HAD ADDRESSED IN HIS JANUARY 16 PRESS 
CONFERENCE. HE NOTED THAT HE HAD EXPRESSED A TURKISH VIEW 
THAT FEDERATION WAS NOT A DESIRABLE OUTCOME IN IRAQ 

IF FEDERALISM WAS NECESSARY IT SHOULD CERTAINLY NOT BE 
ETHNICALLY OR RELIGIOUSLY BASED. IF IRAQ WENT DOWN THAT PATH 
HE FEARED THAT THE OUTCOME WOULD BE \BLOODY.\ AMBASSADOR 
POINTED OUT THAT U.S. SHARED THE VIEW THAT ANY FEDERATION 
SHOULD BE BASED ON GEOGRAPHIC AND ADMINISTRATIVE DIVISIONS. 
BASBUG AGREED BUT SAID 

ETHNIC AND GEOGRAPHIC LINES TEND TO OVERLAP A LITTLE IN 

IRAQ.\" BASBUG ASKED WHETHER THE U.S. HAD CONCLUDED THAT SOME 
SORT OF FEDERATION WAS DESIRABLE. 


4. (S) AMBASSADOR RESPONDED THAT THE U.S. BELIEVED THAT 

IRAQIS NEEDED TO WORK OUT THE CONSTITUTIONAL ARRANGEMENTS AND 
THE GOVERNMENTAL SYSTEM THAT THEY WOULD ALL HAVE TO LIVE 
UNDER. GIVEN KURDISH DEMANDS AND THE REALITIES THAT EXISTED 

IT WAS HARD TO SEE AN OUTCOME THAT DID NOT INVOLVE SOME KIND 

OF FEDERATIVE ARRANGEMENT. BASBUG RELUCTANTLY CONCEDED THE 
POINT BUT NONETHELESS SAID THAT WHATEVER ARRANGEMENTS WERE 
AGREED MIGHT HAVE UNINTENDED CONSEQUENCES THAT COULD THREATEN 
TURKEY\'S INTERESTS. BASBUG SAID HE WAS PARTICULARLY WORRIED 
THAT TENSIONS WOULD INCREASE AS THE MARCH MILESTONE FOR A 
TRANSITIONAL FUNDAMENTAL LAW APPROACHED. AMBASSADOR 
CAREFULLY REVIEWED POINTS IN REF B ON KIRKUK AND 

RESPONSIBILITY THAT ALL PARTIES HAD TO MAINTAIN CALM. BASBUG 

SAID HE APPRECIATED U.S.G. ACTIONS DESCRIBED IN REF B POINTS 

AND UNDERSTOOD THAT ALL SIDES NEEDED TO ACT RESPONSIBLY. 


5. (S) ON CYPRUS 

DIFFERENCES BETWEEN THE TGS AND MFA ON THE ISSUE HAD BEEN 
GREATLY EXAGGERATED. CERTAINLY THERE WERE DIFFERENCES OF 
EMPHASIS BETWEEN THE TWO THAT REFLECTED THEIR DIFFERENT 
FUNCTIONAL RESPONSIBILITIES BUT THE EFFORT WAS BEING 
UNDERTAKEN TO REACH A CONSENSUS IN A THOROUGHLY PROFESSIONAL 
WAY. HE AGREED THAT A VJUST AND LASTING SOLUTION\" TO CYPRUS 
WAS AN IMPORTANT OBJECTIVE AND THAT THE MAY 1 CYPRUS EU 
ACCESSION WOULD MAKE EVERYTHING MORE DIFFICULT. HE SAID THE 
TGS HAD TWO DIFFICULTIES. THE FIRST WAS THE COMMITMENT TO A 
REFERENDUM. HE NOTED THAT THIS WAS SOMETHING TO WHICH 
PRESIDENT PAPADOPOULOS HAD NOT AGREED. THE SECOND WAS THAT 
IT WAS NOT CLEAR HOW 

WOULD DEFINE VFINALIZING THE PLAN WITHOUT REOPENING THE BASIC 
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PRINCIPLES OR ESSENTIAL TRADE-OFFS\" AS HE HAD REPORTED TO THE 
UNSC. TURKEYYS CONCERNS (MORE BIZONALITY 

GREEK CYPRIOTS RETURNING TO THE NORTH 

TIMETABLE FOR TURKISH TROOPS) DID NOT IN THE TGS VIEW REOPEN 
BASIC PRINCIPLES BUT HOW COULD THEY KNOW WHETHER OR NOT THE 
UN SYG WOULD AGREE? 


6. (S) AMBASSADOR NOTED THAT IT WAS PRECISELY PAPADOPOULOSY 
RETICENCE ON A REFERENDUM THAT GAVE TURKEY AN OPENING TO GET 
ITSELF OUT OF A CORNER AND IMPROVE ITS CASE FOR A DATE TO 

BEGIN EU ACCESSION TALKS. BASBUG REJOINED THAT \"IN THEORY 

YOU ARE RIGHT 

HE MIGHT DO SO AS WELL. HE WOULD THEN BLOCK ANY CHANGES IN 
THE ANNAN Ill ТЕХТ AND THE TURKISH CYPRIOTS WILL BE FORCED TO 

A REFERENDUM ON A TEXT THAT WAS ALREADY DEEMED UNACCEPTABLE 
TO TURKEY.\" AMBASSADOR URGED THAT PM ERDOGAN RAISE HIS 
CONCERNS ABOUT HOW THE UN SYG WOULD HANDLE THE NEGOTIATIONS 
DIRECTLY IN THE MEETING IN DAVOS ON JANUARY 24. HE NOTED 

THAT POLITICAL WILL CLEARLY WOULD BE DETERMINED ON THE BASIS 
OF WHAT TURKISH POSITION CAME OUT OF THE JANUARY 23 NSC 
MEETING BUT ALSO ON THE COMMITMENT CONVEYED TO THE UN SYG BY 
THE PM ABOUT HIS DETERMINATION TO REACH A SETTLEMENT AND TAKE 
ADVANTAGE OF THE OPPORTUNITY BEFORE US. 


7.(S) BASBUG SAID THE TGS WAS VERY DISAPPOINTED AT THE 
TIMELINE THAT THEY WERE WORKING ON. HE AND HIS COLLEAGUES 
HAD HOPED TO WORK OUT THE TURKISH POSITION AND DISCUSS IT 
WITH THE U.S. AND THE U.K. BEFORE PRESENTING IT TO KOFFI 

ANNAN. TURKEY WAS LOOKING FOR U.S. ASSISTANCE IN REACHING A 
SETTLEMENT. AMBASSADOR POINTED OUT THAT U.S.G. WAS PREPARED 
TO "WORK WITH THE UNSYG AT WHATEVER LEVEL NECESSARY TO 
FACILITATE FAIR AND REASONABLE ADJUSTMENTS TO ANNAN III" BUT 

IT WAS NECESSARY TO UNDERSTAND THAT THERE WOULD NEED TO BE 
TRADE-OFFS. BASBUG SAID HE APPRECIATED AMBASSADOR\'S 
DISCUSSION WITH HIM OF PREPARATIONS FOR THE PM\'S VISIT. HE 
ASKED 

POINTS WITH ANYONE ELSE. AMBASSADOR RESPONDED THAT HE HAD 
COVERED THEM EXTENSIVELY WITH FOREIGN MINISTER GUL AND WOULD 
DO SO LATER WITH MFA U/SECRETARY ZIYAL. 


8. (S) COMMENT: BASBUG WAS 

AND UNDERSTATED. NONETHELESS HIS PREOCCUPATION WITH 
DEVELOPMENTS IN IRAQ WAS CLEAR. WHEN AMBASSADOR ASKED 
WHETHER CYPRUS OR IRAQ WAS THE MORE IMPORTANT CHALLENGE FOR 
THE TGS HE REPLIED \"BOTH ARE IMPORTANT\" BUT HE SUGGESTED THAT 
THE LONG-TERM REPERCUSSIONS OF DEVELOPMENTS IN IRAQ WERE 
PROBABLY MORE SIGNIFICANT. END COMMENT. 
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trafficker took their passports from them under the guise of 
registering them with local officials and the passports were 
not returned to them. (Note: The passports were confiscated 
by the Police at the time of the traffickers\' arrest and 

remain with the Police at the time of writing. End Note.) 
There was no official agreement in place between the women 
and the traffickers; however 

owed the traffickers USD 5 

related services. It was verbally agreed that after working 

off the $5 

working for themselves 

the traffickers. They were moved to 2 apartments on Pushkin 
Street 


5. (C) In addition to the original $5 

were required to pay $300 each for the apartment where they 
lived (Note: They were living 4 to an apartment. End Note.) 
and $100 each for food each month. This sum was taken from 
their monthly \"earnings.\" Furthermore 

ensuring that the women were dressed appropriately 

required to procure clothing and other accessories. The 
traffickers bought these things for them and they were 

charged exorbitant prices for them-- again the cost of the 
goods being taken from their \"earnings.\" In the same way 
traffickers procured articles for the apartments such as 
expensive sound systems 

the New Year\'s holiday 

payment to date-- $100. The women were not allowed to move 
around the city without an escort 

claimed to have slightly more freedom of movement. 


6. (C) According to Hope and Help 

traffickers directly and agreed on the location and fee. The 
women were sent to exclusive saunas via taxi and returned the 
same way. They were required to provide the full fee to the 
traffickers upon their return. The women claim to have 
serviced on average 1-2 clients each day at a minimum. One 
woman estimates her \"earnings\" to be approximately $3 

a month; a second believes she \"earned\" approximately $4 

in one month. The women reported to Hope and Help that their 
clients all used condoms and treated them well. (Comment: 
Hope and Help has arranged for gynecological exams for all of 
the women through their USG-funded assistance program. End 
Comment.) 


7. (C) Although 
their clients 
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obviously wealthy men driving expensive imported vehicles. 
(Comment: GOAM officials and local NGOs have previously 
asserted that Armenia is not likely a destination country due 
to the poor economic situation; however 

believes that VIP clients in Armenia would likely prefer to 
procure services of women from outside Armenia to maintain 
their anonymity. End Comment.) 


HOW DOES LAW ENFORCEMENT IN ARMENIA RATE? 


8. (U) Article 132 

done for mercenary purposes 

Criminal Code 

Code entered into effect in August 2003 

investigations under Article 132 have been initiated by 
Armenian law enforcement. No cases to date have been 
prosecuted because investigations are still ongoing; however 
a representative of the Office of the Procurator General is 
hopeful that the first case will be prosecuted in Spring 

2004. Of these cases 

cooperated with U.A.E. law enforcement on at least one case. 
Another case involving trafficking of women from Central 
Asia 

an Armenian-Georgian trafficking ring highlights successful 
bilateral law enforcement cooperation between Armenia and 
Georgia. In fall of 2003 

intervention saved several young 

being trafficked to the U.A.E. when they were intercepted at 
the airport while attempting to depart Armenia. 


9. (C) On another level 

provided the Embassy with the opportunity to monitor how 
Armenian law enforcement deals with victims of trafficking in 
persons. Two issues that Hope and Help is monitoring closely 
are the fate of the womenVs passports 

custody of Police 

deported from Armenia. The Police have not yet indicated 
what will become of the passports; however 

assert that the women might be deported from Armenia. Hope 
and Help maintains that the women have not violated Armenian 
immigration law 

Furthermore 

women to return to Uzbekistan and maintain their anonymity if 
they are officially deported from Armenia. 


10. (C) Treatment of the victims at the time of arrest and 
during questioning has also been cause for concern. Armenian 
law does not provide victims/witnesses the right to have an 
attorney or other representative present during the interview 
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process. The women have reported that there have been some 
instances of abuse and/or hostile interview tactics during 
questioning. One of the women alleged that during the first 
interrogation she was beaten over the head 2-3 times by 
Police 

fearing that her injuries were serious 

Medical Assistance. Hope and Help confirmed that after 
returning to the shelter from the Police that day 

was visibly shaken and had a large bruise from an injection 
administered by the responding doctor. Other assertions by 
the victims include being forced to sign victim/witness 
reports under threat and abusive language and name-calling. 


11. (C) A source of frustration for the police may be a lack 
of cooperation and understanding of the situation on the part 
of some of the victims. Hope and Help has raised the 
awareness of the victims on the trafficking phenomenon and 
their rights under Armenian law. However 

having a hard time identifying themselves as victims and hold 
out hope that their \"belongings\" (i.e. 

electronics 

will be returned to them. One of the victims was 
romantically involved with one of the traffickers while still 

in Uzbekistan and V'out of love for him\" is torn about 
providing information to the Police. 


WHAT WILL BE THE FATE OF THE VICTIMS? 


12. (SBU) In the past 

repatriation of Uzbek trafficking victims in transit through 
Armenia to Uzbekistan. IOM does not have a mission in 
Uzbekistan; therefore 

this instance. The return was slow and cumbersome. Hope and 
Help is currently working with IOM to determine the 

possibility of providing return assistance to the current 

victims 

women and returns the confiscated passports. Post will 
continue to follow developments in this case. 


ORDWAY 
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government to drop its plans to implement a 1.5 Naira per 
liter tax on petroleum products and \"advised\" Labor to delay 
its strike pending further negotiations with the government. 


2. (SBU) Labor leaders disappeared from the courtroom an 
hour before the decision not to overturn was handed down 
the advice of their attorneys 
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the government for arrest or being served with papers from 
other courts. \"We should not make it easy for the government 
to find them 

their attorneys have been meeting this afternoon to decide 
their next steps. 


3. (U) The public takes the threat of a strike seriously 
stocking up on food and gasoline 

for their homes elsewhere \"to be with families 

case the strike starts tomorrow. While the atmosphere is 
tense with anticipation 

current skirmish will come out. Throughout the afternoon 
government and independent radio reports continued giving 
conflicting pictures of the situation 

court ruled against the strike and others saying the court 
ruled against the tax. Neither happened in the court poloff 
witnessed 

the strike not only over the tax but also to roll back 
gasoline prices to 34 Naira per liter (i.e. doing away with 
deregulation). 


4. (SBU) COMMENT: As with many other issues in Nigeria 
will have to wait and see what results on January 21. The 
Embassy EAC has met to assess the situation 

proceed as planned the last time a strike was threatened last 
fall (septel). 

Roberts 
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security forces the GON has provided for Taylor. \"І could 
deliver him to a place of your choosing at any time 
Colonel claimed. Whether Taylor is in Obudu or Calabar 
continued 


3. (C) COMMENT: Talk of the \"reward\" for Taylor continues in 
Nigeria. The prospect of a payoff for grabbing someone whose 
movements are known is very enticing. Most 

not implement the level of planning which this man claims to 
have achieved. 

Roberts 


2. (S) Sen. Bill Nelson briefed King Abdullah January 11 on 
his January 10 meeting in Damascus with Syrian President 
Bashar al-Asad 

conversation ruled out the possibility of discussions with 
Israel. The King responded that Bashar had recently told the 
British the same thing 

place.\" However 
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sophisticated weapons continue to be smuggled from Syria into 
Jordan 

smuggling) for the first time.\" The King said he believes 
Bashar is in control in Damascus 

around him \"profit from the status quo.\" They try to \"keep 
him occupied with Israel so he (Bashar) won\'t think out of 

the box.\" 


3. (S) After expressing appreciation for U.S. border 

control assistance to Jordan 

about Jordan\'s border with Saudi Arabia. Sen. Nelson asked 
whether the Saudis are addressing their internal problems 
with extremists. The King responded that they are trying 

but he was not sure they know how much they need to do: 
based on an assessment by the Jordanian security services 
the Saudi security apparatus needs to be \"rebuilt from the 
ground up.\" He hoped Saudi internal efforts to control 
extremism are not \"too little 

to lose Saudi Arabia 

them." The King noted that 

Saudi Crown Prince Abdullah had told him that Saudi Arabia 
would put down its internal unrest in 2004. While CP 
Abdullah was relaxed about the situation 

the members of the younger generation were \"tense.\" The King 
worried about spillover into Jordan from Saudi Arabia if the 
internal situation got out of control. 


4. (C) CP Abdullah had also argued to the King that now is 
the time to press for forward movement on the Middle East 
peace process. The King said that Foreign Minister Marwan 
Muasher was working with his Saudi and Egyptian counterparts 
on language for a forward leaning statement that could be 
issued at the Arab Summit meeting this spring. 


5. (C) The King noted that Jordan is committed to helping 
restore stability in Iraq 

Jordanian training of New Iraqi Army personnel. In the 
training 

to create an lragi military esprit de corps. He also noted 
that Jordan is taking good care of the Iraqi military 
trainees 

Jordanian soldier." 
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6. (SBU) Following the meeting with the King 

visited the Jordan International Police Training Center 
southeast of Amman. Jordanian Public Security Director 
(national police chief) Gen. Tahseen Shurdom 

Director Steve Bennett 

Col. Hassan al-Nsour briefed Sen. Nelson on the program and 
conducted a tour of the facility which is quickly rising out 

of the desert. Sen. Nelson observed the first group of Iraqi 
police recruits being trained in marksmanship 

driving techniques 

as the in-processing of the second group of 500 recruits 
which had arrived that day. 


7. (U) Sen. Nelson has cleared this message. 
8. (U) CPA Baghdad minimize considered. 
Visit Embassy Amman\'s classified website at 
http://www.state.sgov.gov/p/nea/amman/ 


or access the site through the State Department's SIPRNET 
home page. 
GNEHM 
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English daily commented 

to suit persons rather than nations... what follows can be 
horrendous...\" Vernacular editors reacted predictably: 
one Tamil editor noted that the PresidentVs actions 

her determination to strengthen her position 

Sinhala editors focused on the Supreme Court\'s role in 
deciding the issue. End Summary. 


2. President Kumaratunga\'s 1/13 address to the nation on 
government-owned Independent Television News (ITN) in which 
she claimed the right to serve until 2006 sparked a 

firestorm of contradictory headlines in the Sri Lankan 

media. The morning after (1/14) yielded predictably 
supportive reporting in government-owned (and Kumaratunga- 
controlled) English and vernacular newspapers. Government- 
owned English DAILY NEWS reported 

My term ends in 2006 

government-owned DINAMINA wrote 

when to quit 

twice. Pro-LTTE Tamil daily 
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reported 

year - President 

LANKADEEPA elucidated (1/14) 

valid till 2006; PA is also agreeable to what Prime 
Minister was ready to commit to LTTE.\" 


3. Reaction from Prime Minister Wickremesinghe\'s camp was 
swift and came from multiple fronts. The independent press 
ran headlines giving pride of place to the Prime Minister\'s 
government. Independent English DAILY MIRROR reported 
(1/15) 

independent Tamil daily 

chance for compromiseV - Governments stand on President\'s 
term of office." Meanwhile 

DIVAINA added (1/15) 

Constitution by swearing in thrice 

Karunanayake 

added (1/16) 

will not tolerate any nonsense 

Karunanayake.V Independent Sinhala daily 

headline (1/15) 

2005 

Tamil daily 

VVThe President\'s statement that she would decide on her 
term of office is illegalV - Prof. G.L. Peiris.\" 


4. The tit-for-tat in Sri Lanka\'s headlines continued for 
several days. Government-owned Tamil daily 

took the President\'s part 

making body regarding the PresidentVs term of office - PA 
spokesman. English DAILY NEWS 

seconded its Tamil sister\'s headline (1/17) 

opinions support validity of President's second swearing- 
in 

adjudicate\' - PA spokesman.\" Independent Tamil weekly 
VIRAKESARI carried the Prime Ministers perspective (1/18) 
\"The government decides to complain to the international 
courts regarding President taking oaths 

independent Sinhala daily 

about to seek help of international courts on President's 
swearing-in thrice.\" 


5. English and vernacular editorialists criticized the 
President\'s disclosure of a secret second swearing-in 
ceremony and argued that the President is \"clinging to 
power.\" One independent English daily commented 
constitutions are tailored to suit persons rather than 


Column 3 

nations... what follows can be horrendous...\" Vernacular 
editors reacted predictably: one Tamil editor noted that 
the President\'s actions 

strengthen her position 

the Supreme Court\'s role in deciding the issue. 


es Under the headline 

English daily ISLAND commented (1/15) 

hope for the restoration of law and order should realise 
that this issue involves the extension of the term of 

office of the head of state by one year by ignoring the 
distortion of the supreme law of the land.\" 

Editorial excerpts. 

...It is quite clear that the constitution - the supreme 

law of the land - cannot be kicked around as and when a 
president pleases. In fact 

bound to protect and safeguard the law of the land 
particularly the constitution. In the oath the president 
takes on being sworn in as president 

and affirms that she \'will uphold and defend the 
Constitution of the Democratic Socialist Republic of Sri 
Lanka...V If President Kumaratunga wants the people to 
think that she was not transgressing the Constitution with 
her being sworn in twice 

was maintained on the issue for two long years has to be 
explained by her. It was she who while campaigning for 
presidency in 1994 spoke with much eloquence on the need 
for transparency in governance... It will 

argued that the constitution has been violated an umpteen 
number of times and this one instance is no reason to bring 
the roof down. But all those who hope for the restoration 
of law and order should realise that this issue involves 

the extension of the term of office of the head of state by 
one year by ignoring the distortion of the supreme law of 
the land. 

End editorial excerpts. 


Se Under the headline 

Independent English weekly 

\"When constitutions are tailored to suit persons rather 
than nations... what follows can be horrendous...\" 
Editorial excerpts. 

The situation certainly gets curiouser and curiouser as 
Alice said in Wonderland. The president 

various spokespersons have at last broken their deafening 
silence and come back with a long delayed response to the 
press reports that she was twice sworn-in as the President 
of the Republic in an apparent manoeuvre to extend her 
present term till the end of 2006.... As the accompanying 
article on this page by our legal correspondent clearly 
expounds 
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term extends till the end of 2006. Professor G. L. Peiris 
thinks otherwise; but then he cannot be considered a 
disinterested person in these matters... The issue that 

has surfaced over this controversy is not one of legality 

but one of morality. Given the expert interpretation 

the president must surely have obtained an ironclad opinion 
before her office declared that \"the only body with 

authority to deem the act (second swearing) 
unconstitutional is the supreme court 

legal opinion appear united in the view that CBK can remain 
at the wicket till the end of 2006 whatever the UNP and 
those whom she says \"are running amok in their haste to 
become presidentW think or want. When constitutions are 
tailored to suit persons rather than nations 

major fault certainly in the third amendment to the 1977 
constitution 

End editorial excerpts. 


as Under the headline 

second swearing-in is wrong?\" government-owned Sinhala 
daily 

want to stick to the Presidency forever... But if anyone 
feels that she is trying to do that 

legal help.\" 


Editorial excerpts. 


It\'s quite clear that the President\'s second swearing-in is 
not against the Constitution. The sad part about this fact 
is that the same party that seconded the Constitutional 
amendment is now working against it. The goal of the 
conflict is obvious. Those who want power want to create 
havoc among the public. The President does not want to 
stick to the Presidency forever. She has said so. But if 
anyone feels that she is trying to do that 

seek legal help. It\'s much better than going ahead with 
hundreds of arguments. 


End editorial excerpts. 


Boose Under the headline 

independent Sinhala weekly SUNDAY LAKBIMA commented (1/18) 
V'This is a very dangerous situation since her not being 

accepted by a large section of elected legislators could 

create internal clashes. As such 

the legality and ethics of this issue 

resolved by taking it to the Supreme Court.\" 

Editorial excerpts. 


A major topic of discussion today is the term of office of 
President Chandrika Kumaratunga and the news about her 


Column 3 

having been sworn in twice. Long after the media reported 
about this 

the ITN channel that she had taken oaths in 1999 to show to 
the people that she was in good health and was sworn in 
again according to law in 2000. But the UNP has said that 
it was not prepared to accept her as the President of the 
country after 2005. This is a very dangerous situation 
since her not being accepted by a large section of elected 
legislators could create internal clashes. As such 

than arguing about the legality and ethics of this issue 

the matter could be resolved by taking it to the Supreme 
Court. 


End editorial excerpts. 


Eee Under the headline 

independent Tamil daily THINAKKURAL commented about 
Presidents Kumaratunga\'s secret oath-taking and the SLFP - 
JVP alliance (1/20) 

determination to strengthen her position. V" 


Editorial excerpts. 


The political parties are doing everything possible to 
build up their parties forgetting the future of the people 
and the country. From the day the President took over the 
three ministries 

elected by the people.. In the meantime 

a secret manner to extend her term of office by a further 
year.. Amidst the political crisis she now enters into an 
alliance with the JVP.. Looking at the present crisis 

only solution left is the general election and the alliance 
with the JVP is clear proof.. Under the present 
circumstances 

party that comes into power will be subjected to 
presidential executive powers.. Soon the President may 
appoint an interim cabinet and dissolve the parliament to 
face a new general election. Will the people accept all 
these moves 

President plans to meet the Chief Prelates to gather 
support.. All these actions show her determination to 
strengthen her position. 


End editorial excerpts. 
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mortar rounds) were dropped by helicopter from an improvised 
weapons system. The RNA did not launch a ground operation to 
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support the air strike 

unable to move forces to the site to assess the battle 
damage. Forces are expected to reach the area on foot by 
early morning January 22. The RNA was unable to offer any 
information on possible casualties. 


2. (U) The local press reported that on January 20 the RNA 
launched an air strike against the site of a large Maoist 

gathering 

\"People\'s Autonomous Government of the Bheri-Karnali Zone.\" 
(Note: The Bheri-Karnali zones cover the mid-west and 

extreme north-western districts and include some of the most 
remote and least developed areas in Nepal. End note.) The 
reports 

attend the rally 

killed in the attack. Press accounts also relayed 

unconfirmed (and to us 

ideologue and Central Committee member Dr. Baburam Bhattarai 
had attended the meeting and that the RNA had launched the 
attack in an effort to kill him. 


3. (U) On January 21 the Maoist web site claimed that an 
air strike conducted by \"the Royal American Army\" had missed 
the site of the meeting 

resident 

destroying several water buffalo. (Note: Recent Maoist 
diatribes have derided the Royal Nepal Army as the \"Royal 
American Army.\" End note.) Predictably 

the web site alleged that the rally was a grand success 
drawing thousands of loyal and flag-wavng supporters 

that the Maoist militia had \"driven away\" RNA ground forces 
purportedly brought in to support the air strike. The 

account quoted Maoist Central Committee member Krishna 
Bahadur Mahara 

declaring that the V'time has come to move to the cities from 
the villages.\" 


4. (SBU) INSEC 

chapters throughout Nepal 

one of its regional offices had attended the Maoist rally and 
basically corroborated most of the account on the insurgents\' 
web site. According to that source 

from a helicopter had fallen about one hour\'s walk to the 

west of the site of the meeting 

contrast to the Maoist claims of repelling RNA ground forces 
the INSEC representative said that no RNA ground troops came 
near the site of the meeting. 


5. (C) Comment: Unlike the Maoists 
from making official public statements regarding the air 
strike. Until we have the RNA\'s battle damage assessment 
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will remain difficult to judge which of the various 

conflicting versions seems likeliest. We find it highly 
unlikely that someone of Bhattarai\'s stature 

second in the insurgentsY hierarchy 

either the considerable risks to his personal safety or the 
considerable inconvenience to his personal comfort involved 
in traveling to this difficult 

Maoist heartland so far from his recent sanctuary in northern 
India. If 

was prompted by intelligence that Bhattarai might have been 
present 

nature of the weaponry apparently used in the attack 

RNA air assault could have had the technical accuracy needed 
to target Bhattarai 

might have been in attendance. 
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Mountain will oversee UN operational and program issues in 
Iraq and will begin a visit to Amman on January 28. UNAMI 
expects Mountain will push for an \"early\" trip to Iraq. 
UNAMI reported that the UN interagency security mission to 
Iraq will focus on bringing one installation -- likely the 

Canal Hotel -- up to UN security standards to facilitate the 
reentry of international staff to Iraq 

that UNSECOORD will focus on reentry to Basra. UNAMI expects 
UNHAS to resume flights to Iraq at the end of January. 
UNAMIVs nearly complete strategic plan for Iraq awaits 
political guidance from UN NY 

agencies are turning to international NGOs and private 
contractors to deliver services in Iraq. End summary. 


SRSG Brahimi and Deputy SRSG Mountain: 
Cyprus/Amman Split and a Possible Trip to Iraq? 


2. (C) UNAMI Humanitarian Officers Maggs Mac Guinness and 
Maura Lynch (protect) reviewed still-evolving UNAMI 
operational plans with visiting PRM and CPA officers and 
regional refcoord on January 18. According to Mac Guinness 
UN Special Representative for Iraq Lakhdar Brahimi will focus 
on the UN\'s broader political role and human rights issues 

and Deputy SRSG Ross Mountain will focus on operational and 
program issues. While SRSG Brahimi will be based in the UN 
protected zone in Cyprus 

where Deputy SRSG Mountain will be based. UNAMI staff expect 
that Mountain will spend a great deal of time in Amman 

they have been instructed to set up a 17-person V'coordination 
cell in Amman to support the Deputy SRSGVs activities. Mac 
Guinness said program-focused UN agencies had argued 
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unsuccessfully that both Brahimi and Mountain should be based 
in Amman in order to maintain access to Iraq and the UN\'s 
humanitarian partners 

\"credibility\" in Iraq. UN agencies 

Guinness 

locate the SRSG in Cyprus. 


3. (C) Until SRSG Brahimi is Vfully up and running 

SRSG Mountain is expected to spend most of his time in 
Cyprus. Mac Guinness said Mountain will arrive in Cyprus on 
January 24 but will make a short trip to Amman beginning on 
January 28. She was unsure where Mountain would be based in 
Amman 

Operating Security Standards (MOSS). Mac Guinness predicted 
that Mountain would also push UNSYG Annan to permit him to 
make an \"early\" trip to Baghdad. 


Security Mission to Iraq 
Resumption of UNHAS Flights 


4. (C) As reported in the press 

mission is expected to go to Iraq soon to conduct an 
assessment of UN installations" MOSS compliance. According 
to Mac Guinness 

one Baghdad installation -- most likely the Canal Hotel -- up 

to MOSS compliance in order to serve as the focal point for 

the gradual re-entry of UN staff. The team will also look at 

UN installations in the north and south. (In a separate 

January 18 meeting 

Hillo reported that UNSECOORD also would lead an interagency 
Security assessment to Basra 

near the port to MOSS compliance in order to serve as a base 
for UN staff.) Mac Guinness added that the UN had received 
funding from the European Union to complete security upgrades 
to UN installations in Iraq 

International Development provided funding for staff security 
training. 


5. (C) In a separate security development 

reported that the UNVs C-130 (on loan from the Netherlands) 
had been upgraded with further anti-missile capabilities and 
was due to resume Amman-Baghdad flights at the end of 
January. The UNHAS Beechcraft (currently being used to 
respond to the Bam earthquake) also is due to resume flights 
to northern Iraq at the end of January. 


Strategic Plan Needs Political Framework 
While UN Programs Continue with NGOs and Contractors 
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6. (C) Mac Guinness said that work on the programming 
aspects of the UN\'s strategic plan for Iraq was nearly 
complete but that decisions had not yet been made in NY 
regarding the UN\'s overall political role in Iraq. Without 
that overarching framework 

was simply a list of activities. And even if the UN came to 
agreement on its role following UNSYG Annan\'s January 19 
meeting with Ambassador Bremer and the Iraqi Governing 
Council 

\"rolling strategy.\" Who knows 

UNVs role in Iraq would be after June 30? 


7. (C) In the meantime 

deliver services in Iraq. In addition to using international 
NGOs as implementing partners 

contractors to deliver services. UNICEF 

engaged 800 contractors to deliver assistance. Mac Guinness 
added that many ex-UNOCHI staff (let go after completion of 
the Oil-for-Food program) have started new private companies 
to fill the void left by UN agencies. 


8. (U) CPA Baghdad minimize considered. 
GNEHM 
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has seen the party careen between supporting Ngige and/or his 
political \"godfather\" 

proclaims that he bought the election of every winning 

politician in the state. None of the coup plotters 

including Uba 

Nigerian jurists have said that their actions in July were 

clearly treasonous. 


3. (U) At times 

than the Governor. In both July and before the recent Enugu 
court ruling 

were called off leaving him vulnerable to repeated assaults 
and attempts on his life. Based on his July experience 

time Ngige immediately went into hiding when his bodyguards 
deserted him 

private guards and a favorable appeals court ruling. 


Nigerian democracy 


4. (C) Comment. Nigeria is a tribal culture and accustomed 

to rule by \"chiefs\" 

long-deprived people now driven to acquiring as much money as 
possible as quickly as possible 
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payment of tribute and respect to a leader as an expected 
cost of doing business. But while politics is business in 
Nigeria 

this country at its current stage of cultural 

economic development. 


5. (C) Comment continued. Last April 

first successful election and transfer of 

civilian-to-civilian governments. All observers admit there 
was electoral fraud 

\"godfathers\" 

not intervene and the losers are still taking their 

complaints to the courts and not to the streets. Therefore 
the developments in Anambra are all the more galling to 
Nigerians who see that situation as a civilian coup 
unsanctioned by a Presidency responsible for ensuring that 
Constitutional rule is upheld. In fact 

President has encouraged and protected the culprits. 
Hypotheses about the President\'s role generally point to 
Nigeria\'s inescapable skein of personal patronage -- in this 
case the godfather\'s brother is part of Obasanjo\'s inner 
circle. Whatever the reason 

worst example of total disregard for rule of law in Nigeria 
today. After years of ruthless and greedy military 
dictatorships 

legal systems and to build democratic institutions. But the 
tangled web of intrigue and political intimidation in Anambra 
makes a mockery of rule of law in Nigeria. 
HINSON-JONES 
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Countries Clinical Trials Partnership - EDCTP\" an initiative in 
which Prime Minister Mocumbi has been invited to serve as the 
High Level Representative. 


3. (U) The initiative was featured as a bold undertaking 

long term partnership between Europe and developing countries to 
develop new medicines and vaccines to address the three largest 
health threats to development: HIV/AIDS 

Tuberculosis. Fifteen European countries are participating in 

the coordinating committee. The EU plans to provide 200 million 
Euros in support for the project. The EDCTP will seek to 
coordinate research efforts and information flow among the 
various African and European scientific communities. The 
initiative also envisions paying stipends to encourage African 
researchers and scientists who have departed Africa to return. 
While still in its earliest stages 

secretariats: one in the Netherlands 


SIPDIS 
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4. (SBU) Avoiding responding directly to questions concerning 
his future role in the initiative 

the importance of the program and its potential for Africa and 
for Mozambique. He side-stepped questions from the press 
regarding whether he would be leaving his position as prime 
minister soon 

the project is still unclear as the initiative is in its early 
stages. His role is first to serve a Prime Minister of 
Mozambique 

President Chissano\'s. 


5. (SBU) Comment: This press conference appears to set the stage 
for an imminent departure by Mocumbi. Maputo is rife with rumors 
regarding who will succeed him. We have heard that Finance 
Minister Louisa Diogo is the top candidate. It is widely held 

that Diogo would only hold the job until a new cabinet would be 
formed following the expected election victory of Armando 
Guebuza. Guebuza is expected to select a close ally to serve as 
PM 

Rumors have circulated in the past months regarding Mocumbi\'s 
imminent departure for Europe 

Ambassador thought Mocumbi would be leaving sooner rather than 
later. She mentioned that the EDCTP hopes to have its 

secretariat launched in February. If that is so 


SIPDIS 

MocumbiVs role is a critical one 

have to be free to assume his new duties soon. What is missing 
in all of this is a statement from the Presidency concerning 
Mocumbi and his successor. Mocumbi 

answering a question regarding how he would enjoy living in 
Holland by saying he would prefer to defer comment until he has 
had the opportunity to live there a while and to experience the 
climate. 

LA LIME 
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ministers\" to come to Colombo sometime in the next year. 
According to Danieli 

than half a dozen. Danieli said he had had a useful session 
with Foreign Ministry Secretary Bernard Goonitileke who 
Danieli said 

GSL voting on Israeli issues in international fora. (The 
GSL was recently helpful on the Israeli credentials issue at 
the UN). Danieli also met with FM Fernando who pushed his 
own UNSYG candidacy; Danieli said he will try to get 
Fernando to Tel Aviv as well. We shared our views on the 
local situation. (DCM) 


AMBASSADOR\'S CHAT WITH MORAGODA 
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2. (C) Ambassador met Jan. 21 with Minister Milinda 
Moragoda. Here are some key snippets: 

-- Moragoda is planning to go to India later this week 
instructions from the PM to V'show flexibility\" when the 
Indians pressure the GSL for a swift resolution to the 
cohabitation crisis. He is slated to meet National Security 
Adviser Mishra and Indian External Affairs Minister Sinha 
during the visit. Sinha applied heavy pressure to the 
President at the recent SAARC summit in Islamabad 

said. 

-- The President is showing some interest in an Indian 
proposal 

theater military commands 

over the Defense Ministry. The PM does not like that idea 
much 

President/PM committee meets 

representative (Malik Samarawickrama) to \"try to give the 
President some comfort\" on other issues and not focus on the 
Defense Ministry matter. (Note: Moragoda thought the joint 
committee would be meeting today 

not. It was supposed to meet yesterday 

you in our ОЛ 

-- Asked about the GSL Defense Ministry team sent to New 
Delhi last week to discuss defense cooperation 

said the GSL never received a briefing of what transpired 
from the President's side. Moragoda said the Indian High 
Commission briefed him 

-- FYI: Moragoda did not seem too worried over the SLFP/JVP 
alliance (see his comments in our front-channel today). 

-- On economic matters 

about the recent IMF visit which apparently raised serious 
concerns about revenue projections. Drought and consequent 
electricity shortages 

(petroleum 

likely cause the government to wobble in the face of 
pressure for increased subsidies. Moragoda thought the best 
strategy for dealing with the problem was to V'come clean" 
with the IMF in order to remain credible. Moragoda\'s 
argument is that the IMF will be more willing to work with 

the GSL if the government admits up front to not hitting its 
fiscal targets. Moragoda added that the PM had not agreed 
to this idea as of yet. We are reviewing the issues 
Moragoda raised with a skeptical eye toward the need for 
increased subsidies. We have a meeting scheduled with the 
IMF in the morning to discuss the visit further. (POL/ECON) 


HUMAN RIGHTS/DEMOCRACY FUNDING FOR MALDIVES? 
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3. (SBU) In discussing ways to increase our human rights 
and democracy programming in the Maldives given recent 
events there and as we develop MPP plans 

team\" here at the Mission discussed the possibility of using 
ESF funds there today. Given that AID does not have a 
presence in the Maldives 

contract the money through them 

Is there another way for Mission to contract directly to do 
democracy-building projects in the Maldives? We also 
understand that DRL has some contracting authority 

intend to discuss the matter with DRL officer Saba Ghori 
during her visit to Colombo next week. We have a \"rule of 
law\" project being implemented with the Maldives now by PAO 
and we are also interested in using PD funding on other 
projects if we can. Any information you could glean for us 
on this matter would be extremely helpful. With the startup 
of the GoRM\'s human rights commission and other tentative 
steps toward democratization being considered there 

think the USG should be \"present at the creation 

possible. Thanks. (POL) 


PLANS FOR NATIONAL DAY IN MALE\' 


4. (SBU) We are mulling over plans to host our national day 
celebration in the Maldives during the March timeframe 
hosting both receptions (in Colombo and in Male\’) in July is 
problematic (in the past 

reception in MaleV in February 

Jim Waller has never been to the Maldives (if we recall 
correctly) 

this key function and participating in meetings with the 
GoRM around that timeframe. There is also plenty of things 
to do here in Sri Lanka given the ongoing cohabitation 
impasse 

elections slated for early April 

thought. (POL) 


TWO MORE CHURCH ATTACKS 


5. (SBU) FYI. In towns just to the east of Colombo 
Catholic churches were attacked in the past week. There 
were no injuries in either the January 15 or January 18 
attacks 

Police are investigating the attacks 

to make any arrests (which is a consistent theme in these 
church attacks). (POL) 


LUNSTEAD 
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They say the airline is capable not only of operating 
domestic and regional flights 

long-haul point-to-point services to London 

Saudi Arabia 


3. (U) As Nigerian Eagle Airlines\' technical partner 
SAA will exercise management control and direct the 
airline\'s day-to-day operations. SAA is expected to 
purchase at least 30 percent of the carriers $60 
million total equity 

would like to control a slightly larger proportion. 

The financing 

they expect core investors to hold 40 percent of 
Nigerian Eagle Airlines and intend to offer the 
remaining 30 percent to individual shareholders in an 
initial public offering slated for late 2004 or early 

2005 (or shortly after the new carrier posts two 
consecutive quarters of earnings). Nigerian Eagle 
Airlines will be wholly privately owned 

Nigeria\'s designated flag carrier 

landing rights at major airports and gain access to the 
routes available under the GON\'s existing bilateral air 
Services agreements. 


4. (U) Comment: Having found a reliable technical 
partner 

carrier lacks is a group of core investors. Finding 

them is FDC\'s next step. Nigerian Eagle Airlines seems 
to have gotten off to a good start. If it gets off the 
ground later this year 

should receive a substantial boost - and begin to 

repair a reputation badly damaged by Nigeria Airways\' 
failures. End comment. 
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January 20. (The SLFP is the core constituent element 

in the Presidents People's Alliance 

The pact was signed amid considerable fanfare and at V'an 
auspicious hour" at a ceremony in a conference hall in 
Colombo. The ceremony was televised live on state-owned 
television and was broadcast on radio. The high point 

of the ceremony was the signing of the SLFP/JVP 
\"Memorandum of Understanding" (MOU) which is reviewed 
below. Maithripala Sirisena 

Tilvin Silva 

document on behalf of their respective parties. (For 
reasons that are unclear 
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attend the ceremony.) In his speech 

SLFP supported peace with the Tamil Tigers 

how the GSL was handling the peace process. Silva 
meanwhile 

harsher terms and also paid homage to Rohana Wijeweera 
the JVP founder who was killed during the JVPVs 1987-89 
insurrection. 


3. (SBU) None of the speeches at the ceremony mentioned 
the Norwegian government\'s peace facilitation role 

which has been on hold pending resolution of the 
cohabitation impasse between the President and the Prime 
Minister. The MOU also did not mention Norway. Ata 
January 21 joint SLFP/JVP news conference 

Mangala Samaraweera 

\"Norway\'s role has been questioned by many. We will 
reconsider the role of Norway.\" Tilvin Silva of the JVP 
also piped in to say that he did not think Norway had 

any role in the peace process. 


4. (SBU) (Note: Although Buddhist 

prelates attended the ceremony 

not 

that Christian clergy did not attend could be a 
reflection of their concerns about recent attacks on 
churches 

public announcement to that effect.) 


5. (SBU) BASICALLY AN ELECTORAL PACT: At its root 
SLFP/JVP political alliance is an electoral pact. As 
envisaged by its sponsors in the SLFP and JVP 

will allow the two left-leaning parties to run a joint 

slate of candidates in parliamentary elections. 
(Parliamentary elections are due by December 2006 
there is renewed speculation that the signing of the 
pact indicates that the President may call them much 
sooner than that -- see Para 9.) By running on a joint 
slate 

vis the governing United National Party (UNP) coalition 
and thus take those seats allocated on a \"district\" 
basis. (In Sri Lanka 

allocated on a proportional representation basis 
\"bonus seats\" are awarded to the party that wins each of 
Sri Lanka\'s 25 districts and there are also \"national 
list\" seats. The UNP coalition won most of these 
\"district\" seats in the December 2001 election and was 
able to form the government 

nationally was only roughly equal to that won by the PA 
plus the JVP.) Per the signing of the pact 

parties could also run joint slates during the 

Provincial Council elections slated to take place in 


Column 3 
April 


6. (SBU) MOU BLASTS PEACE TRACK: The MOU signed by the 
two parties (see Ref A for text) blasted the 

government\'s handling of the peace process in no 

uncertain terms 


\"The ethnic question of Sri Lanka has taken an 
undesirable turn since the formation of the UNP 
government. In the name of the aspirations of all our 
peoples for an honorable and durable peace 

set out on a path toward a separatist ' EelamistV state." 


That said 

negotiated settlement with the Tamil Tigers. In a stark 
commentary on the historical difference between the two 
parties\' positioning on the matter 

also explicitly noted that the SLFP supports the concept 
of \"devolution\" as a means of settling the dispute 

while the JVP only supports V'administrative 
decentralization...within a unitary state." 


7. (SBU) The MOU also contained the following 
highlights: 


-- Economy: The MOU criticized the GSLVs handling of 
the economy 

of the UNP are determined by the lending agencies with 
scant regard for local priorities and the aspirations of 
the people...The poor are called upon to bear the brunt 
of these policies." 


-- Human Rights: The MOU asserts that the UNP 
government has systematically murdered 60 SLFP activists 
and done harm to 3 

are wildly inflated.) 


-- Foreign Policy: In a glancing blow aimed at the U.S. 
and the UNP government\'s generally pro-U.S. policies 
the MOU states: V'Our foreign policy which was based on 
regional cooperation and mutual respect has been 
replaced by one of servitude and the absence of national 
dignity. V" 


-- VFive Noble Objectives\": The MOU also contains a 
hortatory statement reviewing V'Five Noble Objectives V" 
involving: (1) the Economy; (2) V'Ethnic Harmony; V" (3) 
VStrengthening Democracy; (4) Cultural Policy; and (5) 
Foreign Policy. (In a clear nod to Sinhalese Buddhism 
the \"Cultural Policy segment includes a call \"to halt 
the rapid erosion of social values and direct society 
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toward cultural rejuvenation.\") 


8. (C) KEY JVP LEADER MAKES VISIT: In a related 
development 

based in the UK and a hard-liner 

on January 20 for a visit (see bio-data in Para 10). 

The exact nature of Amarasinghe\'s rare visit is not 
clear (his last visit was in late 2001) and he did not 
attend the SLFP/JVP signing ceremony on January 20. 
Since his arrival 

meetings with other JVP officials and has been giving 
some media interviews. 

9. (C) COMMENT: The pact signed on January 20 took 
almost a year to conclude 

over the matter for months before giving it her 

blessing. This is in fact the second time that the two 
parties have signed a pact: in September 2001 

agreed to support the then-PA government in Parliament. 
That pact collapsed about a month later when the PA 
government fell and elections were called. The 
September 2001 deal was shaky and this latest pact may 
be shaky 

Ambassador today that he thought the two parties would 
get into serious arguments about seat allotments in 
Parliament down the line. He added that he did not see 
how a party \"run by a family" (the SLFP) could 
realistically align for long with an ideologically 

driven party like the Marxist JVP. That said 

signing of the pact has led to renewed speculation that 
parliamentary elections may be in the offing. Moragoda 
did not appear too concerned about that possibility. 
Other observers 

think that the pact provides her party its best chance 

to defeat the UNP in elections 

leverage over the PM during the ongoing cohabitation 
dispute. END COMMENT. 


10. (C) Bio-Data on Somawansa Amarasinghe: 
Amarasinghe 

years until he was allowed to return to Sri Lanka in 
late 2001. Now living in the UK 

surviving member of the JVP \"Politburo\" involved in 
launching the failed 1987-89 insurrection against the 
Sri Lankan government. In that role 

associate of Rohana Wijeweera 

led the 1987-89 revolt and an earlier revolt in 1971. 
Amarasinghe\'s current role in the JVP is not precisely 
clear 

He is known to be a hard-liner 

rhetoric. Earning a reputation as a Sinhalese 
extremist 
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peace process policies. When he returned to Sri Lanka 
in 2001 

that year\'s parliamentary election campaign. His 
speeches were long and verbose 

received. He is a Sinhalese Buddhist and hails from the 
town of Wadduwa 

Colombo. He is thought to be related to Wimal 
Wimalwansa and Nandana Goonetillake 

Bio-Data. He is thought to be a widower. 


11. (U) Minimize considered. 
LUNSTEAD 
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SUBSEQUENT ENGLISH TRANSLATION BY WAM SAID V'MAJOR PART OF ITS 
OUTSTANDING LOANS\".) 


4. HEADLINES IN THE ENGLISH DAILIES READ: 

- DUBAI-BASED ENGLISH DAILY V'GULF NEWS\": \"UAE READY TO LAUNCH 
TALKS ON IRAQVS DEBTS.\" 

- DUBAI-BASED ENGLISH DAILY WKHALEEJ TIMES\": \"KHALIFA 

DISCUSS REGIONAL ISSUES.\" 

- SHARJAH-BASED ENGLISH DAILY \"GULF TODAY\": "UAE IS READY TO 
WAIVE MOST OF IRAQ\'S DEBTS 


HEADLINES IN ARABIC DAILIES READ: 

- ABU DHABI-BASED SEMI-OFFICIAL ARABIC DAILY \"AL-ITTIHAD\": 
\"KHALIFA: UAE IS COMMITTED TO CANCELLING MOST OF THE IRAQI 
DEBTS.\" 

- DUBAI-BASED BUSINESS-ORIENTED ARABIC DAILY \"AL-BAYAN\": 
\"KHALIFA: THE UAE WILL CANCEL MOST OF THE IRAQI DEBTS.\" 

- SHARJAH-BASED PAN-ARAB DAILY \"AL-KHALEEJ\": \"THE UAE WILL CANCEL 
MOST OF THE IRAQI DEBTS.\" 

- ABU DHABI-BASED ARABIC DAILY \"AKHBAR AL-ARAB\": \"KHALIFA 
DISCUSSES DEVELOPMENTS AND IRAQI DEBTS WITH BAKER." 

- ABU DHABI-BASED ARABIC DAILY "AL WAHDA\": \"KHLAIFA AFFIRMS THAT 
THE UAE IS COMMITTED TO SUPPORT SECURITY AND STABILITY OF IRAQI 
PEOPLE.\" 


WAHBA 
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of President Obasanjo\'s 2004 budget request 

what the NLC claims are harmful aspects of the GON\'s 
downstream deregulation policy (ref B). The NLC specifically 
demands that gasoline be sold at 34 naira per liter 

was before the President announced on October 1 

the downstream sector would be henceforth deregulated (ref 
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C). Since that date 

naira per liter in Lagos 

Black-market sales command much higher prices. Union leaders 
maintained throughout Wednesday morning that a strike is 

being conducted 

Lagos for a strategy meeting scheduled for Wednesday 
afternoon (septel). 


3. (SBU) The GON has stated several times in recent days that 
the fuel tax has been rescinded 

not call off the strike until it has proof at the pump that 

the consumer price for gasoline has been lowered. For its 
part 

stations run by the Nigerian National Petroleum Corporation 
(NNPC). By mid-morning in Lagos 

the NNPC station was 41 naira per liter. But a survey of 
other stations 

that private retailersY prices remain at 42.50 naira per 

liter. Oando 

naira per liter. Private marketers told us they will pass 

the \"tax\" on as long as their shipments are charged the one 
naira-fifty levy at port (septel). 


4. (SBU) Consulate staff sent to monitor the situation 
reported at mid-morning that most fuel stations on Lagos\' 
mainland 

fuel. They noted that some stations appeared to be staffed 
but not operating. This may be due to confusion over whether 
the attendants 

be on strike 

function of supply problems. Tanker drivers are usually the 
first union members to go on strike 

been delivered widely overnight. Further 

to face a fuel supply crunch 

the threat and now possible execution of a strike (septel). 
Nonetheless 

Island 

to a lack of supply 

Only a few cars queued for fuel Wednesday 

stretched for blocks Tuesday morning as drivers prepared for 
the strike. 


5. (SBU) Union officials claim to have warned international 


Column 3 

airlines to avoid Nigerian airspace beginning January 21 
because of the strike 

officials at the airport stated their workers were striking. 
However 

domestic airport complex reported at noon that airline 
workers were at their desks 

terminals in an orderly fashion 

operating as scheduled 

flight to London. 


6. (SBU) Executives with the nation\'s first and fourth 

largest banks told us that their branches are closed today 
Wednesday 

situation. It was widely reported that many Nigerians 

withdrew funds from banks Monday and Tuesday in order to have 
sufficient cash on hand to get through the strike. 

7. (SBU) Traffic was lighter than usual throughout Lagos 
transport vehicles and taxis 

usually at the forefront of strike actions 

streets in fairly large numbers. DHL and FEDEX had not 
delivered parcels as of noon. Crude production does not seem 
affected. No violence has been reported. 

8. (SBU) Mission will continue reporting daily updates and 
specific septels as the situation warrants. 

HINSON-JONES 


13418 

sources.\" He has not been explicit since on what the other 
sources would be. The GON\'s issue of bonds in capital market 
in 2003 was grossly under-subscribed 

of 1.8 percent of GDP will be difficult given the Obasanjo 
administration\'s average of 4.5 percent deficits since 1999 
and high levels of off-budget spending. Expanding the money 
supply 

the 9 percent inflation target unachievable. Achieving a 

daily oil production target of 2.24 million barrels might not 

be possible either 

the Niger Delta. 


5. There is also the continuing problem of budget 
implementation 

of many items allocated in the budget even after it is passed 
and signed. The Central Bank did not release funds to 
government ministries for many expenditures last year 
raided capital accounts for other operational expenditures 
(Refs A and B). The National Assembly\'s House Finance 
Chairman believes 
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being made (septel) that could have a positive impact on 
budget implementation. 

Roberts 
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which would implement data exclusivity only in 2006 or 2007. 
Embassy responded that implementation six or seven years 
after the deadline in the TRIPS agreement was not 
acceptable. Ak MP Reha Denemec told us separately that the 
GOT would implement data exclusivity 

protection period starting off very limited (two or three 

years) and gradually increasing. 


5. (SBU) In a separate meeting 

Businessmen\'s Association (TUSIAD) Ankara Representative 
Zafer Ali Yavan told Econoff that TUSIAD 

generic and research-based company members 

facilitate a compromise acceptable to both sides and would 
draft a report for the GOT on this issue in the next several 
weeks. 


Energy Projects 


6. (SBU) Econ Counselor stressed the need to come to a 
satisfactory resolution of the dispute between the Energy 
Ministry and energy build-operate-transfer (BOT) companies 
over pricing and licensing. While we understood the GOT\'s 
desire to lower energy prices 

companies with legitimate contracts was of serious concern 
to us 

investment into the sector. We stressed that the government 
needed to grant operating licenses to these companies 

that any discussions on tariff reductions should be done 
fairly 

perceptions of Turkey\'s investment environment. Ocal 
responded that he would relate our position to the Finance 
Minister 

Resources Minister on this issue (septel). 


Bedoian Hotel Investment 


7. (SBU) We raised the fact that the various court cases of 
Victor and Kristy Bedoian 
hotel they renovated in Van for several years 


Column 3 

extremely slowly. Embassy underlined its interest in a fair 
outcome in these cases. Ocal 

informed on this 

Finance Minister weigh in with the Justice Minister to ask 

that the administrative courts render a fair and speedy 
decision in the administrative court cases on the Bedoians\' 
residency and operating permits. The Ambassador also raised 
this case with the Interior Minister. 


Cola tax 


8. (SBU) We told Ocal that we recognized the difficulty of 
lowering any taxes during the current period of belt- 

tightening 

tax rate on cola products (currently over 47 percent) might 
more than compensate the budget through higher sales. Ocal 
said the Ministry was sympathetic to the cola industry\'s 
arguments 

contemplate in the near term. 


Motorola 


9. (SBU) Embassy asked interlocutors to make their best 
efforts in the Motorola-Telsim case. We noted that 
Government decides how to handle the complicated legal and 
debt issues related to the Uzan Group (which owes billions 

to the State because of the failure of Imar Bank) 

keep in mind the tremendous impact of the case on foreign 
investor perceptions 

fair treatment to Motorola. 


10. (SBU) Industry U/S Sahin said that 

Ambassador\'s discussion of these issues with Minister 
Coskun 

an interagency discussion of these cases. Halit Ocal 
similarly said Finance Minister Unakitan was seized with 
resolving these problems 

with investigating the facts with other agencies and with 

the Embassy. Canakci was more reserved 

our presentation. Reha Denemec predicted the GOT would 
resolve the problem 

some changes in the Telecommunications Authority Board 
which would have to approve a possible takeover of Telsim. 
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Comment and Recommendation 


11. (SBU) The GOT has long been sympathetic to Cargill with 
respect to its zoning problem. A legislative remedy is well 

on its way 

visit. A GOT announcement on data exclusivity may also come 
in the near term 

lengthy transition period (ref D). We are somewhat 
encouraged by the fact that the Finance Minister\'s advisor 

has taken an interest in the Bedoian case 

Industry and Finance Ministers are focused on solving the 
range of investment problems facing U.S. companies. 


12. (SBU) Embassy understands that USG interlocutors will 
raise unresolved investment issues during bilaterals with 

the PM\'s delegation in Washington. We should also use the 
trade experts visit 

Partnership Commission and scheduled to take place in the 
first quarter of 2004 

investment problems. 

Edelman 
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Africa\'s Ivory Trade Thrives\". According to Deputy Director 
Omar (a former IV grantee) 

had several regulatory agencies in place to monitor illegal 
exports of ivory. Now 

because higher authorities reportedly found that air 
passengers had to traverse too many checkpoints and sometimes 
missed their flights. He stated that a new law 

under review 

addressed in the current law 

reducing the illegal trade in ivory. 


2. (C) The Deputy Director thought controlling ivory 
entering Nigeria from abroad was key. He did not rule out 
illegal ivory finds in Nigeria nor would he name suspected 
cities where it is sold saying only that most of the tusks 

were not Nigerian. However 

NGO 

Lagos with other major markets in Abuja 

to a lesser extent in Benin City 

An informal survey by EST & H officer of two markets in Lagos 
showed merchants openly displaying and selling ivory. Ivory 
is reportedly a favorite commodity of diplomats and others 
from America 

Traffic. Further 
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ivory in bulk for shipment out of Nigeria. Omar stated that 
Nigeria has many more than the 543 elephants the BBC said are 
living in its\' national parks 

unknown. According to Traffic 

the definite category 

another 300 in the speculative category. 


3. (C) Capacity building inside Nigeria and at the ports of 
entry is taking place 

should move slowly to ensure that personnel are not only well 
trained but also honest and committed to their jobs. 
Environment classes are now part of Nigeria\'s university 
curricula and there is a School of Wildlife 

considerable pool of unused but trained manpower. The 
Ministry of Environment is working with conservation groups 
and other partners on building capacity and writing the new 
conservation law. 


4. (C) Although he wanted to be more forthcoming 

Director stated that all information of a political nature 
involving the ivory trade must come from the Minister of the 
Environment or Permanent Secretary 

servant 

interruption in the meeting 

another \"international visitor\" waiting. He said he hoped it 
was not another call about the ivory trade because the issue 
has attracted added urgency since the above mentioned BBC 
news report. 


5. (U) Background: Nigeria became a party to the Convention 
on International Trade in Endangered Species of Wild Fauna 
and Flora (CITES) in 1975. It enforces the Convention 

through its domestic Endangered Species Decree 11/1985 (now 
an act of the National Assembly) 

issuance of import 

certificates involving the trade and/or traffic in wild 

animals 

enforcement of the current and future law is the lack of 
coordination between implementing agencies. According to the 
Traffic report 

to 400 illegal seizures worldwide. Based on its past 

problems 

10.10 (Rev.) by March 2004 or risk the suspension of trade in 
CITES listed species in and out of Nigeria. 


HINSON-JONES 
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people (in the southeast) are scared by the raw 
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material price increases and the other fifth are 
just plain fatalistic about where the textile 
market is headed.\" 


Gazing toward border trade for economic renewal 


3. (SBU SUS SENS) Municipalities and chambers of 
commerce and industry throughout southeast 
Turkey are concerned about persistent high 
unemployment and lack of job creation 

for special treatment in Iraq reconstruction 
business because of perceived losses from the 
last decade of sanctions imposition on Iraq. 
Business leaders make similar appeals 
grudgingly seem to accept explanations about 
transparency and open competition in the Iraq 
reconstruction process sooner than their local 
government counterparts. 


4.(SBU BUS SENS) Business leaders in Adana 
Mersin 

voiced great interest in developments in Iraq 
reconstruction contracting and some 
disappointment upon realization that few 

of them are sufficiently large to qualify for the 
major contracts on the immediate Iraq 
reconstruction . Many 

forward to public award of the major contracts so 
that they can strategize to attract significant 
subcontract work. Others 

interested in gaining subcontracts 

more blindly relying on southeast Turkey\'s 
proximity to Iraq or unspecified \"natural 
advantages for Turkish business in Iraq\" to 
deliver work to them. 


Some Turkish companies already exploring 
footholds in Iraq 


5.(SBU SUS SENS) Consulate personnel have met 
with about a half dozen contacts in the last 

month who are already doing work in Iraq or 

setting up offices to perform contracts and/or 

find lraqi partners for future joint ventures. 

Some of these contacts are performing limited 
contracts for the U.S. military 
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providing a motor pool in Kirkuk 

a military unit. Most of these business 

activities seem perceived as test projects by the 
Turkish companies 

in military contracting on Incirlik air base. 

The Adana Chamber of Commerce claims that two 
million dollars of commerce have taken place 
between Adana and lraq this year 

that trade flow have not been forthcoming. 


6.(SBU BUS SENS) Other companies and chambers of 
commerce are thinking longer-term and setting up 
offices in Iraq to host Turks looking for 
businesses and contracts to serve as long-term 
business relationships. The Sabanci Group soon 
will set up in or near Irbil while the Adana 
Chamber of Commerce is looking to establish a 
\"guest house for businessmen\" in or near Kirkuk. 
Other Gaziantep and Silopi consulate contacts are 
already setting up small textile production 
businesses and investing in small real estate 
ventures and construction 

far south as Mosul. These Turkish textile 
producers are asking whether there will be quotas 
on textiles produced in Iraq that they might wish 

to sell in the U.S. 

estate/construction investors are interested in 
OPIC coverage of their assets sent to Iraq for 
projects. 


Talking seriously about Syria 


7.(SBU BUS SENS) Since even before the recent 
Assad visit to Ankara 

press has buzzed with news of Syrian and Turkish 
border trade meetings. Most have centered on 
visits to regional chambers of commerce by the 
Aleppo chamber of commerce. Interest in 
increased border trade seems highest in Hatay 
Gaziantep 

despite the talk of future increased trade and 
sincere mutual Turkish-Syrian interest in its 
development 

materialized. The effort seems to first aim to 
legitimize ongoing grey area cross-border traffic 
as a first step toward expansion into new 
business sectors. To this end 

delegation in Gaziantep will become a consulate 
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soon and the Aleppo Chamber of Commerce will 
start \"sister chamber\" relationships in Adana 
Gaziantep and Antakya. 


8.(SBU BUS SENS) Additionally 

wealthy Syrian consumption of (relative) Turkish 
luxury goods is apparent throughout Hatay 
Mercedes with heavily tinted windows and Arabic 
license plates 

small mall 

overheard language at dress shops 

counters and toy stores 

Carrefour department stores. The Real has even 
set up a diplomatic exceptions window to cater to 
these Syrian customers who seem to have 
diplomatic credentials as the information at the 
new counter is in Arabic. (N.B. The U.S. 
Consulate is the only diplomatic mission in 
southeast Turkey other than the newly-opening 
three-person Syrian consulate in Gaziantep 
hours drive away with a similar small mall.) 


EU interested 


9.(SBU BUS SENS) The EU is also interested in 
commercal development in the region 

new EU Iformation Center in Adana on January 14 
to its xisting EU Information Center in 
Gaziantep. Cosulate personnel attended the 
office\'s opening o find that no EU personnel 
were in attendance a the opening. Turkish 
organizers were mildly dsappointed about the 
lack of EU personnel involement 

that EU interest this weekwas inEU Preident 
rodi\'s trip to Ankara. Acoringto severl f 

te offices\' organizers 

of the eight offices apprved for Turkey by the 
EU. They further explaind that eleven offices 
were proposed by Turkish rganizers 

refused to support the thee proposals which 
asked to be coordinated throuh the Turkish 
government in Ankara. In fct 
organizersfousd n te esiability of V'a 

direct line to Brussel trogh heoffice\" and 

the advantage that they thought such contact 
could have for Adana in the long-term. They 
noted 

cost 
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organizers had declined to provide much 
information technology and other explanatory 
information about the EU and its structures 
explaining that EU interest in the office was 
limited to collecting commercial information on 
southeast Turkish small and medium size 
enterprises (SME\'s) for EU commercial 
assessments. Turkish event organizers said that 
they were also chagrined to learn that 
commercial standards 

SME\'s in Turkey. 
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blacken our sun.\" 


OZGUR GUNDEM: DEHAP (Democracy Party of People) 
EMEP (Labor Party) 

Party) 

Party) formed a \"Local Democratic Platform\" in 

Malatya for cooperating in the Local Elections. 


BOLGE/EKSPRES: The current mayor of Adana 
Durak 

the polls undertaken by other parties to announce 
his candidacy. 


TURKIYE: It is reported that two KADEK/PKK 
members surrendered to Turkish forces in 
Yuksekova and Cukurca 

REID 
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Volunteers.\" The project aims to provide 
volunteer help for the hospitals 

women in the under-privileged districts of 
Adana. 


5. Sabah Guney / AK Party Adana head Abdullah 
Dogru announced once more that Aytac Durak 
won't be the candidate of his party in the 

local elections. Dogru stated that Adana AK 
party would be respectful to AnkaraVs decision 

if they appoint Durak as the Adana AK Party 
candidate. \"We would show respect even if 
Ankara appointed Fidel Castro 
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CULTURE 


6. Evrensel / Kurt-Pen is opening a branch in 
Diyarbakir. Author Edip Polat reported that on 
February 7 

Diyarbakir branch. Kurt-Pen is a member of 
International Pen. 

REID 
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by terrorist Silvan Shalom 

Zionist entity 

Jordanian. We ask the government. . . to cancel this visit 
as a step towards closing the den of terrorists (the Israeli 
embassy) in Amman.\" 


2. (U) The statement further denounced the \"brazen threats\" 
made against Jordan by Israeli Prime Minister Sharon on 
January 19 

the Knesset that Jordan had \"much to lose\" if it pursued its 
vigorous opposition to the Israeli separation wall before the 
International Court of Justice (see ref a). 


3. (C) Foreign Minister Marwan Muasher told the Ambassador 
on January 21 that he had been accused of treason during a 
session of the Parliament that day because he was prepared to 
receive Shalom in Amman. Muasher said he had responded 
forcefully to these allegations and pointed out the 

importance to Jordan of its relations with Israel. 


4. (C) COMMENT: The IAF has previously called for the 
cancellation of Shalom\'s visit (see ref b) 

statements criticizing Jordan for its legal opposition to the 
wall 

transfer of Palestinians 

can expect the IAF to continue to capitalize on the current 
strain in Jordanian-Israeli relations in pursuing their 
campaign to sever ties between the two countries. End 
Comment. 


Visit Embassy Ammanvs classified web site at 
http://www.state.sgov.gov/p/nea/amman or access the site 
through the State Department's SIPRNET home page. 
GNEHM 


13427 
acts.\" 
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4. (SBU) Post first learned of the Mitrovics\' case from a 
December 12th letter sent from the Mitrovics\' U.S. attorney 
to Ambassador Zoellick of USTR. This letter was then 
forwarded to post. At the time 

Mitrovics in embassy files was the consular section file 
regarding the kidnapping attempt against Mrs. Navarrete- 
Mitrovic in 1999 (see paragraph 19 below); we had no record 
of the company\'s investment dispute. Upon making contact 
with Mrs. Navarrete-Mitrovic 

embassy to learn the details of the case 

contact with the Mitrovics ever since. After this meeting 
Mrs. Mitrovic filled out an advocacy request 

embassy received on January 13th. 


5. (SBU) The specific investigations and audits to which 
Mateo\'s Cable Vision has been subject are as follows: 


-- ENEE 


6. (SBU) In May 2003 

threatened to cut off electricity for MateoYs Cable Vision 
unless bills were paid immediately upon receipt. The 
Mitrovics believe this reflects political pressure 

Mateo\'s Cable Vision holds a 42 

2 

because the usual practice is to allow 30 to 60 days to pay 
electricity bills. 


- Immigration Department 


7. (SBU) An Argentine national who works for Mateo\'s Cable 
Vision as a Technical Director was nearly deported from 
Honduras in early 2003. The Mitrovics\' Honduran counsel 
quickly filed a request for residency papers for this 
consultant to avoid the deportation. They believe that 
Congressman Navas was behind the unusually quick and 
efficient action taken by the GOH Immigration Department on 
this case. 


-- CONATEL 


8. (SBU) The Mitrovics claim that four times during 2003 
officials from CONATEL 

TV companies 

inspections of Mateo\'s Cable Vision. The Mitrovics believe 
that it is highly unusual for one company to be the subject 
of four audits and inspections during the course of a year. 
In the first three audits 

company was found to be fully in compliance with 
regulations. In the most recent audit 
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that Mateo\'s Cable Vision had missed a payment earlier in 

the year; they have acknowledged this and agreed to make the 
payment and pay a late fee. 


-- IPR Division 


9. (SBU) The Copyright Office of the Division of 

Intellectual Property Rights (IPR) 

Industry and Trade 

allegations that Mateo\'s Cable Vision has broadcast about 
thirty channels for which it does not have a contract. The 
investigation was triggered by a complaint from ESPN 

the Mitrovics believe that ESPN received the information 
about Mateo\'s Cable Vision from Congressman Navas 
competitor. Note: When the Mitrovics first established 
Mateo\'s Cable Vision in 2002 

Congressman Navas\' company 

correctly alleging that SatelCab was broadcasting sixteen 
pirated channels. It seems very feasible 

seen no direct evidence 

involved behind the scenes as this same tactic is now being 
used against Mateo\'s Cable Vision. End note. 


10. (SBU) The Mitrovics and their attorneys claim that the 
company has never broadcast ESPN 

possesses contracts for most 

that they have been accused of pirating. However 

one of the company\'s attorneys has indicated that at least 
one station was listed as available to Mateo customers 
without the company having a contract 

might be subject to a fine for this misleading advertising. 
In addition 

they have at times brought down signals for which they do 
not have a contract. 


11. (SBU) Of these four types of government audits or 
investigations cited as examples of harassment 

that is currently ongoing is the investigation of the IPR 
Division of the Ministry of Industry and Trade. 


-- Defamation 


12. (SBU) In addition 

attorneys 

television station owned by Congressman Navas as having 
connections to Colombian narcotraffickers 

effort to damage Mr. Mitrovic\'s reputation and discourage 
customers from subscribing to his company's cable service. 
Mr. MitrovicVs attorneys acted to stop the television 

station from making defamatory accusations. 
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13. (SBU) In conversations with both Mr. and Mrs. Mitrovic 
and their lawyers 

not ask Honduran government agencies to refrain from 
auditing companies or investigating claims of wrongdoing - 
in effect 

discussed the importance of correcting any weak points in 
the Mitrovics\' case. The Mitrovics and their counsel are 
now focusing on addressing these aspects of their situation 
and responding to the IPR Division\'s investigation through 
the established legal channels. 


14. (SBU) However 

pattern of audits and investigations experienced by the 
Mitrovics reflects the influence of their competitor 
Congressman Navas. We have raised the case with the 
appropriate GOH officials in order to draw attention to the 
perception that a U.S.-owned company is being harassed by a 
politically influential rival. 


15. (SBU) First 

Marlon Tabora 

telecommunications regulatory agency. Tabora was unfamiliar 
with the audits of the company by his office 

willingness to speak directly to the Mitrovics or their 

counsel and address the issue. 


16. (SBU) On December 23rd 

Discua 

the Ministry of Industry and Trade. EconOff expressed 
approval that Discua\'s office is pursuing claims of 
satellite piracy 

such claims be given equal attention 

be singled out because it is U.S.-owned. Discua assured 
EconOff that this is not the case 

the embassy information regarding all investigations 
performed by his division during 2003. 


17. (SBU) EconCouns has also mentioned the case to the 
President\'s Special Advisor for Foreign Investment 
Atala. 


18. (SBU) On January 13th 

request from Mrs. Mitrovic 

Department of Commerce. In the request 

that the embassy V'investigate if CONATEL 

office 

inspections of other companies as with Mateo\'s Cable 
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Vision.\" Embassy does not recommend an investigation of 
this issue per se 

if any further actions are advised to be responsive to this 
advocacy request. 


19. (SBU) A separate issue concerns Mrs. Navarrete- 
Mitrovic\'s personal safety and 

attempt against her which took place in 1999. The alleged 
perpetrator of this crime was arrested on the day of the 
attempt 

warrant was eventually issued for his arrest 

kidnapping attempt and other past crimes that he is accused 
of committing 


20. (SBU) While the kidnapping attempt is unrelated to the 
Mitrovics\' investment dispute 

when the case was brought to the attention of USTR 

to the embassy. Mrs. Navarrete-Mitrovic is now in contact 
with the consular section concerning the kidnapping case 

and the assistance that the consular section can provide in 
tracking the GOHVs efforts to apprehend the suspect. 
EconCouns and the consular section have urged the Mitrovics 
to place the highest possible priority on their personal 
security. 


21. (SBU) Comment: EconOffs have proceeded cautiously with 
this case 

agencies accused of harassing Mateo\'s Cable Vision are 
after all 

some limited IPR violations on behalf of the U.S. company. 
At the same time 

given our knowledge of the political and business climate of 
Honduras 

to make life difficult for a growing 

Congressman Navas has been involved in some other high- 
profile business disputes in the past 

influence the adjudication of a permit to build a hydro- 
electric dam on the Cangrejal River. Probably the most 
worrisome issue of all has been the spread of false rumors 
in Tela about the Mitrovics 

ties to Colombian narcotraffickers. 


22. (SBU) We have been successful in clarifying the various 
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issues of this complicated case 

of the embassy to the Mitrovics and their attorneys 
encouraging them to correct any minor disputes immediately 
so that their company will have nothing to fear from 
government investigations. Post will continue to follow the 
issue 

climate that at times prevails for U.S.-owned businesses in 
Honduras. End Comment. 


Palmer 
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leaders. He indicated that he must tread carefully given the 
belief by some in the north that the vaccine contains harmful 
substances. He mentioned that a learned Islamic professor has 
been helpful in dispelling the myths surrounding the vaccine 
that more advocacy is needed. The President stated that he 
believes that Nigeria will be able to meet the 2005 target of 
polio eradication. 


10. The President reaffirmed the need to raise awareness of 
HIV/AIDS. He is trying to assess the current status of HIV/AIDS 
in Nigeria 

5.8 percent has not dropped 

arrested. He was surprised when he learned that the prevalence 
rate in many rural areas is as high as or higher than the rate in 
some urban areas. He recognizes that sexually active youth 
particularly young men 

for spreading the virus 

is required to ensure provision of anti-retroviral drugs to the 
largest number of people living with aids. 


11. The Presidents final comments focused on the need to further 
strengthen democracy 

mentioned that they \"can\'t do enough\" in this area and mentioned 
that 

strike on Wednesday 

increases 

the issue. 


12. The 45 minute meeting was cordial and open. The President 
seemed somewhat ill-informed when discussing the health issues of 
polio and HIV/AIDS and espoused the government line of everything 
being under control. However 

than a year and resistance from the north has not abated. The 
president also seemed to be less familiar with the HIV/AIDS 
situation. Although Nigerias prevalence rate of 5.8 percent is 
considered low 

numbers of HIV positive people which stands around 4 million. 

This is the third highest number of infections on the continent 
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and without immediate efforts to mount a coordinated and 
comprehensive HIV/AIDS response 

double within the next ten years. 


13. Following the meeting and in discussion with Embassy 

officers 

support international efforts to arrest the polio virus. He has 
offered to consult with HHS Secretary Tommy Thompson to secure 
his support for UNICEF to take the lead in assembling noted 
Islamic scholars and health practitioners to engage the Nigerian 
religious and community leaders on this growing problem. 
Secretary Thompson has also sent a letter to the Minister of 


SIPDIS 

Health urging Nigeria to focus on polio eradication. The U.S. 
Mission will follow-up with his office as part of a larger 
strategy (see septel) to address polio. 


ROBERTS. 
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found evidence of wrongdoing on the part of the officer 
involved 

year and made ineligible for staff college training for one 
year. On May 12 

Nepali employees of GTZ in Sanfe Bagar 

then beat him with rifle butts. The human rights cell found 
no evidence of human rights violations 

was taken against the soldiers implicated. On March 13 
2003 

Khatri 

accidentally discharged his weapon 

eye. The soldier attempted to cover up the incident and flee 
the scene. The investigation found evidence of wrongdoing. 
Khatri was imprisoned for nine months and dismissed from the 
RNA. 


4. (C) In April 2002 Capt. Ramesh Suwar and another 
unidentified officer of the independent Vim Kali Gulma 
Company of the 4th Brigade were accused of detaining and 
raping two teenaged girls at Chisapani Barracks in Bardiya 
District (Ref B). The other officer implicated was never 
identified 

Thapa of the same company assisted in covering up the 
incident. After these charges were publicized in an Amnesty 
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International report published in December 2002 
investigation was initiated by the human rights cell. 
Shortly thereafter 

Many human rights groups suspect the girls retracted the 
charges under pressure from Capt. Suwar 

at the company after the alleged incident and throughout the 
investigation. End note.) An RNA investigation acquitted 
Suwar of the rape charges 

but found him guilty of unlawful arrest. He was held back 
one year from promotion and is currently posted at 7th 
Brigade Headquarters. 


5. (C) On March 15 

Battalion of the 1st Brigade were accused of summarily 
executing Kancha Dongol 

A) 

been shot while trying to escape (although 

medical examiners found evidence that the victim had been 
shot at close range in the temple). Two soldiers were found 
guilty of the use of excessive force and sentenced to three 
months of imprisonment. The leader of the patrol that 
apprehended Dongol was discharged from the RNA. 


6. (SBU) On November 28 

Nuwakot District (in the 6th Brigade\'s AOR) 

of civilians at night who failed to heed an order to halt 

killing five (Ref B). An RNA investigation found no evidence 
of wrongdoing as the soldiers followed standard operating 
procedures 

victims be paid NRs. 200 


7. (C) On January 11 

Thapa was accused of summarily executing a father and son in 
Manpur Tapara 

The soldier was court martialed and sentenced to seven years 
of imprisonment. An Armed Police Force (APF) officer 

was on patrol with the RNA soldier at the time 

implicated in the incident. According to Rabi Raj Thapa 
Assistant Inspector General of Police of the APF 

referred the case to the national police to file charges. 

The case has since languished 

members of the dead pair have not filed a First Investigation 
Report (FIR) or a complaint with the civilian police. 


8. (C) On August 17 
assigned to the RNA\'s Narayan Dal Independent Company of the 
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9th Brigade and national police allegedly summarily executed 
19 Maoist suspects in Doramba 

initial RNA investigation found that the 19 died 

having been taken into RNA custody 

An independent panel subsequently convened by the National 
Human Rights Commission to investigate the incident has 
reported finding credible evidence that extrajudicial 

killings took place (Ref C). The RNA has pledged to reopen 
the case but so far has been unable to do so 

Col. Narendra Aryal of the Human Rights Cell 

precarious security situation in that area. The RNA has 
established a company in the area to provide better security 
to villagers who may wish to volunteer testimony to aid the 
investigation 

residents gain greater confidence in their personal safety 
and familiarity with the RNA presence 

proceed. 


9. (C) On October 13 

Signal Company 

Field Ambulance Company 

along with members of the national police 

secondary school where Maoists were holding a \"cultural 
program 

AOR (Ref D). Four students were killed and five were 
injured. An RNA investigation acquitted the soldiers 
involved of wrongdoing 

families be paid NRs 200 


10. (C) On November 6 

Company of the 10th Brigade opened fire on Rajiv Shrestha 
the driver of a vehicle that had rear-ended an RNA bus in 
Balaju 

he had fired out of fear that the collision was an attempted 
terrorist car bombing. He currently is being tried under the 
Army Act 

Shrestha family. 


11. (C) On December 4 

Company of the 7th Brigade opened fire at a checkpoint in 
Sunachari 

running towards him with his hand in his pocket. The soldier 
is currently facing a court martial 

recommended compensation for the family of the victim. 


12. (C) On December 6 

18th Brigade in Diktel 

summarily executing Maoist suspects Hari Prasad Bhattarai 
Durga Koirala 

investigation into the incident 

charge of the detachment that arrested the three victims is 


Column 3 

facing a court-martial. Col. Aryal of the Human Rights cell 
indicated that the Board of Inquiry may also recommend 
disciplinary action against the lieutenant in charge of the 
platoon. 


13. (C) On December 14 

shot and killed by RNA soldiers in Panauti 

in the 9th Brigade\'s AOR. According to RNA Spokesman Col. 
Deepak Gurung and Col. Narendra Aryal of the Human Rights 
cell 

while trying to escape. This account is disputed by initial 
reports collected by the National Human Rights Commission 
(NHRC) and INSEC 

Kedar Prasad Poudel 

had reportedly been a Maoist 

home more than a year before and Tamang 

maintain contact with him 

parentsY house. On December 14 

had come to Tamang\'s village 

arresting her from her father\'s house. Shortly thereafter 

she was shot and killed under unclear circumstances. (Note: 
Local press accounts quoted villagers who reported that she 
had been beaten and shot and her body dumped near her 
father\'s house. Poudel said he could not confirm if there 
were actual eyewitnesses to the killing 

body had certainly been found in the vicinity of the house 
after her arrest. End note.) Given the number of armed 
soldiers sent to apprehend the teenager 

the RNA account. Even if 

attempted to escape 

employed to restrain her 

father had told representatives of human rights organizations 
that after the killing RNA soldiers had offered him Rs. 500 
(approximately USD 7). The NHRC has sent a field team to the 
site to conduct its own investigation 

results of which may be available by the end of 
January/beginning of February. 


14. (C) Since its inception in mid-2002 

rights cell appears to be making limited progress in 
investigating and recommending for prosecution allegations of 
human rights violations. Clearly 
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RNA as an institution would benefit from more sustained 
contact 

in the U.S. military. While the RNA has provided us 
extensive information on the cases it has investigated 
similarly detailed data has not been offered to the general 
public or to the human rights groups that first raised many 
of these cases. Moreover 

less notorious cases 

criticism for failing thus far to take decisive steps to 
reopen the Ramechhap investigation. Until it does so 
RNA will remain vulnerable to public perception that it is 
attempting to avoid a full accounting. The Embassy will 
continue to press the RNA to reopen the investigation as soon 
as feasible. 

MALINOWSKI 
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process.\" Peiris questioned the constitutionality of 

the President\'s actions 

view her actions had been \"irresponsible and unlawful.\" 
Continuing his aggressive tack toward Kumaratunga 
charged that she \"had done nothing for (Sri Lanka\'s) 
security needs\" since she took over the Defense 
Ministry. He dismissed her actions as a \"clear power 
grab.\" 


-- Bradman Weerakoon 

Staffdel on a wide range of issues. He acknowledged the 
seriousness of the cohabitation impasse 

he hoped the two sides could overcome their infighting 
so that they could refocus on the country\'s pressing 
concerns. Regarding the peace process 

informal discussions with the Tamil Tigers were ongoing 
in the absence of face-to-face negotiations (which have 
been on hold since April 2003). He said it was crucial 
that the major political parties in the south work 

together 

would be needed to implement any negotiated settlement 
reached with the Tigers. This amendment would require 
two-thirds support in Parliament 

attainable if the major parties cooperated with each 
other. While he did not have a strong opinion regarding 
the recent alliance reached by the President\'s Sri Lanka 
Freedom Party (SLFP) and the radical Janatha Vimukthi 
Peramuna (JVP) 

would take place in the near-term 

asked about the recent string of church attacks in Sri 
Lanka 

the government was very concerned about. On a related 
front 

\"anti-conversion\" legislation would ultimately be passed 
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by Parliament. 


-- Sarath Amunugama 

not foresee any near-term resolution to the cohabitation 
impasse. He dismissed the idea that the President would 
respond to the PM\'s calls for her to take control of the 
peace process and ceasefire agreement with the Tigers in 
light of her takeover of the Defense Ministry. He 
characterized the SLFP/JVP alliance as an electoral 

pact 

National Party. Despite the JVP\'s traditional 

opposition to devolution of power as a proposed means of 
resolving Sri Lanka\'s ethnic conflict 

the SLFP would remain open to the concept of devolution. 
In negotiating with the Tigers 

bipartisan approach must be taken by the south 
regardless of which party was in power. 


4. (C) A highlight of the delegation\'s visit was a day 
trip to the northern city of Jaffna on January 17. 

Poloff and Pol FSN accompanied the delegation on the 
trip. In contrast to a December visit by Mission and 
SA/INS personnel (see Reftels) 

soldiers patrolling the streets 

activity. The visit kicked off with a briefing by the 
military commander of Jaffna 

Chandrapala. General Chandrapala 

his post 

Jaffna Peninsula. He asserted that the military\'s \"high 
security zones\" served a strategic purpose in protecting 
GSL operations in Jaffna 

to Tamil civilians living in the area. Chandrapala 
underlined the need for additional financial assistance 
for the resettlement of internally displaced persons 
(IDPs) 

of IDPs in Sri Lanka. 


5. (C) Other contacts in Jaffna also asserted that the 
delivery of aid to the north was very slow. For 

example 

Paul claimed that GSL money for resettlement assistance 
fell far short of the needs of IDPs. Jaffna University 
professor N. Sitralapam charged that the government had 
done \"virtually nothing for rehabilitation\" in the 

north. Also of deep concern to interlocutors was the 
cohabitation dispute between the President and Prime 
Minister 
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minor differences between two leaders dragging down the 
peace process.\" 


6. (SBU) During the Jaffna visit 

visited a demining site 

humanitarian deminers from the Sri Lanka Army 
demonstrated mine clearance techniques in an area slated 
for eventual resettlement by IDPs. In addition 

team visited a USAID-funded center that provides 
prostheses and wheelchairs to disabled persons in the 
Jaffna District. (Jaffna has a high instance of injury 

due to landmines and unexploded ordnance.) 


7. (U) The Staffdel did not have an opportunity to 
clear this message before it left Sri Lanka. 


8. (U) Minimize considered. 
LUNSTEAD 
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Tokyo donors followup meeting scheduled for January 23 
in Colombo. LTTE political leader Thamilchelvam 
declined the invitation on the grounds that there was 
\"no political stability and unified leadership of 
government in Colombo now.\" As reported 

meeting 

bring bilateral and multilateral donors together with 

the GSL to discuss assistance issues. The Ambassador 
will represent the U.S. at the meeting. By the way 

LTTE turn down of its invitation was pretty much 
expected. 


2. (C) In other news regarding the Tigers 

Anton Balasingham has spoken out in strident opposition to 

the Sri Lanka Freedom Party (SLFP)-Janatha Vimukthi Peramuna 
(JVP) alliance. In a January 21 report on pro-Tiger website 
\"TamilNet 


\"The memorandum of understanding signed between the JVP and 
the SLFP after a year of intense dialogue fails to produce 

any concrete 

of the Tamil national question. Rather 

political pact articulating an incoherent 

mutually contradictory position on a serious national issue 

might create objective conditions for the resumption of 

ethnic war.\" 


3. (C) Balasingham went on to add that the Tiger leadership 
was \"studying with great concern the unified reemergence of 
Sinhala-Buddhist chauvinistic forces under the new banner of 
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the so-called United People\'s Freedom Alliance. This 

alliance is opposed to peace and peaceful resolution of the 
ethnic conflict" Balasingham\'s comments come amid other 
TamilNet headlines stating things like \"LTTE commander warns 
of grave consequences\" and \"Tamils ready to face war.\" 
Clearly the LTTE is a tad restless. (POL) 


PROVINCIAL COUNCIL ELECTIONS ON APRIL 28? 


4. (C) FYI. At its weekly meeting on January 21 

which both the President and PM were in attendance 
full Cabinet reportedly agreed to hold the Provincial 
Council (PC) elections on April 28. (The PresidentVs 
attendance at this weekly meeting is a great rarity 
especially in these hard-bitten cohabitation days. It 

is not clear whether her attendance presages some sort 
of thaw with the PM 

By the way 

committee meetings have been further postponed.) 
According to contacts 

and possible electoral reforms to be implemented prior 
to them may be finalized in the coming days. Media 
reports suggest that the apparent bipartisan decision on 
when to hold the PC elections may preclude the 
possibility of an earlier general election. While we 

think scheduled PC elections may lower the probability 
of a sudden general election 

still a lot of calendar days between now and April 28. 
(POL) 


UPDATE ON MINISTERIAL OFFICIALS IN CHARGE 


5. (SBU) FYI. Pls also pass to INR/NESA: In light of 
the President's November 4 ministerial takeovers 
want to flag the names of officials she has put in 
charge. Here goes: 


-- In the Defense Ministry 

Fernando as Secretary. (Herath represented the Defense 
Ministry in New Delhi during the recent defense 
cooperation talks.) 

-- Tilak Ranaviraja replaced Kumar Abeysinghe as 
Secretary of the Ministry of Information and 


SIPDIS 

Telecommunications (formerly Ministry of Mass 
Communications). 

-- M.N. Junaid remains as Secretary of the Ministry of 
Internal Security (formerly the Ministry of Interior). 
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The President herself remains in charge of all three 
ministries and 

ministers. (POL) 


BAD BEHAVIOR GIVES UNP BLACK EYE 

6. (SBU) FYI. Just want to flag some local stories 

that are giving the UNP government a black eye. In an 
ever deepening scandal 

Telecom chairman and president of Sri LankaVs cricket 
board (both major jobs here 

so) 

a well-known underworld figure who was slain ina 
courtroom in Colombo recently. Sumathipala 

jail pending trial 

and the PM has resisted pressure to fire him from either 
his telecom or cricket board jobs. In a separate 
incident that made the UNP look a bit thuggish 

of two GSL ministers (Mahinda Wijesekara and S.B. 
Dissanayake) were recently arrested for allegedly 
attacking another ministers (Kabir Hashem) relatives 
outside a Colombo nightclub. The three attackers were 
released on bail and are awaiting trial. These things 

go up and down 

alleged bad behavior of late. (POL) 


Discussion on IMF Visit 


7. (C) We talked with Jeremy Carter the IMF ResRep today. 
He said the visit last week was not great 

not rise to the occasion and that the loan tranche for this 
year was unlikely 

the Article IV process. The board will meet in March and 
another review will likely take place in May. We will do 
more front channel on this next week 

few quick points: 


--according to Carter 
tranche is unlikely to cause a big problem 
to defend its currency in an unwise fashion. 


--there is the potential for some problems if WB and 
Japanese hold off on their budgetary assistance 
potential amount is closer to USD 200 million. Required 
financing could affect the fiscal deficit target and could 
put pressure on interest rates. 


We\'re going to try to get with WB and Japanese to see what 
more we can glean. (ECON) 
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MPP 


8. (U) FYI - we\'re working hard to get draft MPPs for both 
our countries into SA next week as requested but continue to 
be plagued with software/database problems. Latest woe is 
that trying to print out a copy results in being thrown into 

a worldwide queue that may or may not spit out a copy some 
hours from now (all of this from the MPP helpdesk which also 
told us they can\'t do anything to help speed along our print 
request). (DCM) 


LUNSTEAD 
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\"laid siege\" to Gutu-North 

for the MDC to campaign 

MDC candidate Casper Musoni denied that ZANU-PF had brought 
any noticeable number of extra people 

militia members 

Musoni said that ruling party supporters had beaten three of 
his campaign staff 

attention 

that one other businessman was beaten during the past week 
allegedly for opposition political affiliation. Musoni also 
confirmed press reports that on January 16 ruling party 
supporters in three vehicles had attempted to detain him in 
his vehicle. Musoni evaded the vehicles that he said tried 

to block him from driving forward 

restaurant 

said that notorious war veteran Joseph Chinotimba had 
recently visited Musoni\'s restaurant and torn down campaign 
posters inside and threatened staff. Other than these 
incidents 

intimidation. Musoni said that in general he did not feel 
threatened 

was particularly threatening. 


MDC Candidate Not Optimistic 


4. (C) Musoni reported that he had been engaged in daily 
door-to-door campaigning and had not attempted to hold any 
large meetings yet. The Standard reported that Musoni had 
not been able to hold a single rally in the constituency 

Musoni said that he only submitted a list of prospective 

rallies to police on January 19 and that they had not 
responded yet. Musoni said his first rally would be on 
January 22 or 23. Musoni said he had already received about 
Z$4.5 million (US$1 
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expected to receive another allotment of the same amount for 
campaign expenses. He said he had 1350 volunteers working on 
his campaign 

and food for the volunteers to visit far-flung areas and 
encourage voters. Musoni said he hoped some in the MDC 
leadership would visit soon to give speeches and help his 
campaign. He complained that ZANU-PF had all of the 
government structures in the area - manpower 

fuel - mobilized for the ruling party campaign 

Tungamirai an unfair advantage. 


Horse Confirmed Dead at ZANU-PF Rally 


5. (C) At the invitation of ZANU-PF candidate Retired Air 
Chief Marshal Josiah Tungamirai 

rally in Nerupiri (just outside Gutu-North). Minister of 

Youth 

delivered the main campaign message that sanctions from the 
West were responsible for the economic difficulties the 
country was experiencing 

the country against imperialist forces bent on controlling 

the land. At one point Manyika pointed to poloff and the 

other diplomats in attendance and said in Shona 

interested in the land that they have followed us all the way 
here from Harare. Tungamirai passed out sample ballots and 
led an extensive clinic on how to mark a ballot for a ZANU-PF 
candidate that included a description of good X\'s (big bold 
ones) in the appropriate box 

non-descript ones). The average age of the approximately 200 
rural attendees appeared to be 65 

under trees in the area designated for the rally. There were 
three uniformed police officers present 

through the entire 3-hour event 

the road leading into the area. 


When the Going Gets Rough - Change the Subject 


6. (C) After the rally 

for an engaging round-table discussion with Tungamirai and 
Manyika back at a hotel in Gutu-North. Tungamirai came off 
as rather quiet 

as the jovial Manyika. During a discussion about whether 
food had ever been distributed at a political rally 

Tungamirai denied that it ever had 

imply that without food there would be no reason to have 
campaign rallies. When asked to describe his campaign 
message 

on the sanctions and land issues at length. Whenever the 
discussion ranged into territory that Manyika was 
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uncomfortable with such as freedom of speech 
politicization 

subject to Iraq 

of donor food aid. 


7. (C) Tungamirai had scheduled about 25 rallies in the 
final three weeks of the campaign. For most he expected 
ZANU-PF Ministers or deputy Ministers to visit and deliver 
keynote addresses. 


8. (C) Tungamirai contested the ZANU-PF nomination for the 
seat in 2000 but lost to the late Vice President Simon 
Muzenda 

that year. Tungamirai recently resigned his non-constituency 
MP seat to run for the Gutu-North slot. In 2000 Musoni 
polled 8 

Presidential race MDC candidate Morgan Tsvangirai polled 

8 


9. (C) COMMENT: That the remaining independent newspapers 
in Zimbabwe exaggerated the level of pre-election violence in 
Gutu-North demonstrates the difficulty in getting a clear 

picture of this highly polarized political environment. 


10. (C) Given the previous parliamentary and presidential 
election results from Gutu-North 

retain the seat. Albeit 

MDC: an environment of lower political tension than previous 
by-elections 

funds to the campaign than previously reported (Ref A) 

the economy\'s continued slide. But factors favorable to 
ZANU-PF - the MDC waited until two weeks before the vote to 
hold its first rally 

(traditionally ZANU-PF strongholds) 

aggressive rally schedule and is demonstrating considerably 
more organizational energy and capacity - suggest an MDC win 
is unlikely. 


11. (C) Quiet and politically inexperienced 

not impress poloff with any outward charisma 

relate to the electorate assembled for the rally in as 
personable a manner as Manyika. But the task of uniting the 
divided Karanga factions in the Masvingo province (Ref B) 
might call for more back-room negotiating skills - something 
we will likely never observe directly - rather than political 
glad-handing. 

SULLIVAN 
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(reftel). While the court made no definitive ruling on 
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January 20 regarding a GON appeal contesting the NLC\'s right 
to strike 

January 26 to argue their cases. In the meantime 

\"advised\" the GON to discontinue a 1.50 Naira per liter levy 
on imported fuel charged to oil marketers. In turn 

court \"advised\" the NLC to suspend its strike pending a 

final ruling on the GON appeal. 


3. Several hours before Oshiomhole\'s announcement 
Deputy President Joseph Akinlaja told Laboff that LASCO 
would only suspend the strike when lower prices resulting 
from the discontinued levy are reflected at the pump. The 
NLC now fears that moving forward would be in violation of 
the Federal Appeals Court \"request 

position when it returns to court for further argument on 
January 26. 


Hinson-Jones 
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Mine\' for the event. In addition to Davies 

accapella group called The Pillars performed \'We Shall 
Overcome\" in English 


8. (U) At the conclusion of the program 
invited to socialize on the lawn of the Consul 
General\'s residence 


9. (U) New to this year\'s program was the distribution 

of event evaluation forms. Over 70 guests (almost 30 

percent of the total) completed all or part of the 

forms that will be used as a measuring tool to measure 
our effectiveness. Additionally 

more in-depth reporting to the Department of State on 

the effectiveness of Public Diplomacy Programming in 

Nigeria. 


10. (U) Result: Outstanding. While press reports and 
assessment of media coverage is ongoing 

warmly received by those who attended. The 
presentations and speeches were strengthened by the 
powerful oratory of Dr. Walter E. Fluker 

his interest to the Cultural Affairs Officer in 

returning to Nigeria at a future date. Guests were 
provided with new info-packs about Dr. King and the 
U.S. Civil Rights movement as they exited the venue 
and those who took time to complete the event 
evaluation form also received a copy of Dr. King\'s 
famous V'American Dream" speech. 


HINSON-JONES 
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diplomacy 

implies the restoration of friendship in bilateral relations 

and the search for solutions to thorny issues. Erdogan will 
also meet with the Greek Cypriot Orthodox Archbishop and 
receive the "Profiles in Courage\' award from the American 
Jewish Committee (AJC) during his visit to the US. Erdogan 
will ring the closing bell at the New York Stock Market on 
January 26. 


FM Gul on the Greek proposal for decreased defense spending: 
In an interview with Greece\'s Mega TV 

responded positively to Greek FM Papandreou\'s proposal for 
cutting defense spending. Turkey wants peace 

good neighborly relations in the region 

that Turkey and Greece postponed military exercises last 

year and have signed 11 agreements within the framework of 
confidence building measures. Gul said that the statement 

by Papandreou demonstrated Greece\'s political will for 
boosting mutual trust 

through peaceful means. In 2004 

spending will be below what it spends on education 

noted 

between the EU and Turkey would cause a further reduction in 
defense spending. The Turkish foreign minister is confident 
that the positive trend in bilateral relations will not be 

reversed even if the opposition wins the March 7 elections 

in Greece. Athens welcomed GulVs remarks 

positive approach by Turkey would lay the groundwork for a 
continuing dialogue. 


Turkish Cypriot PM in Ankara: Turkish Republic of Northern 
Cyprus (TRNC) Prime Minister Mehmet Ali Talat paid a 

surprise visit to Ankara at the invitation of the Union of 
Chambers (TOBB) on the eve of the National Security Council 
(NSC) meeting on January 23. A statement released by the 
MFA claimed that Talat came to Ankara to get acquainted 

with Turkey\'s business community. Papers expect TRNC leader 
Denktas to visit Ankara on Sunday. Prime Minister Erdogan 

will take off for the US on Sunday after meeting with 

Denktas. 


Pakistan s Musharraf in Turkey: Visiting Pakistani 
President Pervez Musharraf said on his Ankara visit on 
Tuesday that Turkey and Pakistan could play a key role in 
changing the future of the Islamic world. Musharraf 
stressed the need for unity against terrorism. Musharraf 
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and Turkish president Sezer signed an agreement for 
cooperation in the fight against terrorism. Addressing the 
Turkish parliament 

both been targeted by terrorism. A surge in Islamic 

extremism has deepened the gap of misunderstanding between 
the west and the Islamic world 

Pakistani president voiced support for Turkey\'s policies in 
Cyprus and Iraq. 


Uzans may lose Turkish nationality: Cem Uzan and his 
brother Hakan are under investigation for getting Jordanian 
passports without being granted prior permission by Turkish 
authorities. If such an offense is verified 

Ministers might decide to annul the brothersY Turkish 
nationality. 


EDITORIAL OPINION: Iraq 


\"Promise in the Letter\" 

Sedat Ergin commented on the March 23 

the Turkish PM in the mass appeal Hurriyet (1/21): 
\"President Bush made some important pledges in his letter to 
Turkish PM Erdogan on March 23 of last year. In his letter 
Bush not only congratulated Erdogan for assuming the 
position of Prime Minister 

commitments about northern Iraq 

Bush expressed the US policy line for northern Iraq 

was to ensure the control of oil-rich areas by a united 

Iraqi government. . Given the current circumstances 

that while the US has not given full support to Kurdish 
demands for the oil-rich areas 

"sensitive issuesV has been left to 2005. . The end of 2005 
will show us whether President Bush keeps his promises or 
not. Bush also promised to give a meaningful role to the 
Turkmen in the future of Iraq. In this case 

implementation has been contrary to the Presidents 
commitment. . It remains to be seen whether Erdogan will 
bring up the March 23 promises during his meeting with Bush 
at the White House. V 


\"To Expect the Expected 

Sami Kohen observed in the mass appeal Milliyet (1/21): \"It 
was expected that the US would eventually ask for the UNVs 
involvement in Iraq. It has happened at last 

growing resistance in the Sunni triangle as well as 
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reactions by the Shiites. . The Shiites and Sunnis are not 

the only problems for the US - the Kurds should also be 
included in this list. The Kurds are dreaming of an ethnic- 
based confederation and voice maximalist demands of the US. 
. It was clear from the beginning that the invasion of Iraq 
would open up Pandora\'s box 

happening in lraq. . This fact was one of the main motives 

that pushed the Bush administration to look for UN 
assistance.\" 


EDELMAN 
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new members 
membership based on religious and economic factors. 


Uzan party to receive Treasury aid: The Constitutional 

Court has rejected a request by the Finance Ministry to 
freeze TL11 trillion in Treasury funding for Cem Uzan\'s Genc 
Party (GP). The GP was slated to receive the funding boost 
under Turkey\'s law on political parties. The Constitutional 
Court said there was no ground for freezing the payment to 
the GP 

in line with the law if irregularities are found in the GP 
accounts. 


EDITORIAL OPINION: The State of the Union 


\"Start of the Election Campaign and Threat to the Middle 
East\" 

Ali Aslan commented in the Islamist-intellectual Zaman 
(1/22): \"President Bush predominantly addressed the 
criticism about the war against terrorism as he focused on 
Iraq and the campaign against terror. The text of the 
speech highlighted the President\'s role as Commander in 
Chief. The SOTU also indicated that Bush will give higher 
priority to national security issues over the economy during 
the election campaign. . It is also interesting that Bush 

did not pronounce the phrase ‘axis of evilV this time 

he reaffirmed his commitment to pursue reforms in the Middle 
East and to fight against regimes that shelter terrorists. 

. In sum 

about the Middle East but also marked the official start of 
the 2004." 


\"Listening to George Bush!" 
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Ayse Ozgun wrote in the mass appeal Vatan (1/22): \"The SOTU 
highlighted the US commitment to fight terrorism. President 
Bush listed in detail the anti-terror measures his 
administration has taken 

the ongoing war against terrorism. Bush believes that 
success is near in his efforts to democratize the Middle 

East and to eliminate terrorism. However 

Palestine-Israel issue at all. The text of the speech 

reminded me of the ‘anti-ccommunism\ days in the late 1970s. 
If you replace the word "terrorist with “communist 

would be very little change to the texts from that period. V 


V Bush: Might Makes Right" 

Zeynep Atikkan argued in the mass appeal-sensational Aksam 
(1/22): V The whole nature of the SOTU address is designed 
with the "might makes right mentality. No matter how Bush 
dressed up this idea with his rhetoric about freedom and 
democracy 

of the matter is that world public opinion hates the US 

the SOTU address did nothing to help the US in this regard. V 


EDELMAN 
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implicates US government in coup plot" 

edition of the Government-controlled Herald newspaper. 
(Note: Despite the breathtaking headline 

story recounted no testimony or evidence to that effect but 
only innuendo about Tsvangirai being interested in securing 
American financial support. End Note.) Justice Garwe 
agreed to consider the defenseVs request that the Herald be 
instructed to retract the story. After a full 45 minutes of 
discussion on the Herald report 

examination of the defendant 


5. (SBU) The case now moves to cross-examination of the 
defendant 
Secretary-General Welshman Ncube on the stand. MDC 


SIPDIS 
Secretary for Legal Affairs David Coltart told us that the 


SIPDIS 

defense case would likely wrap up within weeks 

was difficult to predict when the court would render 

judgment. Coltart said he expected Garwe ultimately to 
acquit Tsvangirai but would serve the government\'s purposes 
nonetheless by allowing the case to drag out as long as 
possible and to highlight matters that would adversely 
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affect the MDC. He predicted that the case could drag out 
through appeals 


6. (SBU) COMMENT: It is too early to tell where the 

case is going but the defense team appears to be confident 
that it will prevail. For its part 

about winning and more about stringing the case out as long 
as possible -- bleeding the MDC through legal fees and 
preoccupying its leadership in the process. In that 

respect 

appealed to a host of EU diplomats for financial assistance 
to help pay the party\'s legal fees for the treason trial and 
the party's petition to overturn the results of the 2002 
election. (Note: Resumption date for the election petition 
has not been set but may resume by next month.) According 
to Coltart 

200 

the election contest 

four months. 
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energy disputes by the end of the month 

progress. In fact 

even seriously discussing possible compromises. Instead 
government continues to pressure the companies via a series 
of tax and customs-related investigations 

companies continue to operate without operating licenses. 
Embassy has been pressing hard in recent weeks for the GOT to 
adopt a more conciliatory approach 

efforts would benefit by more of an organized campaign on the 
part of the companies. However 

claim they are \"out of the loop 

U.S.-based executives since mid-November. End Summary. 


2. (SBU) Energy Minister Hilmi Guler announced early this 
month that he had a \"secret plan\" to resolve the 
long-festering dispute between the government and the BOT 
energy companies over tariffs and operating licenses. 
However 

The local reps for Trakya and Doga tell us they have no idea 
what is going on 

January 16 that there were no serious discussions underway 
(or planned) between the government and the companies. 


3. (SBU) Demirbilek said a government buy-out of the 
companies was a last-resort. The government\'s preferred 
outcome 
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their tariffs in line with the GOT\'s requests. He noted that 

the GOT had reduced the companies\' input costs (natural gas) 
a savings the companies were passing on to consumers 

still expected the companies to make a further 

reduction. 


4. (SBU) We complained that the government was unfairly 
pressuring the companies by withholding operating licenses 
and sending a steady stream of tax 

inspectors to pour through company books (refs b and c). 
Demirbilek said the companies were being allowed to operate 
without licenses. As for the inspections 

the government had made a policy decision to launch a 
coordinated series of investigations. Rather 

individual government inspection arms had decided on their 
own to look at company books. The aim 

the companies until they gave in on price. We responded that 
treating investors with signed contracts this way was a great 
way to keep other would-be investors away from Turkey 

that U.S. officials were obligated to tell other U.S. 

companies the truth about how existing investors were being 
treated here. 


5. (SBU) Comment: Ambassador and Embassy staff have been 
pushing GOT officials hard to resolve this and other 

investment disputes (ref a). While we see signs of openness 

on some of the disputes 

line on the energy BOTs. Our efforts would be strengthened 

by an organized campaign on the part of the companies 
themselves. However 

us that they are \"out of the loop 

from U.S.-based company executives since early November. 
EDELMAN 
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to reinvigorate the roadmap. He said Jordan is seeking \"a 
proactive Arab role\" that revives the Arab initiative and 
includes direct outreach to the Israeli public. He had 
discussed this with the Saudis and Egyptians in Cairo this 
week 

week to Cairo to follow up. 


3. (S) During discussions on Muasher\'s ideas 

Prince Saud had suggested \"registering\" the Arab initiative 
with the UN. Muasher explained that Jordan would support 
such a move 

sphere of public diplomacy. Prince Saud 

seemed to indicate that \"the Saudis are not ready to deal 
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directly with Israel.\" Egyptian FonMin Ahmed Maher was \"more 
interested 

general consensus in Cairo that \"the situation is terrible 

and something has to be done." However 

agreement on what to do. 


4. (S) Muasher said that there is also little enthusiasm 

for the upcoming Arab summit in Tunis 

are having trouble nailing down the attendance of heads of 
state since most leaders are concerned the summit will either 
accomplish little or \"cause a split." President Ben Ali 
apparently is worried lest he host a failed summit \"in a 
re-election year for him.\" 


5. (S) Muasher said he had recently spoken separately with 
Saeb Erekat and Nabil Shaath: both stressed the need for 
outside Arab support to achieve HAMAS/PIJ agreement to a 
ceasefire. V'The Palestinian leadership is in total 

paralysis 

pay salaries.\" In Ramallah 

clothes for fear of being arrested by Israel 

and Janin \"local militias 

Muasher also spoke with EGIS Director Omar Suleiman who said 
that Egypt sees little opportunity for progress and is 

focused now on preventing further deterioration of the 
situation. Suleiman told Muasher that he would try again to 
help Abu Alaa get a ceasefire from HAMAS and PIJ 

was not optimistic. 


6. (S) Muasher was upbeat on his ideas to reinvigorate the 
Arab initiative and the roadmap despite the lukewarm 
reception in Cairo and Riyadh. We expect he will continue to 
plug away in private and take a back seat to the Saudis and 
Egyptians in public. 


Visit Embassy Amman\'s classified website at 


http://www.state.sgov.gov/p/nea/amman/ 
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or access the site through the State Departments SIPRNET 
home page. 

GNEHM 
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WORLDVS SHIVAS 

THAT OF LEBANON'S MARONITE PATRIARCH. VNOT EVERY MARJVA 
(SHIVA RELIGIOUS AUTHORITY) IS SMART 

AL-SISTANI 

HIGHLY INTELLIGENT. 


3. (C) BERRI AT FIRST CLAIMED THE AMAL MOVEMENT WAS V'VERY 
ACTIVE\" IN IRAQ 

MEANT AMAL WAS SIMPLY \"RESPECTED\" AMONG IRAQIS. AS PROOF OF 
THIS 

OFFICIALS IN BEIRUT. FOR EXAMPLE 

OFFICIAL NAMED AL-ALLAWI (IGC MEMBER WITH LEBANON 
CONNECTIONS) THREE TIMES SO FAR 

FOR A TRANSITION TO IRAQI SOVEREIGNTY 

TO \"PAY ATTENTION" TO AL-SISTANIVS DEMANDS FOR DIRECT 
ELECTIONS. \"DON\'T MAKE A MISTAKE" IN DEALING WITH IRAQVS 
SHIVAS 

NO DIVISION OF IRAQ -- WWE DON\'T WANT WHAT HAPPENED IN 
LEBANON.\" 


BATTLE 
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Embassy that about USD 3 million in U.S. goods have been 
affected over the first four months 

million in new automobiles. However 

GM cars from South Korea 

country in the program 


8. (SBU) A/S Lash said that the USG compiles an estimate of 
trade barriers. It is a big book that is now being assembled 
and the interagency process will be looking at Jordan. DPM 
Halaiga agreed with A/S Lash that Jordan would not want to be 
listed for trade barriers 

Another form of barrier in the DAMAN system 

continued 

for IT products and for automobiles. The USG recognized 
multiple international standards 

combination of EU standards used in DAMAN and the small 
presence of BV labs in the U.S. did not help our exporters. 
Others in the USG delegation raised the fees U.S. exporters 
had to pay and the \"real problems\" posed by EU standards in 
the DAMAN program. 


9. (SBU) DPM Halaiga replied that DAMAN applies to only 40 
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items and if a manufacturer has a certified product they only 
have to submit the paperwork to Bureau Veritas. This could 
benefit the U.S. The GOJ is importing more goods from Asia 
which are of very poor quality 

are \"a mix\" of European and other standards he said. (NOTE: 
In a January 8 briefing to the diplomatic community by Bureau 
Veritas 

the DAMAN program to include other electronics 

parts 

END NOTE.) 


10. (SBU) A/S Lash said that the use of multiple standards 
was acceptable so long as they were standards openly 
developed and used. Expressing the hope that there was not a 
perceived rift on this issue 

use standards as a way to block market access or steal market 
share. That and the extra paperwork and fees required by 
DAMAN would mean that U.S. exporters will complain to 
Secretary Evans 


SIPDIS 
problem. He hoped that the issue could be addressed before 
that happened 


11. (U) DPM Halaiqa said that he would arrange to have a 
meeting between a U.S. representative and JISM Director 
General Ahmad Hindawi 

issue could be clarified. The Ambassador thanked DPM Halaiqa 
for this offer 

on the issue from the right point of view. 


Iraq Reconstruction 

12. (SBU) In an exchange on Jordan\'s role in Iraqvs 
reconstruction DPM Halaiqa expressed appreciation for U.S. 
support in such endeavors as the Iraq OUTREACH 2004 trade 
show 

an MOIT program identifying potential U.S. company partners 
and matching Jordanian firms 

response. A side effort of the GOJ 

encourage Jordanian companies to join with Iraqi firms. The 
target is to work with Iraqis as sub-sub-contractors 

said 


13. (U) This cable has been cleared by Assistant Secretary 
Lash. 
GNEHM 
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why | have decided not to seek a renewal of my contract." He 


Column 3 

focused upon \"personal and family reasons 

ten-year absence from his home in Australia and an aging 
mother. He expressed his realization that \"it is indeed time 
for me to move on 

his sour relationship with the Chief Prosecutor 

fact that | have not enjoyed the same relationship with the 
current Prosecutor as | did with Messrs Goldstone and Arbour 
has been a factor 

Originally he had planned to announce his resignation in 
April so as to \"maintain maximum effectiveness\" and avoid 
becoming \"irrelevant to some extent.\" Since his return from 
Australia this week 

deceptive to more and more colleagues and this is making me 
feel very uncomfortable.\" More to the point 

also realise that as plans are being made for the future work 
of the OTP 

that | will still be here.\" Committed to a \"100% effort 
towards the work of the Tribunal during the remaining 
months 

work to be done in the coming years but | believe that the 
Tribunal is now well established and | do not think any 
ongoing personal contribution on my part will make much 
difference.\" 


3. (C) The resignation marks the second among OTP\'s senior 
management in recent weeks. It comes on the heels of the 
forced resignation of Michael Johnson 

prosecutions who has butted heads with Del Ponte repeatedly 
over matters of style 

accused by her of disloyalty. Johnson 

Blewitt 

return home 

Rather 

would be in name only 

responsibility just before the new year. He is scheduled to 
depart the Tribunal on April 15. 


4. (C) With two imminent vacancies in OTP senior 
management 

consolidate her control and authority in the OTP. 

Previously 

significant majority of the staff) and Johnson provided a 
significant counterweight to Del Ponte and management 
oversight of the substantive aspects of the prosecutions 
while Del Ponte focused on relations with governments 
fugitive apprehensions 

Ponte is said to be considering a restructuring of the senior 
management of the OTP to eliminate the Chief of Prosecutions 
position. Under this scenario she would merge the functions 
of the Chief of Prosecution with those of the Chief of 
Investigation 
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in authority to that of the Deputy. Del Ponte is reported to 

be recruiting a senior Swiss prosecutor to join her senior 
staff. She is also considering elevating the French Chief of 
Investigations to one of the management slots 

acting capacity. We would also not be surprised to see her 
give serious consideration to an American candidate in an 
effort to assuage any USG concerns about the resignations. 
(NB: While the deputy position is not a statutory one 

derives from Article 38 of the Rules of Evidence and 
Procedure 

authority to recommend to the United Nations Secretary 
General a deputy prosecutor.) 

5. (C) Comment. Graham Blewitt is the longest-serving senior 
staff member at the ICTY 

catalog 

Tribunal\'s development. While he has been a mediocre 
manager 

interlocutor 

committed to building and maintaining a high-level 
partnership to meet the ICTYVs objectives. His departure 
particularly when combined with that of Michael Johnson 

an significant loss for the USG and demoralizing to OTP 

staff. An appropriately seasoned prosecutor 

someone with the USGVs confidence and with managerial 
experience 

busy docket and keep the OTP on a steady course as it heads 
toward completion strategy landmarks. Embassy recommends 
that Department consider possible candidates early in this 
process so as to maximize any influence we might have in the 
selection process. End comment. 

RUSSEL 
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on 1/24 entitled No Access". \"Within the package of 
Constitutional reforms approved by Congress 

concept called Habeas Data 

public information 

political agreements negotiated by the parties in Congress 
and it\'s still mostly unknown by the people." 


\"At first 

person\'s honor 

However 

wide scope that and may be subject to an anti-democratic 
interpretation. For instance 

disclosure of publications 

could be of interest to the population in general 

can\'t be disclosed because they might appear to damage the 
particular interests of certain person or group.\" 


V'ThatVs why this new concept has produced concern in the 
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population 

in a more comprehensive manner 
content and goals. V 


Palmer 
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Heraldo" on 1/15 entitled \"A great deal of rhetoric and few 
results\". \"The Latin American presidents arrived in 

Monterrey with few expectations 

their hands practically empty. More than ever 

was characterized by meaningless speeches and vain promises. 
It went by without the creation of concrete measures to 
concretize the good intentions of the governments to "focus 

on the most vulnerable social sectors and increase the 

efforts to reduce poverty and social inequality. V 


\"It also clear that the conflicts between Latin America and 
the Northern colossus in several issues 

and the relationship of certain nations with the Cuban 
government still remain. V 


VOne of the positive developments of this Summit was the 
agreement to reduce the costs of sending remittances from 
the immigrants to their countries of origin 

millions of families and the financial systems of these 
countries. V" 


2. Editorial in San Pedro Sula-based liberal daily \"La 

Prensa\" on 1/15 entitles \"Just another declaration. \"The 
Summit of the Americas ended with yet another declaration of 
the good intention of our governments. The conclusions of 
the final declaration were mainly focused on political 

issues 

and unemployment in the hemisphere. The Declaration of 
Nuevo Leon is only one more document that didnYt answer the 
key question of this region: how can Latin America finally 
achieve a stable development?.\" 


VOne of the novelties of this Summit 

just a theoretical proposal 

governments to reduce in half the costs of sending 
remittances. This is a concrete goal. However 

still a need to propose effective measures to compete with 
the big transnational companies that receive enormous 
profits from the remittances sent to Latin America. V 


3. Editorial in San Pedro Sula-based liberal daily V Tiempo" 
on 1/15 entitled \"Uneventful\". V'The Summit of the Americas 
ended without any particular development 

the expectations the people of the hemisphere had on this 
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event.\" 


\"The Declaration of Nuevo Leon is full of expressions of 
support and willingness to fight against poverty 
corruption 

traffic of arms 

by the Latin American governments.\" 


Palmer 
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cover. The Hondurans radioed info about the plane to 
Guatemalan authorities. The plane was a twin engine King Air 
with tail number N89K (probably false). When relaying this 
information 

aircraft have approached these drug airplanes in the past 
the suspect airplaneVs crews have aimed AK 47s at the HAF 
pilots. The HAF also reported that 

pilots of drug planes execute aggressive 

including attempts to collide in mid-air 

planes and crews. 


8. (CO) COMMENT: We do not believe 

available information 

appears to be warranted. Post recommends that the U.S. 
continue to share intelligence with the GOH until information 
is received that indicates that the Hondurans actually shot 
down the aircraft on January 20. Post notes the GOH made 
enormous strides in its interdiction efforts during 2003 
interdicting almost 6 

than in the previous five years combined. The GOH is going 
to considerable lengths and expense to assist the U.S. in our 
joint fight against narcotics trafficking. U.S. has to date 
provided token financial support for HOAF military 
operations. The HOAF is doing most of this work at its own 
initiative and cost. Halting intelligence sharing could be 
counterproductive to U.S. national interests and 
counternarcotics efforts in Honduras. Significant quantities 
of drugs are passing through Honduras. If the U.S. cuts off 
intelligence sharing based on the current information 

GOH and HOAF will feel they are being unfairly punished. 
Future counternarcotics cooperation could be jeopardized. 
END COMMENT. 

PALMER 


13456 

There are no common benchmark prices for drugs amongst the 
country's distributors -- only a tiny number of which are run 

by someone with any pharmacological training. Also 
counterfeit dealers often discount their wares only a small 
amount (perhaps 5 kyat (0.5 cent) per tablet) to avoid 


Column 3 
arousing suspicion. 


5. (SBU) For now 

striving to educate the government and consumers via the 
media regarding the dangers of counterfeit or sub-standard 
pharmaceuticals. Association members have also agreed to 
police themselves 

bad medicine and encouraging other sellers in their 
marketplaces to eschew the cheap but dangerous drugs. 
Finally 

pharmacies and private clinics around Rangoon 

pay a little more to buy from well-known multinational 
companies via reputable importers -- such as MPSEA members. 


Comment: Little Can Be Done 


6. (SBU) The AssociationVs best education efforts and the 
governmentVs arrests only scratch the surface. Nothing will 
stop the inflow and consumption of bogus drugs until there is 
a better regulatory framework and more resources for 
enforcement. Currently there is no system of prescriptions 
and no requirements for the establishment of a pharmacy or 
for selling even the most potent medication. The situation 
may get worse 

its domestic sales of counterfeit pharmaceuticals and its 
producers rely even more on Burma for sales. End comment. 
Martinez 
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representative of the Tamil people." 


6. (SBU) While UTHAYAN\'s reporting and commentary ignore 
Sri Lankan Muslim issues 

identify \"the Tamil struggle" with the plight of the 
Palestinians. When comparing the two groups 

editors claim Tamil and Palestinian desires for 
independence are parallel and are both stymied by the 
interference of big world powers. Anti-American editorials 
make frequent appearances 

and friendly during APAO\'s visit to their office in the 

fall of 2003. The editors took pains to note that it is 

the foreign policy of the United States they disliked 
Americans per se. 


7. (SBU) Other Jaffna-based Tamil papers have much smaller 
readerships. EELANADU (Eelam Country) is the unofficial 
mouthpiece of the LTTE in Jaffna. Founded last year and 
funded by the Tigers 

senior LTTE members 

Circulation estimates for EELANADU range from 3 

8 
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former mouthpiece of anti-LTTE Eelam People\'s Revolutionary 
Liberation Front (EPRLF) 

longer anti-Tiger 


8. (SBU) National Tamil newspapers don\'t stand a chance 
with Jaffna readers 

representatives who think a more unbiased source of news 
would be helpful to their cause in Jaffna. The morning 
opening of the A-9 road from Colombo to Jaffna means papers 
from the capital don\'t arrive in stores until midday. 
Accordingly 

Voice) and VIRAKESARI (Bold Lion) each sell only about 200 
copies daily in Jaffna. VIRAKESARIVs Sunday edition 
arrives on Saturday and sells about 3500 copies. 
Government-owned Tamil daily THINAKARAN (Daily Sun) 
viewed as pro-Muslim 

Lanka Army presence in Jaffna means limited copies of 
English and Sinhala dailies are flown in or trucked up 

daily. While the Sri Lankan armed forces are their primary 
audience 

with the government notices published in these papers. 


9. (SBU) Working as a journalist in Jaffna is not easy. 

The pay is very low 

have another source of income. Journalistic 

professionalism is limited. Most reporters have not had 
formal training 

Reporting is low-tech 

fax or e-mail. JaffnaVs reporters are divided into two 
journalists associations - one much more pro-LTTE than the 
other. Few reporters report recent threats from the 

Tigers 

journalists on the peninsula. In the past 

have also received threats from the Sri Lankan Armed Forces 
and Tamil militia groups opposed to the LTTE. In 2000 
Tamil reporter working for BBC and Tamil daily Virakesari 
was killed in Jaffna 

rights violations by the Eelam People\'s Democratic Party\'s 
militia 

still unresolved. 


10. (SBU) Trincomalee is home to a vibrant mix of English 
Sinhala and Tamil print and electronic media outlets. 
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National media dominates the area. Accordingly 

area residents get their news via Colombo from government 
and independent television broadcasts in English 

or Tamil. Government and independent radio broadcasts are 
also available in all three languages. In particular 

BBC\'s Tamil service is popular with Tamil speakers. Trinco 
residents read newspapers in their mother tongue 

lesser extent 

access 


11. (SBU) Newspapers come from Colombo 

provincial editions of the national dailies. Major 

independent Tamil dailies VIRAKESARI and THINAKKURAL sell 
several thousand copies each day 

dailies LANKADEEPA (Light of Lanka) 

Lanka) 

daily. Government-owned Sinhala daily DINAMINA\'s (Daily 
Sun) popularity is limited. 


12. (SBU) Muslims read some national Tamil dailies 

prefer government-owned Tamil THINAKARAN as it focuses more 
on Muslim issues than other Tamil dailies. THINAKARAN also 
employs more Muslim journalists than other Tamil 

newspapers. Frequently anti-American Muslim papers with 

small circulations can also be found in Trincomalee. 
Muslim-oriented Tamil weeklies 

MEELPARVAI (Another Look) 

MUSLIMKURAL (Muslim Voice) come from Colombo in small 
numbers. 


13. (SBU) During APAO\"s fall 

care to describe local Muslims 

familial terms - living together as brothers and sisters - 
but journalists described a more polarized reality. Long- 
simmering ethnic tension in Trincomalee and its environs 
has created a group of journalists with distinctly 

different viewpoint and agendas. Local reporting reflects 
stronger ethnic bias than members of the local population 
will admit to. This phenomenon is complicated by editors in 
Colombo who further distort the bias to fit their editorial 
agendas 

of their ethnic constituency in the Trincomalee District. 


14. (SBU) Reporting in Trinco can be tricky. Given the 
area\'s history of both military and Tiger terror 

reporter will likely have difficulty reporting a Sri Lanka 
Army story 
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able to report on an incident in an LTTE-controlled area. 
Depending on their ethnicity 

access to certain areas 

areas where they do not feel safe. Nearly all Trinco 
reporters are paid by the story 

salary. Economic necessity dictates that despite their 
often divergent worldviews 

journalists share information with each other. Nearly all 
journalists recount instances when they relied on a 
reporter from another ethnic group to help them get the 
facts of a story 

same for reporter from another ethnic group. But while 
they share information for professional reasons 

actual reporting tends to reflect their own biases. 


15. (SBU) There are three full-time professional 
journalists in Trincomalee 

media outlets. Other journalists are part-time and have 
less training and experience. The small core of 
professional reporters submit their stories by e-mail 
everyone else uses the phone. Threats to journalists in 
Trinco are quite common 

same ethnic group. Nearly all reporters recall instances 
of intimidation or attack and note that journalism is a 
dangerous profession in Trinco. 


16.(SBU) Comment. Journalists all over Sri Lanka work in 
difficult conditions 

and to a greater extent 

a basic professional level 

difficult than their counterparts in other parts of Sri 

Lanka to access modern technology for transmitting and 
fact-checking information. More troubling 

Jaffna and Trinco enjoy less freedom in their reporting 
than do other journalists in Sri Lanka. Living and working 
in an area with strong LTTE influence means that a 
journalist\'s reporting must be acceptable to the LTTE. Or 
as one source put it 

comment. LUNSTEAD 


13458 

by War\" in Sri Lanka. (The plan was developed in 
cooperation with the Liberation Tigers of Tamil Eelam 
VLTTE 

asserts that the Tigers forcibly recruited 709 children 
in 2003. (Children are defined as those under 18.) At 
the same time 

released by the Tigers through a recently-established 
UNICEF transit center located in the northern town of 
Kilinochchi 

LTTE. UNICEF believes that approximately 1 
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currently are being held by the LTTE. The report also 
states that since the signing of the GSL-LTTE ceasefire 
agreement in February 2002 

recruited by the LTTE 

been subjected to military training. Some of the 
children have also apparently been funneled into the 
LTTE\'s political cadre wing. The average age of 
children recruited by the Tigers was fifteen 

to UNICEF 

reported to be of a ten year old girl. 


3. (C) WARNING THE LTTE: In discussing the report 
Chaiban 

said in a press briefing that \"the LTTE must cease all 
recruitment of children and they must release all child 
soldiers immediately." In previous discussions with 
Mission personnel 

Staffdel Gilley/McCormick 

concern about the continuing reports of child 
recruitment by the Tigers. He indicated 

that if the Tigers did not stop forcible recruitment 
UNICEF would have to shut down its transit center in 
Kilinochchi and would not open a transit center in 
Batticaloa in the east that is slated to begin 
operations soon. (UNICEFV' transit center program 
budgeted at 14.2 million USD 

mechanism for the release and reintegration of child 
soldiers back to their families and into society.) 
Chaiban has also told the Tigers directly that the 
transit center program will be stopped if the Tigers do 
not end child recruitment. (Note: UNICEF has been 
involved in trying to end forcible recruitment of 
children in Sri Lanka for years. In 1998 
Representative on Children in Armed Conflict Olara 
Otunnu brokered an agreement with the Tigers in which 
the group vowed to stop the recruitment of children. 
Since that time 

other visitors that they have stopped underage 
recruitment. Based on these LTTE assertions 
opened its first transit center in Kilinochchi in 
October 2003.) 


4. (C) TAMIL POLITICIAN DEFENDS TIGERS: When asked 
about the UNICEF report by Pol FSN 

Pararajasingham 

Alliance (TNA) from Batticaloa 

importance. He asserted that much of the claimed 

forcible recruitment had happened in the past and he 
indicated that rogue Tiger commanders were probably to 
blame. The Tigers were not currently engaging in the 
practice 
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intent on cooperating with UNICEF. Queried about the 
report of a ten year old girl being recruited 

the LTTE had requested her birth certificate from 
UNICEF. UNICEF 

Tigers as of yet. Without this information 

could not fully investigate the girl\'s situation 
Pararajasingham insinuated. 


5. (C) COMMENT: The Tigers have been busy in a game of 
telling UNICEF and others that it wants to end the 
practice of forcible recruitment. The LTTE has even 
cooperated to some extent with UNICEFYs programs. At 
the same time 

recruit children. In continuing the odious practice 

the Tigers appear to believe that the need for new 
recruits outweighs the international opprobrium they are 
earning. This apparent calculation lends additional 
credence to the widely held assessment that the Tigers 
continue to use the ongoing ceasefire to mobilize and 
restock their military/political apparatus to the full 

extent possible. Regarding another claim that is often 
made 

without orders from the center 

recruitment of their own volition. The LTTE is much too 
centralized an organization for that to be the case. 

END COMMENT. 


6. (U) Minimize considered. 
LUNSTEAD 
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to Nepal. A surrendered Maoist commander publicly admitted 
that two Indian terrorist groups had provided training to 
Maoists in Nepal on three separate occasions. Maoist 
spokesman Krishna Bahadur Mahara reportedly said that if the 
King relinquishes his position as Commander in Chief of the 
army 

would be acceptable to us.\" Maoists announced a new draft 
constitution for their \"Peoples\' Republic. The insurgents 
reportedly continue to threaten government officials to 

resign 

last week\'s murder of Gopal Giri 

B). The National Human Rights Commission (NHRC) and UNICEF 
issued strong statements condemning human rights violations 
in Nepal 

killed two civilians and abducted two others 

to victimize civilians 

and young children. End Summary. 
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RNA LAUNCHES AIR STRIKES 


2. On January 19 

aerial strikes against a site in the mid-western district of 
Jajarkot 

A). RNA troops have been unable to reach the site of the 
attacks 

inflicted by the bombings. The army has not yet commented 
publicly on the air strikes. The National Human Rights 
Commission (NHRC) said it plans to visit the scene to 
investigate. 


3. Thirty-one Maoists reportedly were killed in other 
clashes. On January 22 three insurgents were killed in the 
central districts of Myagdi and Baglung. On January 21 
three were killed in the eastern district of Dolakha 

four others in Nuwakot District 

Clashes on January 20 left three rebels dead 

eastern district of Tehrathum 

district of Dailekh. Seven insurgents were killed on 
January 19: five in the eastern districts of Sindhupalchowk 
and Dhankuta 

another in Dhading District 

rebels were killed on January 18 in Nuwakot District 

five others on January 16 in the eastern districts of 
Ydayapur and Sankhuwasabha. On January 17 security forces 
killed three Maoists in a clash in Dhading District. 


4. On January 22 

policeman in Tanahun District 

District on January 21. On January 20 

killed in Myagdi District 

soldiers died 

after a Maoist-planted landmine exploded along a major 
highway in Dhangadi. One Armed Police Force (APF) officer 
was killed by Maoists on that same day in Morang District. 


5. On January 16 

to add more than 6 

(RNA). According to press reports 

personnel will be deployed to provide extra security at 
airports 

towers. The RNA reportedly has also asked for additional 
funding to improve surveillance and intelligence 
capabilities. 


6. On January 22 
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announced to the press that intelligence received by the RNA 
helped to avert three bombing plots by the Maoists 

including one to assassinate Chief of Army Staff General 
Pyar Jung Thapa. The RNA displayed two vehicles it seized 
which reportedly had been modified to hold explosives to be 
detonated in the Kathmandu Valley. On January 18 
vernacular newspaper reported that Maoists have smuggled in 
a large cache of weapons and ammunition from India and are 
preparing to launch a major attack. The weapons are 
believed to have reached the western districts of Rolpa and 
Rukum. 


7. On January 18 

Kamal Thapa touted the \"significant success\" of the GON in 
restoring law and order to Nepal 

inability to launch major attacks and their consequent 

return to individual assassinations. Thapa said that Maoist 
cadres continue to surrender 

promise to rehabilitate them. Twenty-one Maoists reportedly 
surrendered this week throughout Nepal 

to 124 since the GON announced its amnesty program. Several 
of the cadres claimed they had been forced by threats to 

join the insurgents. 


8. Minister Thapa issued a warning to the student wings of 
the major political parties not to align themselves with the 
Maoists. Reacting to a report in a vernacular paper on 
January 17 

agitating parties were seeking the help of the Maoists 
Thapa declared that the GON Vwill take necessary action to 
stop such infiltration.\" Thapa said that such an invitation 
would only V'harm the political parties in the long run. V 


MAOIST CLAIMS \"INDIAN REBELS TRAINED US" 


9. On January 22 

admitted that V'the Peoples War Group (PWG) and the Maoist 
Communist Center (MCC) used to train us." Jaya Bahadur 
Gharti 

the PWG and the MCC 

training in Nepal on three separate occasions 

as 150 Maoist cadres in attendance. Gharti did not provide 
the specific locations of the training centers 

they were in the western region of Nepal. The former 
commander also said that Maoist leadership is V'thoroughly 
confused 


MAOIST LEADERSHIP SHIFTING GEARS 
OR CHANGING TACTICS? 
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10. The Maoist leadership issued separate statements this 
week which appear to conflict with their long-term 
philosophies. On January 22 

Bahadur Mahara hinted that the party might accept the 
monarchy under certain conditions. (Note: The Maoists have 
been fighting to overthrow the monarchy and demanding that 
the king abdicate. End Note). Mahara reportedly said that 

if the King relinquishes his position as Commander in Chief 
of the army 

monarchy would be acceptable to us.\" Only days later 
Mahara addressed a gathering on January 22 in the west 
declaring that the Maoists \"have reached the stage to grab 
power in the center.\" Earlier this week 

Maoist supremo Prachanda issued a statement that his party 
favors a constituent assembly if both sides dismantled their 
armies. Prachanda also called on the involvement of 
international bodies 

thereby reversing prior statements that foreign influence is 
not wanted in Nepal. 


11. Human rights activists and senior political activists 
dismissed the Maoist doublespeak as yet another tactic. On 
January 17 

Society said \"it would be foolish\" to trust the Maoists 

that their policies Vlack honesty and uniformity.\" 
Representatives from Nepali Congress (NC) and the Rastriya 
Prajatantra Party (RPP) agreed that \"there is room for 
suspicion.\" 


MAOISTS DRAFT NEW CONSTITUTION 


12. Maoists drafted a new constitution 

the principles of Marxism 

Path. The draft calls for a Peoples\' Assembly as the 
supreme power 

be the central military power. The Maoist party also calls 
for the establishment of a central government run by the 
United Revolutionary PeoplesY Council and outlines 
fundamental rights and responsibilities pertaining to 
religion 

Maoist concepts of V'peoplesY power" were clear from the 
restrictive elections in which Maoist cadre have forced 
villagers to participate in some areas. 


MAOISTS THREATEN GOVERNMENT OFFICIALS 


13. On January 18 
and deputy mayor in Kailali District. The rebels sent 
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letters to the mayors 

warned of \"physical action\" if they did not comply. The 
threats follow the January 15 murder of Gopal Giri 
mayor of Birgunj (Ref B). On January 21 

two individuals allegedly involved in that brutal murder. 


14. Maoists reportedly have also threatened other appointed 
government officials. According to reports 

appointed District Development Committee (DDC) member in 
Makwanpur District submitted his resignation on January 20 
due to Maoist pressure. On January 17 

official in Dailekh District submitted his resignation after 
being held captive and later released by Maoists. A newly 
appointed DDC member of Nuwakot District reportedly was 
abducted by Maoists on January 19. He remains missing. 


15. Maoists reportedly destroyed the homes of RNA spokesman 
Colonel Deepak Gurung and a Deputy Inspector General (DIG) 
of Police. On January 19 

ancestral house of Gurung in Nawalaparasi District after 
ordering all of the family members to vacate it. The 

insurgents also stole cash 

Gurung\'s eighty-five-year-old father 

January 16 in Kathmandu District 

detonated pressure cooker bombs in the house of a DIG 
destroying it. 


NHRC CONDEMNS MAOIST KILLINGS 


16. On January 16 

(NHRC) issued a press release condemning the Maoists for the 
brutal killings of unarmed civilians. The statement decried 

the violence perpetuated by the rebels as being against the 
norms and values of human rights 

increase efforts at restoring peace. On January 21 

Bahadur Khatri 

has \"never witnessed such a high level of violations 

opined that democracy and peoples\' rights were at risk. 


17. UNICEF echoed the concern over rising human rights 
violations 

children. On January 21 

Director of UNICEF 

said \"girls and boy continued to be caught up in war.\" 
Bellamy reported to the council that schools in Nepal have 
been turned into recruitment centers 

targets 

violations of child rights.\" The Director also lambasted 
the continued abductions and maiming of children 

attacks on schools and hospitals. 
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18. A joint team of security personnel reportedly shot and 
killed a man on January 18 in Gulmi District. Local 

security officials claim he was involved in Maoist activity 

but locals are refuting that statement 

innocent civilian. On January 16 

General Pyar Jung Thapa issued directives on human rights to 
158 new officers 

and property of innocent people.\" The RNA continues to be 
criticized for human rights violations. 


MAOIST BRUTALITY 


19. On January 17 

Bara District. On January 18 

and a Nepali Congress (NC) worker in Ramechhap were shot and 
killed by rebels. On that same day in Dhading District 

three civilians 

socket bomb left by Maoists exploded. Five civilians were 
injured 

planted landmine exploded in Myagdi District. The ambush 
was meant for patrolling security teams. On January 18 
Maoists reportedly abducted a teacher in Parbat District 

and a member of the Communist Party of Nepal-United Marxist 
Leninist (CPN-UML) on January 17 in Dailekh. 


20. On January 19 

Maoists in the western district of Kalikot are forcing 
villagers 

but to also carry weapons in direct violation of 

international law. The rebels demand that elderly villagers 
and women 

warn them of approaching security forces. Young children 
reportedly are also forced to carry weapons while patrolling 
the villages. The newspaper quoted a sixty-year-old woman 
as saying that the Maoists \"will punish us severely if we 
don\'t follow their orders 

old people and women as human shields." 


MALINOWSKI 
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National Assembly\'s House of Representatives Finance 
Committee Chairman 

January 21 that the President\'s 2004 budget submission 
specified that the Executive expected to raise 45 billion 
naira by the new \"fuel tax\" in 2004.) In reality 
assessment was not a tax on fuel consumption 

levy on fuel imports. According to a Mobil executive 
beginning on January 1 
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of fuel marketers offloaded at the port of Lagos 

amount was then passed on to consumers through the pump 
price. (Nigeria continues to import most of the fuel it 

uses.) GON representatives 

Group Managing Director of the Nigerian National Petroleum 
Corporation (NNPC) 

measure as an existing levy that merely lapsed in 
enforcement 


4. (SBU) With a Nigeria Labor Congress (NLC) strike threat 
looming larger 

commitment to the levy by the second week of January. The 
President went so far as to state in a letter to the National 
Assembly that the implementation of the \"tax\" was unintended; 
he merely meant to highlight a policy option. On January 20 
a federal court \"advised\" that the fuel tax be rescinded (ref 
C) 

As proof 

stations operated by NNPC 

reverted to pre-levy prices. In fact 

21 

by 1.50 naira. 


5. (C) Jules Harvey 

for West Africa 

Petroleum Products Pricing Regulatory Agency (PPPRA) sent a 
notice to marketers in late December explaining the levy and 
how it would be assessed by the Department of Petroleum 
Resources (DPR). Harvey said that his company would consider 
the levy in effect until informed otherwise by PPPRA. A 

union official told Labatt that GON representatives 

specifically told union representatives a letter signed by 
President Obasanjo rescinding the levy was sent to marketers 
in recent days. As of January 21 

prices in Lagos were one naira-fifty or more higher than the 
NNPC price 

that marketers were still trying to recoup the cost of the 

levy already paid on existing fuel stock. 


6. (C) We previously reported that Nigeria\'s fuel supply was 
tight due to infrastructure problems 

practices 

Texaco\'s Harvey 

about 20 percent of the fuel now on the market 

importing the remaining 80 percent. (Harvey said that private 
marketers have been importing an average of 10 cargoes per 
month since October.) Harvey previously estimated that this 
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combined volume represents only about 55 percent of Nigeria\'s 
current market demand. Harvey says his Texaco stations in 
the East and Northeast of Nigeria are almost always closed 
for lack of supply. Texaco and other private marketers have 
little or no storage capacity in those regions 

volume of imports is insufficient to maintain a supply chain 
via tanker trucks from Lagos (the poor state of roads in the 
South and East also contribute to transport difficulties). 
Harvey said he has discussed this matter with GON officials 
who have suggested that private marketers may be able to 
lease storage tanks from NNPC at some point in the future. 


7. (C) Harvey noted that NNPC will likely run short of fuel 

by the end of January. He said international traders of fuel 
have reneged on contracts with NNPC to bring fuel to Nigeria. 
Harvey said traders who agreed to NNPC purchase offers in 
2003 are now facing losses as high as one million dollars per 
cargo on those contracts due to higher-than-expected crude 
prices and high winter demand for petroleum products in the 
U.S. The traders are diverting cargoes slated for Nigeria to 
more lucrative ports. Such international market forces 
combined with ongoing refinery problems 

an almost identical fuel shortage situation it faced during 

the first two months of 2003 

the country after a three year hiatus (ref E). 


8. (C) Harvey said NNPC\'s Kupolokun has decried the practice 
of diverting cargoes 

breach contracts with NNPC 

business with such companies in the future. When asked if 
the international traders simply don\'t care if they are 
blacklisted by Nigeria or face penalties for breach of 
contract 

when assessing their options 

known 

noted that such a choice is made easier given the GON\'s 
history of blacklisting companies only to reinstate their 
privileges after intercessions from a Nigerian state governor 
or other interested party. 


9. (C) Harvey also told Econoff that Kuplokun and Obasanjo 
himself have met with marketers in recent weeks to continue 
ironing out downstream deregulation; Kupolokun actually came 
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to Harvey\'s office in Lagos in mid-January. Harvey says that 
Kupolokun has tried to win concessions from the private 
marketers over pricing 

absorb the fuel levy without passing the cost on to consumers 
at the pump. Nonetheless 

agree with the marketers\' assertion that the companies 
should not be expected to operate in Nigeria at a loss. 
Harvey said Obasanjo 

business realities of the marketers 

frustration over the pressures he faces to scale-back 
deregulation. Harvey said Kupolokun is clearly still in line 
with Obasanjo\'s thinking on this issue 

political realities to try to negotiate concessions regarding 
price caps and profit margins. Harvey described Kupolokun as 
\"very good and straight forward\" as NNPC\'s chief executive 
still capable of pressing forward with deregulation. 


10. (C) Harvey noted one option floated by the GON that 
smacks of pre-October government encumbrance of the 
downstream sector. He said some GON officials have suggested 
that to maintain the semblance of deregulation during this 
period of tumultuous world prices and domestic unions 
challenges 

importing fuel by having NNPC purchase their cargoes at 
market rates. Under this plan 

back to the marketers at a reduced price 

passed on to consumers. In effect 

subsidized fuel sales 

regulated downstream sector. Harvey did not say how 
seriously this option is being considered by either the GON 
or the industry. 

HINSON-JONES 
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and predicting that it would be finalized \"soon.\" However 
Reuters has reported that the Competition Authority will not 
permit the winner to establish an oil distribution company -- 
news which 

since Parliament recently enacted legislation permitting such 
vertical integration 

to increase their bids on Tupras (Ref B). 


2. (SBU) Kilci dismissed questions concerning Zorlu\'s 
belated participation (Ref A) 

private matter between Tatneft and Zorlu that had no impact 
on the bidding process. Regarding the losing bid placed by 
the Anadolu Consortium (which includes the controversial 
Cukurova Holding (Ref A)) 

the authority to reject an unqualified bidder 
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not unqualified since it had agreed to a debt repayment plan 
with BDDK. That said 

Anadolu lost 

disaster. Kilci dismissed Anadolu\'s attempt to force another 
round of bidding 

outset that the sealed bids would be the final bids. 


3. (U) Kilci also advised that GOT\'s privatization target 
for 2004 was USD 3 billion in contracts (1.2 - 1.5 billion in 
cash). He reported that 

had completed five tenders worth USD 400 million 

added to the USD 1.3 billion Tupras deal 

already was more than half-way to its target. (To date 
however 

deals.) 


4. (U) Regarding other significant privatizations 

reported that the PA continues to eliminate workforce 
redundancies at Tekel. The Tekel retender should occur in the 
first half of the year 

before year end. The PA and Energy Ministry are engaged in 
discussions about Energy\'s proposed strategy for 
privatization of the energy sector. Bids in the Petkim 

retender are due at month-end. 


EDELMAN 
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without borders 

openness to international business and its approach to 
cultural concerns. 


4. (U) Hesse\'s 2004 budget includes deep cuts in 
assistance for NGOs that work on immigrant issues. Social 
Ministry officials maintain that these groups often 

\"agitate against the state government\" (e.g. 

against the refugee holding center at Frankfurt airport) 

and should not receive taxpayer money to sponsor their 
efforts. The government has also dramatically scaled back 
support for foreign-language social counseling for its 
immigrant population. They expect the cuts to stand 
pointing to the lack of public outcry after Baden- 
Wuerttemberg eliminated similar programs last year. 
Officials highlight the fact that 

current CDU administration is spending more on integration 
than Hesse\'s previous SPD/Green coalition government. 
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5. (U) Frankfurt 

(almost 27% of the population does not hold a German 
passport) has a major focus on language and assimilation. 
Frankfurt Commissioner for Integration Albrecht Magen cites 
the Frankfurt initiative \"Mama learns German\" 

provides German-language training for immigrant mothers 
an important success. The program is completely funded by 
Frankfurt and has become the template for similar 

initiatives in Stuttgart and other cities across Germany. 
Frankfurt Chairwoman for Multicultural Affairs Helga Nagel 
maintains that \"Mama learns German\" promotes female 
empowerment by removing mothers from an often limiting and 
conservative family and social structure. FrankfurtVs 

private sector is active in a variety of formal and 

informal integration efforts 

programs and independent outreach initiatives. 


6. (U) The Council For Foreigners in Hesse (AGAH) 

umbrella organization of Hesse\'s local offices for 

foreigners and NGOs 

While the group acknowledges that German-language education 
is essential for integration 

more comprehensive approach 

women as well as initiatives to prevent hate crimes and 

racism. Тһе AGAH maintains that HesseVs budget cuts and 
single-minded focus on language threaten many of these 

goals. Illustrating the point 

Parrondo quotes a government poster reading V'Only somebody 
who speaks German gets into first class.\" The German word 
Klasse means both \"grade\" and \"class\" 

believes that the government\'s campaign implies that all 
non-German speaking foreigners are second-class citizens. 


7. (U) Opposition parties in Hesse evince a predictable 

but strongly-felt resistance to the CDU program. SPD 
education spokesman Lothar Quantz condemns the recommended 
exclusion of foreign students from classes because of 
insufficient language skills 

require more support rather than less.\" The FDP has a 
similar position. Hesse\'s Green Party criticizes the CDU\'s 
lack of dialogue with NGOs and churches on integration 

sees a growing alienation between the Hesse government and 
groups working with foreigners. Opposition parties 

continue to work against Hesse\'s integration program in the 
state legislature but are unable to overcome the CDU\'s 
absolute parliamentary majority. 


COMMENT 
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8. (SBU) Hesse\'s initiative is the latest chapter in 
Germany\'s continuing struggle to assimilate its immigrant 
population while preserving a distinctly German cultural 
identity. Although some Germans may view immigration as a 
threat to the \"traditional\" German way of life 

majority recognizes the need for integration. German 
cities and industries already depend heavily upon an 
immigrant workforce to power their economies 
demographic outlook (an aging population coupled with a 
dwindling birth rate) underscores the need for a continued 
influx of workers to support the economy and maintain the 
country's extensive social welfare system. How the 
integration of these immigrants should proceed remains 
undecided 

efforts in this area is and will remain part of the 

political discourse for the foreseeable future. END 
COMMENT. 
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ISSUE A FEW MORE VISAS TO CHRISTIAN MISSIONARIES FROM ABROAD 
AND HAD RECENTLY APPROVED PERMITS FOR THE CONSTRUCTION OF NEW 
CHURCHES IN KHARTOUM. SEMBRANO IMPRESSED UPON US THE 
IMPORTANCE THE HOLY SEE PLACED ON THIS LATTER DEVELOPMENT 
MANY OF THE TWO MILLION CHRISTIANS NOW IN KHARTOUM HAD NO 
PROPER PLACE TO WORSHIP (REFTEL). ANOTHER SMALL SIGN OF 
PROGRESS: FOR THE FIRST TIME 

MESSAGE OF BROTHERHOOD ON THE OCCASION OF THE END OF RAMADAN 
SENT BY ARCHBISHOP MICHAEL FITZGERALD 

PONTIFICAL COUNCIL FOR INTERRELIGIOUS DIALOGUE 

SIMILAR MESSAGE OF ITS OWN. 


2. (C) REFTEL NOTED THE HOLY SEEVS ENCOURAGEMENT OF THE 
SUDANESE BISHOPS TO ENGAGE IN DIALOGUE WITH MUSLIMS AND 
OTHERS IN SUDAN. SEMBRANO TOLD US THE HOLY SEE HAD RECENTLY 
WORKED THE OTHER SIDE OF THE EQUATION AS WELL 
THE SUDANESE AMBASSADOR TO THE HOLY SEE TO ASK KHARTOUM TO 
CONSULT MORE WITH THE SUDANESE BISHOPS. OFTEN 
CLAIMED 
DECISION HAD BEEN MADE. SEMBRANO SAID THAT THE NEW SUDANESE 
CARDINAL 

SUDANESE GOVERNMENT AND SUDANESE MUSLIMS IN GENERAL 
PAST MISGIVINGS ABOUT THE VALUE OF SUCH EFFORTS. VIF 
(KHARTOUM) REACHES OUT 
RELATIONSHIP BASED ON MUTUAL TRUST 
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3. (U) THE HOLY SEE WAS OPTIMISTIC ABOUT THE WAY FORWARD IN 
SUDAN IN LIGHT OF RECENT PROGRESS IN THE PEACE TALKS 

WELCOMED THE WORK OF SPECIAL ENVOY DANFORTH TO HELP CONCLUDE 
A COMPREHENSIVE PEACE DEAL. IN OUR LAST MEETING (REFTEL) 
SEMBRANO HAD BEEN SIMILARLY POSITIVE ABOUT U.S. EFFORTS TO 
ACHIEVE PEACE IN SUDAN. 


NICHOLSON 
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WARE TIJD 
NEED FOR SURINAME\'S ARMED FORCES TO BECOME BETTER EQUIPPED 
TO PROTECT THE COUNTRY AGAINST GUYANA. IN COMMENTS MARKING 
THE ARMED FORCES\' NEW YEAR CELEBRATIONS 

REMARKS HE ATTRIBUTED TO THE GUYANESE MILITARY\'S CHIEF OF 
STAFF 
POSITION TO BACK THE GUYANESE BORDER COMMISSION. ASSEN ALSO 
ADDED THAT SURINAME MUST TAKE INTO CONSIDERATION GUYANA\'S 
SIGNING AN ARTICLE 98 AGREEMENT WITH THE US -- AND THE 
RESULTING LIKELIHOOD OF GREATER U.S. RESOURCE SUPPORT FOR 
THE GUYANESE ARMY -- AS IT POSITIONS ITSELF FOR THE NEXT 
ROUND OF TALKS. 


4. COMMENT. THE ONGOING BORDER DISPUTE TALKS BETWEEN 
SURINAME AND GUYANA CONTINUE TO INCH ALONG WITH THE 
OCCASIONAL FLARE-UPS 

NATIONALISTIC RHETORIC AND MILITARY POSTURING. CHANGES IN 
SURINAME\'S BORDER COMMISSION DELEGATION WILL NOT LIKELY HAVE 
ANY IMPACT ON SURINAMEVS APPROACH. ITS FUNDAMENTAL POSITION 
WILL REMAIN UNCHANGED -- REFUSAL TO SUPPORT OIL EXPLORATION 
IN THE DISPUTED MARITIME AREA THAT WOULD BENEFIT BOTH 
COUNTRIES WHILE INSISTING ON DEALING WITH THE BORDER DISPUTE 
IN ITS ENTIRETY 

TIGRI/NEW RIVER TRIANGLE AND DEMARCATING THE RIVER BOUNDARY. 
ON A MORE POSITIVE NOTE 

BETWEEN GUYANA AND THE UNITED STATES MAY ENCOURAGE SURINAME 
TO PURSUE A SIMILAR AGREEMENT TO MAINTAIN PARITY WITH ITS 
WESTERN NEIGHBOR. END COMMENT. 


BARNES 
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terrorists is conducted not only overseas 

inside the U.S. In this respect he called on the U.S 
Congress to renew the Patriot Act 

unprecedented wide authorities to the law enforcement 
agencies in the fight against terrorism.\" 


U.S. CAN ATTACK ENEMIES WITHOUT WARNING 


3. Centrist Armenian language daily AZG (01/22) placed 
a top article under the above headline on the 
international news page. The article highlighted the 
President\'s statements on the war against terrorism 
U.S. policy on Iraq 

eliminating weapons of mass destruction and new 
immigration reform. Commenting on the U.S. policy on 
combating terrorism 

his annual State of the Union Address to Congress 
President Bush primarily spoke about the struggle 
against terrorism 

offensive nature. The President particularly stated 
that America grants itself the right to start a war at 

any time when the security of the nation [American] is 
threatened... “America will never ask permission for 
protecting the security of its citizens 

President Bush hinting at the oppositionist position of 
France 

Iraq.\" 


NEW TIMES IN THE U.S. AND OUTSIDE ITS BORDERS 


4. Oppositionist Armenian daily \"ARAVOT\" (01/22) 
published a long article on the second page of the 
newspaper. The main focus was on the war against 
terrorism. \"In his State of the Union Address President 
Bush openly stated: America is on the offensive in the 
struggle against terrorism. `America will never ask 
permission for protecting its citizens 

obvious hints to France 

the Iraqi war context 

emphasis in U.S. foreign policy. The President\'s 
annual State of the Union Address markedly differred 
from the previous ones with a special passionate 
description of things and reiteration of the U.S. role 

in the current international developments. It is easy 

to understand it - presidential elections are coming 
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up 

statements were mainly built on the ideas of the 
security and prosperity of American citizens... It is 
not secret that international terrorism has become a 
serious threat to not only the U.S. but to the entire 
civilized world community. It is also indisputable 
that a similar threat to the world is a possible 
acquisition of WMDs by certain regressive 
mentality\" bearing countries. Therefore 
international community or at least its civilized 
section should accept the new realities in the world 
and the U.S role in leading those developments.\" 


U.S WILL ATTACK ITS ENEMIES WITHOUT WARNING 


5. Pro-government Russian language newspaper NOVOYE 
VREMYA (01/22) published an article under the second 
page column \"The Theme of the Day.\" The article draws 
parallels between President Bush\'s statements delivered 
to Congress. \"Making a similar statement to Congress 
last year 

threat of Iraqi weapons of mass destruction. Later on 
such statements about the presence of these weapons in 
Iraq became a reason for going to war with Iraq. 

Since weapons of mass destruction have not been found 
so far 

statement very carefully. He just mentioned that a 

group of American experts have already revealed the 
existence of weapons of mass destruction programs. Now 
justifying the war in Iraq 

the pressure of the war in Iraq 

its WMD programs." 


ORDWAY 
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additionality 

followed and tailored to working conditions of Hague 

that the process should proceed with due speed. 
Secretary-General will prepare a report and recommendations 


SIPDIS 
for consideration by the Special Commission on General 
Affairs and Policy to convene in April. End Summary. 


2. The Hague Conference on Private International Law 
convened an advisory committee January 21 to 23 to consider 
the request of the European Community to join the Hague 
Conference as a full member. Membership under the Statute of 
the organization is limited to \"states.\" Assistant Legal 
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Adviser (L/PIL) Jeffrey Kovar attended for the U.S. Meeting 
was chaired by Xue Напаіп 

and included Kirill Gevorgian 

Vergne Saboia 

Italian vice-president of the International Criminal Tribunal 
for the former Yugoslavia (ICTY) 

government officials from the UK 

Spain 

Netherlands. Maria Tenreiro 

Justice from the European Commissions Directorate-General 
for Justice and Home Affairs attended the second day of the 
meeting. 


3. Meeting discussed changes to the competence of the 
European Community and the shift of responsibility of many of 

the traditional subjects of the organization from the \"third 

pillar\" to the \"first pillar" of the EC Treaty -- meaning 

that they have become the subject of Community responsibility 
and are no longer the subject of exclusive member state 
competence. In some cases the Community now has exclusive or 
near-exclusive competence (e.g. 

enforcement of judgments); in others competence in mixed 

(e.g. 

European Commission is in the process of rapidly expanding 

its competence over these areas 

no longer have the freedom to act in many if not most of the 

areas covered by the organization\'s work. In this context 

the Community and member states have decided that the 
Community must be represented through the European Commission 
with full status in the organization. 


4. Meeting participants noted that as a practical matter 

the Hague Conference had developed an adequate method for 
permitting the Commission to play an effective role in 
negotiations from its position as an observer 

agreed that it would be desirable to formalize its membership 
in the organization as soon as practicable. Precedent of the 
Food and Agriculture Organization (FAO) was held up by 
participants and the Commission representative as a good 
precedent. There was no dispute that there should be \"no 
additionality\" -- that the Community would not benefit from 
any extra vote on top of those of its member states. In any 
case 

EU states soon to number 25 out of a total of 62 member 
states had led to a practice that now discourages resort to 
voting and encourages the preparation of treaties by 
consensus-based negotiating procedures. 


5. Participants agreed that the Hague Conference Statute -- 
a multilateral treaty -- would have to be amended to include 
participation by Regional Economic Integration Organizations 
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(REIO). Several participants spoke in favor of dropping the 
\"Economic\" from REIO as outdated and no longer reflecting the 
full range of Community integration. U.S. participant 

stressed that this would be unwise since the REIO formulation 

is often used and well known 

European Commission rep agreed that REIO was adequate for 
their purposes. 


6. Participants also agreed that Rules of Procedures and 
Regulations on Budgetary Matters would have to be reviewed 
and revised to ensure that voting was conducted on the basis 

of the \"no additionality\" principle 

rules requiring the Community to spell out in advance of 
meetings the relative competences of the Community and member 
states. There was agreement that the Community would not pay 
a full member\'s assessment (EU member states already provide 
more than half of the annual assessed budget of the 
organization) 

administrative costs directly related to its participation. 
Unresolved was whether the Community should be able to 
participate in meetings of the Council of Diplomatic 
Representatives 


7. Participants acknowledged value of FAO Constitution and 
Rules as precedent for amending the Statute and Rules of the 
Hague Conference 

the specific circumstances of the Hague Conference. It was 
agreed that other necessary changes to the Statute and Rules 
to reflect evolving practice in the Hague Conference should 
also be included. The latter changes 

should be held to a minimum so as not to open up a long and 
drawn-out process. Changes contemplated are references to 
the role of the Netherlands Standing Committee 

longer plays an oversight role for the organization 

language reflecting the importance now placed on 
consensus-based working methods. 


8. The question was raised whether the Article 12 amendment 
provision of the Hague Conference Statute permitted 
amendments to be decided and approved through resolutions 
adopted at a formal diplomatic session 

necessary to go through a formal treaty amendment process and 
await national ratification. Hague Conference 

Secretary-General Hans van Loon pointed to drafting history 


SIPDIS 

of the provision 

process should be simple rather than complex. U.S. 
participant noted that it would be necessary to consult on 

this point with the Department of State (L/T) in Washington. 
Meeting agreed that further examination of this question was 
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necessary. 


9. Meeting concluded that Secretary-General van Loon would 
prepare a report and recommendation for the April 5-7 Special 
Commission on General Affairs and Policy of the organization 
reflecting the discussions in the informal group. The 

Special Commission would then take formal decisions about the 
method and schedule for drafting and approving changes to the 
Statute and Rules. 

RUSSEL 
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sector reforms 

Contrary to press reports 

apart on fiscal measures needed to close the estimated 2 
percent of GDP fiscal gap forecast for 2004 

combination of recent populist measures and a pre-existing 
gap in meeting 2003 fiscal targets. In Davos and Washington 
IMF M.D. Kohler and Deputy M.D. Krueger will deliver strong 
warnings to senior GOT officials. Brekk and his deputy 
pointed out that a message of \"stick to the economic reforms\" 
is unlikely to be as effective as a message of \"Turkey needs 
to get back on the reform track.\" End Summary. 


Confusing Press Reports on the first stage of the Seventh 
Review Mission: 


2. (Sbu) As the IMF Seventh Review Mission left Turkey 
January 21 

IMF had accepted the GOT\'s plan to cut discretionary spending 
ten percent to help offset the recent 

wage and pension hikes. In earlier telephone conversations 
and in a meeting January 23 

Per Brekk and his deputy 

the IMF had consented to the ten spending cut as a 
necessary--but in no way sufficient--compensatory measure 
needed to partially cover the expected fiscal gap. Brekk 
lamented that much of the local press and the finacial 

analyst community had interpreted the Treasury statement as 
implying the Fund and GOT had reached agreement on the 
necessary fiscal measures 


3. (C) On fiscal issues 
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about 2 percent of GDP 

populist measures and the 2003 gap which is carrying over 
into 2004. Though final 2003 numbers are still not 
available 

the critical 6.5 percent primary surplus target for 2003 by 
about a half a percent of GNP 

shortfalls. Brekk explained that the IMF staff proposed a 
list of possible compensatory measures to the GOT worth about 
four percent of GNP 

the GOT could choose. After meeting the Prime Minister 
however 

were politically acceptable. 


4. (C) Before the IMF mission 

percent across-the-board cut in discretionary spending. 
Brekk noted that the IMF staff have concerns about this 
approach 

fiscal problems and the IMF does not want to leave Turkey 
with a \"messed-up\" fiscal structure. On the other hand 
faced with no other options on which the two sides can agree 
yet 

approach 

already-beleaguered investment budget. Brekk said that the 
Fund may even conclude there needs to be a higher-than-ten 
per cent cut 

putting the legislation before parliament. 


5. (C) To cover the rest of the gap (about one percent of 
GNP 

are either not credible to Fund staff 

backsliding on the IFI goal of reducing bank intermediation 
costs. Among the latter were GOT proposals to increase the 
resource utilization tax and increasing the withholding tax 

on deposits. Brekk said these were unacceptable to the IMF. 
The GOT is also pushing for a reduction in the Value-Added 
Tax on textiles and pharmaceuticals. Though the 
pharmaceuticals VAT reduction will not help the fiscal 
situation and is motivated by social objectives 

it is not expected to result in a significant fiscal cost 

because it would reduce government health spending. On the 
other hand 

the textile VAT reduction will increase government revenue 
because it will result in a reduction in fraudulent refunds 

on exports. Brekk said this was not credible 

pointed out that it was odd that the textile industry would 

be so supportive of a measure that the GOT believes will 
increase tax reveneue from their sector. 
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6. (C) According to Brekk 

should allow \"a detour\" from strict fiscal targets until the 
long-term benefits of the GOT\'s tax administration reforms 
improve revenue collection. Separately 

one of the few areas of agreement during the mission was on 
Tax Administration reforms. Klingen explained that Unakitan 
has agreed to make the General Directorate of Revenue (GDR) 
more autonomous 

GDR 

\"Deftedars\" at the local level 

Finance offices that are not fully controlled by the GDR. 


Banking Sector back to \"Square One\": 


7. (C) Aside from fiscal policy 

program on which Fund staff are feeling discouraged is the 
banking sector. In an earlier meeting with U.S. Treasury 
banking sector technical advisors 

not sure whether they are back to V'square one\" or \"minus 
one.\" First 

managements of the now separate bank supervisory agency 
(BRSA) and deposit guarantee fund (SDIF) 

not appear to be as qualified as their predecessors and are 
replacing the entire second-tier of management 

levels below that. At SDIF 

intervened banks recently failed 

board rejected all the bids as too low. Second 

that the recent court decision--if not reversed on 
appeal--overturning the SDIFVs takeover of Kent Bank and 
Demir Bank could badly undermine the bank regulatorsY ability 
to take action. Though GOT officials protest that both the 
judiciary and the regulators are independent 

court negation of the Demir Bank takeover would affect one of 
the few large foreign investments in Turkey recently 

HSBC in buying Demir. Brekk also agreed with econoffsV 
worries about the stalled state bank privatizations 
enlargement of state-owned Halk and Ziraat through the likely 
merger of Pamuk Bank into Halk and the transfer of the Imar 
Bank deposits to Ziraat. 


Letting Failed Bank Owners Back into the Banking System: 


8. (C) If the Demir case is not reversed 
would allow the owners who allowed Demir Bank to fail to 
regain ownership of the bank. In another 
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case 

group\'s proposal to SDIF and BRSA to restructure its debts to 
SDIF and Yapi Kredi Bank 

Yapi Kredi. Brekk and Klingen agreed that it should be a 
violation of the banking act for Cukurova to regain control 

of Yapi Kredi 

BRSA might try to get around the \"fit and proper\" criteria in 
the act. 


Central Bank Isolation: 


9. (C) Brekk said there are no major issues on monetary 

policy. However 

Serdengecti is feeling increasingly isolated even though 

senior GOT leaders like Erdogan and Unakitan have learned the 
utility of verbally supporting Central Bank independence. 


Post-program IMF role: 


10. (C) With the end of the IMF\'s current Standby Arrangement 
coming to a close at the end of this year 

occasionally make public comments about life after the IMF. 
Brekk said they have warned GOT officials against these 
statements since they reduce the GOT\'s flexibility in case 
further IMF involvement is needed. Brekk said that 

minimum 

arrangement 

Stand-by. 


Turkey needs to be told it is Off Track: 


11. (C) Though some private analysts expect the GOT to take 
politically-difficult measures to get the program back on 

track after the March 28 municipal elections 

out that there is a new 

emboldened Government will take a harder line with the IMF 
and refuse to take the necessary measures. Brekk 

more pessimistic than he has since spring 2003 

economy remains very vulnerable 

the foreseeable future(including a large redemption next 


Column 3 
week). 


12. (C) Klingen made the point that when senior U.S. and IFI 
officials meet with Erdogan and Babacan at Davos and in 
Washington 

misinterpreted. Since Erdogan believes the GOT is on the 
reform track 

warning that Turkey needs to get back on track. Klingen and 
Brekk said that Kohler and Krueger will be giving GOT leaders 
a strong warning to get back V'on track. V 
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REF: A. 08 PANAMA 02442 
B. 03 PANAMA 03173 
C. 03 PANAMA 03294 


Classified By: AMBASSADOR LINDA WATT FOR REASONS 1.5 (B) & (D). 


SUMMARY 

1. (С) In recent meeting with Pol Counselor 

presidential candidate Samuel Lewis Navarro argued that the 
Martin Torrijos ticket of the Democratic Revolutionary Party 
(PRD) offers Panama its best chance to improve social and 
economic conditions in Panama and eliminate the threat to 
democracy that increasing poverty 

disillusionment would bring. The main tasks of a Torrijos 
government would be A) Canal expansion; B) a bilateral free 
trade agreement (FTA) with the United States; C) a \"redesign\" 
of Panamavs strategic relationship with the U.S. to emphasize 
shared security interests; and D) rebuilding credibility with 

the people by delivering education 

Panamavs transportation system. End Summary. 


PanamaWs VLast Chance!" 

2. (C) Official corruption is Panama\'s most pressing problem 
Lewis Navarro maintained 

the top or else we face a social revolution here. He 
underscored \"disturbing parallels\" between 2004 and 1968 
year the military took power in Panama 

were willing to gamble that the military might improve their 
lives. Then 
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class 

no longer has a military. On the other hand 

warned that the system is ripe for an unscrupulous 
Chavez-type populist politician to exploit the anger and 
disillusionment of deprived Panamanians 

growing corruption in the governing class. See Ref A.) One 
of Panamavs leading businessmen 

in fruit and packaging 

Counselor that the best way to halt Panamavs slide toward 
what he predicted would be social and political catastrophe 
would be to elect Martin Torrijos president. 


Get Panama Back on Track 

3. Radical reforms are not needed 

Instead 

gradually but steadily to put it back on track 

emphasizing A) canal expansion; B) a bilateral free trade 
agreement (FTA) with the United States; C) a redesign of 
Panamavs strategic relationship with the U.S. to highlight 
shared security concerns after 9/11; and D) rebuilding 
credibility with the people by delivering education 
services 


Endara As Anti-Establishment 

4. (C) Saying he is very surprised at (former president) 
Endaravs relatively high poll numbers (Torrijos leads Endara 
49956-3296) 

prospective votes for Endara come at the expense of Jose 
Miguel Aleman (the Arnulfista candidate) 

Torrijos. Labeling Endara as V'anti-establishment 

populist candidate for people who are fed up 

discounted Endara as a serious threat to Torrijos 

because Endara lacks a nationwide party structure. 


Campaign of Ideas 

5. (SBU) Lewis Navarro claimed that Torrijos is running \"a 
campaign of ideas 

should emulate Finland 

Taiwan as underdeveloped countries that lifted themselves out 
of poverty in a single generation. Torrijos asserted that 
Panama\'s potential as the Hemisphere\'s logistics hub 
growing middle class 

rate of economic growth. 
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6. (SBU) Torrijos has proposed creating jobs by 
\"revitalizing\" export-capable economic sectors 

agriculture and manufacturing; increasing productivity and 
competitiveness (through training 

in infrastructure); prioritizing tourism 

and ports 

financial services as \"growth industries\"; concluding a 
Panama-U.S. free trade agreement; and rationalizing public 
finances 

Colon-Panama highway. Turning to economic issues 
Navarro asserted that a U.S.-Panama FTA is about investment 
not trade. He touted the FTA for its positive effects on 
procurement and contracting as the main lever to get foreign 
financing for Canal expansion 

infrastructure project in the Hemisphere. 


Comment/Bio Note 

7. (C) Not a politician himself 

political family. His uncle 

president of the Solidarity Party 

with Lewis Navarro\'s father (now deceased) 

Galindo 

United States. Lewis Navarro comes across as an ingenuous 
idealist. Insiders say Torrijos chose him as a running mate 
because of his \"squeaky clean\" image and his obvious skill as 
a manager. Lewis Navarro has not succeeded in masking his 
dislike for the \"Old Guard\" PRD nationalists and leftists 

and they have returned the favor. Therefore his naming as 
the PRD\'s vice presidential candidate (he has aspirations to 
follow in his father\'s footsteps as foreign minister) must be 
seen as a positive sign of Martin Torrijos\'s ability to keep 

the PRD\'s \"old guard\" in check. 


8. (C) What distinguishes the Torrijos team from the other 
three camps is its ambition to transform Panama into a \"first 
world\" country and its prolific ideas on how to do it. Even 
assuming Martin\'s good intentions 

over the PRD\'s fractious wings to govern. Torrijos insiders 
claim that the candidate is in firm control 

20% of the PRD support former president Ernesto Perez 
Balladares 

Noriega-style nationalists 

highly influential among party rank and file. Seeing himself 
as a Panamanian Tony Blair 

official that he hopes to bring the PRD firmly to the middle 
of the electable political center 

political baggage. 
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9. (C) The question is 

govern as he wishes with an influential \"old guard\" who 
mostly oppose his policies? While we cannot answer this 
hypothetical question 

Torrijos scored a big win by (privately) urging Perez 
Balladares not to seek another term in PARLACEN. The 
nomination would have sullied the PRD\'s image 

deserves credit for raising the issue forcibly. But what 

really changed Perez Balladares\'s mind was probably not the 
Torrijos intervention but a Supreme Court decision the day 
before he announced his decision not to run for PARLACEN that 
he could not be prosecuted under evidence presented by 
Comptroller Alvin Weeden in the PECC scandal. (See Ref C.) 
Torrijos did finally sack his cousin Hugo Torrijos as 

campaign manager (due to corruption allegations cited in Ref 
C) 

nationalists) from the \"Old Guard" as key members of his 
campaign team. Clearly 

balance competing pressures from the multiple factions that 
uneasily coexist within the PRD camp. 
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Europeans increasingly exhibit a V'practical agnosticism and 
religious indifference 

of living without spiritual roots. In fact 

Europe to be \"tragically suffering for a profound crisis of 
values that has led to a crisis of identity. V" 


5. (U) Rather than accepting this secular turn as 

inevitable 

even harder for his fellow Europeans to use their newfound 
unity for good both within Europe and in the wider world. 

In his view 

European unity -- the only force that united the diverse 
cultures 

He believes it remains central as the inspiration and 
foundation for essential European values: the dignity of 

the human person 


freedom of conscience and religion 
authentic social solidarity and the primacy of the rule of 
law. The fact that modern Europe has given the world the 
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concepts of democracy and human rights stems 

insists 

been urging modern Europe to reclaim fundamental Christian- 
inspired values 

of the transcendent dignity of the human person 

of reason 

the distinction between political life and religious life. 


6. (U) One focus of the Holy See\'s effort to reaffirm its 
Christian values has been its full-court press over the 

past year to secure some form of reference to Europe\'s 
Christian heritage in the new EU constitution. The Pope\'s 
determination on this issue was reflected in his almost 
weekly calls this past summer in public addresses for 
Europe not to neglect its Christian past. The Vatican\'s 
daily newspaper highlighted the Pope\'s sentiments with 
banner headlines asserting that WEurope is either Christian 
or it\'s not Europe.\" The Vatican believed that its close 
relationship with Italy and Italy\'s stewardship of the 
constitutional debate during its recent presidency offered 
perhaps the best chance for inserting the reference to 
Europe\'s Christian heritage in the Constitution. Despite 
Italy\'s best efforts 

Spain 

opposition from France in particular in the latest 
constitutional draft. 


7. The Holy See\'s persistence in seeking this reference to 
Christian roots against strong opposition within some EU 
countries appeared to many -- even some within the Curia -- 
to exceed its potential relevance for Christianity\'s future 

in Europe. More important than a preambular reference to 
Christian roots 

freedom of religion and ensuring that religious rights and 
privileges are enshrined in the new constitution. 

Specifically 

Churches and religious communities to organize themselves 
freely 

confessions 

the EU and these confessions 

status already enjoyed by Churches and religious 
institutions in various EU member states. All of these 
appear to be well on track. 


8. (U) In pushing for a \"Christian heritage" reference and 
other provisions relating to religion 
principal goal appears to be to build a foundation from 
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which to counter increasingly dominant secularist 
tendencies within Europe and to reinvigorate the role of 
religion in European culture. In this effort 

considerable support from other religious groups. In fact 
although the Holy See has recently been at the forefront of 
calls for the recognition of Christianity in a European 
Constitution 

the Council of European Churches (CEC) -- a Protestant 
group. Only later did the Holy See and the Greek Orthodox 
join their voices to it as a means of enhancing the 
importance of religion in European society. 


9. (U) The Holy See\'s push for an acknowledgment of 
Christianity\'s role in the development of European culture 
should in no way be seen as inimical to healthy coexistence 
with other faiths within a multi-cultural 

Europe. This would run counter to the Vatican\'s extensive 
work in interreligious dialogue under John Paul Il 

interest in religious liberty all over the globe. Although 
dear to the VaticanVs vision for Europe 

push is but one element of a Vatican approach to Europe 
that also seeks to repair the Catholic-Orthodox breach and 
improve relations with other religious groups in Europe -- 
including Jews 

groups. 


10. (U) The Pope\'s openings towards the Orthodox Church in 
Romania 

climate of dialogue and respect that has replaced a history 

of spiteful accusations and mutual fear based on ignorance. 
To achieve this progress 

begged the Orthodox for forgiveness for historical sins and 
traveled thousands of miles to prove firsthand to the 


Orthodox leadership that Rome seeks partnership 
proselytism. The Pope\'s visit to the Patriarch of 
Constantinople in 1979 

papacy 

established a strong Eastern orientation to the Holy See\'s 
ecumenism. The Pope has been less successful repairing the 
breach with the Russian Orthodox Church 

the ROC\'s deeply rooted insecurities than a lack of 

interest or effort on the part of the Holy See. 


11. (U) The Holy See\'s close dialogue with the Anglican 
Communion was recently complicated by the ordination of an 
active homosexual bishop in the United States 


Column 3 

parties are seeking a way around this new \"obstacle to 
unity.\" While formal dialogue talks scheduled for February 
were put on hold 

did agree to establish a sub-commission to reflect on the 
ecclesiological issues raised by the ordination of the gay 
bishop. Similar problems had arisen when the Anglican 
Church began ordaining female priests and bishops 
desire for unity will continue to drive the Holy See to 

seek solutions to these obstacles. Talks with the Lutheran 
World Federation are also ongoing and have resulted in 
several joint statements on theological issues. While the 
complete resolution of doctrinal differences with both 
churches is a long way off 

Anglican and Lutheran churches to enhance the 

religious voice in Europe on issues such as the inclusion 
of a reference to Europe\'s Christian heritage in the new 
European Constitution. Though these relationships do not 
have the potential geopolitical impact that Catholic 
relations with the Orthodox 

in both these cases 

lead to cooperation between churches that could impact 
questions of war and peace 

other issues relating to development 

family. 


12. (U) In its broadest strokes 

religiously united Eastern and Western Europe -- a Europe 
\"breathing with two lungs" that would in time overcome a 
thousand years of separation -- reinforces other ongoing 
efforts to overcome Europe\'s division 

enlargement. While religious unity is still a distant 

dream 

the growing cooperation between the Holy See and Eastern 
Orthodoxy 

unity between East and West 

of a unity not seen since the days of the Byzantine Empire. 


13. (U) Beyond his push for Christian unity in Europe 

Pope is also determined to expand the Holy See\'s dialogue 
to Europe's other major religious communities -- Judaism 
and Islam. During his Pontificate 

great strides to improve relations with European Judaism 
clearing the debris of centuries of misunderstanding and 
mistrust. His historic 1986 visit to RomeVs synagogue -- 
the first visit of a Pope to a temple since the earliest 

days of the Church -- has helped generate an ever-deeper 
dialogue with European Jewish communities. The Pope\'s 
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recent Vapostolic exhortationY on Europe emphasizes the 
common roots linking Christians and Jews 

expresses regret for the Church\'s past contribution to 
anti-Semitism in Europe 

cooperation with Jewish faithful. The Holy See has 
condemned signs of renewed anti-Semitism within Europe 
can be counted on to work with the U.S. to counter such 
developments in the OSCE and in other fora. 


14. (U) The growing influence of European Islam has led the 
Vatican to seek to expand its dialogue with Muslims in 
Europe to promote respect for traditional values and to 

build respect for the place of religion in contemporary 
Europe. The Holy See seeks a mutually enriching dialogue 
between various religious communities 

can contribute to social and political harmony within 

Europe 

of migrants from beyond the expanded European borders. At 
the same time 

terms a \"notable gap between European culture 

profound Christian roots 

regard 

religious freedom in Europe is not reciprocated in many 
Muslim states. 


15. (U) The Holy See is a strong advocate for European 
unity 

unifying force that brought together Europe\'s diverse 
cultural traditions 

a unifying foundation of ethical and moral values for the 
continent. With the EU poised to bring in ten new members 
the Vatican had hoped that the nations of \'new Europe\' -- 
with their recent experience of religious repression -- 

would counterbalance the secularism and loss of faith in 
the West with a renewed focus on moral and cultural values. 
This drive accounts for the Pope\'s recent focus in his 
travels to countries of Central and Eastern Europe -- most 
recently to Slovakia and Croatia -- where he has cautioned 
the Catholic faithful to avoid the loss of faith and moral 
direction that has afflicted the countries of the West. 

After surviving 40 years under the boot-heel of communism 
in many of these countries 

itself as a significant moral authority and has 

demonstrated a willingness to place itself squarely in the 
debate on key public issues in countries like Slovakia 
Poland and Croatia. 
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16. (U) The Holy See\'s central policy priority for Europe 

is a focus on \"fundamental values\" of the dignity of the 
human person 

In this regard 

new 

promote religious freedom; protect human life from 
conception to natural death; encourage family life based on 
the sanctity of marriage between a man and a woman; welcome 
migrants; and guarantee young people a future with work 
culture and education in moral and spiritual values. The 
Holy See believes that new European institutions need to be 
more open to the religious dimension \"rooted in authentic 
ethical and civil values.\" As the Pope told the Italian 
parliament in 2002 

foundations of the European \'common houseY will not lack 
the \'cement\' of that extraordinary religious 

civil patrimony which has given Europe its greatness down 
the centuries.\" This is not to say that the Holy See is 
looking for an exclusively Christian Europe 

that it believes that without the cement of Christian 
influence 

\"existential anguish\" marked by a decline of the family 
renewed ethnic conflicts 

tension 

global solidarity. 


17. (U) John Paul II\'s vision of a united and outward- 
looking Europe rooted in Christian values faces 
considerable opposition from the powerful forces of 
secularism in Europe\'s West and from post-communist 
materialism and uncertainties in the East. In fact 

Pope\'s failure to ignite in the historic heartland of 
Catholicism a spiritual fervor for the twenty-first century 
has been perhaps the greatest frustration of his papacy. 
One commentator has described Catholicism in Western Europe 
as being \"on life support 

increasingly irrelevant. This perception is why 

twilight of his pontificate 

insistence to shore up the breaches of traditional 
Christianity. For Pope John Paul II 

the construction of the new Europe of the third millennium 
should not be the legislatures of Brussels or Strasbourg 
but the moral force of Christian values at the heart of 
European history and culture. 


18. (SBU) Ironically 
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focused on Europe\'s spirituality 

today\'s Europe lies in the political realm. Europeans - 
at least in the West -- may only infrequently heed the 
Pope\'s religious teachings 

they do listen to his political voice. His statements on 
terrorism 

development 

covered in the European press. As a result 

vision for and actions in Europe can offer useful support 
for U.S. goals of promoting a unified 

acting as an ethically motivated partner with the U.S. to 
promote democracy 

Likewise 

stability 

Central and Eastern Europe reinforces U.S. efforts to 
ensure the successful integration of the East into Western 
institutions. Finally 


open to the global community can help overcome European 
self-absorption and foster a stronger and more morally- 
rooted European engagement with the world closer in line 
with U.S. priorities. 


Nicholson 
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on 1/23 entitled \"State of the Union Message\". \"The message 
of President Bush fell short 

Latin American issues 

issues as a whole. For instance 

some other key subjects 

conflict 


\"Bush didn\'t talk about Latin American issues; he ignored 
them. He tried to focus on the domestic issues that 
according to his own view 

American voters. Certainly 

argumentative issues aren\'t good material for a State of the 
Union speech 


\"The Hondurans that had a chance to listen to this speech 
noted that Bush mentioned only one Central American country 
when he cited the members of the coalition in Iraq 

we\'re certain Honduras is one of the other fifteen countries 

he failed to mention Honduras." 
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are forced to pay high \"interest\" and buy their goods only 

from one supplier. Aleman does not have an estimate of the 
number of Chinese that might be affected by debt bondage. He 
believes more investigation is needed by GOP. He offered the 
comments about Chinese debt bondage as possible area where 
Panama might have a TIP problem. 


4. (SBU) On unregulated child labor 

concerns because of Casa Esperanza\'s educational and 
prevention programs and USG interest. He is proud of Casa 
Esperanza\'s efforts that increase children\'s education. He 
noted this is especially important for indigenous families 
working on coffee plantations. Aleman remains concerned that 
child labor is excessive on pineapple plantations and in the 
forestry industry in Darien province. Aleman said Casa 
Esperanza is working hard to provide programs that offer 
realistic solutions to the problems of unregulated child 

labor. He said these programs are not well received by some 
GOP officials. He believes this is because these officials 

own coffee plantations where child labor is used. Aleman 
said he was told by one GOP official 

and Casa Esperanza should not be involved.\" 


5. (SBU) Because of Casa Esperanzavs extensive work with 
children 

discuss his opinions on possible sexual exploitation of 
minors 

rings. Aleman believes that there is sexual exploitation of 
minors in Panama. He thinks that it is especially prevalent 

in small towns and near resort communities. Bocas del Toro 
province is a growing concern 

thinks that prostitution has reasserted itself and could have 
minors participating 

reopening of formerly closed brothels with new powerful and 
politically connected owners. (NOTE: Bocas is a resort area 
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near the Costa Rican border that attracts many foreigners as 
visitors and residents. End Note.) 


6. (SBU) \"If you (USG) want the GOP to make new laws or 
change something 

the GOP will follow the USG lead if new legislation and/or 
other changes are required to combat TIP and unregulated 
child labor. Aleman says the GOP (present and future) knows 
the USG and international community are especially concerned 
about these issues. 


7. (SBU) Many NGOs in Panama have extremely low opinions of 
the GOP. Aleman\'s comments should be taken within this 
context. In addition 

validity of his claims. However 

experience in the NGO field and as a private sector attorney 
familiar with Panamavs legal framework 

to children\'s issues. Further Embassy investigation into 
possible Chinese debt bondage and commercial sexual 
exploitation of minors will help determine the validity of 
AlemanVs assertions. Casa Esperanza is to be commended on 
their work enhancing the lives of Panamavs children. 
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V'It is the official body in charge of the elections and 

should be supported by the international community in the 
interest of a transparent and clean electoral process.\" The 
UN expects to defer to the OAS on sending international 
election observers. The Ambassador agreed with these goals 
and offered the Embassy\'s collaboration. He emphasized our 
Vzero tolerance\" approach to any electoral fraud. 


Fabiancic considers that the Board suffers from chronic 
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problems of organization and human resources 

political bias of the nine judges. He pointed to antiquated 
procedures and incorrect data in the civil registry (the 

basis for voter lists). Fabiancic says that chief judge of 

the JCE administrative chamber Nelson Gomez 

election logistics 

have shown \"good will\" to do the job right. The UN technical 
mission expects to offer training for judges of municipal 
election boards and perhaps other assistance. 


Fabiancic expressed his personal reservations about a 
controversial \"Ley de Lemas\" proposal to amend the election 
law 

it \"inopportune\" and untimely 

election day (May 16). He thought the \"tense\" atmosphere 
would last until the a vote on the measure 

postponed in the face of a legislative boycott and civil 

society protests). Fabiancic said that the drafters had 

deleted a provision that votes for all the candidates from 

the same party would go to the highest vote-getter among 
them. The bill attempts to approximate the direct-vote 
requirement of the constitution 

round between the winning candidates of the two most-voted 
parties in the first round (assuming no candidate gets more 
than 50 percent of the vote). The Ambassador replied that the 
bill was perceived by President Mejia\'s critics as a power 
grab 

within the law. Fabiancic\'s staff subsequently informed us 
that the UN technical mission would be postponed until the 
\"Ley de Lemas\" issue had been resolved. 


EU Ambassador offers elections assistance 


EU Ambassador Miguel Amado has featured in recent weeks in a 
newspaper back-and-forth polemic with JCE head Arias 
repeatedly expressing EU \"concern\" about the electoral 
arrangements. Arias has expressed surprise at Amado\'s 
remarks and in a January 18 television interview shot back 

VItVs one thing to observe and another to meddle in the 

internal affairs of the JCE.\" Op-ed commentators have 
defended Amado 

convention on EU assistance 

the EU the privilege of assessing national political 

developments. 

On January 12 Amb. Amado told the Ambassador and DCM the same 
day that the JCE judges as \"politicized 

intended to communicate to JCE President Luis Arias. Amado 
criticized the V' Ley de Lemas\" bill as costly and disruptive 

to electoral preparations. The Ambassador commented that 
despite the public perceptions of it 
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avoid taking sides on the legislation. On January 13 

and an EU legal adviser met with Arias and offered financial 
support from an EU aid fund for training of Dominican 
personnel who would oversee the election process. The EU 
Mission later confirmed to us that the EU would not provide 
international election observers. 


OAS surveys need for observers 


In a related development 

Promotion of Democracy Santiago Murray visited the JCE 
Embassy 

possible OAS election observer mission. (Ref B). 


2. (U) Drafted by Bainbridge Cowell. 
HERTELL 
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Iraq to Kuwait in response to the visit to Kuwait on January 

22 by Special Presidential Envoy James Baker provided 
KuwaitVs National Assembly approves this policy. Prime 
Minister Sheikh Sabah Al-Ahmed and Foreign Minister Sheikh 
Mohammed Al-Sabah are reported in media as saying that the 
debt reduction is contingent upon establishment of an 
\"internationally recognized Iraqi government" and approval 
of the action by Kuwait\'s National Assembly. Both the Prime 
Minister and Foreign Minister are reported as saying that 

the issue of Iraqi reparations owed to Kuwait for damages 
inflicted during the 1990-91 invasion and occupation were 
discussed with Baker 

difference\" between the Kuwaiti position on reparations and 
on debt owed by Iraq. 


The tone of reported responses by members of Kuwait\'s 
National Assembly range from caution to outright rejection 
of debt reduction for Iraq. Several MPs state that debt 
reduction should not V'be rushed into 

it should wait until a \"fully elected (Iraqi) government 

with constitutional accountability" is in place. Another MP 
opposes \"giving up even one penny" of the debt owed to 
Kuwait. 


Of the three editorial opinions that have appeared thus far 
two support the conditions placed on debt reduction by the 
Kuwaiti government 

support \"the friend and ally of Kuwait 

on this issue. A third commentator ties debt reduction to 
the awarding of reconstruction contracts to regional 
companies. END SUMMARY. 
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2. News stories: On January 22 

front-page coverage and banner headlines to the January 21 
visit of Special Presidential Envoy James Baker to Kuwait: 


--Al-Watan: \"Sabah Al-Ahmed to Baker: The reparations are 
not to be touched and we are ready for a substantial 
reduction of debt with the approval of the National 
Assembly.\" 


--Al-Rai Al-Aam: \"Kuwait to Baker on debts: yes 


--Al-Seyassah: \"Kuwait heads towards writing off Iraqi debt 
and MPs warn: no relinquishing of the people\'s benefits.\" 


--Al-Qabas: \"Sabah Al-Ahmed to Baker: We seek a substantial 
reduction of debt but the decision is in the hands of the 
National Assembly.\" 


--Al-Anba: \"The ball of Iraqi debts is in the National 
Assembly\'s court.\" 


--Arab Times: \"It\'s only money... Kuwait vows debt cut.\" 


--Kuwait Times: V'Irag debt waiver awaits National Assembly 
nod.\" 


All newspapers published the full text of the statement 
issued by the Iraqi Minister of Finance and the governor of 
the Iraqi Central Bank following their meeting with SPE 
Baker and the American Embassy in Kuwait. 


Government response: 


3. All newspapers carried excerpts from a statement issued 
by the Prime Minister's office stating 

other countries 

Iraqi debts this year." All newspapers highlighted two 
conditions set forth by the government to this decision. 

First 

constitutional institutions in the country V"-- the National 
Assembly-- and second 

an internationally recognized Iraqi government. V" 


4. All newspapers carried statements from the Foreign 
Minister 
terms of the agreement reached: 


--Al-Rai Al-Aam and Kuwait News Agency (KUNA): The Prime 
Minister and Foreign Minister both emphasized the importance 
working with other creditor nations and the importance of 
coming to V'an international resolution from the Paris Club 
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on the issue of lraq\'s debt." He added that Kuwait is not 

the only nation concerned with the issue of debt. Dr. 

Mohammed explained: \"Kuwait commits to the decisions made by 
the Paris Club concerning nations debt and cannot bypass 

its resolutions 

be made for all Iraq creditor nations.\" 


--Al Watan quoted Dr. Mohammed as saying: \" We have agreed 
to go to the Paris Club. When we reach an international 

decision on Iraqi debt 

Assembly and explain exactly the position of the 

international community. The matter will then be in the 

hands of the legislative authority. V 


--Al-Rai Al-Aam and Al-Qabas report Dr. Mohammed stated 
that 

approval of constitutional authorities in Kuwait 

per the constitution 

debt owed to the country except the Kuwait National 
Assembly. Therefore 

premature. \" 


On the subject of reparations owed Kuwait by Iraq for damage 
during the 1990-91 invasion and occupation 

said 

from reparations. Kuwait has therefore absolutely rejected 
discussing the issue of reparations since there is a UN 
resolution issued in this regard 

American administration clearly understands. Prime Minister 
Sheikh Sabah Al-Ahmed told KUNA that this difference was 
stressed to Baker and that \"Baker was cognizant of that 
difference. V 


5. Al-Rai Al-Aam reported that according to \"informed 
sources 

position and valued the Kuwait position. He also reassured 
Kuwait that Washington is taking Kuwaiti claims into 
consideration and realizes that Kuwait has a right it must 
take.\" 


6. Al-Rai Al-Aam editorialized that the GOK response can 
characterized as \"yes 

during the discussions 

be possibility the debt may be written off. According to Al- 
Rai Al-Aam 

procedure pertaining to debt must be linked in return to 
contracts to rebuild (Iraq) 

form of compensation.\" 


Response from the National Assembly: 
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7. MP Abdul-Wahab Al-Haroun 

Committee 

or compensation is premature since lraq is ruled by an 

interim council 

constitutional accountability: \"Such a matter should be done 
through negotiations between governments 

government and an interim council that can be changed at any 
minute.\" (Al Qabas 


--MP Khalid Al-Adwa strongly rejected \"giving up evena 
penny\" of the debts or reparations owed to Kuwait by Iraq 
stating that it is Wa national duty" to reject calls to 

write off any Iraqi debts. He called on the National 
Assembly to stand up to attempts to relinquish the rights of 
Kuwaiti people 

Iraq [on the Iraqi Governing Council] surprise us with 
statements that make Kuwaitis nervous and apprehensive 
which remind us of the aspirations of the former Iraqi 
tyrant and his cronies.\" (Al-Seyassah 


--MP Hassan Al-Mezyed called for rejecting calls to write 
off the debts \"which belong to the Kuwaiti people in favor 
of an Iraqi leadership that still abides by Saddam\'s 
ideology.\" (Al-Seyassah 


--MP Basil Al-Rashid stressed the necessity of taking into 
consideration all security 

interests before thinking of writing off Iraqi debts. (Al- 
Seyassah 


--MP Jamal Al-Omar said 
the debts. V" (Al-Seyassah 


--MP Dr. Nasser Al-Sanea said that the issue of Iraqi debts 
\"requires consultations between the legislative and 
executive authorities to hear more details.\" He added that 
\"among the available alternatives is the reduction of the 
debts through a Paris Club agreement.\" 


Editorial Opinion: 


8. Lawyer Rashed Al-Radaan wrote in independent Al-Watan 
(1/22): \"Since we are a strategic ally of the United States 
and have the fortune to be treated with gratitude by this 
great country that is currently seeking to forgive debts 

owed by Iraq 

special presidential envoy. If the Kuwaiti government wants 
to write off the debts [owed by Iraq to Kuwait] 

citizens who suffered painfully as a result of Saddam\'s 
invasion cannot agree to give up their claim to reparations 
despite their respect for and knowledge that the brethren 
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Iraqi people are not to blame for what happened.\" 


9. What Did We Prepare for the Baker Visit? V" 

Dr. Fahd Abdul Rahman Al-Nasser wrote in independent Al- 
Qabas (1/22): \"The people of the region are more worthy 
than Iraq of benefiting from these debts. If the Americans 
want to write off the Iraqi debts 

companies of the region in a special way. They must give 
[regional] governments and companies priority in rebuilding 
Iraq instead of ignoring them and writing off debts owed to 
their countries.\" 


10. \"Leadership Fills the Vacuum.\" 

Lawyer Jamal Al-Kandari wrote in independent Al-Watan 
(1/23): \"The government said the truth when responding to a 
request made by the friend [Special Presidential Envoy 
James] Baker to write-off Iraqi debts. This was done by 
announcing the governments preliminary agreement 

to lose the friend and his government 

time setting the condition of dealing and negotiating with 
an internationally recognized Iraqi government. The most 
important thing is the approval of the Kuwait parliament in 
order to show respect for the countryVs constitution. This 
is something that should not upset our allies 

constitutes the heart of a democracy." 
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specifically addressing the approval 
importation or labeling of agriculture products 
enhanced through biotechnology." 


2. Ref C also describes biotechnology regulations 
for Bahrain 

manages biotechnology and other agriculture trade 
and standards issues for the Gulf Cooperation 
Council states 


WAHBA 
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asserted that Zindani is a reasonable 

that al-Iman is a normal educational institution and not 

linked to extremism. The Ambassador disagreed and noted that 
ROYG security authorities had found that numerous extremist 
suspects had links with al-Iman University and questions 

about its status are thus justified. Similarly 

about Zindani are well founded 

Ahmar reiterated that Islah felt a responsibility for Zindani 
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and al-Iman University 

with him any adverse information the USG might receive on 
either. The Sheikh concluded that dialogue could dispel 
misunderstanding. The Ambassador reiterated a willingness 
for contacts with Islah as an opposition party 

declined to enter into a dialog on Zindani or al-Iman 
University. 


5. (C) Comment: Ahmar 

may be an attempt to pre-empt the long-pending U.S. 
designation of Zindani (and/or institutions linked to him) as 
engaged in terrorist financing. It is notable that Ahmar 
declined to make any similar pitch on behalf of Sheikh 
Mohamed Ali Hassan al-Moayed 

States after extradition from Germany. End comment. 


HULL 


3. (SBU) AMF Adviser and key spokesperson on lraq Dr. 
Hazim El-Biblawi and AMF Director of Finance Ghassan Bshara 
provided visiting US officials DAS Greenwood and DAS Lowery 
an update on Iraq\'s standing with the Fund. Bshara noted 

that Iraq owes the AMF 315 million SDRs 

approximately USD $470 million. This figure includes an 
approximate USD $250 million in principal debt and USD $220 
million in unpaid interest and penalties to the AMF. The 

AMF Board of Governors agreed last April that Iraq needs 
substantial debt reduction immediately 

do everything it can to help Iraq. 


4. (SBU) Bshara explained that Iraq was a very active 
borrower in the late 1980s 

repayments to the AMF in 1991. Despite its suspended 
membership in the AMF 

various AMF-sponsored training opportunities 

a delegation of Central Bank officials to an AMF training 
program for bank supervisors this March. 


5. (C) El-Biblawi explained that the AMF has never 
forgiven a member's debt 
precedent for the Fund -- which is owed some USD $600 
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million in outstanding loans by Iraq 

Iraq is the largest debtor; Sudan has settled its principal 
debt 

and Somalia owes USD $158 million total. This unpaid debt 
represents about 18 percent of the AMF\'s total loans to 
member states (around USD $3.5 billion) and almost half of 
the organization\'s paid-up capital (USD $1.3 billion). The 
financial integrity of the Fund would be threatened 
EI-Biblawi 


6. (C) Seeking an acceptable alternative 

the AMF would probably propose a mix of debt rescheduling 
and forgiveness of penalties accrued. He suggested a very 
long period of rescheduling (possibly as long as 30 or 40 
years 

forgiveness of the penalties (amount unknown 

Biblawi said it represented a fraction of the total 315 

million SDRs owed) 

interest rates 

initially to allow Iraq\'s economy to rebound. El-Biblawi 
stressed that AMF involvement in HIPC reduction is decided 
on a case-by-case basis; the Fund most recently 
participated in the HIPC debt reduction for Mauritania. 


7. (C) He also assured our diplomats that fresh funds 

would be available to the Government of Iraq as soon as the 
AMF reached an agreement with Baghdad on debt rescheduling. 
He said the amount of new lending available to Baghdad 

would be considered in combination with any proposed debt 
reduction/rescheduling -- and in consultation with the IGC. 


8. (C) El-Biblawi acknowledged that Iraqi officials have 

not yet approached the AMF about rescheduling its debt. In 
a recent meeting with Iraqi Finance Ministry officials 

Biblawi said the Iraqis asked for debt forgiveness only. 

He told the Iraqis there would be debt rescheduling 
forgiveness 

major lenders. \"Any forgiveness from the AMF would then be 
cosmetic.\" (Note: Multilateral lending institutions hold 
about 1 percent of Iraqvs total debt. End note.) 

9. (U) DAS Greenwood and DAS Lowery did not have the 
opportunity to clear on this cable prior to release. 


10. (U) Minimize considered for the CPA. 


Wahba 
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and ugly crime which targeted the security and stability of 
Jordanian society 

diplomat in the name of Islam 

people and their heinous crimes.\" On January 11 
rejected a defense request to summon \'Ubaydat and a top 
intelligence officer for testimony as part of their effort to 
prove the defendantsY initial admissions of guilt had been 
extracted under duress. 


4. (U) The trial adjourned until February 15 when the 
defense will present its case. Seven of the suspects remain 
at large. The four in custody -- led by Libyan triggerman 
Salem Bin Suweid -- maintain their innocence. 


5. (U) Three government psychiatrists who in October 
examined Ahmad Mahmud al-Riyati 

members charged with plotting subversive acts against U.S. 
and Jordanian targets 

believe al-Riyati is fit to stand trial (see ref a for 
background). The doctors told the court that al-Riyati 
suffered from depression because of his incarceration 

is \"fit to stand trial and mentally capable of following the 
proceedings 

of the group in custody; the remaining 14 are being tried in 
absentia. The trial will resume on January 25. 


6. (U) Two prison inmates who shared a cell with Jordanian 
extremist Mohammad al-Shalabi (aka Abu Sayyaf) 

plotting attacks against U.S. targets in Jordan 

January 13 that they noticed torture marks on the suspect 
(ref b). (Based on a request from his attorneys 

had earlier referred Abu Sayyaf to the National Institute of 
Forensic Medicine for evaluation 

had not been tortured.) They also testified that Abu Sayyaf 
had told them he did not know any of the other 12 suspects in 
the case (three of whom are being tried in absentia). The 
testimony of the two prisoners -- who are accused of separate 
subversive acts -- concluded the defenseVs presentation and 
paved the way for the prosecution to begin presenting its 
case on January 28. 
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7. (U) The State Security Court on January 21 began the 
retrial of 28 men for their involvement in a December 1999 
plot to attack tourist sites and U.S. and Israeli targets 
during the millennial celebrations in Jordan. The court 
previously convicted and sentenced six of the men to death 
levied prison sentences on 16 (including eight in absentia) 
and acquitted six others. The Cassation Court 

been reviewing the case for the past two years 

overturned the lower courtVs verdict 

Court to consider whether the suspects should have been 
included in a 1999 Amnesty. The court adjourned until 
February 11. 


8. (U) Separately 

against U.S. and Israeli interests in Jordan pleaded innocent 
to the charges during their first court appearance on January 
11. A third Iraqi suspect remains at large. The three are 
charged with importing 

and conspiring to carry out terrorist attacks against 
unspecified U.S. and Israeli targets. 


9. (U) Jordanian security officials arrested the suspects 
Ahmed Mohammed Ali Ayed 

Muhanna 

vehicle -- with the weapons concealed inside -- at a 
roadblock west of Amman. Authorities continue to search for 
Muhannavs brother Muawiyah 


10. (U) According to the indictment 

mastermind who purchased the weapons in Iraq and maintained 
contact with a Jordanian man identified as Abu Ali 

agreed to the plan of carrying out \"military operations 

against Israeli and American interests on Jordanian land.\" 
Muhanna arrived in the southern Jordanian town of MaVan from 
Iraq on October 9. Muhanna\'s fugitive brother dispatched the 
concealed weapons to his brother via Ayed 

smuggled them into Jordan on October 10. Ayed received 
USD600 to smuggle the weapons. Muhanna then telephoned Abu 
Ali and agreed to deliver the weapons to him on October 12 
when the vehicle was stopped. 


ZARQAWIS NEPHEW APPEARS BEFORE COURT 
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11. (U) On January 11 

prosecution witnesses in the case of three Jordanian 

militants arrested in May 2003 

al-Qavida lieutenant Ahmad Fadil Nazzal al-Khalayleh (aka Abu 
Musab al-Zarqawi) 

Jordan. The three men 

Ayman Khawaldeh 

on December 16. 


12. (U) A prosecution witness testified that one of the 
suspects had guided police to the spot where he had hidden 
two pistols in preparation for future operations against 
American and Israeli tourists in Jordan 

officers 

Zarqawi recruited the cell in November 2002 and urged them to 
Vcarry out operations against American and Jewish tourists V" 
in Jordan 

northwest of Amman. They also are accused of plotting to 
kill a top Jordanian intelligence official 

press reports. 


Visit Embassy Ammanvs classified web site at 
http://www.state.sgov.gov/p/nea/amman or access the site 
through the State Department's SIPRNET home page. 
HALE 
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citizens and non-citizens 

newest drugs are reserved for citizens only. Even for serious 
or life-threatening illnesses 

lower-quality drugs regardless of whether they can afford 
more effective medication. There have been credible reports 
of non-citizen patients offering bribes to doctors in 

exchange for better quality medication. The current shortage 
of critical medications 

problem. The same doctor acknowledged that \"upper-class\" 
Kuwaiti citizens with sufficient connections often receive 
priority in access to key medicines 

short supply 

Surgery at Al-Sabah Hospital called the current drug 
provision system \"inhumane\" and V'unethical 

the drugs given to foreigners are \"little better than chalk 
manufactured in shoddy pharmaceutical factories 

the Gulf 

Kuwaiti women married to foreign men and the bidoon 
(stateless) family members of Kuwaiti citizens receive the 
same discriminatory treatment as other foreigners in the 
provision of drugs. In addition to lower-quality drugs 

are reports that non-citizens also often receive poorer 
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treatment than citizens do for the same illnesses. A recent 
article by a liberal columnist in a local Arabic daily 
highlighted the apparent use of low-quality 

to treat arterial blockage for foreigners versus more modern 
better quality equipment used for citizens with similar heart 
problems. 

(U) Where Is the Money Going? 


5.(C) The mandatory health insurance fees paid by 
non-citizens generated roughly 30 million KD ($100 million) 
in 2003 for the Ministry of Health 

Director of Surgery at Al-Sabah Hospital 

continues to face a severe shortage of critical medicines 
such as insulin 

such as for kidney dialysis. Kidney dialysis 

only available for citizens. Foreign nationals with kidney 
disease must return home or travel to a third country for 
dialysis treatment. Numerous press reports criticized the 
Ministry of Health for reportedly spending about $200 million 
recently to replace the ceramic tiling in government 
hospitals with marble tiling despite more urgent (and 
obvious) health sector needs. The same Kuwaiti doctor told 
Poloff that basic medical supplies and equipment 

sterilized rubber gloves and catheters 

regular 

controls. Poor quality catheters 

break during surgery and it is not uncommon for doctors to 
use expired rubber gloves. MP Ahmed Al-Saadoun 

the Popular Action Bloc 

Assembly 

policies and has called for the resignation of current Health 
Minister Dr. Mohammed Al-Jarallah on corruption and other 
charges. (Note: The same Kuwaiti doctor told Poloff that MP 
Al-Saadoun has been unsuccessful in winning parliamentary 
support for Al-Jarallah\'s resignation largely because of 
strong opposition by Islamist members 

Al-Jarallah 


6.(C) COMMENT: Limited non-citizen access to advanced 
medicines and medical treatment is a human rights concern. 
Despite some recent press reports and calls for reform from 
the Kuwait Medical Association and an outspoken 
parliamentarian 

have highlighted or taken up the issue. The only human rights 
NGO 

with the treatment of foreign laborers 

operating license and thus the capacity to raise broad public 
awareness of this and other human rights issues. Due to 
restrictions on freedom of association 

the means to voice their concerns officially. It appears 
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unlikely that the current health care situation will improve 

much in the absence of widespread popular concern or a change 
in policy or budget priorities within the Ministry of Health. 

Foreign workers 

to flock to Kuwait 

quality of life and wages offered here 

are nevertheless substantially higher than in their home 
countries. END COMMENT. 

URBANCIC 
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Minister of State for Administrative Reform and now a member 
of Yudhoyono\'s campaign team 

(PKB). In this scenario 

Abdurrachman Wahid 

credibly after his 2001 impeachment 

Yudhoyono. Several PKB contacts close to Wahid 

his daughter Yenny 

likely to gain Wahid\'s support if Wahid decides to withdraw 

-- a development no one guarantees. According to Silalahi 

20 of PKB\'s 30 provincial boards were supportive of a 
Yudhoyono nomination 

fall in line. Silalahi claimed one main stumbling block for 
Yudhoyono was Wahid\'s high price for shifting roles from 
candidate to kingmaker. Wahid reportedly wanted Yudhoyono to 
choose a PKB running mate and reserve half of his cabinet 
positions for PKB. 


PD: WE CAN SHARE 


5. (C) Noting that his main goal was to promote Yudhoyono\'s 
election 

a potential partner than as a rival for Yudhoyono\'s 

attention. He said he had received positive signals from 
various factions within PKB and hoped to meet soon with 
former President Wahid. He asserted that \"hundreds\" of 
Ulamas (senior Islamic figures) had expressed their support 
for Yudhoyono\'s candidacy. Other Islamic parties aside from 
PKB also appear to view Yudhoyono positively; National 
Mandate Party (PAN) Chairman Amien Rais publicly named 
Yudhoyono as a possible running mate 

the staunchly Islamist Prosperous Justice Party (PKS) have 
suggested that they could support Yudhoyono. But 
Budhisantoso was cool to an alliance of Islamic parties 
coalescing behind Yudhoyono; he warned that radical Islamists 
were the main enemies of Indonesia as a unitary state 

they would be difficult to control if Yudhoyono depended on 
their support. 


GOLKAR 


Column 3 


6. (C) Golkar party Chairman Akbar Tandjung in February 2003 
raised the possibility of Yudhoyono becoming GolkarVs 
presidential nominee 

list that included the Coordinating Minister. Yudhoyono did 
not register for Golkar\'s presidential convention process 
however 

dismissed the idea of their party choosing Yudhoyono over 
other high-profile figures who have been courting Golkar\'s 
provincial 

months. Nevertheless 

Denny J.A. separately told us that 

popularity 

Yudhoyono head Golkar\'s ticket 

mate. They added that Akbar might also continue to pursue 
his own presidential campaign and offer Yudhoyono the vice 
presidency. 


7. (C) Budhisantoso confided that potential Golkar 

presidential nominee Wiranto had dispatched a retired 
four-star General with a message that Yudhoyono should not 
run in the 2004 election. Budhisantoso said this message was 
not intended as a threat. He noted Yudhoyono felt no 
particular loyalty to Wiranto 

blocked Yudhoyono from assuming a military command in 
Sumatra. Budhisantoso also said Yudhoyono had no reason to 
fear Wiranto 

violations in East Timor 

Yudhoyono in his capacity as Coordinating Minister. 


8. (S) Yudhoyono also has drawn the attention of leading 
Indonesian Democratic Party - Struggle (PDI-P) figures 
dissatisfied with Megawati\'s leadership. Vice Chairmen 
Arifin Panigoro and Roy Janis -- both lead significant 

factions of PDI-P -- have told us of their interest in 

supporting Yudhoyono instead of Megawati (ref A). According 
to Denny JA 

senior-generation nationalists within PDI-P 

parliamentarian Abdul Madjid. And Budhisantoso said 
grassroots-level PDI-P party cadres were seeking to defect to 
PD 

province. Budhisntoso said he was wary of taking in 
sympathizersfrom other parties because 

Yudhoono did not want to antagonize other political leaders. 


A RUNNING MATE 
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9.(C) Many presidential hopefuls have considered tapping 
Yudhoyono as their vice-presidential running mate 

his ethical image 

Javanese ethnicity -- and 

reputation for loyalty. Silalahi said Yudhoyono had told him 
that Megawati had offered him the vice presidency 
reluctant to accept. First 

due to her lack of education and vision 

corruption. Second 

VAnyone But Mega" dynamic 

with the President. PD Chairman Budhisantoso also told us 
Yudhoyono had long assured his advisors that he would not 
settle for the Vice Presidency. If his ambitions were 

limited to the number two position 

why go through all the effort required to build his own party? 


COMMENT 


10. (C) Many Indonesians consider Yudhoyono indecisive and 
interpret his failure to date to announce his presidential 
candidacy as a further indicator of his cautious temperament. 
Nevertheless 

well. The Democratic Party offers him a fallback option and 

a degree of bargaining leverage as he waits for a larger 
party\'s nomination. PD should easily go along with any 
arrangement that would boost Yudhoyono\'s prospects 

it means another party takes the lead. Delaying the 
announcement of his candidacy makes it easier for Yudhoyono 
to remain in place as Coordinating Minister 

offers him constant and generally positive media exposure. 
He likely recalls that Islamic intellectual Nurcholish Madjid 
received a burst of coverage when first announcing his 
candidacy but has been largely dismissed after his clumsy 
entry into and then withdrawal from Golkar\'s process (ref B). 


11. (C) Yudhoyono\'s many options reflect his positive image 
in the eyes of top politicians. His personal popularity 
implies that his impact in the presidential race 

can secure nomination by a qualifying party or coalition 
would exceed the vote tallies garnered by his political 
vehicle in the legislative election. So long as matters in 
political parties appear unsettled or open to change 
Yudhoyono will keep popping up on candidate short lists. 
However 

place 

have to show he can act decisively 

candidates have locked up large constituencies. But a few 
deft moves 

Yudhoyono to pull together key social and political groups in 
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support of a powerful presidential run. 
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Both sides noted recent positive developments in the 
relationship. VFM Binh also stated that the expansion of 
military-to-military cooperation 

recent visit by the Vietnamese Minister of Defense to the 
U.S. and the U.S. ship visit to Vietnam 

He asserted that the Vietnamese would participate in U.S. 
military programs. However 

depend upon Vietnamese public opinion 

issues in the relationship might affect it 


4. Other new areas of cooperation 

narcotics agreement signed during Deputy Prime Minister 

Vu Khoan\'s recent visit to the U.S. 

the meeting with OOG Vice Minister Huy 

that he welcomed negotiations on a framework agreement on 
assistance and wanted to establish a framework to 
determine long-term cooperation. VFM Binh separately 
suggested that cooperation expand to other areas 

including education 


HUMAN RIGHTS AND RELIGIOUS FREEDOM 


5. The Staffdel consistently raised U.S. concerns 
regarding human rights and religious freedom in Vietnam. 
Members stressed that increased access and provision of 
more accurate information could ensure that future 
misunderstandings are avoided. While acknowledging the 
long-term positive trends 

improvements must be made regarding problematic 
individual cases. VFM Binh responded that the GVN 
welcomes questions 

visits to sensitive areas. When it hears reports that 

the police are abusing ethnic minorities 

investigates and \"punishes\" officials 


6. Vice Chairwoman Ninh commented that there are simply 
certain issues on which the U.S. and Vietnam will not 
agree. VFM Binh separately remarked that the values and 
traditions of the U.S. and Vietnam differ. Vietnam 

attaches more importance to community interests than to 
individual ones. It has thus targeted much of its 

efforts at poverty reduction 

budget to assist the poor and disadvantaged 

in mountainous areas. VFM Binh asserted that 
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the GVN recognizes the difficulties of ethnic minorities 

it gives them preferences in areas such as higher 
education and government employment. Regarding religion 
he stated that pre-1945 in the North and pre-1975 in the 
South 

government administrations. By contrast 

there have been no conflicts since. 


7. Various Vietnamese officials emphasized that the 
number of religious followers has been rapidly growing in 
recent years. CRA Chairman Thi further explained that 
the GVN\'s official policy is to encourage religions to 

grow 

people\'s spiritual life. He stressed that the GVN 

respects religious freedoms and must \"take care\" of 
religions. Furthermore 

in line with the international covenants and treaties of 
which it is a party. VFM Binh admitted that the GVN is 
not \"perfect\" on these issues and that there is room for 
improvement. Furthermore 

policies is not always as it wishes 

8. Various GVN officials attributed the 2001 unrest in 

the central highlands to land disputes 

local officials 

of the situation to encourage separatism. CRA Chairman 
Thi further stated that the Southern Evangelical Church 

of Vietnam (SECV) had acted \"incorrectly\" by recognizing 
churches without consulting with local officials and by 
appointing untrained clergy. VFM Binh asserted that the 
GVN reacted \"calmly 

only arresting \"separatists.\" Chairman Thi stressed that 
action had to be taken against churches in order to end 
the separatist movement. Unfortunately 

was some confusion between those churches involved in the 
movement and those not. The GVN does not have a policy 
to take \"harsh\" actions against churches 

Of those closed 

year 

central highlands and churches. Chairman Thi stated that 
he expected all religious activities in this area to 

return to \"normal\" soon. 


9. Chairman Thi also discussed the United Buddhist 
Church of Vietnam (UBCV). He claimed that the GVN has 
taken a \"soft\" approach even though this organization 
affects the unity and solidarity of Buddhism in Vietnam. 
Regarding Thich Huyen Quang 

the GVN had reached out to him during a productive 
meeting between him and the Prime Minister (ref A). 
However 

actions immediately after this exchange that went against 
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the pledge of improved Buddhist unity 

in Villegal activities.\" Although the GVN respects the 
right of all Vietnamese to follow their faith 

own regulatory framework 

in accordance with the law 


10. Responding to a question about the number of 
Catholic clergy being trained (septel) 

listed the number of clergy recently appointed 

and trained. He asserted that the supply of clergy 
depends upon the capacity of each religion and that the 
GVN does not intervene. Those with a longer history in 
Vietnam 

training schools and institutions. Regardless 

religions are allowed to open schools and publish 
materials. 


11. In response to the delegation\'s reference to 
recently convicted activist/journalist Nguyen Vu Binh 

(ref B) and conveyance of a copy of a letter from 
Representative Tom Lantos (D-CA) 

\"take note\" of this case. At the same time 

that the courts only deal with those who have violated 
Vietnamese laws. He acknowledged that there are some 
prohibitions in Vietnamese law that do not exist in other 
countries. Still 

those outside Vietnam violated Vietnamese law 

to VFM Binh. VFM Binh 

Minister Huy separately emphasized that they would all 
like more visits and discussion on the issues of 

religious freedom and human rights. VFM Binh further 
stated that he hopes the problems between the U.S. and 
Vietnam can be settled through dialogue. 


12. During a breakfast with the American Chamber of 
Commerce 

also raised human rights and religious freedom. Amcham 
members expressed worry about Congressional legislation 
on these matters 

in Vietnam. Furthermore 

are \"limited.\" Citing personal experiences 

about their ability to worship freely in Vietnam. Many 

also stated that Vietnamese colleagues and friends 
expressed little interest in this subject and did not 

feel their rights restricted. Several Amcham members 
many of whom have been in Vietnam for almost ten years 
further commented that the human rights and religious 
freedom situation in Vietnam has continuously improved. 
DEVELOPMENT ASSISTANCE 
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13. In meetings with representatives of the Asia 
Foundation 

delegation learned about the many ways that assistance is 
being used to move Vietnam in a positive manner. 
According to Asia Foundation Rep Jonathan Stromseth 
among numerous other projects 

to improve the administrative capacity of provincial 
governments. USAID-funded STAR project director Steve 
Parker noted that his program noted that STAR is 
assisting Vietnam in implementing the U.S.-Vietnam 
Bilateral Trade Agreement (BTA). Collectively this 
comprehensive agreement and the STAR project 

requires Vietnam not only to liberalize its market but 

also to increase transparency and intellectual property 
rights protection 

Vietnam 

STAR responds to GVN requests for assistance in 
implementing the BTA. He stressed that real GVN 
commitment thus exists for executing STAR\'s 
recommendations. Working with more than forty agencies 
STAR has affected changes in areas such as the 
publication of laws 

GVN to create an administrative appeal procedure 

noted. 


14. UNDP\'s far-reaching activities in Vietnam include 
significant work on HIV/AIDS. In along conversation on 
this topic (see septel regarding the delegation\'s visit 

to an anonymous testing site in Ho Chi Minh City) 
Resident Representative Jordan Ryan explained the 
fundamental shift in GVN attitudes on this subject that 
has occurred over the past six months. It would appear 
that many Ministries are beginning to understand that 
this disease could have a devastating impact if it 

remains unchecked. Still 

expressed their concern regarding a recent GVN decision 
to eliminate the National AIDS Standing Bureau and make 
Ministry of Health the lead agency on this subject. 


15. This cable was cleared by James McCormick. 
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is not clear from our initial soundings whether mil-mil 
cooperation was discussed. End Summary. 


Cementing Bilateral Relations 


2. (C) The Musharraf visit was another step in cementing 
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relations that became testy in 2002. Then-PM Ecevit 
visiting India in April 

Turkey to support a military regime (in Pakistan). Citing 
health reasons 

Pakistan. However 


3. (C) Musharraf got full honors: meetings with Sezer 
Erdogan and Gul; a stay at the Presidential Guest House; an 
address to Parliament. Musharraf 

his father was posted here and took staff training in 

Istanbul 

impressed Sezer by speaking to him in Turkish. According to 
the UK Political Chief 

address (in English) 

genuine warmth. 


GOT Declines to \"Squeeze\" Musharraf on Cross-Border Terrorism 


4. (U) Public rhetoric from Musharraf and his Turkish 
interlocutors during the visit repeatedly condemned terrorism 
and religious extremism. During the visit 

Pakistan signed an anti-terror cooperation agreement covering 
exchanges of information and experts. 


5. (C) However 

Ergin Soner 

came up only through \"indirect references.\" Soner explained 
that the GOT preferred not to raise it directly because \"if 

we squeeze Pakistan too much ме\'ге afraid we may lose them.\" 
Soner explained that the GOTVs assessment was that Musharraf 
and his government were relatively good 

internal situation. \"It\'s not Turkey\'s job to take it 

(cross-border terrorism) up with them 

Pakistan is already relatively \"isolated\" internationally. 

Soner said that he sees no change in the Pakistani attitude 
toward cross-border terrorism; he opined that Pakistan does 

not consider it terrorism. 


Kashmir 


6. (C) On Kashmir itself 

MusharrafVs warm visit 

\"balanced\" approach to the Kashmir issue adopted after the 
Cold War 

needs that balance 


Column 3 

relations with India. (He asserted that India has responded 

by becoming V'more supportive\" of Turkey on the Cyprus issue 
but did not amplify his comments.) 


Non-Proliferation Is a Non-Issue 


7. (C) Both Soner and 

Pakistani Third Secretary Janbaz Khan said non-proliferation 
was a non-issue in the visit. Soner said that FM Gul 
expressed \"a general desire for non-proliferation in the 
region" and left it at that. Khan also shrugged off the 
subject 

Vhas nothing to do with Turkey." Public statements during 
the visit avoided of any mention of the subject. 


8. (C) Our interlocutors gave no sign that the two sides 
discussed further enhancement of historically close mil-mil 
ties. 


Trying to Shore Up Economic Ties 


9. (C) Pakistan and Turkey signed three economic agreements 
during Musharraf\'s visit. Soner hoped the visit will help 

pave the way for Turkish construction firms to win major 
contracts in Pakistan; he complained that Turkish companies 
have been shut out and Chinese firms have won contracts 
instead. Khan 

claimed that the economic aspects were the most important. 
He said Pakistan is interested in Turkish construction firms 

but has been reluctant to hire Turkish firms since an 

incident in which a Turkish construction firm defaulted on 

its contracted performance and the Turkish bank guaranteeing 
the project refused to pay damages. 

10. (C) Comment: The Musharraf visit appealed to two very 
different currents in Turkish foreign policy. For the 

secular establishment 

authority figure who 

religious extremism. For PM Erdogan\'s AK government 
cementing ties with Pakistan gives AK\'s more pious supporters 
a greater sense of Islamic solidarity. End Comment. 
DEUTSCH 


13494 

EXPECTED FROM A GOVERNMENT SUCH AS THE UAE\'S 

AND HUMANE FEELINGS OF DUTY\" TOWARDS THE IRAQI PEOPLE. ANOTHER 
EDITORIAL IN "GULF NEWS" PRAISED THE DECISION AND CONSIDERED IT 
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TO BE A MODEL FOR OTHER GULF COUNTRIESV DECISION TO DO THE SAME. 
END SUMMARY. 


2. NOTING THAT THE UAE\'S DECISION TO CANCEL MOST OF THE IRAQI 
DEBT IS SOMETHING THAT WAS EXPECTED 
GOVERNMENT \"AL ITTIHAD\" EDITORIALIZED 01/22: 


V. THE UAEV'S INITIATIVE TO REDUCE THE BURDEN OF THE IRAQI DEBT IS 
NOT ONLY PART OF ITS DEEP BELIEF IN ITS NATIONAL AND HUMANE DUTY 
TOWARDS THE PEOPLE OF IRAQ 

ARAB AND MUSLIM COUNTRIES AND OTHER COUNTRIES OF THE WORLD TO 
HELP IRAQ RECOVER FROM ALL THE CRISIS THAT ITS PEOPLE WENT 
THROUGH DURING THE PREVIOUS YEARS." 


3. PRAISING THE UAE\'S DECISION TO WAIVE MOST OF THE IRAQI DEBT 
EXPATRIATE-ORIENTED ENGLISH DAILY GULF NEWS EDITORIALIZED 1/26: 


V. THIS INVOLVES NOT ONLY GIVING IRAQI CITIZENS AN OPPORTUNITY TO 
START WITH A VCLEAN SLATEY BUT ALSO ACCEPTING THAT 

ARAB NATION 

ASSISTANCE TO THOSE IN NEED. AND IRAQ IS A COUNTRY DESPERATELY 
IN NEED OF MUCH HELP. IT IS HOPED THE GULF NATIONS SEE THE 
ADVANTAGE OF WAIVING THE DEBT OWED TO THEM BY IRAQ 
SHORT-TERM GAIN IN ASSISTING IN IRAQ\'S RESTRUCTURING PROCESS 

A LONG TERM GAIN AS IRAQ IS ACCEPTED MORE CLOSELY INTO THE 
BROTHERHOOD OF ARAB NATIONS.\" 
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transmission\" 

extensively through casual contact. The result would most 
likely be an global influenza epidemic (pandemic). 


8. (U) Finally 

currently under investigation are limited in Vietnam. The 
National Institute for Hygiene and Epidemiology (NIHE) and 
the National Center for Veterinary Diagnostics (NCVD) are 
inadequately prepared to perform the number and types of 
complex testing required in both livestock and humans in 
order to appropriately study and advise on containment of 
this outbreak. The WHO/CDC team is trying to improve this 
situation. 


9. (U) As the outbreak continues to spread in Vietnam and 
across Eastern and Southeastern Asia 
becomes essential. Officials in Vietnam hope that the 
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January 28 

countries 

cooperation. We understand that efforts are underway in 
Thailand to arrange a technical expert-level meeting to 
follow the ministerial level talks. 
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post\" system. Agreement was not reached in this area 
but the two sides agreed to continue consultations on 
the issue. (Note: The idea of moving away somewhat 
from the \"PR\" system has been bruited about for years in 
Sri Lanka. The \"PR\" system was implemented in 1978 
many Sri Lankans believe that it helped create a 
fragmented political system that strengthens fringe 
parties in Parliament. At the same time 

are reluctant to go back to the pre-1978 \"first-past- 
the-post\" system 

Parliament for the winner of the popular vote. The idea 
now is to mix the two systems 

model.) 


-- Bribery and Corruption Commission: The two sides 
also discussed naming a new head for this commission 
which has been leaderless for some months now. 


5. (U) PRESIDENT DOWNPLAYS TENSIONS: In other 
cohabitation-related developments 

downplayed the sense of VcrisisV in Sri Lanka over the 
ongoing cohabitation impasse in an interview televised 
late January 23 on state-run television. Responding to 
a question by her spokesman 

chairman of the state-run Rupavahini television network 
which the interview aired on) 

was no crisis in the country 

where? What is this crisis?" In addition 

about the recent alliance between the Sri Lanka Freedom 
Party (SLFP) and radical Janatha Vimukthi Peramuna 
(JVP) 

anti-peace process in intent. She stated: \"We do not in 
any way encourage an armed conflict or war 

has also accepted the SLFP\'s and People\'s AllianceVs 
consistent and never changing stand for the last twelve 
years which is that we are against war and we are for a 
negotiated settlement." Turning to the ceasefire 
agreement 

the Ministry of Defense in November 

change to the agreement and the ceasefire remained 
intact. 
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COMMENT 


6. (C) The fact that the joint committee is meeting 

again is a potentially positive sign that there may be a 
way out of the cohabitation impasse yet. (Note: The 
committeeVs meetings have been delayed for some time. 
Some attribute this to political disagreement between 

the President and PM on whether their team should meet 
atall. There were also reports that Mano Tittawella 

was unwell and needed time to recover from a fever.) 
Cohabitation has endured many body blows in past weeks 
including the Presidents recent public announcement 
that she believes that she is entitled to another year 

in office and the controversial SLFP-JVP alliance 

is anti-UNP in intent. Given that the two sides are 

back meeting again 

chance that they can overcome their disagreements and 
work together in the national interest. That said 

will take a lot of effort and the willingness of both 

sides to make things happen. END COMMENT. 


7. (U) Minimize considered. 
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Conference" in Colombo. (The first followup meeting to 
the June 2003 Tokyo Conference was held in Colombo in 
September 2003.) The meeting was attended by 
representatives of the four co-chairs of the Tokyo 
process (Japan 

the Netherlands in its rotating EU presidency role -- 
Ireland does not have representation in Colombo) 

well as local envoys from Australia 

Germany 

Representatives of international agencies included the 
World Bank 

Development Bank 

organizations (UNDP 

meeting was divided into two sessions: The first 
session was an \"informal\" donors meeting; and the second 
session was an \"official\" meeting in which donors were 
joined by GSL Ministers G.L. Peiris 

and Rauf Hakeem 

Minister's Secretary. (The Liberation Tigers of Tamil 
Eelam 

declined the invitation. Ambassador Lunstead 

Mission Chief 

U.S. at the meeting. 
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4. (C) In setting the stage for the discussions that 
followed 

evaluate donor activities that were occurring and those 
that were not in light of the \"political paralysis\" in 

the south. Akashi stated it was important that none of 

the parties in the south or the Tigers should receive 
\"discordant messages\" from the various donors. Donors 
needed to be flexible in finding ways to continue 
development and rehabilitation assistance 

the north/east 

in the peace process. At the same time 

recognized the governments strong commitment to ending 
the ongoing cohabitation impasse and resuming 
negotiations with the Tigers. 


5. (C) Donors expressed strong agreement with 
Ambassador Lunstead\'s remarks underscoring the critical 
need to differentiate between the peace process and the 
peace negotiations. Although the negotiations between 
the GSL and the LTTE were on hold 

stressed that it was vital to support the broader peace 
process which was ongoing. Donors also agreed that it 
was important to ensure that Sri Lankans throughout the 
island benefited from Tokyo-pledged financial 
assistance. In that regard 

essential to manage perceptions about the geographic 
distribution of aid by communicating accurate messages 
about the amount and location of development activities. 


6. (C) While affirming the need to continue development 
assistance on an island-wide basis 

that -- in the absence of substantive progress in the 
peace talks -- there will come a limit to funding. 
Ambassador Lunstead said it was necessary to make clear 
that the entire aid package pledged during the June 2003 
Tokyo conference could not be released without progress 
toward a final settlement. Japanese Ambassador Akio 
Suda warned the GSL that without substantive progress in 
the peace process and recommencement of negotiations 
with the Tigers 

based missions to keep their governments engaged in Sri 
Lanka 

other parts of the world. Participants also addressed 
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the lack of an effective mechanism for distributing aid 

in the north/east. Various donors suggested the 

possibility of developing an \"interim interim\" 
administrative structure 

suspended North East Rehabilitation Fund (NERF). (Note: 
In early 2003 

governmental structure 

Immediate Humanitarian Rehabilitation in the North/East 
\"SIHRN 


7. (C) Donors agreed on the importance of ensuring that 
the LTTE received accurate information. Norwegian 
Ambassador Hans Brattskar said he and his GON colleagues 
remained in regular contact with the group\'s 
representatives in Sri Lanka 

chief spokesman 

London. Brattskar added that an LTTE delegation 

Tiger Political Chief S.P. Thamilchelvam 

to visit Oslo 

for meetings at the end of January. Akashi agreed that 

it was important that the donors send consistent 
messages to the LTTE. G.L. Peiris underscored the GSL\'s 
desire that the Tigers have access to timely 

information about developments in the south. Further 
Ambassador Brattskar called for donors to continue 
contacts with the LTTE in order to build capacity within 
the group on development issues. In response to a call 
for increased technical-level GSL-LTTE contact 
Weerakoon said there was no formal structure for \"track 
two\" peace negotiations between the GSL and LTTE 
acknowledged several existing avenues of communication 
as well as opportunities for face-to-face meetings. 


8. (C) Dutch Ambassador Susanna Blankhart 

the EU presidency 

mechanism to fulfill the spirit of the Tokyo declaration 
regarding monitoring progress in the peace process. To 

that end 

\"framework\" document which would set up a mechanism for 
donors to monitor progress in the peace process (as laid 

out in paras 18 and 20 of the Tokyo Declaration) 

develop incentives for the GSL and LTTE (see Ref A). 

While many other donors agreed in theory with the need 
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for common monitoring mechanisms 

discuss the EU paper in depth. Australian High 
Commissioner David Binns cautioned that any performance 
indicators needed to be realistic and not overly 

ambitious. There was general agreement to begin work on 
monitoring progress in the peace process 

agreement to begin joint work on incentives. 


9. (C) The donors also discussed the ongoing 
cohabitation impasse between Prime Minister 
Wickremesinghe and President Kumaratunga. Donors 
stressed the need to continue pressure on both sides to 
resolve the impasse and to urge them to focus ona 
bipartisan approach to negotiations with LTTE. From 
Norway\'s perspective as peace process facilitator 
Ambassador Brattskar stated that both parties in the 
south need to be involved in decision-making on peace 
process and development-related issues in order for 
there to be positive progress. Brattskar 

cautioned about the damaging effect the southern 
political situation 

recent religious tensions (attacks on churches 

was having on the peace process. 


10. (C) During the second session 

Constitutional Affairs and lead GSL peace process 
negotiator G.L. Peiris reviewed the GSL\'s perspective on 
the current status of the peace process 

what he characterized as the \"positive\" results reaped 
since December 2001 (when the process began). In this 
vein 

the December 2002 Oslo agreement on devolution of power 
as a means to resolve the conflict 

both sides to discuss the setting up of a possible 

interim administration in the north/east 

central role of Norway as peace process facilitator. 
Echoing earlier comments from the donors 

the GSL was interested in exploring ways of getting 
sizable redevelopment funds \"flowing\" to the north/east. 
He stressed the need to remain optimistic about the 
peace process despite the cohabitation impasse in the 
south. In response 

IMF 
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being spent according to the budget. This could result 
in misunderstandings among ethnic groups. Commenting 
further on the peace process 

that the current situation was having a negative effect 

in many areas 

ongoing drought 

fertilizer 

was to limit the damage and protect the peace process 
and economic gains of the past two years. Moragoda 
concluded by stating that the GSL needed a way forward 
that balanced the concerns of all groups: the LTTE 
Muslims 


11. (C) Akashi also briefed the group on his January 22 
meeting with the Tigers in the group\'s northern 
stronghold of Kilinochchi (also see Septel containing 
Ambassador Suda\'s readout of AkashiVs visit). Akashi 
said Thamilchelvam had expressed concern about what the 
LTTE characterized as the slow progress of assistance to 
the north/east and the need for aid to be more 

effectively channeled to those regions. He also 

reported that Thamilchelvam had acknowledged receiving 
messages from both representatives of the PM and the 
President on various issues. Thamilchelvam felt that 
these messages were poorly coordinated and were often 
redundant. 


12. (C) These remarks largely parallel comments made by 
Thamilchelvam during an earlier meeting with 

international donors. On January 19 

this meeting in Kilinochchi. Representatives from 

Norway 

Switzerland 

several international aid organizations 

attendance. (The U.S. was invited but did not attend.) 
Massimo Darchini 

attended the January 19 meeting 

Thamilchelvam gave a lengthy speech to the donors about 
pressing rehabilitation and development needs in the 
north/east. In addition 

proposed LTTE planning and development secretariat to be 
used as a mechanism for receiving and disbursing funding 
for projects in the north/east. In response 

to Darchini 

need to develop a mechanism -- the NERF or something 
like it -- for delivering aid to the north/east 

provided that there was an appropriate oversight body. 
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There was little substantive dialogue between 
Thamilchelvam and the donors 


13. (C) Overall 

in getting the donors on the same wavelength regarding 
the peace process. Many important events have taken 
place since the last \"followup\" meeting in September 
2003 

ministries in November 

their facilitation effort 

for donors to touch base with one another on where they 
stood in terms of their Tokyo commitments. It was key 
for example 

process was still a going concern 

remained on hold. The agreement on the need to move 
forward with assistance on an island-wide basis was also 
noteworthy 

of assistance pledged at Tokyo would not materialize 
unless solid progress was made toward attainment of a 
negotiated settlement. Given the depth and breadth of 
the understandings reached among donors 

served as an excellent lead-in to the Washington meeting 
of Tokyo co-chairs scheduled for February 17. Septel 
will contain our thoughts and recommendations for that 
meeting. END COMMENT. 


14. (U) Minimize considered. 
LUNSTEAD 
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Center-left 

(01/25) editorializes: V'Shortly after President 
Bush's state of the union address 

talking about peace in the Middle East 

President Cheney\'s remarks in Davos 

about the future of peace and stability in the region 
and the world.. Once again 

addressed the Palestinian and Israeli leadership on 
the basis of double standards. We do not differ with 
him that 'terrorismY harms the Palestinian people\'s 
cause 

Palestinian democracy 

IsraelVs state terrorism remains as one of the 
elements of contention with the U.S. administration.. 
We will not go into the reasons that make U.S. 
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officials deal nicely with Israel 

the presidential elections season. But we do like to 
remind everyone that most of the hatred for the United 
States stems from the U.S. going along with Israel in 
its aggression against the Palestinian people and the 
U.S. denial of Arab rights.. Mr. Cheney\'s gentle 
demand that the Israeli prime minister ease the 
suffering of the Palestinian people and not do 
anything that would jeopardize the two-state solution 
in the future means nothing to Israel.. It is our 

right to feel sorry and disappointed with the 
continuation of the double standards and the bias in 
favor of Israel.. We had hoped that the U.S. 
administration would realize that the only way to put 
an end to violence and to give security and stability 
a chance is to impose peace on the basis of justice 
peace that ends occupation. V" 


-- VCheney who was silent forever" 


Daily columnist Khaled Mahadin writes on the op-ed 
page of semi-official 

(01/25): V'The same tense language used by President 
George Bush in his state of the union address was used 
by his Vice President Dick Cheney before the Davos 
summit: a language that does not speak of values and 
principles 

humane society 

the missile.. He attacked the Palestinian leadership 
because it did not join the Sharon leadership in its 
terrorist war against the Palestinian people 

failed to mention Israels terrorism. What he 

all the U.S. administration before him 

Palestinians 

that Washington seeks to exterminate the Palestinians 
completely as the only solution to the Israeli-Israeli 
conflict. Washington and London did not ask the 
Israeli entity to abide by international legitimacy 

nor to stop the terrorist war against the 

Palestinians 

nuclear and biological arsenal. This policy of the 
United States against Arabs and Muslims and their 
causes contributes greatly to changing the standoff 
between the Arab nation and its enemies from a 
confrontation to a holy confrontation. V" 


-- \"Bush\'s state of the union address!" 
Daily columnist Fahd Fanek writes on the back-page of 


semi-official 
(01/25): VPresident BushVs state of the union address 
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was an electioneering statement. The President 
pretended that his war on terrorism has succeeded 
although continued exhaustion of blood and money in 
Afghanistan and Iraq show otherwise.. The greatest 
failure of the U.S. administration\'s policy is clearly 

the escalating Israeli-Palestinian conflict 

the President did not make a single reference in his 
address.. The Bush administration\'s war practices may 
have removed a regime that would not go along with the 
United States 

enemies 

turned American into an outlaw country. If it is true 

that the Middle East is safer without Saddam 

is also true that the whole world is safer without 

Bush.\" 
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Bremer\" 

Sedat Ergin listed issues for the Turkish PM\'s Washington 
trip in the mass appeal Hurriyet (1/26): \"The visit and the 
treatment that Erdogan will be given indicate that the 

crisis between the two countries has been left behind. In 
this context 

meeting will show Turkey\'s importance for the US. Cyprus 
will likely top the agenda. PM Erdogan\'s Washington trip 
takes place right after a new Turkish initiative on Cyprus. 
Washington is pleased with Turkey\'s diplomatic moves on 
Cyprus 

improvements in the Annan Plan. Erdogan might ask Bush to 
appoint an important American figure as Cyprus mediator. . 
In Washington Erdogan once again will highlight Turkish 
concerns about an ethnic federation Kurdish aspirations for 
autonomy. He is expected to warn the US administration 
against a change in the demographic structure in Kirkuk. 
The elimination of the PKK presence in northern Iraq will 
also be raised. Another thorny issue about Iraq is related 
with Paul Bremer. Bremer is known for his negative views of 
Turkey 

between Ankara and Washington. Thus PM Erdogan might ask 
President Bush to warn Bremer. . The US might ask Turkey to 
open its border with Armenia. The unilateral opening of the 
border is unlikely as long as the Armenian occupation of 
Azeri territory continues. Nevertheless 

to a great extent the embargo against Armenia. .Another 
issue that might come to the agenda is the Turkish request 
to revive plans for the establishment of qualifying 

industrial zones.\" 
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\"The Bush-Erdogan Meeting\" 

Yasemin Congar noted in the mass appeal Milliyet (1/26): 
\"Given the fact that President Bush has reiterated his will 

to solve the Cyprus issue 

in his meeting with PM Erdogan. Turkey and the US will 
shape plans for a multi-dimensional cooperation to eliminate 
factors which might block the Cyprus breakthrough and 
Turkey\'s EU entry. The Bush administration sees the NATO 
summit in Istanbul in June as a chance to showcase Turkish 
economic and political reforms and cultural diversity to the 
EU and the Middle East. . Washington is ready to appoint an 
American official as Cyprus mediator if given the nod by 
UNSG Annan. . On Wednesday President Bush might tell the 
Turkish PM that Secretary of State Colin Powell personally 
will press for a Cyprus breakthrough 

begin diplomatic efforts to ensure that Greece and the Greek 
Cypriots give a positive response to the Turkish efforts. 

Bush might add that the US will also press for a solution in 
EU capitals. After the meeting 

European leaders to seek support for the Cyprus deal and for 
Turkey\'s EU accession. WashingtonYs message for the EU is 
that providing Turkey an accession calendar will help 

efforts for a Cyprus solution.\" 

DEUTSCH 


13502 
PRAGMATIC\" 


REF: A. SECSTATE 06662 
B. LJUBLJANA 030 
Sensitive but Unclassified. Please protect accordingly. 


1. (SBU) On 20 January 

up an earlier conversation with Dmirtij Grcar 

Undersecretary for Multilateral Affairs at the Ministry of 

the Economy 

ministerial counterparts (ref A). Reaching into his drawer 

and pulling out the letter with notes scribbled on the 

margins 

proceeded to explain his views. He noted that he was 
\"surprised\" by the European Commission's comments on the 
letter thus far. \"I am surprised that the Commission is 
surprised that a letter came 

lukewarm reception of the proposals included." Grcar credits 
the Commission\'s tepid reaction to the letter\'s content to a 
Vconcern that the U.S. is backtracking from the joint 
agreements made prior to and during Cancun. The Commission 
will continue to hold fast to the notion of the Singapore 
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issues because it has to show something in return for making 
agricultural concessions 

forthcoming 

of the missive. \"The Commission does not allow any 
discussion about tactics and strateg 


2. (SBU) For his part 

\"constructive and pragmati\" considering that many government 
officials andtrade observers were pessimistic about this 
years trade discussions as a result of the Cancun debace 
U.S. elections 

positive because it lays out a vision placing the most 
contentious issue -- agricultue -- at the top of the list. 

There is no doubt tat we have to deal with agricultural 

issues if we want to move the trade agenda forward 

noed. He was in complete agreement with the letter\' call 

to support and to promote \"South-South\" trde and to increase 
the participation and the invlvement of capitals in the 
process. In his view 

of \"defensie mechanisms\" allowable as trade restrictions 
diappear; the manner by which food assistance progras may 
be conducted; and 

export grants. He was quick to point out 

those are issues that my be engaged upon once negotiations 
get back on rack. The re-start of negotiations is the key. 

rcar was adamant that a return to the negotiation table was 
vital 

players\" devise a \"manageable mechanism\" to ensure the 
progress of the Doha Development Agenda (DDA) 

falling victim to \"single-issue\" interests. 


3. (SBU) Grcar was highly critical of the current WTO 
leadership 
Secretary General act as a catalyst and earn the respect of 


SIPDIS 

large and small countries alike. Although not openly 

advocating for the current WTO Secretary\'s resignation 
contrasted the work done by previous GATT and WTO 
Directors-General who \"were unwilling to succumb to pressures 
and kept the discussions alive.\" Not only does Grcar see the 
need for a more dynamic Secretary 

strongly in favor of reforming the institutionVs 

policy-making structures. \"Cancun proved that we need to 
reform the WTO policy making mechanism. There are countries 
that come to the table with serious offers and ideas 

there are others 

keep up and adjust to changing situations rapidly. 

Overwhelmed 

no matter what it may be -- because they cannot follow and 
understand the arguments and proposals.\" He suggested that 
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the WTO establish working groups to facilitate discussions 
and negotiations. Upon reaching agreement 

would present the results to the entire membership for 
further action. In Grcar\'s view 

become relevant\" if it could not undertake and complete 
\"serious negotiations.\" 


4. (SBU) COMMENT: Grcar\'s positive reaction to Zoellick\'s 
letter reflects the importance the GoS places on developing 
international trade in a multilateral framework 

Slovenia\'s traditional \"bottom line approach. Grcar\'s calls 
for an active WTO leadership 

and a concrete agenda embody the Slovenes\' desire to 
reinvigorate international trade talks. Because of 

Slovenia\'s dependency on international trade and its 
commitment to multilateral fora 

receptive and supportive of initiatives and measures 
fomenting trade and empowering multilateral institutions as 
long as it doesn\'t have to lock horns with the European 


Commission. END COMMENT. 
YOUNG 
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SALMAIN NOTED THAT THE SPEECH ASSURES THE CONTINUATION OF U.S.\S 
EFFORTS IN THE MIDDLE EAST FOR A LONG PERIOD OF TIME 

PRESIDENT BUSH\'S SPEECH 

MENTIONED. END SUMMARY. 


2. V. THIS AMERICAN ATTITUDE CAME LATE AFTER LONG YEARS OF 

DEALING WITH GOVERNMENTS; THE U.S. REALIZED THE IMPORTANCE OF 
COMMUNICATION WITH THE PEOPLE OF THE REGION 

GOVERNMENTS. AS THE SLOGAN SAYS VBETTER LATER THAN NEVER 
BROADER AMERICAN AWARENESS OF THE REGION WILL OPEN THE ROAD TO 
ACHIEVE BENEFITS FOR BOTH THE U.S. AND COUNTRIES OF THE REGION. 
CHENEY\'S SPEECH WAS CLEAR AND BALANCED WHEN IT COMES TO 
TERRORISM 

ISSUES 

SPEECH THAT IGNORED THE PALESTINIAN-ISRAELI CONFLICT. BUT 

CHENEY\'S REMARKS REGARDING THE PEACE PROCESS AND THE PALESTINIAN 
CAUSE WERE REPETITIVE AND NO DIFFERENT FROM THOSE OF AMERICAN 
OFFICIALS 

IN THE ARAB COUNTRIES 

DISTINGUISHING BETWEEN THOSE WHICH HAD ALREADY IMPLEMENTED REFORT 
AND THOSE WHICH HAVE MERELY STARTED TO DISCUSS REFORM.\" 


WAHBA 
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INABILITY TO SETTLE OPEN ISSUES AND TO OVERCOME ROADBLOCKS TO 
A PERMANENT SETTLEMENT.\" HE WAS ACUTELY CONCERNED OVER THE 
FUTURE OF KOSOVO FOLLOWING THE RECENT SERBIAN PARLIAMENTARY 
ELECTIONS. \"THE FUTURE OF KOSOVO IS THE KEY TO SUCCESS IN 
SETTLING A NUMBER OF OPEN ISSUES. THE DISPUTES BETWEEN 
ALBANIANS AND MACEDONIANS WILL NOT BE RESOLVED UNLESS 
PROGRESS IS MADE ON THE ISSUE OF KOSOVO 


3. (SBU) A COURTESY COPY OF REFTEL LETTER WAS ALSO PROVIDED 
TO LOCAL UNHCR REPRESENTATIVE GREG GARRAS 
PROFUSE GRATITUDE FOR WASHINGTON\'S INITIATIVE 
HEADQUARTERS DOESN'T ALWAYS APPRECIATE THE IMPORTANCE THOSE 
KIND OF POLITICAL GESTURES HAVE 
DIFFERENCE IN OUR FUNDRAISING EFFORTS. IT\'S GREAT THAT THE 
ASSISTANT SECRETARY WAS WILLING TO DO SOMETHING LIKE THAT. 
EVEN IF GENEVA DOESN\T APPRECIATE IT 
FIELD DO.\" 
YOUNG 
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operation in the village of Bomadi. One of the tasks of 

security forces in the Delta is to disarm the warring ethnic 
factions 

occasional village-level sweeps and house-to-house searches. 
Newspaper accounts quoted Bomadi residents as saying 10 
militants were killed during the January 15 incident 

military spokesman was quoted as saying one militant and one 
soldier were killed. 


6. (SBU) COMMENT: These latest incidents may indicate a new 
boldness on the part of the Itsekiri 

several months ago that they were growing increasingly 
resentful of being displaced from their homes and would 
return to what they consider their traditional lands by 
whatever means necessary (reftel). The Gallant Boys may be 
driving this new wave of violence; if so 

emergence of greater factionalization amongst the Itsekiri. 
Should the Itsekiri around Sapele clash more frequently with 
their neighbors 

the Urhobo 

and representation in the Delta 

involved in violence. END COMMENT. 

HINSON-JONES 
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project. Chideh did not elaborate what he meant by this. 


8. (SBU) MEETING WITH DIRECTOR GENERAL DJAMA ABDI GUELLEH AT 
ELECTRICITE DE DJIBOUTI (EDD): THURSDAY 

Guelleh 

problems that have been found in the exploration process 

and why GODJ wanted to do more research on the resources. 
The majority of the discussion was centered around the price 
that GDA wants in the PPA ($0.12 per kW). He brought up the 
point that GDA sells electricity to power companies in 

Nevada at five cents and those power companies in turn 

sell it at seven cents per kW. He said that 12 cents was 

too high. He pointed out that the diesel fuel purchased 

for EDD\'s electricity production was nine cents per kW. 

He calculated this figure by saying at the commercial price 

of 28 cents per kW 

percent tax rate on all purchased materials 

percent of the total price. He said that if GDA agreed to 

sell the electricity to EDD at seven cents 

tomorrow. Guelleh seemed to doubt that GDA had completed 
enough research to start production and stated that only 

five million dollars would be needed for the government 

to explore the resources sufficiently. Guelleh also 

expressed concern over GDA asking the GODJ to sign a 
guarantee for the project and that if GDA failed 

would have to pay. Econ/Commercial Assistant 

Mahamoud Abdi 

last year and had been resolved because funding had been 
found from other sources. To this 

if that was the case and GDA would agree to seven cents 

the project should go ahead. 


9. (SBU) MEETING WITH DIRECTOR GENERAL DR. JALLUDIN MOHAMED 
AT CENTRE D\'ETUDES ЕТ DE RECHERCHES DE DJIBOUTI (CERD): 
WEDNESDAY 

Dr. Mohamed detailed the research and exploration process 

of geothermal energy in Djibouti since before the country\'s 
independence. Included in his history of the exploration 

were the reasons each project attempt had been abandoned. 

The most common reason given was lack of funding or interest 

from international investors. He said that the deeper 

reserve at Lake Assal 

was abandoned because the water had such a high salt content 

that scaling and corrosion were an obstacle that could not 

be overcome due to the sheer cost of the potential solution. 

Dr. Mohamed explained that the second reserve at Lake Assal 

has not been tested for how much potential energy it could 

produce 

would not be a factor. In answer to the question of why 

there were such differing answers as to the reason the 

project had stalled from the other key players in the 
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geothermal project 

was that it was not a matter of ulterior motives 

a matter of confusion. Dr. Mohamed explained that Djibouti 
has not had any experience with private investment 
negotiations and that much confusion has been caused by a 
lack of knowledge of the process. His opinion was that 

the negotiations needed to be brought to the table for a 
fresh start and that with the aid of the ARGeo project 
expertise 

alleviated. 

COMMENT 

10. (SBU) Post feels that the information gathered in the 
above meetings does not fully explain the stalemate in the 
geothermal project. Background information on the 
Secretary General of the Ministry of Energy and the 
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Director of EDD lead post to believe that their intentions 

are not devoid of self-interest and the reasons for the 

delays may go beyond the concerns they expressed. EDD\'s 
Djama Guelleh received $2 million in emergency Economic 
Support Funds (ESF) to pay back oil fees in April of 2003. 
Guelleh is the cousin of the President of Djibouti 

impeccable English 

the center of both the problem and resolution. 


11. (SBU) Post lacks the necessary technical expertise to 
evaluate figures given us by the various government 
officials. Post is also lacking the GDA point of view 

and their expertise in the geothermal field. In order to 

find the truth of the matter 

are needed. The outside influence and expertise provided 
by ARGeo may be the best hope for forward movement on 
this project 

in place. END COMMENT. 

SMITH 
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bill implements the following international regulations: 

-- The U.N. Facultative Protocol concerning the sale of 
children 

Convention; 

-- The U.N. Treaty against Transnational Organized Crime; 
-- The U.N. Trafficking in Persons Protocol; 

-- The U.N. Protocol against the Smuggling of Migrants; 

-- The EU Framework Convention on Fighting Trafficking in 
Persons; 

-- The EU Guideline on assistance upon illegal entry 

illegal transfer 

-- The EU Framework Decision to combat sexual exploitation 
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of children and child porn. 


3. (U) The bill is in the final stages of the customary 
legislative process and its passage is not disputed. It is 
however 

and the bill will go into effect. Minister Donner said he 
expects to have the new legislation in place by June 1 
2004. The deadline for ratification of the EU Framework 
Convention is August 2004. 


4. (U) The bill expands the definition of people 

trafficking to all forms of modern slavery and the removal 

of human organs. It defines exploitation as \"exploitation 

of another in prostitution 

exploitation 

slavery and practices that can be compared to slavery or 
bondage.\" In an explanatory memo 

\"exploitation may also be an extremely long work week at 
disproportionately low pay under bad conditions.\" In this 
respect 

and Documentation Center (WODC) had been asked to initiate a 
study into the various forms of modern-day slavery in the 
Netherlands. Exploitation of minors 

under 18 

coercion. The bill raises the maximum penalty for all types 

of trafficking to 12 years and 15 years in case of death 

which are commensurate with penalties for other grave crimes 
(i.e. 


5. (U) On November 25 

first two annual reports by the National Rapporteur on 
Trafficking in Persons. The parliament spotlighted 
protection of foreign TIP victims and in particular the 
Rapporteur\'s criticism that most victims do not make use of 
the B-9 status under the Dutch immigration law 

a three month residency to consider pressing charges and a 
longer residency during the judicial process. According to 
the Rapporteur 

victims per year make use of that regulation. 


6. (U) Immigration Minister Rita Verdonk agreed with the 
Chamber that the B-9 regulation could be better utilized. 

She wondered whether its disuse was due to unfamiliarity 
with the scheme or fear or uncertainty among the victims. 
Minister Verdonk considered the matter so important she 
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requested WODC 

study the bottlenecks and report this spring. Verdonk also 
agreed to improve the information flow about B-9 procedures 
to all police and immigration officers via newsletters. 
Reacting to criticism that the alien police too quickly 

deport illegal women who may be TIP victims without pointing 
them to the B-9 regulation 

been raised with police and immigration authorities. 


7. (U) Victims also have the possibility to request a 
permanent residence permit on humanitarian grounds. 
However 

were made. One recognized problem is the requirement that 
victims themselves prove the risks associated with 
repatriation (although publicly provided legal aid is 

available). Minister Verdonk has now agreed the government 
will work with the victim to collect evidence to support the 
claim. 


8. (SBU) The discussion took a political turn in the 
disagreement between the majority coalition parties of 
Christian Democrats (CDA) 

Liberals (D66) and the opposition Socialist Party (SP) 
supported by Labor (PvdA) over the oppositionVs resolution 
asking the government to give TIP victims automatic 
permanent residence 

investigations against their perpetrators. The government 
coalition and Minister Verdonk opposed this fearing it would 
attract illegal aliens to the Netherlands. Verdonk promised 
the Chamber a more critical assessment this spring of the 
risks of repercussions to victims in their countries of 

origin. (COMMENT: USG public intervention in this aspect of 
the debate must be carefully considered and balanced to 
avoid undesired political fallout that could harm U.S. 
interests. END COMMENT.) 


9. (U) Verdonk told the Chamber that she has agreed with 
the Social Affairs Minister that TIP victims 

status 

process (except for prostitution activities).\" This change 
long sought by TIP victim protection advocates 

take place 

rewritten 

of time. Once implemented 

in line with a draft EU guideline on improving the legal 
position of TIP victims. 


10. (U) The Second Chamber also adopted a resolution asking 
the government to promote information campaigns about 
prostitution at high schools 

risks of \"lover boys.\" The resolution asked the government 
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to start a national awareness-raising campaign among 
prostitutes 

phone line for prostitutes having questions about 

assistance 

Chamber an inventory of such campaigns and of witness 
protection programs in the first half of 2004. The 

inventory will also include an assessment of possible 
problems with legalized prostitution and an action plan to 
counter these. The action plan will include proposals to 
intensify TIP investigations and prosecutions. Donner noted 
that it was too early to judge the effects of the lifting of 

the ban on brothels and he saw no reason yet to withdraw the 
law. According to Donner 

Welfare and Education 

law. 


Dutch Government Sets Up Shelter in Angola 

11. (U) In September 2003 

shelter for single underage asylum seekers (\"Ama\'s\") near 
Luanda 

have been denied refugee status in the Netherlands and are 
repatriated. The shelter 

joint project of the Foreign Affairs and Justice Ministries 

and was built by the IOM. 


12. (U) Out of a total of more than 9 

Netherlands from various countries 

eligible for permanent residence and should be deported. 
The problem is the Rights of the Child treaty forbids 
deportation of underage refugees if there is no evidence of 
assistance in their native countries. They must then remain 
in the Netherlands until they\'re adults. Verdonk has set up 
special refugee centers in the Netherlands 

prepared for the return to their native countries. 


13. (U) The Scarlet Cord organization for Amsterdam 
prostitutes has set up a special project to prevent AmaVs 

from going into prostitution. According to the 

organization 

boys\" and people smugglers 

There are anecdotal reports some AmaVs have indeed become 
prostitutes. 


14. (U) As a result of stricter immigration rules 

number of AmaVs who requested asylum in the Netherlands 
dropped from 6 

number of Angolan AmaVs dropped from 854 in 2002 to 137 in 
2003. 


Extra Money for Domestic Shelters 
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15. (U) In 2004 

previously budgeted amount for women\'s shelters by 1.2 
million euros. It will continue to add money to the 
regularly budgeted amount 

2007. The extra funds are required to increase capacity of 
these shelters for 

victims. (In the Netherlands 

shelters for TIP victims.) 


16. (U) Prime Minister Balkenende visited the La Strada 
organization in Warsaw 

international La Strada network is aimed at preventing 
trafficking in women in source countries through awareness 
and lobby campaigns 

direct assistance to victims. Media reports quoted 
Balkenende as saying he admired La Strada\'s activities and 
would continue to support them. (See reftel - GONL funding 
is 1.5 million USD over four years.) 


17. (U) For the first time since 1997 (when there was a 
conviction for abuse in the Philippines) 

arrested (in October 2003) a Dutchman for sexual abuse of 
minors in a foreign country. The man alleged committed rape 
in Gambia between 1996 and 2002. A combination of NGO 
information 

this arrest. A change to the previous law in October 2002 
made it possible to prosecute Dutch nationals in the 
Netherlands for sexual abuse with minors committed in 
another country 

original country. Moreover 

report the offense to the police. Prosecutors are still 
investigating this case. 


Police Arrest Organizers of Sex Trips 


18. (U) On November 29 
18 premises throughout the country in a major investigation 
and disruption of a child pornography network. Seven 
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arrested suspects are accused of producing and distributing 
child pornography and organizing sex trips to other 

countries 

Republic. Evidence suggests the group worked with American 
counterparts. The investigation continues. 

Traffickers Arrested 

19. (U) Since January 2003 

\"Haaglanden-Hollands Midden 

fighting organizations engaged in trafficking in persons 

has been investigating a major case against a group of 
Bulgarians and a Dutchman suspected of having trafficked at 
least 10 Bulgarian women to the Netherlands 

false pretense 

Six suspects were arrested in The Hague 

Bulgaria. 


20. (U) In a separate case 

court imposed a three-year prison sentence on the two main 
Bulgarian suspects of a people trafficking network. The 

group of five men and one woman 

forcing Bulgarian women into prostitution in the 

Netherlands. The public prosecutor had demanded a four-year 
sentence against the two main suspects. The others (two 
Bulgarians 

265 days. 


21. (U) The Social Affairs Ministry will raise the number 
of labor inspectors in 2004 by 80 to 180 in an effort to 
fight illegal labor. In addition 

Cabinet approved a proposal by the Social Minister 

will enable labor inspectors to penalize employers hiring 
illegal workers directly. Currently 

Labor Law are punishable only through criminal law 
procedures. The maximum fine will be 45 

proposal still requires parliamentary approval. 


Fines for Families Exploiting Au Pairs 

22. (U) Minister Verdonk announced recently that families 
who make their au pairs work longer than 30 hours a week can 
now expect a substantial fine and a five-year ban on 
employing au pairs. Research shows many host families do 
not keep to the regulations with girls often performing 

heavy duties 
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23. (U) Amsterdam has closed 

specially designated street walking zones for prostitutes 
(distinct from prostitutes working from brothels and windows 
- the \"red light\" districts). The Hague has limited the 

hours of its street-walking zone as of October 2003 and will 
close it down completely in 2005. Rotterdam has proposed 
closing its zone in 2005 as well. According to the citiesV 
mayors 

addicted prostitutes only could work (and get some 
assistance) 

from Eastern Europe 

victims. Amsterdam Mayor Cohen said he no longer wants to 
Vlend a helping hand\" to criminals. Cohen spoke of a 
\"devil\'s dilemma V' between assistance and the fight against 
crime. On the one hand 

prostitutes who receive low-threshold care. On the other 
hand 

welfare organizations fear that the measure will drive these 
women underground 


Local Authorities Fine Solicitation 

24. (U) Local authorities are now permitted to designate 
incitement to prostitution as an offense in their local 
regulations. A fine imposed by the municipality of Heerlen 
on a man who was looking for sex for sale is justified 
according to the Den Bosch court of appeal. A district 
court had sentenced the man to a fine of 110 euros early 
last year for causing a public nuisance by driving slowly 
through the Heerlen streets asking streetwalkers for their 
prices. Considering the fine a violation of the 

constitution 

appealed. The appeals court 

arguments in November 2003. Heerlen has no plans to take 
action against streetwalkers themselves provided they stay 
in designated areas. 

Bad Times for Sex Clubs 

25. (U) The VER prostitution branch organization reported 
in October 2003 that the legalization of prostitution has 

led to a decrease in brothels. As a result of staff 
shortages and stricter licensing 

the Netherlands dropped over the past three years from about 
1 
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often prefer to work independently 

from their homes or a hotel 

when working for legal brothels. The VER reports that some 
60% of women employed in brothels come from abroad 
from outside the EU. 


Sting Operation in South 

26. (U) Over the past few weeks 

Eindhoven area (Brabant South-East) have targeted escort 
services in a sting operation to prevent their use as covers 
for illegal prostitution. On 12 occasions 

called for escorts to come to hotel rooms. Upon arrival 

the women were questioned about trafficking. Meanwhile 
police also questioned their drivers about TIP activity. 
Foreign women were taken to the police station where they 
were questioned by a special TIP team. Six escorts were 
working without permits and four of them (from Eastern 
Europe and South America) were deported as illegal aliens; 
one was an asylum seeker; and the last had a B-9 temporary 
residency permit (for her help with a police investigation 
involving TIP). The bosses of the escorts are being 
prosecuted and one of the escort agencies has had its 
license withdrawn (for repeated violations). According to 
the team leader 

addition to mounting such sting operations 

public prosecutor\'s \"prostitution control teams\" want to 
bombard the agencies\' phone lines with fax messages to 
prevent them from conducting business. The sting has been 
criticized by some politicians as \"provocation\" (similar to 
entrapment in the U.S.) and they have called upon the 
Justice Minister to investigate. 


27. (U) At the December 2003 OSCE Ministerial concluding 
the Dutch presidency 

Plan on trafficking and established a mechanism to provide 
assistance to OSCE States to combat TIP. The mechanism 
consists of two parts: a Special Representative appointed by 
the Chairmanship-in-Office and a special unit in the OSCE 
Secretariat. The Dutch presidency also furthered a number 
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of OSCE projects on trafficking in South Eastern Europe. 
The Dutch have indicated they intend to follow up on these 
efforts and make TIP a priority during their 2004 EU 
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presidency (July-December). 


Comment 

28. (SBU) The Dutch have a solid foundation in and 
commitment to anti-TIP efforts. They are moving ahead with 
improvements on most items from our anti-TIP agenda 

last six months reflect significant progress. Notable 

positive highlights include: the steady progress of new 
legislation expanding TIP definitions and penalties 

Minister Verdonk\'s public promises for practical evaluation 
of victim protections and changes allowing B-9 victims to 
work 

GONL arrests and prosecutions 

cracking down on illegal and crime-infested forms of 
prostitution (e.g. 

changes is not as swift as we would like but the Dutch 
consensus model does not permit a fast track for favored 
matters despite our efforts to stress the importance of 
implementing the changes quickly. Having openly discussed 
and decided on appropriate time frames and rejected changes 
with little practical value 

TIP efforts are serious 

will continue to work with the Dutch on fighting TIP and 

will steadily 

improvements. 

Sobel 
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journalist 

delegation and everything depended on him\" 

Bosnian Serbs referred to Milosevic informally as \"the big 
boss\" and \"big daddy\". Milosevic was unfazed by the 
testimony 

Bosnian Serbs and consistently advised them to seek a 
peaceful solution to the Bosnian conflict. He also noted 
that Presidents from the other Yugoslav republics were 
present in Geneva in an advisory role. 


3. (C) The prosecution\'s main interest in Zafirovic was his 
authentication of a recording of a closed session of a 1993 
Republika Srpska Assembly session 

smuggled a tape recorder with the help of an RS Assembly 
member. The recording contained an address by Milosevic to 
the RS assembly on May 5 

repeated use of the word \"we\" when referring to the goals of 
the RS. In a particularly ominous section (from the 
prosecution\'s perspective) 

\"amalgamating\" Serb economies in Serbia proper and RS 
territories 

much imagination to realize where this process is heading.\" 
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When the recording was first introduced several months ago 
Milosevic argued that the statements should be taken in 
context because he knew the session was public. Zafirovic 
however 

excluded journalists and was secured by armed guards 

the speech in a different light. Milosevic exclaimed that he 
used the word \"We\" because he was a Serb 

all Serbs to accept peace. Still 

suggested that the recording of Milosevic was among the most 
important pieces of evidence identifying a common plan among 
Belgrade and Pale leadership. 


4. (SBU) Ante Markovic (last Federal Prime Minister of 
Yugoslavia 1989-91): Markovic (who was resuming testimony 
from October 2003) implicated Milosevic in several key 
events 

and Croatian President Tudjman had agreed to partition Bosnia 
and Herzegovina (BiH). He also implied that Milosevic was 
responsible for a missile that was fired to disrupt a meeting 
between Tudjman and Markovic in Croatia in 1991. Milosevic 
denied the allegation 

was a \"mock attack\". In addition 

Yugoslav Defense Minister Kadijevic\'s plan to arrest Slovene 
and Croatian leaders in order to consolidate power. Markovic 
implied that Milosevic was behind the plot 

denied. During Markovic\'s cross examination 

produced his original business diaries for his last years as 
prime minister - documents OTP has been trying to secure for 
years -- indicating that Milosevic is able to retain at least 
some control over key archival materials that has not 
provided to OTP 

5. (SBU) Berko Zecevic (Munitions Expert): The prosecution 
introduced the testimony of a munitions expert who prepared 
an investigative report following the bombing of the Markale 
marketplace on February 5 

teaches at a Belgrade university 

bomb was fired from a Serbian position. In addition 

testified that a source of significant quantities of 

ammunition used by the Bosnian Serb Army came from Serbia in 
violation of the existing arms embargo. Milosevic argued 

that UNPROFOR had not been able to determine the bomb\'s 
origin in weeks of investigations 

to examine the marketplace and prepare a report in just 

thirty hours. He also accused Zecevic of bias 

Zecevic had most recently worked as a civilian for the BiH 
army. The witness 

findings and his own expertise 

cross-examination. 


6. (SBU) Ton Zwann (German Professor): The prosecution called 
Zwann 
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testify on an academic report he prepared that explores the 
definition of genocide. The witness\'s report defined 
genocide from a historical and sociological - as opposed to 
legal - point of view 

broad definition of genocide for consideration by the Chamber 
and assert that the preconditions for genocide in BiH 
existed. The report was prepared at the request of OTP 
however the witness testified that it was a general analysis 
of genocide that was not tailored to specific events in 
Bosnia. Milosevic attacked the relevance of a report that 
failed to included a legal analysis of the basis and 

definition of genocide. 


7. (SBU) Hrvoje Sarinic (Senior official in Croatian 

President TudjmanVs administration): The prosecution 
introduced the testimony of Hrvoje Sarinic 

in the administration of Croatian President Tudjman. Nice 
asked Sarinic about numerous meetings that took place during 
1993 to 1995 and introduced into evidence his book 

Secret Negotiations with Slobodan Milosevic.\" Each 
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individual meeting carried pieces of relevant evidence 
purporting to illustrate Milosevic\'s complicity with the 

Bosnian Serbs regarding key events in the wars in Croatia and 
Bosnia. For example 

on November 12 

Arkan 

job for me.\" Asked about a December 3 

Tudjman was negotiating to give Bosnian Serbs and Muslims 
access to a portion of the Croatian coast 

that Milosevic V'had authorization to negotiate on behalf of 
Republika Srpska.\" Asked about a 1995 meeting with Milosevic 
and RS Premier Borislav Mikelic in Belgrade 

testified that Milosevic demonstrated his leadership and 
control over the Bosnian Serb leader 

down 

provided testimony that Tudjman and Milosevic had considered 
partitioning Bosnia 

Tudjman that with the establishment of Republika Srpska 

had resolved \"95 percent of the Serbian national question 
(Tudjman) did with Herceg-Bosna.V' The testimony resulted in 
evidence suggesting that Milosevic had played a crucial role 

in Serbian aggression in Croatia and Bosnia. During 
cross-examination 

back and forth blame session between Milosevic and the 
witness on a range of events in Bosnia and Croatia. When 
Milosevic asked whether Sarinic truly believed that Milosevic 
had organized the shelling of Dubrovnik 

don\'t believe that you organized it 
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8. (C) A senior prosecutor told Embassy legal officers on 
January 26 that \"Mrs. P\" (Biljana Plavsic) will testify for 

the prosecution on February 4. She will be appearing under 
what is now a confidential subpoena 

prosecutor considers her to be \"hostile.\" The prosecution\'s 
main interest in Plavsic 

sentence in Sweden following her guilty plea to one count of 
crimes against humanity (persecutions) 

evidence tending to show that Milosevic controlled Karadzic 
to a significant degree. She will testify 

Karadzic on at least one occasion gave a speech to the RS 
Assembly based on notes from Milosevic\'s own handwriting. 
She will also testify 

to Mladic through the 1990s. Still 

present a high risk -- and not only to the Milosevic 
prosecution. The content of her testimony against Milosevic 
for instance 

while there is also the risk that she could contradict or 
repudiate details in the \"agreed facts\" that were integral to 
her plea. The chief prosecutor is said to feel very strongly 
that Plavsic must testify in the case. 


9. (C) It also remains possible that Momcilo Perisic 
formerly Milosevic\'s chief military adviser but with whom he 
had a falling out 

February. The fact that Perisic 

Hague 

Tribunal may also affect his testimony 

credibility as a witness. A senior prosecutor has told 
Embassy legal officer that Perisic would present the 
prosecution with a high risk 

Milosevic could be coupled with protestations of ignorance 
regarding crimes such as those at Srebrenica in 1995. In 
addition 

his testimony could be influenced by legal proceedings 
against him in Serbia. 


10. (SBU) The Appeals Chamber 

the week 

has three months from the date of the prosecution\'s close of 
its case-in-chief to prepare his defense. However 

that additional adjournments are possible if the Chamber 
finds that the accused lacks sufficient time or resources. 
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The decision notes that the accused must accept 
responsibility for his decision to defend himself by 
accepting that his decision has disadvantages. 


11. (C) The looming conclusion of the prosecution case took 
on an added sense of reality during the past weeks. Most 
immediately 

concerning witnesses 

in particular 

the significance they would lend to the evidence already 
presented over the past two years. Plavsic\'s testimony 
instance 

appeals chamber decision provided a longer view of the 
proceedings 

will bring to a close only the first portion of the trial. 
Beginning in the spring or early summer 

observers will finally get to see whether Milosevic puts on a 
serious defense against two years of evidence the prosecution 
has put forward to prove the charges arising out of the 
Kosovo 
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Butora.\" The standing-room-only audience of about 200 
included many prominent intellectuals and NGO leaders as 
well as Smer MP Robert Kalinak. Butora outlined ten areas 
for improvement in Slovakia in a speech called \"Crisis is an 
Opportunity for Growth 

distrust in government 

regions of Slovakia 

interest groups. He also addressed issues of European 
integration and transatlantic relations with a somewhat 
critical eye. The speech lasted about an hour and was 
followed by thoughtful 


Ruling Coalition Rift in Trencin Mirrors National Scene 


11. (SBU) The ruling coalition in Trencin (Slovakia\'s 10th 
largest city) has broken up over disagreements about 
candidates for mayor 

regional chair Juraj Liska 

last year. A coalition of KDH 

and SDKU won 22 of 25 council seats as well as the mayoral 
seat in December 2002 local elections. Last October 
coalition had agreed to nominate Branislav Celler of DS 
whom KDH opposes due to his controversial personality and 
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business interests. KDH will support its own candidate 
possibly acting mayor Jan Kratky. Comment: During a recent 
visit to Trencin 

and ANO representatives 

together. If the coalition cannot come together to support 

a candidate 


Schuster Visits Egypt to Forge New Ties 


12. (U) President Schuster took a three-day trip to Egypt. 

He hoped to develop stronger relations and new economic ties 
between the two countries as well as cooperation in 
international organizations 

a non-permanent member of the UN Security Council for 2006 
and 2007. He met with Egyptian President Muhammad Hosni 
Mubarak 

Sorour 


THAYER 


NNNN 


13512 

BAYAN\" NOTED THAT THE STATE OF THE UNION FOCUSED ON SATISFYING 
THE ZIONIST LUBI. ANOTHER EDITORIAL IN "AL KHALEEJ\" STATED THAT 
PRESIDENT BUSH HAS DROPPED THE ARAB-ISRAELI CONFLICT FROM HIS 
SPEECH. END SUMMARY. 


2. UNDER THE HEADLINE \"BUSH\'S WARS 
DAILY \"AL-KHALEEJ\" EDITORIALIZED 1/22: 


\"... THE MOST IMPORTANT POINTS IN BUSHYS SPEECH THAT NEED TO BE 
DISCUSSED ARE THOSE REGARDING IRAQ 

STILL A BASIC POLICY IN HIS DEALINGS THERE 

WARS 

ISRAELI CONFLICT FROM HIS SPEECH 

PALESTINE... THIS MEANS THAT THIS YEAR IS GOING TO BE A 

DIFFICULT ONE FOR THE ARAB REGION 

FREE AND BUSH WILL DO WHAT HE CAN TO ADD POINTS TO HIS ELECTIONS 
CAMPAIGN 

ONLY PALESTINE AND IRAQ." 


3. NOTING THAT PRESIDENT BUSH\'S SPEECH WAS FOCUSED ON SATISFYING 
THE ZIONIST LUBI 
BAYAN\" EDITORIALIZED 1/22: 


V... THE PRESIDENT\'S SPEECH DID NOT MENTION MIDDLE EAST ISSUES 
ESPECIALLY THE PALESTINIAN CAUSE 
CONFLICT WITH THE ZIONIST LUBI... THE ROAD MAP 
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PRESIDENT WAS VERY ENTHUSIASTIC ABOUT LAST YEAR 

HIS SPEECH... BUSH\'S SPEECH ASSURED US CLEARLY THAT THE ARAB- 
ISRAELI CONFLICT IS NOT ONE OF THE AMERICAN POLICY PRIORITIES... 

IS THIS BECAUSE WE ARE NOW LIVING THROUGH THE AMERICAN ELECTION 
SEASON 

THOUGHT AT ALL TO THE PALESTINIAN CAUSE? IT IS HARD TO ANSWER 
SUCH A QUESTION EXCEPT AFTER THE ELECTION RESULTS ARE ANNOUNCED 
NEXT NOVEMBER...\" 


4. CRITICIZING PRESIDENT BUSH\'S SPEECH 
KHALEEJ\" ON 1/24: 


VIN THE STATE OF THE UNION SPEECH THAT PRESIDENT GEORGE BUSH 
ADDRESSED TO THE CONGRESS 

ESPECIALLY HIS VICTORIES AND HEROISM 

ABOUT THE ARAB-ISRAELI CONFLICT 

SEEMS TO HAVE FALLEN OFF HIS AGENDA. THE THING IS THAT BUSH IN 
THIS YEAR OF PRESIDENTIAL ELECTIONS HAS WASHED HIS HANDS OF THE 
ROAD MAP AND LEFT IT TO BE DEALT WITH ENTIRELY BY SHARON.\" 


WAHBA 
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Hunger" program) and Benedita da Silva (Minister of Social 
Assistance) --both of whom have been criticized for weak 
performances and assorted gaffes-- will lose their jobs. 
Federal Deputy Patrus Ananias 

of Belo Horizonte (BrazilVs third largest city) will head the 
new Ministry of Social Development that will merge the 
portfolios of Benedita and Graziano as well as programs 
consolidated under the Presidency in October (ref B). A PT 
Deputy commented approvingly to us that Ananias is 
well-respected 

Deputy also noted that Lula feels personally committed to 
both Graziano and Benedita 

offer to remain as an \"advisor\" while Benedita 

may go back and run for the Rio city council in October\'s 
elections. 


ALDO REBELO MOVES TO THE EXECUTIVE BRANCH 

4. (C) Federal Deputy Aldo Rebelo (PCdoB-Sao Paulo) will move 
into Lula\'s office 

some of his duties. Rebelo will get cabinet rank as 

VSecretary of Political Coordination and Institutional 

Affairs\" 

administration\'s projects with Congress 

and the judiciary. The overworked Dirceu is unlikely to lose 

real authority 

administration affairs. Rebelo 
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Communist Party of Brazil in his fourth Congressional term 

is widely-praised for his consensus-building over the past 
year as the coalition\'s floor leader. The leading candidate 

to take over that post is Miro Texeira 

Minister of Communications because his PDT party pulled out 
of Lula\'s coalition last month. Texeira will take up the 
Chamber seat (from Rio de Janeiro) to which he was elected in 
2002. Texeira has now left the PDT to sign on with the PT 
and in his January 23 announcement 

coalition floor leader. 


DOMINOS FALL AT LABOR 

5. (SBU) The fact of PMDB Senator Amir Lando\'s replacing 
Ricardo Berzoini at Social Security created a domino effect 
as Lula was intent on keeping Berzoini in the cabinet. As a 
result 

Labor 

for Economic and Social Development (a public-private talk 
shop attached to the Presidency) 

the Ministry of Education 

of the \"academics\" who lost Lula\'s confidence. (Lula was 
quoted saying he wants fewer \"academics writing theses\" and 
more concrete results in the coming year.) 


6. (C) Another unhappy minister will be replaced at Science 
and Technology 

Roberto Amaral. In addition to his weak performance and 
verbal gaffes 

party that recently lost an internal power struggle. Campos 
38 

Arraes 

cabinet post. (One unimpressed PT politician told us Campos 
is a \"professional grandson\" who has accomplished little in 
his nine years in Congress.) Finally 

of the State University of Rio de Janeiro and best-known for 
introducing minority admissions quotas there 

Emilia Fernandes as Secretary for Women\'s Affairs 
smallest-budget post in the cabinet. 


COMMENT 

7.(C) There is palpable relief that the shuffle is done. 

The process has been grindingly slow and emotionally taxing 

for Lula 

colleagues the axe. Over the past five months 

begging from the PMDB and the unhappy existences of lame-duck 
Ministers had become major distractions. In the end 

addressed his obvious needs 

four-ministry domino effect designed to keep Ricardo Berzoini 

in the cabinet) much of the public speculation was borne out. 
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Lula keeps intact his well-regarded economic team as well as 
his closest group of advisers (the so-called \"hard core\" of 
Dirceu 

Deputies and a Senator moving from Congress to the cabinet 
there will also be repercussions in the congressional and 
party leaderships. Overall 

promising. Satisfying the PMDB (and bringing Aldo Rebelo 
onto Lula\'s staff) should ease the government\'s ability to 
pass legislation 

portfolios recognizes the need for a single point of contact 

as Lula turns his attention to the country\'s poor and 
unemployed. 


LULA\'S NEW CABINET 

8. (SBU) The twelve Minister-rank officials attached to the 
presidential Planalto Palace 

state of origin. \"p\" signifies a non-party professional 
appointment. 


Planalto Ministers affected by the shuffle: 

- Minister-Chief of the Civilian Household (Chief of Staff) 
Jose Dirceu (PT-Sao Paulo). Will off-load some duties to 
Aldo Rebelo. 

- Secretary of Political Coordination and Institutional 
Affairs 

portfolio to coordinate administration policies with 
Congress 


- Secretary for Economic and Social Development 
Wagner (PT-Bahia) 
Tarso Genro 


- Secretary for Women\'s Affairs 
replaces Emilia Fernandes. 


Planalto Ministers unaffected by the shuffle: 
- Secretary General 

- Communications Secretary 
- Institutional Security 

- Inspector General 

- Secretary for Fishing 

- Secretary for Human Rights 
Gerais) 

- Secretary for Racial Equality 
Paulo) 

- Solicitor General 


Extraordinary Secretary for Food Security 
(PT-Sao Paulo) will lose his job. His office will be folded 
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into the new line Ministry of Social Development. 


LINE MINISTRIES: 
9. (SBU) Of the 23 line ministries 
ministers: 


- Minister of Communications 
replaces Miro Teixeira 
Deputies. 


- Minister of Education 
replaces Cristovam Buarque 


- Minister of Labor 
replaces Jaques Wagner who becomes Secretary for Economic and 
Social Development in the Planalto. 


- Minister of Science and Technology 
(PSB-Pernambuco) replaces Roberto Amaral. 


- Minister of Social Development 

Gerais). Newly-created portfolio will merge several existing 
social programs 

Jose Graziano and Benedita da Silva. 


- Minister of Social Security 
replace Ricardo Berzoini 


Seventeen of 23 line ministers will remain in place: 
- Minister of Agrarian Development 
Grande do Sul) 

- Minister of Agriculture 

- Minister of Cities 

- Minister of Culture 

- Minister of Defense 

- Minister of Development 

(p-Sao Paulo) 

- Minister of Environment 

- Minister of Finance 

- Minister of Foreign Affairs 

- Minister of Health 

- Minister of Justice 

- Minister of Mines and Energy 

do Sul 

- Minister of National Integration 

- Minister of Planning 

- Minister of Sports 

- Minister of Tourism 
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- Minister of Transportation Anderson Adauto (PL-Minas 
Gerais). Adauto is a poor performer dogged by old 
allegations of corruption. He may resign in April to run for 
mayor of his hometown in the October elections. 

HRINAK 
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protect private property.\" Skare-Ozbolt brings a burst of 

new energy to a lackadaisical Ministry 

uphill battle to convince the judiciary to go along with her 

reforms. However 

local capacity to prosecute war crimes cases will benefit 

from this new momentum for change. End Summary and Comment. 


ICTY Cooperation Key 


2. (C) Ambassador Frank paid an introductory call on Minister 
of Justice Vesna Skare-Ozbolt on January 23. Also 
participating were Assistant Minister Zdravko Stojanovic 

PolOff Justin Friedman 

Ambassador welcomed the commitment of the new government to 
cooperate fully with the ICTY. However 

concerned by comments in the press by Sabor President 
Vladimir Seks indicating the U.S. had not discussed the 
Gotovina case on SeksVs and Foreign Minster Zuzul\'s recent 
visit to Washington. The Ambassador stressed that resolution 
of the Gotovina case was an important part of the Washington 
discussions and that he had spoken to Prime Minister Sanader 
that morning about the GoC correcting any public 
misperceptions created by the Sabor President\'s statements. 
Skare-Ozbolt noted this comment reaffirmed her governmentVs 
commitment to cooperate fully with the ICTY. Later the same 
day 

retracting Seks\'s comments. 


Judicial Reform High Priority 


3. (C) Ambassador Frank praised reforms achieved by State 
Prosecutor Mladen Bajic in his office and challenged Minister 
Skare-Ozbolt to achieve similar reforms in the judiciary. 
Skare-Ozbolt agreed with the Ambassadors comment that 
judicial reforms were also necessary to improve investor 
confidence in Croatia. She said she planned to keep in place 
existing programs to improve court performance 

USAID 

program 


4. (C) Minister Skare-Ozbolt said she would implement a 
four-point plan to tackle the serious problems still facing 
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the judicial sector. First 

training programs from the ineffective Center for Judicial 
Education and create a new Judicial Academy in cooperation 
with the Zagreb Law School. There 

judges would receive additional training to encourage 
individual courts to specialize in areas such as family law 

or commercial law. 


5. (C) Second 

backlog 

allowing cases to be transferred between courts 

sixty percent of the backlog is in the Zagreb and Split 
courts. She also plans to create new criminal and civil 
courts as well as a land registry court for Zagreb 
already identified facilities to be renovated for this 
purpose. 


6. (C) Third 

of 550 new court counselors (equivalent to U.S. clerks) who 
would help judges manage administrative matters 
decisions 

counselors would all be bar-approved lawyers 

these positions to demonstrate their suitability to become 
judges. Finally 

criminal code changes annulled by the Constitutional Court 
(ref A) 


7. (C) Minister Skare-Ozbolt also pointed to implementation 
of alternative dispute resolution legislation and better 


E 


training of government officials on when to use courts to 
improve the efficiency of the court system. With these 
measures 

backlog in three to five years. 


Support Refugee Returns 


8. (C) Ambassador Frank welcomed commitments by Prime 
Minister Sanader to promote the return of refugees to 
Croatia 

critical in this effort. Minister Skare-Ozbolt said she had 
considerable experience on the challenges involved from her 
previous experience working on the peaceful reintegration of 
the Slavonia region into Croatia but committed to \"fully 
protect private property.\" 


Comment 
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9. (C) Minister Skare-Ozbolt\'s energy 

and engagement on the issues of judicial reform and refugee 
return are a welcome change from her predecessor. Minister 
Skare-Ozbolt also indicated that she wanted to see clinical 
legal education more widely introduced in Croatia. While we 
sense a new energy and direction from her Ministry staff as 
well 

conservative judiciary and law school faculties to accept 
considerable changes to the way they do their jobs. We have 
supported such efforts in the past with limited success 

have a declining ability to support new efforts as SEED 
funding dries up. 


10. (C) Over the last year 

in improving its ability to prosecute war crimes cases 
domestically (ref B). Post will seek to leverage new War 
Crimes Court assistance funds (ref C) with Minister 
Skare-Ozbolt\'s commitment to implement court system reforms 
as well as EU judicial education programs now in place. 

FRANK 
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constituencies that have historically relied on government 
handouts 


4. (C) While open about the planned fiscal measures as 
being V'in the best interest of the country 

the blow by promising modest increases in government salaries 
($14 for those earning less than $280 per month 

month for those earning between $280 and $420). In addition 
he said that increases would be phased-in over the first half 

of the year \"in accordance with the KingVs directives V" (but 

as already planned in the budget 

share responsibility 

softening of V'previous governments\' commitments to 
international aid agencies and donors.\" (Earlier in the 

speech he had also made the backhanded suggestion that the 
measures had been imposed from outside 

measures are not dictated 

international monetary organizations. V") 


5. (C) Fayez\' effort to soften the blow fell flat in 
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Parliament and with the public. Out of 67 of lower house 
members attending the special meeting 

non-binding \"sense of the house\" resolution against the new 
measures. Members\' speeches and public commentary almost 
uniformly fell back on populist rhetoric and condemned the 
measures as impositions on the poor 

would accept higher taxes on Vluxury goods.\" Most 

chairman of the Finance Committee 

to \"foreign pressure. V 


6. (C) Populist MP Mumdouh Abbadi 

parliamentary bloc of eleven votes 

his bloc would vote against the budget if the price and tax 
increases went into effect. Abbadi told PolCouns that 

neither the PM nor government ministers had consulted with 
MPs to prepare them for the price and tax hike announcement. 
By presenting the hikes in front of the Parliament 

argued 

asserted that the government had not even previewed the PM\'s 
speech with Lower House Speaker Abd ul-Hadi Majali.) This 
\"forced\" Abbadi to threaten to vote against the budget \"to 
show the people that we understand their problems." Abbadi 
said his threat was also intended to get the government to 
Vdeal with us\" on the specifics of price and tax hikes. In 

the final analysis 

financial state of the GOJ and V'if the government is willing 

to talk to us and compromise 


7. (C) The PM\'s approach was in keeping with his emphasis 
on transparency and consultation 

response to a request from Islamist MPs for a presentation 
from the PM on the budget. If he wished to maintain his 
credibility 

account. As he told the Ambassador moments before his 
appearance in Parliament 

popularity would suffer -- and outcome he far from relished. 


8. (C) The 2004 budget debate 

begin in the full house the week of February 8 

the promised rhetorical fireworks. While we remain certain 
that the government and King are committed to the fiscal 
measures Fayez described 

Even supporters of fiscal rectitude are critical of how the 
government is handling the issue politically. A former 
finance minister 

government was \"stupid\" to spark a debate at this juncture 
and then seek to pass off responsibility to \"previous 
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governments\" and the King. Private criticism from MPs has 
focused not on the price/tax hikes themselves 

feeling that the GOJ sprang the topic on them without warning 
or consultation. (While in fact 

MP\'s demands for a briefing on the budget -- they were 
perhaps unaccustomed to a frank account from a sitting PM.) 
9. (C) On the other hand 

the public and Parliament several months to get used to the 
idea before the increases transpire 

avoiding the public demonstrations the government dreads. In 
addition 

into his speech: he said the basic sales tax rate would 
increase to 16% 

us that he was planning on an increase to 15% (ref). 
Nonetheless 

economic reform in Jordan are far from easy: the King and 
his government are taking real risks for the policies he (and 
we) support. 


10. (SBU) Note: Fiscal Measures mentioned by Fayez: 


-- 9% Average increase in consumer prices in fuel products 
including: 


-- Increase in butane gas from 3 JD to 3.5 JD/cylinder. 


-- Increase in price per liter of super gasoline from 
JD0.300 to JD0.325. 


-- Increase in price per liter of regular gasoline from 
JD0.350 to JD0.375. 


-- Increase in price per liter of diesel from JD 0.350 
to JD 0.375 


-- Increase in price per liter of kerosene from JD 0.350 
to JD 0.375 


-- Increase in basic General Sales Tax (GST) rate from 13% to 
1695. 


-- Increase in lower GST rate (for food 
basic 

consumables) from 4% to 6%. Also 
moved 

from the lower GST rate to the higher rate. 


-- Imposition of 6% sales tax on alcohol and tobacco products. 


-- Monthly pay increase of JD10 for civil servants earning 
less 
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than JD200 per month. 


-- Monthly pay increase of JD5 for civil servants earning 
between 
JD200 and JD300 per month. 
-- Increase in coverage of National Aid Fund (which provides 
income assistance to those below poverty line). 
HALE 
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would pay off if and when Kuwait finally decides to implement 
plans to upgrade its northern oil fields. 


3. (C) Iskander said ChevronTexaco wrote the first proposal 

for Project Kuwait in 1998. He said its structure was well 

received and has since been largely adopted by the GOK. The 
proposal called for an operating services agreement whereby 

the winning company would invest heavily in upgrading the 
technology of the northern fields and receive a fixed fee for 

each barrel pumped. ChevronTexaco estimates this arrangement 
could double production on the three northern oilfields 

within four years. 


4. (C) Iskander said the delay in the project 

to be officially tendered 

amongst Kuwait\'s leadership 

Assembly to subjecting national petroleum assets to any real 
or perceived foreign influence and a blase attitude toward 
reserves. Iskander estimates that despite official 

statistics asserting Kuwait has pumped half of its oil 
reserves 

current production levels 

GOK that Kuwait has up to 100 years of reserves remaining; 
Iskander believes this is a very inflated estimate. End 
Note.) Adding to this is the tribal nature of Kuwaiti 

Society 

a high-ranking Kuwait Petroleum Company (KPC) executive 
recently confided to him that he spends 40% of his time on 
personnel issues (i.e. job requests) driven by tribal 

interests. 


5. (C) Chevron leads a bidding consortium of companies to bid 
on the project that includes Total 

Sinopec and itself. Its main competitor on the project is 

BP 
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of its US holdings 

advocacy (or neutralize advocacy on behalf of ChevronTexaco). 
Asked who was the ultimate arbiter in deciding if and how 
Project Kuwait would move forward 

named Prime Minister Shaykh Sabah Al-Ahmed Al-Sabah. He 
noted that both Secretary of Commerce Evans and Secretary of 
Energy Abraham had delivered letters to Shaykh Sabah in the 
summer of 2003 asking for action on the project. According 

to Iskander 

there has been no further action. 


Iraq 


6. (C) On ChevronTexaco\'s plans for possible involvement in 
Iraq 

Baghdad and hired an Arabic-speaking British counter 
terrorism analyst to monitor the security situation inside 

the country. Iskander said he had met with Iraqi Oil 

Minister Bahr al-Oloum and agreed to assist the Ministry in 
technical matters 

of employees there until the security situation improves and 
a legal infrastructure is established (i.e. not until after a 
sovereign Iraqi government takes over). 


7. (C) Despite these prerequisites 

ChevronTexaco does plan to have a long-term presence in Iraq. 
The company has sent 12 Iraqis to Houston for extensive 
training and plans to send 3 to California annually for 

training at ChevronTexaco facilities there. Responding to a 
request from Mr. Mermoud to publicize these training 

programs 

provide an answer soon. 


8. (U) Mr. Mermoud was not able to clear on this cable before 
departing. 
URBANCIC 
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protection measures\" include the following: 


-- 2003/15: Single-focused optical glasses imported 
from China; 


-- 2003/16: Polystyrene (Crystal & anti-chock) imported 
from Iran; 


-- 2003/17: Kitchen and household iron and steel 
products; iron and steel fiber; iron and steel made 
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gloves 
spoons 
materials; 


-- 2003/18: Taps (spigots): Imports with a unit price 
equal to or lower than USD 10/kg will be subject to 
surveillance; 


-- 2003/19: Chests 
bags 

covers 

optical 

bags 

wallets 

shelves 

5/unit or below. 


-- 2003/20: Tooth brushes with unit value $0.20 
below. 


-- 2003/21: An investigation on parts used for optical 
frame production imported from China. 


Comment 


4. (SBU) While Turkey set a new export record in 2003 
an even more rapid expansion in imports is likely to 
push the 2004 trade deficit over the USD 20 billion 
mark. Top trade officials have said that they will 
continue to deploy anti-dumping measures to curb imports 
in the coming year. Industry is particularly concerned 
about a surge in imports to Turkey from the PRC 

the target of about a quarter of Turkey\'s anti-dumping 
measures 

Turkish exports in third country markets 

after textile and apparel quotas are lifted next 

January. We expect Turkey to continue to make full use 
of surveillance and anti-dumping investigations to blunt 
imports in the near term. 

Edelman 
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defined in the Turkish Law on Nationality 
refugee in Iraq. 
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3. The term \"returnee\" shall mean any refugee as defined in 
paragraph 2 of this Article 
Turkey pursuant to this Agreement. 


ARTICLE 2 


Establishment of a Voluntary Repatriation Commission 


A Voluntary Repatriation Commission is hereby established by 
the Parties. 


ARTICLE 3 


Composition of the Commission 


1. The Commission shall comprise three members; each of the 
Parties shall designate a member. The delegation of Iraq will 
include a representative of the Coalition Provisional 

Authority throughout the duration of the Authority 


2. Any Member of the Commission may be accompanied to its 
meetings by advisers. 


3. Where a Member is unable to attend to any business of the 
Commission 


ARTICLE 4 


Role and Function of the Commission 


The Commission shall consider and agree upon by consensus or 
advise the Parties on such matters or measures as may be 
necessary for the implementation of this agreement. 


ARTICLE 5 
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Meetings of the Commission 


1. Meetings of the Commission may be convened whenever 
necessary and at such venue as may be agreed upon. 


2. The Commission shall adopt its own Rules of Procedure. 


ARTICLE 6 


Ad Hoc Arrangements/Liaison Officers 


The Parties shall designate Liaison Officers at their 
respective diplomatic Missions or 

offices in Ankara 

with unforeseen operational issues on an ad hoc basis. 
Liaison Officers will also be designated by the Coalition 
Provisional Authority throughout the duration of its mandate. 


ARTICLE 7 


Voluntary Character of Repatriation 


1. The Parties hereby reaffirm that the repatriation of 
refugees relevant to Turkey shall only take place at their 
freely expressed wish based on their full knowledge of 
relevant facts. 


2. The Authorities in Iraq shall ensure that the refugees can 
reach and express their decision without coercion 

intimidation or threats from any persons who might be opposed 
to repatriation. Any measures which may be necessary in this 
regard shall be taken in close consultation with UNHCR and in 
conformity with relevant standards of law. 


ARTICLE 8 


Freedom of Choice of Destination 
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1. The Government of Turkey agrees that the returnees shall 
be free in principle to return to 

former places of residence or any other places of their 
choice within Turkey. Exceptions to choice of settlement can 
be based on compelling reasons of security or administrative 
requirements in the interest of the individual concerned 

such as the availability of public services 

he/she shall be duly notified prior to return. 


2. Returnees will be entitled to assistance 

and their rights shall be respected in the framework of the 
Turkish law. Returnees shall benefit from the &Return to 
Villages and Rehabilitation Programe to facilitate their 
settlement. 


ARTICLE 9 


Return in Safety and with Dignity 


1. The Parties agree that the voluntary repatriation of 
refugees under this Agreement shall take place only when 
there exist conditions conducive to their return in safety 
and with dignity to places of final destination. 


2. Whereas the Authorities in Iraq shall retain 

responsibility for the safety and security of the 

repatriating refugees while on the territory of Iraq 

including in camps 

movements en route to the designated border crossing points 
the Government of Turkey shall be responsible for the safety 
and security of the returnees once within the territory of 
Turkey. 


ARTICLE 10 


Assurances upon Return 


1. The Government of Turkey shall issue 

when appropriate 

welcome and to encourage Turkish citizens present as refugees 
in Iraq to voluntarily repatriate in safety and dignity 

with the full enjoyment of their rights as citizens of the 
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Republic of Turkey. 


2. Refugees shall be notified 

not they are subject to any pending criminal investigations 
charges 

violation of Turkish laws. Any violation regarding the 
illegal exit from the country 

statute of limitation as stipulated in Article 102 of the 
Turkish Penal Code. 


3. Refugees shall have full access to all legal remedies 
provided in accordance with Turkish law. 


4. The Government of Turkey shall defer the commencement of 
military service by returnees for a period of 6 months upon 
their repatriation from Iraq. 


5. The Government of Turkey shall ensure that returnees have 
access to land for settlement and use 
relevant national laws. 


6. The Government of Turkey shall facilitate 

possible 

land or other immovable or movable property which they left 
behind. Property records shall be freely accessible and 
available to all returnees. The rights and benefits of this 
paragraph will also be applicable to the legal inheritors. 


ARTICLE 11 


Juridical Status and Equivalency 


The Government of Turkey shall accord legal recognition to 
births 

by the recognized Iraqi authority or provided by UNHCR 

to adoptions 

may be compatible with Turkish law. The Government of Turkey 
shall recognize to the extent feasible under existing 

regulations the equivalency of academic and vocational 

skills 

while in Iraq. 
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ARTICLE 12 


Citizenship 


To the extent children of refugees who are born in Iraq do 
not automatically possess Turkish citizenship 

of Turkey shall ensure that it be granted within a reasonable 
timeframe. 


ARTICLE 13 


UNHCR\'s Supervisory Role 


UNHCR\‘s leading role in promoting 

coordinating voluntary repatriation of refugees as well as 
the monitoring of returnees in order to ensure that 
repatriation is voluntary and carried out in conditions of 
safety and dignity shall be fully respected by the other 
Parties. 


ARTICLE 14 


UNHCR Access to Refugees and Returnees 


1. In order to be able to effectively carry out its 
international protection and assistance functions 

shall be granted free and unhindered access in Iraq to all 
refugees 

be located. Likewise 

granted free and unhindered access to UNHCR. 


2. The Government of Turkey shall 

cooperation to UNHCR to allow UNHCR to monitor the treatment 
of returning refugees in accordance with humanitarian and 
human rights standards 

commitments contained in this Agreement. 


3. In order to enable UNHCR to carry out its monitoring 
functions in accordance with paragraph 1 and 2 

Government of Turkey shall inform UNHCR about every case of 
arrest 
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and grant UNHCR free access to returnees under arrest or in 
detention 


4. The access provided to UNHCR under paragraph 1 shall 
appropriate 

which UNHCR may enter into agreements for the implementation 
of one or more components of the repatriation operation 
contemplated under this Agreement. The same applies for 
non-governmental organizations with the consent of the 

relevant Party. 


ARTICLE 15 


Information and Sensitization Campaign 


1. UNHCR shall 

organize a campaign to provide the refugees with objective 
and accurate information relevant to their repatriation to 

and reintegration in Turkey so that the refugees shall be 

able to make the decision to repatriate in full knowledge of 
the facts. For this purpose 

unhindered access to areas from which the refugees originate 
as well as 

living in the same areas. 


2. The Parties shall 

Turkey and Iraq for the purposes of providing objective and 
transparent information 

conditions of and upon repatriation 

welcoming the refugees back to Turkey. 


3. The Government of Turkey shall take all necessary 
measures 
reintegration of returnees in safety and dignity. 


ARTICLE 16 


Registration 


1. Pursuant to its mandated responsibility to ensure the 
voluntary character of the decision to return 
in consultation with the other Parties 
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appropriate means for the interview and registration by UNHCR 
of those refugees who wish to repatriate. 


2. UNHCR shall share all relevant registration data 

including the intended place of return 

of Turkey so as to enable where needed the establishment of 
proper reception and assistance arrangements. 


3. The Parties acknowledge the importance of organizing an 
efficient voluntary repatriation process. To this end 
Government of Turkey shall respond within four weeks with 
respect to each group not exceeding 250 returnees 

the required notification under Article 10 (2). 


4. Duly completed UNHCR Voluntary Repatriation Forms (VRFs) 
the content of which shall be mutually agreed upon by the 
Parties 

Iraq and Turkey and as travel documents for the purpose of 

the refugees\' return to their final destinations in Turkey. 


5. For the purpose of receiving and identifying the 
returnees 
the relevant Turkish authorities. 


6. The Government of Turkey shall ensure that returnees 
receive 
accorded to Turkish citizens. 


ARTICLE 17 


Preservation of Family Unity 


1. In accordance with the principle of family unity 

in cooperation with the other Parties 

effort to avoid the involuntary separation of families. 
Where such efforts fail 

their reunification in Turkey. 


2. In order to preserve the unity of the family 

spouses and/or children of repatriating refugees shall be 
allowed to enter and remain in Turkey and receive an 
appropriate legal status. The principle established herein 
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shall also apply to non-Turkish spouses as well as children 

of deceased Turkish refugees who may wish to enter and remain 
in Turkey to preserve family links. 


ARTICLE 18 


Special Measures for Vulnerable Groups 


The Parties shall take special measures to ensure that 
vulnerable groups receive adequate protection 

care throughout the repatriation and reintegration process. 
This is particularly relevant for single women 

elderly and the handicapped. 


ARTICLE 19 


Designated Border Crossing Points 


The Parties shall agree on border crossing points for 
organized voluntary repatriation movements. 


ARTICLE 20 


Immigration 


1. To ensure the expeditious return of refugees and their 
belongings 

Turkey shall expedite their respective immigration 

and health formalities carried out at border crossing points. 


2. Refugees shall be entitled to bring with them 

import duties 

be entitled to bring with them 

their household effects. Other items will be governed by 
Turkish law and regulations. 


3. In view of health regulations 
allowed to enter into Turkey. 


Column 3 
ARTICLE 21 


Movement and Security of UNHCR Staff and Resources 


1. The Authorities in Iraq and the Government of Turkey 
shall facilitate the movement of staff and personnel of UNHCR 
and of its approved implementing partners 

vehicles 

into 

shall authorize UNHCR to issue two-way cross-border travel 
authorizations 

upon by the Parties and UNHCR 

for the duration of the repatriation operation. 


2. UNHCR shall duly inform the other parties of their staff 
involved in the operation at any one time 
changes as appropriate. 


3. The Authorities in Iraq and the Government of Turkey shall 
take all feasible steps with a view to protecting the 

security and safety of UNHCR staff and all other personnel 
engaged in the repatriation operation provided for under this 
Agreement. Security measures shall not compromise the 
principle of free and unhindered access to refugees and 
returnees 

UNHCR 

humanitarian and non-political nature of UNHCR 

or the perception thereof. 


ARTICLE 22 


Re-integration Assistance 


The Government of Turkey shall facilitate the sustainable 
economic and social re-integration of repatriating refugees 
through the implementation of the &Return to Villages and 
Rehabilitation Program8 and other assistance measures as 
necessary. 
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ARTICLE 23 


Relief Goods 


1. The High Commissioner shall use his best endeavours to 
obtain the resources required from the international 
community to carry out the repatriation operation and 
necessary 

the re-integration programme of the Government of Turkey. 


2. The Authorities in Iraq and the Government of Turkey shall 
exempt from the relevant taxes 

goods 

for use in the repatriation and reintegration operation. They 
shall expedite the clearance and handling of such resources. 
Entrance of means of transport into Turkey will be within the 
framework of the provisional import regime of Turkey. 


3. The Authorities in Iraq and the Government of Turkey 

hereby authorize UNHCR to use UN communications equipment 
frequencies and networks and shall 

requirements make this necessary 

of other frequencies. The relevant written authorizations for 
equipment 

issued to UNHCR. 


ARTICLE 24 


UNHCR Field Offices 


UNHCR may 

effective discharge of its responsibilities under this 
Agreement 

with the Party concerned. 


ARTICLE 25 


Continued Validity of other Agreements 


This Agreement shall not affect the validity of any existing 
agreements 
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the Parties. To the extent necessary or applicable 
agreements 

applied as if they formed part of this Agreement to assist in 
the pursuit of the objectives of this Agreement 

voluntary repatriation and reintegration of refugees. 


ARTICLE 26 


Resolution of Disputes 


Any question arising out of the interpretation or application 
of this Agreement 

made herein 

between the Parties. 


ARTICLE 27 


Entry into Force 


This Agreement shall enter into force upon approval by the 
Parties in accordance with their respective procedures 
notification thereof through diplomatic channels. 


ARTICLE 28 


Amendment 


This Agreement may be amended by mutual agreement in writing 
between the Parties. 


ARTICLE 29 


Review 


Towards the end of the duration of this Agreement 

Parties will evaluate progress achieved and work for setting 
by consensus 

the Turkish citizens remaining in Iraq as refugees 

also allowing for the closure of the relevant camps in Iraq 
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and in particular the Makhmour camp. 


ARTICLE 30 


Termination 


This Agreement shall remain in force for one year unless 
extended by mutual agreement between the Parties. 


In witness thereof 
Parties have hereby signed this Agreement. 


DONE at 
English language 
interpretation purposes. 


For the Government of Turkey 

Mr. Daryal Batibay 

Ambassador 

Director General for Multilateral Political Affairs 
Ministry of Foreign Affairs 


For the Authorities in lraq 
Mr. Mohammed Jassim Khudayir 
Minister of Displacement and Migration 


For the United Nations High Commissioner for Refugees 
Mr. Raymond Hall 
Director of the Regional Bureau for Europe 


End negotiated text. 


4. (U) Assistant Secretary Dewey has cleared this message. 
DEUTSCH 
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epidemic. Every testing category 

pediatric patients and from sex workers to pregnant women 
marked by an increase in prevalence. 
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No Treatment for HIV/AIDS 

4. Dr. Thinh provided a window on the grim fate faced by those 
that develop AIDS in HCMC. Basically 

not available to the general population. They are simply too 
expensive. According to Dr. Thinh 

therapies subsidized by the government are limited to health-care 
providers exposed in the course of their duties. The health care 
system is only providing treatment of opportunistic infections 
associated with AIDS and palliative care. 


5. In Dr. Thinh\'s words 

no supplies 

short supply and the most effective therapies are in even shorter 
supply. The nation spends only six cents per capita per year on 
HIV/AIDS 

Committee seems to understand that careful planning and 
coordinated action are key to countering the spread of the 
disease. At this point 

for HCMC to take action without more policy guidance and material 
assistance from the central government. Just the same 

that even with the city's resource constraints 

particular emphasis on testing and education 

scare messages found on billboards nationwide. He indicated the 
city was starting to provide some information to fifth graders 
(twelve year olds) 

after that. Part of the overall effort is a USAID-funded 
anonymous testing center. In addition 

HIV/AIDS prevention program for high risk groups in HCMC. 


USAID Funds Anonymous Testing - 28% Positive 

6. Following Dr. ThinhVs briefing 

staff at the USAID-funded Anonymous Testing Site (ATS) in Binh 
Thanh District. The ATS opened in November 2001 with funding and 
technical assistance from the University of California at San 
Francisco. Currently 

per year from USAID via Family Health International (FHI). The 
ATS program 

mixed commercial/residential area 

the U.S. This model affords clients anonymity in the testing 
process and professional counseling 

test. 


7. The center currently sees only about 80-100 individuals every 
month. Most are in their twenties 

one. Most admit to at least one high-risk activity such as IV 

drug use 

unprotected sex. Of those that walk in the door 

have the test that day and 8496 of those tested actually return for 
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the results. Approximately 28% of ATS clients test positive for 
HIV. Post-test counseling for ATS clients includes counseling on 
future behavior and medical referral. 


8. The first floor of the building that houses the ATS is a 

"Condom Caf.Y In addition to the typical fare of coffee and pop 

P . 

music 

peer educator training 

well as condoms. The caf 

was founded by a French NGO but has since passed to the control of 
district health officials who operate and fund it. 


9. The ATS program staff stated that they would like to expand 

the center\'s services to include U.S.-style support groups for 

those that test positive for HIV. They also talked about the 

value of expanding the advertising campaign to increase the number 
of individuals taking advantage of the center\'s testing services. 
According to an American physician working with the ATS 

estimated 50-75% of Vietnamese infected with HIV are unaware of 
their status. 


10. Comment: Without effective drug therapies available to the 
general population and without testing in meaningful numbers 
committee must find new resources 

e 

its public awareness campaigns if it is to make any kind of 
headway. 


11. Staffdel McCormick did not have an opportunity to clear this 
cable before their departure. 


YAMAUCHI 
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to the GVN\'s National Institute for Hygiene and Epidemiology 
(NIHE) and WHO 

investigation 

homology (similarity in structure and sequence) between 
human and avian viruses in Vietnam. Not all cases under 
investigation report clear or obvious exposure to poultry. 


5. (U) Laboratory services: The WHO team continues to 
impress upon VN the importance of shipping specimens out to 
international labs for both vaccine development and testing. 
BURGHARDT 
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interim governing authority in October) means that 
assistance 
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explicitly linked to progress in the peace process in 
the Tokyo Declaration last year 

apace. While significant donor activity is taking place 
throughout the country 

drum that assistance is inadequate and that it is unfair 
to punish the North and the East for the South\'s 
inability to get its political act together (this 

argument conveniently glosses over the fact that the 
Tigers left the table first 

away for six months). 


5. (C) Lost in the shuffle is the fact that the peace 
process (as opposed to the peace talks) is progressing. 
Each month that the ceasefire continues to hold means 
that peace 

difficult for either side to go back to the battlefield. 

Each month 

Houses are being built and communities re-established. 
Local peace committees try to defuse conflicts and 
promote reconciliation. Humanitarian demining is moving 
forward. This incremental but significant progress must 
be encouraged and nourished and not allowed to wither 
because of the cobwebs on the peace table. 


6. (C) It is imperative 

meeting in Washington hammer out a way to support the 
ongoing peace process. This includes increasing the 
pace of donor assistance to the North and the East while 
ensuring that sufficient aid will continue to flow to 

the \"South\" to reinforce the Prime Minister's message 
that the peace process will bring prosperity to the 

entire island 

time there should be a clear message that the assistance 
spigot will not be turned all the way on until there is 
substantial progress at the peace table. 


7. (C) In the political arena 

South remains very troubling. Since Sri LankaVs 
cohabitation experiment began in December 2001 
relationship between President Kumaratunga and Prime 
Minister Wickremesinghe has been dysfunctional -- and 
relations have only plunged to new depths after the 
PresidentVs takeover of three key ministries (Defense 
Interior 

response 

returned to government control immediately. From mid- 
November until mid-December 
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of representatives of both leaders met to try to resolve 
the situation 

impasse. Further complicating matters 

unexpected announcement in early January that the 
government could no longer take responsibility for the 
February 2002 ceasefire agreement with the Tamil Tigers 
in light of the President\'s continuing control of the 
Defense Ministry. 


8. (C) The downward spiral of action and reaction has 
continued in recent days. For example 

arisen as to the exact length of President Kumaratunga\'s 
term in office. While it was widely assumed that her 
second term would end in late 2005 

publicly stated that she believes that she is entitled 

to serve until late 2006. The PM and his supporters 
have indicated that they will contest this. In 

addition 

alliance between the President\'s SLFP party with the 
anti-peace process JVP has led to fears that Sri Lanka\'s 
political class is girding itself for general elections. 
Given current temperatures 

violent beyond all precedent. Even if parliamentary 
elections are not called 

are slated to take place in April sparking similar fears 
about violence and thuggery. An overarching issue to 
all the infighting is President Kumaratunga\'s strongly 
held view that she will not be treated by the PM for the 
next two (or three years) of her term in the same poor 
way she feels she has been treated in the past two 
years 

the meantime 

continues and even moves forward in some areas 

are gathering signs that the Tamil Tigers are growing 
concerned by the uncertain situation in the South. 


9. (C) Amid all the bad vibrations 

news is that the two sides still appear willing to 
discuss their differences. After a month\'s hiatus 

joint \"Mano-Malik\" committee is meeting again. It is 
the case that the President and PM have agreed on 
roughly 80 percent of the issues necessary for a 
compromise 

percent. The basic question is which Defense Ministry 
powers should be given back to the PM 

the President's hands. As the two sides meet 
favoring compromise is that both sides appear receptive 
to some extent to the views of the international 
community 

things are 

Secretary PowellVs recent letters to the two principals 
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SIPDIS 

or Indian government discussions with Kumaratunga on the 
margins of the recent Islamabad SAARC Summit. In light 
of this 

carefully listen to the message emerging from the 
upcoming Washington co-chairs meeting and factor it into 
their subsequent actions on the political stage. 


10. (C) Meanwhile 

impending drought make the economic forecast tepid at 
best. There are three economic realities donors need to 
face. The current (post-November 4) economic situation 
is not going to lift Sri LankaVs overall standard of 

living in any meaningful way. Delivering aid to the 
north-east and deep south could keep the economic base 
from deteriorating further and give non-combatants in 
the area a taste of a peace dividend 

further support of the peace process. Finally 

sustained economic growth is not possible until 

political stability is realized 

negotiations takes place 

projects get underway. 


11. (C) The ongoing political impasse has led some 
foreign investment to stay on the sidelines 

resolution. Further 

already in the country has been slowed as GSL decision- 
makers are distracted by current events. On the macro- 
front 

negative effect on the agriculture and power sectors and 
reduced foreign investment is pushing the rupee down 
against the dollar. The IMF process is off-track 

a likely return to Article IV consultations that 

eliminate an expected USD 80 million loan tranche this 
year. World Bank (and perhaps also Japanese) budgetary 
assistance will almost certainly be delayed. There are 
some silver linings though -- tourism continues to boom 
remittances remain strong and the service sector 
continues to be the engine of growth. The main garment 
manufacturers are developing a strategic plan for post- 
2005 and intend to double output over the next decade. 


12. (C) Moving forward on assistance to the north-east 
will have a positive effect in answering some LTTE 
concerns about the political squabble and help residents 
in the north-east recognize additional economic benefits 
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from the peace process. Further 

important psychological effect of showing that donors 
are not letting the political infighting in Colombo 
deter them from the long-term goal of securing a 
peaceful settlement that allows Sri Lanka to prosper 
economically. 


13. (C) Real 

be elusive until major infrastructure and reintegration 
programs and projects are brought online. Clearly such 
an undertaking needs all parties to be back at the 
negotiating table at least. Therefore 

political bickering in the south that keeps the parties 
away from negotiations continues to doom Sri Lanka to 
the realm of mediocre economic growth potential. 


14. (C) The best method for ensuring that key 
development funding is not completely hamstrung by the 
lack of progress at the peace table (while not opening 
the floodgates) would be to work in those areas where a 
clear humanitarian need is evident. The returns for 
these efforts should be high impact 

directly attributable to assistance that flows as a 

result of the peace process. All donors agree that 
despite the continued impasse between the President and 
Prime Minister and the stalled peace talks 

of Sri Lanka need to continue to see the benefits of 
peace -- particularly outside Colombo. 


15. (C) Mechanisms exist for the continuation of \"peace 
dividend\" projects which focus on communities affected 
by the conflict island-wide. These include World Bank 

and Asian Development Bank programs that fund community 
infrastructure and humanitarian assistance activities 

which provide these benefits. Some bilateral donors are 
contributing to these projects. Bilateral donors are 

also providing funding to NGOs and contractors to 
address some of the needs of targeted communities and 
vulnerable groups 

assistance and human security. These funds 

part of the Tokyo aid package 

be accelerated. Possibilities also exist for funding 

through the North East Reconstruction Fund (NERF) to 
which several donors have already pledged support. 
Negotiations with the LTTE on how the GSL and LTTE can 
jointly review and submit projects for NERF funding 

should continue. If the NERF itself cannot be 
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resuscitated 

\"NERF-like\" mechanism may need to be created to do the 
job. The project can be used to meet the immediate 

needs of the people in the North and East. 


16. (C) There appears to be donor agreement that 
humanitarian assistance 

community based projects (schools 

for access to services 

returnees 

that promote the participation of people in decision 
making on areas that affect their daily lives should 
continue and be accelerated. Work should be done using 
local structures to the extent possible. 


17. (C) Projects which may be held back from the $4.5 
billion dollar pledge for leverage should be those which 
are desired by both parties (information and 
communication technology 

development big ticket items which are not critical to 

meet basic social and humanitarian needs of the people. 
The \"stick\" should be seen as having leverage equally on 
both parties 

the on-the-ground priorities that affect the well-being 

of people and communities. 


18. (C) Inthe gray area are meta-infrastructure 

projects which should be viewed through the lens of how 
they are facilitative of meeting basic human needs 
including creating greater opportunities to enhance 
livelinoods. Meta projects should be those vital to 
restore connections such as access to markets 

health facilities 

should continue to talk to one another and review big- 
ticket items especially ones involving large new 
construction. 


19. (C) This tack allows for a positive trend in 
economic growth to continue while holding the carrot of 
larger-scale 

see on the horizon. 


20. (C) The public optics of the co-chairs meeting will 
be key. We suggest that the four co-chairs release a 
press statement at the end of the February 17 event 
along the following lines: 
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Begin text: 


(opening pleasantries 

note that the ceasefire in Sri Lanka has held for two 
years. With each passing month of peace 

Sri Lankans continue to return to their homes 
humanitarian demining occurs 

previously contested areas becomes progressively more 
settled and bearable. The co-chairs applaud these 
indicators of peace 

the earliest possible resumption of the peace talks 
which have been suspended since April 2003. Progress at 
the peace table is essential if the encouraging progress 
in the peace process is to be sustained. 


In the same vein 

\"cohabitation crisis\" in the South between the President 
and the Prime Minister poses the greatest impediment to 
an early return to the peace table. The tense situation 

in the south is also harming prospects for economic 
investment and growth. The co-chairs call on all 

political figures in Sri Lanka to find a method to 

establish clarity of responsibilities 

negotiations -- and the entire process of governance -- 
can resume. 


The co-chairs note that in the absence of peace 
negotiations support for the peace process throughout 
the country becomes even more important. They call on 
all donors to find appropriate mechanisms through which 
adequate amounts of humanitarian relief and assistance 
to improve the quality of life at the community level 

can continue to be delivered to all needy areas of the 
country. At the same time 

attention to the specific language in the Tokyo accords 
which makes clear that full release of aid funds pledged 
at the Tokyo conference cannot go forward in the absence 
of substantive progress at the peace table. 


End text. 


21. (U) Minimize considered. 


LUNSTEAD 
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LTTE 

(FTO) listing of the group. She also averred that \"too 
much flexibility with 

the Tigers\" would not be positive 
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record on 


5. (C) Turning to the cohabitation crisis 

Kumaratunga had reacted dismissively 

others were calling a \"crisis\" had been in effect since 
the Prime Minister took power in December 2001. She 
asserted that there was a lack of communication with the 
PM that was his fault. Kumaratunga said she would like 
to resolve the cohabitation impasse 

she had done \"all she could 

compromise was with the Prime Minister. Akashi urged 
her to be flexible and to work in the national interest 
toward a compromise with the PM. Kumaratunga said she 
would like the Prime Minister to proceed with the peace 
process 

decisions. Wrapping up 

not totally happy with the recent alliance between her 

Sri Lanka Freedom Party (SLFP) and the radical Janatha 
Vimukthi Peramuna (JVP) 

into it because of the Prime Minister.\" In a related 

vein 

Leader and senior SLFP MP Mahinda Rajapakse 
skeptical about how long the SLFP-JVP alliance would 
last. 


6. (C) Suda noted that Akashi had met twice with Prime 
Minister Wickremesinghe 

and again on January 24 in the north-central town of 
Anuradhapura. In his discussions with Akashi 

said 

regarding development. The PM related 

that the GSL had failed to draft a comprehensive plan to 
develop the north/east 

mechanism to provide aid to that region in the near- 
term 

Wickremesinghe commented that the GSL was drafting a 10- 
year infrastructure plan for the northern town of 
Kilinochchi 

Tigers soon. Wickremesinghe also touched on the 
ceasefire agreement 

that document focused on normalization 

was now struggling to implement due to the uncertainty 
over who was in charge of the peace process. 


7. (C) On the cohabitation impasse 
need for the PM to be flexible. Wickremesinghe 
responded that he had been studying various ideas on how 
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to share control of the Defense Ministry. The PM noted 
for example 

setting up of a national security council with the 
President. Suda reported that during Akashi\'s second 
meeting with the PM 

an account of his meeting with President Kumaratunga. 
Akashi again stressed that the Prime Minister should 
show a willingness to compromise with respect to 
resolving the cohabitation crisis 

President some way to save face. Wickremesinghe said he 
was considering compromising but that the extent of any 
such effort would depend on the PresidentVs actions. 


8. (C) Toward the close of the briefing 

Lunstead asked whether Akashi had left Sri Lanka with 
any sense of optimism that the cohabitation impasse 
would be resolved soon. While the situation was very 
complex 

threads. Akashi 

the situation seriously and seemed willing to work to 
resolve the crisis. President Kumaratunga 

meantime 

relaxed than in past meetings. Overall 

thought the visit was a net positive. We agree with 
that assessment. The visit was timely 

reminding the protagonists in the cohabitation impasse 
that the international community is watching 
impatiently 

In its focus on helping resolve the cohabitation 

dispute 

ways to get more aid flowing 

visit helped set the stage for the Washington co-chairs 
meeting scheduled for February 17. END COMMENT. 


9. (U) Minimize considered. 
LUNSTEAD 
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2. (S) ACCORDING TO KING HAMAD 

THROUGH GHUREIFI SISTANI EMPHASIZED HIS WORRIES ABOUT HIS 
PERSONAL SAFETY IN NAJAF. HAMAD TOLD THE AMBASSADOR THAT 
HAMAD HAD URGED SISTANI TO STAY AWAY FROM POLITICAL ISSUES. 
THIS WOULD MINIMIZE PERSONAL RISKS TO THE AYATOLLAH WHILE 
ENABLING HIM TO PLAY HIS NATURAL ROLE AS A SOURCE OF 
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RELIGIOUS AUTHORITY (MARJAVA) FOR THE SHIA IN COUNTRIES LIKE 
SAUDI ARABIA 

GHUREIFI BROUGHT A NEW MESSAGE FROM SISTANI DURING GHUREIFINS 
VISIT TO BAHRAIN WITH IRAQ GOVERNING COUNCIL MEMBER MOHAMMAD 
BAHR AL-ALOUM TWO WEEKS AGO. IN THIS MESSAGE 

REPORTEDLY TOLD THE KING THAT IT WOULD BE IMPOSSIBLE FOR THE 
AYATOLLAH TO AVOID ENGAGING IN POLITICS. 


3. (S) KING HAMAD SAID THAT A SHIA ISLAMIC STATE RESEMBLING 
IRAN WOULD BE \"A BIG PROBLEM\" FOR THE REST OF THE REGION. HE 
READILY AGREED WITH THE COMMENT PROFFERED BY MINISTER OF 
STATE ABDUL GHAFFAR THAT IN IRAQ 

THEOCRACY -- BUT NOT ISLAMIC RELIGION -- MUST BE SEPARATED 
FROM POLITICS. 

4. (S) THE KING AGAIN RAISED THE IDEA OF A \"VATICAN LIKE\" 
STATUS FOR NAJAF THAT WE ORIGINALLY HEARD WHEN AMBASSADOR 
BREMER VISITED. THE BASIC IDEA IS THAT THE CENTER OF SHIA 
POLITICS WOULD HAVE A SMALL AREA IN WHICH IT IS SUPREME BUT 
NOT A PART OF IRAQI POLITICS. KING HAMAD DID NOT SUGGEST HOW 
THIS IS TO BE BROUGHT ABOUT. 


5. (C) COMMENT: HAMAD WAS RELAXED TALKING ABOUT IRAQ 

WE ALSO SENSE VERY KEEN INTEREST ABOUT IRAQ FROM ALL OF OUR 
SENIOR BAHRAINI INTERLOCUTORS. THE KING WAS MORE INTERESTED 
IN THE IDEOLOGICAL ORIENTATION OF THE IRAQI STATE THAN ITS 
FEDERAL SYSTEM DEBATE OUTLINED IN REFTEL. 


NEUMANN 
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Daily columnist Fahd Fanek writes on the back-page of 
semi-official 

(01/27): \"Cheney did not criticize Sharon\'s action 

nor did he ask for putting a stop to the building of 

the racist wall 

implementation of the roadmap. All these aspects may 
disturb Israel. But he did ask for changing the 
Palestinian leadership 

corruption 

transparency and for eliminating terrorism. After all 
this 

holds 99% of the capability to achieve solution or 

that it intends to equally pressure both the 

Palestinian and the Israeli parties to achieve a 
settlement that would fulfill international 

resolutions and legitimacy 

principles and values that America is calling for. 
America is not an honest broker and can never be so. 
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America is Israel\'s strategic ally 

obstructs its alleged war against terrorism and 
defames its image in the Arab world and badly affects 
its vital interests in the region. The American- 

Israeli relationship is not a passing political one. 

It is a permanent strategic relationship 

will stand by Israel 

and the territories it occupies 

guarantee Israel\'s military superiority over all the 
Arab countries. America will continue to be 
completely biased in favor of Israel 

bias is not costing America anything. The Arab 
regimes are racing to gain America\'s blessings in 
order to stay in power 

reconsider its biased policies in favor of Israeli 
aggressions until this bias becomes very costly. The 
Arab regimes cannot force America to pay the cost for 
its bias because they lack legitimacy.\" 

HALE 
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months. Kuwait had given Jordan two months of oil 
stopped that supply when it learned that Jordan was selling 
the oil because it was incompatible with Jordan\'s refinery. 
Jordan and Kuwait 

on Jordanian sale of future shipments \"two or three weeks 
ago\" (i.e. early January 2004). Therefore 

estimation 

months of oil to meet its six month commitment. Similarly 
the UAE had not fulfilled its earlier commitment to provide 
cash payments of the equivalent of 25 

thus far having made only \"two or three\" payments. It is 
important that Kuwait and the UAE meet their original 
pledges 

as assistance revenue in its 2004 budget (ref a). 


2. (C) Given the uncertainty of future shipments/payments 
from Kuwait and the UAE (refs b and c) 

crucial for Jordan that Saudi Arabia continue its supply of 
free oil to Jordan. He asked that the USG weigh in with the 
Saudis and encourage them to continue to assist Jordan. 


3. (C) Itis clear that the GOJ believes that it needs 
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continued support from the Gulf to meet its IMF deficit 
targets. We do not believe that an extension of Gulf oil aid 
would lead to a relaxation of budgetary rigor 

commitment to increase consumer prices of oil products. It 
would likely be used to finance sorely needed social spending 
or government investment that would otherwise go unfunded. 
This would also help shore up support for the governmentVs 
political and economic reform plans. We may wish to weigh in 
with the Saudis 

they intend to continue to provide free or discounted oil to 
Jordan. 


4. (U) CPA Baghdad minimize considered. 
Visit Embassy Amman\'s classified web site at 
http://www.state.sgov.gov/p/nea/amman/ 


or access the site through the State Department's SIPRNET 
home page. 
HALE 
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is ready for peace talks with Israel 

Israeli withdrawal from the Golan Heights. Syrian Foreign 
Minister al-Shara also reiterated Syrian concerns about the 
preservation of Iraq\'s territorial integrity. 


RTUK regulation on broadcast in mother tongues: The 
Diyarbakir Bar Association will appeal to the Council of 
State for cancellation of a Radio and Television High Board 
(RTUK) regulation allowing only national media outlets to 
broadcast in languages other than Turkish. Bar Association 
President Sezgin Tanrikulu notes that the regulation 
promulgated by RTUK restricts the content of such programs 
to adult audiences only 

regional broadcasters. The Association also complained 
about the daily and weekly time limitations on non-Turkish 
programs included in the new regulation. 


EDITORIAL OPINION: WMD; US-Turkey Relations 


\"The Suspicion Wan" 
Fikret Ertan commented in the Islamist-intellectual Zaman 
(1/27): V The Iraq turmoil was created by a war based on a 
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suspicion about the existence of WMD that allegedly posed a 
global threat. . In the post-war situation 

mass destruction have been identified and it looks like they 
never will. This is because Iraq had been eliminating such 
weapons since 1990. There are also credible facts to make 
us believe that there were actually no WMD in Iraq before 
the war. . The resignation of David Kay is a significant 

event in this regard 

come up with a convincing argument against the claims made 
by Kay. . Nevertheless 

for having WMD. This war of suspicion might be moving 
towards Syria. V 


\"What Kind of Strategic Partnership Is This?V" 

Ozgen Acar argued in the social democrat-intellectual 
Cumhuriyet (1/27): V'The US has some other strategic partners 
like the UK 

working relationship with the United States. For instance 
Israel has only 2 percent voting support in the Congress 

yet the benefits provided to Israel are ten times this much. 
Strategic partnerships deserve to be treated equally in all 
senses. Turkey is making important contributions to the US 
in Afghanistan 

transportation of oil to the West. But none of these mutual 
interests are making Turkey an equal partner with the US. 
Given the pro-Greek or Armenian lobbies in the Congress 
cannot talk about equal treatment or even about a genuine 
partnership. We still need to consider the question of 
whether there really are mutual interests in the Turkish- 
American relationship or whether the interests are more in 
conflict. V 


DEUTSCH 
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Khaleej 

the war and continues to regularly question U.S. intentions 

in Iraq 

Its headline: \"The American Deputy Ambassador: We are 
Committed to Hand Over a Democratic and Just Regime to the 
Ігааіѕ.\" The editor-in-chief thanked the PAO profusely for 
inviting him to \"chat\" with Ford 

newspaper is not \"anti-American\" and that he welcomes such 
dialogues. Another leading Arabic daily 

on January 14 a prominent story on an inside page reporting 
DCMVs remarks about the potential for Bahraini companies in 
Iraq and the progress CPA has made setting up more 
representative local government. 
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4. Comment: First hand knowledge about Iraq 

Arabic language skills 

interlocutor with Bahraini media and groups. When our young 
Arab-American APAO returns from a five month rotation in 
Iraq next month 

Bahrain and with youth groups. Post recommends that other 
posts consider programming officers upon return from similar 
rotations in Iraq. 


NEUMANN 
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Moal-Makame (France) also expressed doubts about whether 
far-reaching changes concerning the OIO were feasible. Mark 
Matthews (U.K.) voiced support for improving the External 
Auditor in the short term. 


5. (SBU) The other issue raised by the U.S. was how the 
Geneva Group should tackle budget and finance questions 
remaining from last year 

costly issues such as financing of home leave. Peter 
Beerwerth said that home leave financing and other issues 
such as insurance had been put to the TS while Beerwerth was 
running the budget facilitation. If the Geneva Group thought 

it worthwhile to pursue these outstanding issues 

most appropriate to give it to the next budget facilitator. 


6. (SBU) Vogelaar noted that while he understood the 
substantial savings that were possible in connection with 
home leave financing 

two points in mind. First 

whether these constituted acquired rights. Second 
important 

already poor staff morale of substantially pruning an 
arrangement that is clearly beneficial to the staff. 
Matthews echoed the point about the abysmally low staff 
morale. However 

revisited 

Secretariat for a progress report on where things stand on 


SIPDIS 
the entire range of issues raised during last year's budget 
facilitation. 


7. (U) The January 20 consultations provided one key answer 
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sought by Washington 

its support for the changes to regulation 12.1 and 12.3 which 
would add the monitoring mandate to the Office of Internal 
Oversight. The one question from Washington was whether 
there would be any cost implications for such a change. OIO 
Director Louati informed the delegates that the new P-4 
position authorized last year would also handle any 
monitoring tasks. In response to a question from the U.S. 
Del 

personnel would be required if the proposed amendments were 
adopted. 


8. (U) That 

and the result was no consensus on the proposed amendments. 
Much of the commentary focused on whether there is a 
definition of monitoring." Louati asserted that there is a 

UN definition 

Ruth Flint (Switzerland) asked whether there would be a 
connection between the issue of OIO monitoring and the 
introduction of results based budgeting 

was inconclusive. 


9. (U) With regard to the proposed change to regulation 

12.7 which would distinguish \"core\" and \"non-core\" functions 
there was opposition from Louati and substantial skepticism 
among delegates about the ability to separate core from 
non-core activities. At the end of the discussion 

facilitator Peter van Brakel (Canada) suggested that the best 
course of action would be clearly defining monitoring in 
Regulation 12.1 and dropping the addition of Regulation 12.7 
and delegates merely agreed to consider the suggestion. 


10. (U) The consultations ended before discussion of 
Regulation 12.4. U.S. Del met with van Brakel separately to 
inform him that the U.S. did not object to listing the 

reports now being provided to the External Auditor 

not want to limit the types of reports available to the 

auditor. For that reason 

personnel and financial matters would be provided to the 
External Auditor \"routinely\" and other reports 

appropriate 

point 

However 

does not specifically cite \"reports 

could be viewed as somewhat more restrictive. Van Brakel 
asked whether that was the intention of the U.S. If not 
suggested the U.S. consider whether more all-encompassing 
language might be more suitable. 


11. (U) Javits sends. 
RUSSEL 
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just past. Amb. Zoellick met President Mejia and his 
cabinet 

organizations 

opposition presidential candidates. Congressman Jerry Weller 
(R-IL) accompanied the USTR during much of the visit 
providing a perspective on legislative requirements and 
prospects. Dominicans generally held the same view as 
leading opposition candidate Leonel Fernandez: that no one 
was against free trade but the public needed to be better 
informed about the negotiations. The first round of 

bilateral talks moved forward 

expressing satisfaction on the technical content and the 
cordial relations at the bargaining table. Amb. Zoellick 
noted in private meetings that economic growth in the 
Dominican Republic would also provide indirect help to the 
population of Haiti. End summary. 


2. (U) U.S. Trade Representative Robert Zoellick carried out 
a full program in Santo Domingo on January 15 to launch the 
negotiations between the Dominican Republic and the United 
States on a free trade agreement. The Ambassador 

chief negotiator Assistant USTR Regina Vargo accompanied him 
throughout the program. At the presidential palace 

conferring briefly with lead Dominican negotiator Secretary 

of Industry and Commerce Sonia Guzman 

full discussion with President Mejia and his economic 

cabinet. Following a press opportunity there 

congressional leaders at the Senate president\'s office and 
spoke with business leaders at a luncheon offered by the 
Ambassador. The USTR party visited the new 

port at nearby Caucedo (an investment in cooperation with 
U.S. firm CSX) and then went to the Catholic University 
(PUCMM) for exchanges with non-governmental organizations 
representing civil society and small and medium enterprises. 
Amb. Zoellick concluded the day with an hour-long press 
roundtable with editorialists from leading newspapers and 
media outlets. On January 16 he met separately with 
opposition presidential candidates Eduardo Estrella (PRSC) 
and Leonel Fernandez (PLD) before an early morning departure. 


3. (U) USTR Zoellick 
revolved around the same core elements: 


- - The U.S. government understands that Dominican Republic 
has had a difficult year. The government 
society have had to take hard decisions. 


- - There are V'three legs!" to support the country 
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recovery: free 

legitimate institutions and to provide a stable base for 
relations; a renewed agreement with the IMF to set the 
conditions for financial stability; and a free trade 
agreement to permit the country to benefit from new 
opportunities in international trade. 


- - Trade talks are part of a larger bilateral relationship; 

the USG wishes to work closely with the GODR on each of the 
three elements 

financial institutions. 


- - As for timing 

working for almost two years to prepare for these talks. The 
U.S. is pleased to offer a partner -- the Dominican Republic 
-- a priority place in the U.S. trade agenda. 


- - The world is changing and countries that wait will be 
disadvantaged. China and India 

The expiration of quotas on textiles at the end of 2004 will 
directly affect trading opportunities and require innovation 
and adjustment. 


- - Zoellick and U.S. negotiators want to understand 

Dominican needs and sensitivities 

mutually decide how to move ahead. Tools are available 
including safeguard measures and gradual phase-ins. An FTA 
should provide benefits for both sides -- beyond those of the 
Caribbean Basin Initiative -- and will assure a better 

climate for investment and job creation. 


- - The text defined for the Central American countries 
(CAFTA) builds on those negotiated with Chile and with 
Singapore and is comprehensive in scope. U.S. negotiators 
anticipated issues of concern to the Dominican Republic and 
included them -- one example being the treatment of duty 
draw-backs. Special consideration was afforded the Central 
American countries in sectors of special sensitivity 

lengthy phase-in periods -- for dairy 


- - The agreement will require governments to adhere to 
standards of transparency and procedure that will reinforce a 
competitive environment. They will give greater access to 

small and medium businesses and will reduce the advantages of 
those previously enjoying privileged treatment. 


- - Assistance in building trade capacity is essential. It 
can be channeled through the USG 

development banks 

organizations. 
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- - Regard for labor standards and for environmental 
standards is essential and is included in the text. Parties 
will undertake to enforce their own laws. 


GODR MEETINGS 


4. (SBU) President Mejia led the meeting with the GODR 
cabinet 

FTA talks and his personal involvement. Attending along with 
Secretary Guzman were Finance Secretary Rafael Calderon 


SIPDIS 
Secretary of Foreign Relations Guerrero Prats 
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Labor Ray Guevera 

Intellectual Property Commissioner Jorge Mera 

Governor of the Central Bank Calvo 

Foreign Investment Galvan. Mejia commented that Dominican 
monopolists and oligopolists were pretending that there was 
no need to open the economy 

Mejia said that as the private sector understands the 
seriousness of U.S. negotiators 

advantages of an agreement. 


5. (SBU) President Mejia reaffirmed his \"will and iron 
position\" to complete the IMF agreement and to comply with 
what he signs. The President noted that the Fund 
preconditions were 90 percent complete. He said that he was 
alarmed by the exchange rate 

policy is for a free market rate 

control. Referring to currency speculation 

that the dollar-earning sectors of the economy do not 
understand their social and economic responsibility. 


6. (SBU) Central Bank Deputy Governor Calvo said the GODR 
needed more time to meet the monetary targets 

recent developments had hurt the country\'s ability to comply. 
(Note: The Central Bank Governor subsequently sent a letter 
to Secretary Snow 

asking for understanding of the GODR non-compliance with the 
reduction in monetary base.) Calvo also raised the topic of 
dollarization of the economy (apparently without prior 
coordination) 

be feasible. USTR Zoellick asked whether this topic had been 
raised at the OAS special summit in Monterrey on January 
12-13. 


7. (SBU) Mejia indicated that he had participated in a 
20-minute meeting with Secretary of State Powell 
which President Bush had stopped in to greet presidents. 
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Mejia told USTR Zoellick that fifteen minutes of that meeting 
had focused on Haiti 

no solution.\" Mejia added that France and Canada should take 
on more responsibility for addressing problems in Haiti. 

Zoellick noted that recovery for the Dominican economy would 
provide indirect benefits to Haiti. Mejia agreed 

that a million Haitians are currently in the Dominican 

Republic. 


CONGRESS 


8. (SBU) Congressman Jerry Weller (R-IL) joined the USTR 
party at the office of Senate President Jesus Vasquez. The 
Dominican side included House of Representatives President 
Alfredo Pacheco and committee chairs for foreign relations 
industry and trade 

course of discussion 

misgivings of Dominican producers of pork and poultry and 
undertook to be sensitive to local needs. He stressed the 
importance of labor laws and of enforcement 

laws against child labor and trafficking in persons. He 
commented that reductions in tariffs under an FTA would 
require fiscal adjustments over a transition period; lowering 
tariffs and increasing competition on basic goods and 
consumer commodities would directly benefit the poorest 
Dominicans. (Q: WHAT DID THE DOMINICAN SIDE SAY?) 


9. (SBU) Congressman Weller commented that legislative 
approval of the FTA would be difficult for both countries in 

an election year and asked that the legislators help explain 
the FTA\'s benefits to their constituents and to Dominicans 
living in the U.S. through the Dominican American Roundtable 
and other organizations. 


10. (SBU) Senate President Vasquez noted that the Dominican 
Congress and Executive have assigned a liaison group of 
legislators to follow the FTA negotiations 

members updated 

He hoped the IMF negotiations could be concluded as quickly 
as possible and said his country had \"advanced greatly\" in 
conducting free and fair elections and would not backslide to 
the irregularities of earlier times. House of 

Representatives President Pacheco and a committee chairman 
spoke of their concerns about the high costs of maritime and 
air freight. One committee chairman appealed for more aid 
from the international community for reconstruction of Haiti 
\"which cannot be at the expense of the Dominican Republic\" 
(Note: Providing services to illegal Haitian migrants. End 
note.) Amb. Zoellick replied that one of the best ways to 

help Haiti would be to develop the Dominican economy next 
door. 
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OPPOSITION CANDIDATES 


11. (SBU) Amb. Zoellick hosted breakfast meetings at his 
hotel for PRSC candidate Eduardo Estrella and for PLD 
candidate Leonel Fernandez. Estrella opened with the 
affirmation that he supports an FTA and was one of the first 
to request it. Pork and poultry are sensitive sectors; 

tariffs need to be reformed generally and customs must apply 
them in transparent fashion. He is concerned about 
corruption in the customs service and in general; this will 

be a theme of his campaign. Amb. Zoellick noted that an FTA 
will lower the cost of corn as an input to the livestock 

sector. The United States is a pork exporter 

is a supporter for free trade; however 

deal in a sensitive manner with sensitive subjects. Estrella 
spoke of his support for competition and openness in 
government procurement 

expects to make this point during campaign trips to New York 
and New Jersey. He outlined his concerns about maneuvers 
affecting the Dominican presidential elections and commented 
that the proposed draft changes to the electoral law would 
create confusion and could open the door to massive fraud. 


12. (SBU) In contrast to Estrella 

candidate Leonel Fernandez focused first on the presidential 
election. In campaign speech style 

flourishing of the Dominican economy during his 1996-2000 
presidency. The 2000 elections had been fair. President 
Mejia had made untimely decisions and mismanaged fiscal 
policy 

During his own presidency 

in the background to the private sector; in contrast 

Mejia 

risen from the equivalent of 18 percent of GDP to more than 
50 percent. Mejia had shown his authoritarian tendencies 
with constitutional amendments and the imposition of judges 
for the Elections Board (JCE). Fernandez 

of conduct for the JCE. He said that political primaries do 
not work in the Dominican context but rather encourage 
fragmentation. The country needs international election 
observers. Special attention should be paid to auditing 
computer systems and their use. 


13. (SBU) Amb. Zoellick outlined U.S. views on the FTA and 
the need for an IMF package and agreed on the importance of 
free and fair elections. Fernandez noted that talks coincide 
with the presidential election campaign 

currently show him receiving 63 percent as opposed to 15 
percent for Mejia. When Zoellick asked Fernandez for his own 
opinion about the FTA 
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uncertain about the proposals 

rice 

Dominicans are not. The Dominican Agricultural bank is 
decapitalized 

and the GODR is imposing (temporary) export taxes. Farmers 
see the FTA as benefiting primarily the free trade zones. 


14. (SBU) Amb. Zoellick characterized negotiations as a 
\"problem solving exercise\" -- building in measures to deal 
with prevailing conditions 

pesos and U.S. producers 

He stressed the utility of the transparency required by the 
FTA. Dominicans resident in the United States could help 
persuade U.S. legislators to accept a CAFTA/Dominican 
Republic agreement. 


15. (SBU) \"There is no real rejection of free trade by 
Dominicans 

There was apprehension 

and advertise the advantages of an agreement. 


16. (SBU) Amb. Zoellick mentioned competition in services 
and the interest in reducing the costs of remittances from 

the United States. Fernandez agreed 

CUNY 

2.2 billion 

earnings of Dominicans in the United States and equivalent to 
about 10 percent of Dominican GDP. He agrees that an FTA is 
part of a larger development process. Amb. Zoellick closed 
by emphasizing that with financial stability secured with IMF 
help 

economy. 


CIVIL SOCIETY AND PRESS ROUNDTABLES 


17. (SBU) A roundtable at the Pontifical Mother and Master 
Catholic University 

political mediator) Msgr. Agripino Nunez 

eighteen economic 

small and medium business 

agreed there were concerns about the fast timetable for the 
FTA negotiations 

potential negative impact on the Dominican Republic\'s jobs 
small businesses 

the lengthy preparatory work on both sides and the extensive 
customizing to the proposed draft for the Dominican Republic. 
He pointed to comprehensive environmental 

transparency provisions in the draft and the potential of an 
FTA to create opportunities for small and medium enterprises 
and benefit consumers by opening up competition. Amb. 
Zoellick also referred to USAIDVs trade capacity building 
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program and related IFI financing. He said the FTA could 
enable a bilateral partnership to solve problems together and 
help the Dominican Republic enforce its own labor and 
environmental laws. During an hour-long discussion with 
senior editorial board members and media representatives 
Amb. Zoellick stressed that the U.S. intention was not 
limited to encouraging trade; instead 

opportunity for growth 

law 

domestic reform processes. 


COMMENT 


18. (SBU) Amb. Zoellick delivered the message on free trade 
and in providing another strong demonstration of U.S. 

interest and concern for the economic plight of the hard 

pressed Dominicans. He received extensive press coverage -- 
his photo and visit were the only items above the fold on the 
next day\'s \"Listin Diario.\" We expect favorable op-ed comment 
to follow. 


19. (SBU) His was an upbeat modulation on the U.S. 
diplomatic and public diplomacy approach. In November 
Treasury Under Secretary Taylor listened to Dominican 
concerns about a dire economic situation 

to interlocutors and provided steady reassurance that a 
solution was possible through the IFls 

In December 

that message and added the strong U.S. concern about 
institutional weaknesses 

corruption. USTR Amb. Zoellick explicitly included those 
themes in his visit and linked them to the promise of 
recovery and the opportunities of competition and free trade. 


20. (U) The presence of Congressman Weller and his comments 
were a further demonstration of the seriousness of the U.S. 

side and its intention to see the free trade negotiation 

process through to a successful conclusion. Meanwhile the 

first round of bilateral talks went forward January 12-16 

without incident 

the technical content and the cordial relations at the 

bargaining table. 


21. USTR has reviewed this cable. 
HERTELL 
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state of the union address 

report read 

Bush\'s state of the union address.\" 
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2. (C) Outside of the media 

reaction to the Presidents speech. When PolCouns asked 
vocal MP Mamdouh Al-Abbadi (East Banker 

for his view on the address 

failure to mention the Israeli-Palestinian conflict did not 
bode well for the peace process. He jokingly expressed 
relief 

VevilV countries for a possible future U.S. invasion. 


3. (C) Similarly 

Committee in the Jordanian Senate 

expressed disappointment to PolCouns that President Bush had 
not mentioned the Palestinian issue 

proves the U.S. has walked away from the peace process. Dr. 
Duried Mahasneh 

negotiate JordanVs peace treaty with Israel 

he was disheartened by the speech\'s exclusion of the 
Israeli-Palestinian conflict and opined that President Bush 

was not going to apply any pressure upon Israel to implement 
its roadmap obligations during a U.S. election year. 


4. (C) COMMENT: The lack of public evidence of forward 
movement in the peace process 

any mention of the Israeli-Palestinian conflict in President 
Bush\'s state of the union address 

wondering whether the U.S. is truly committed to 
implementation of the roadmap. The return of John Wolf to 

the region and renewed U.S. diplomatic engagement could help 
counter these doubts. End Comment. 


Visit Embassy Amman\'s classified web site at 
http://www.state.sgov.gov/p/nea/amman or access the site 
through the State Department's SIPRNET home page. 
HALE 
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dimension\" to the failure to set a meeting with the King 
office director (protect) told PolCouns that the Israeli 
insistence on a meeting with the King was V'aimed only at 
Israeli public opinion\" and did not take into consideration 
Jordan\'s increasingly vocal parliamentary opposition. He 
cast the refusal to schedule a meeting with the King as 
designed to protect the King personally from the expected 
political fallout from the visit. 


2. (S) The Israeli Ambassador here told Charge (somewhat 
contradictorily) that the Jordanian position was both an 

effort to sideline Shalom (intolerable for Shalom 

politically) and a pretext designed to engineer an Israeli 
cancellation and postpone an increasingly inconvenient visit 
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and on the second point we share his analysis. In 

particular 

exchange 

that Jordanian prisoner releases were part of the deal 
embarrassed the Jordanians 

the primary outcome of the Shalom visit. The Israeli 
Ambassador told us that despite unhappiness with the collapse 
of the proposed visit 

process of returning the prisoners. 


3. (S) Comment: This development shows the degree to which 
aspects of Jordan-Israel relations are increasing affected by 
perceived slights 

issues 

economic relations 

and intelligence ties remain strong and insulated from these 
irritants. 


Visit Embassy Amman\'s classified website at 
http://www.state.sgov.gov/p/nea/amman/ 


or access the site through the State Department's SIPRNET 
home page. 
HALE 
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outlined a timeline for the steps necessary to the 

verification process. He dismissed concerns about delays and 
the CNE\'s ability to maintain its autonomy. He expressed 
appreciation for international support and emphasized his 
belief that things will continue to go well. End summary. 


2. (C) Deputy Assistant Secretary DeShazo 

and econoff spoke with National Electoral Council (CNE) 
President Francisco Carrasquero and CNE Secretary General 
William Pacheco about the referendum signature verification 
process on January 22. DeShazo opened the conversation by 
noting that all international eyes are upon Venezuela and 

that the center of attention is the CNE 

historic importance that the CNE\'s management of the 
verification process--and beyond-- will have. Carrasquero 
assured DeShazo and the Ambassador that the CNE would be able 
to complete the verification process by the constitutionally 
mandated deadline of February 15. He said the GOV had 
offered more staff and computers 

Vice President Rangel of credits for the purchase of 
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equipment. The CNE now has three teams working 24 hours 
every day on the verification of signatures. Carrasquero 

also noted that VP Rangel had visited him that day (note: as 
Rangel had told DeShazo he would) and had stated publicly 
that the GOV would respect whatever decision the CNE made. 


3. (C) Carrasquero was not worried by recent criticism of the 
CNE or by accusations of deliberate delays 

express concern that certain sectors of society would not 
respect the CNE\'s final decision. He insisted the 

institution would maintain its independence and continue to 
work in a calm and transparent manner. Carrasquero agreed 
with DeShazo\'s positive assessment of the international 
observersY role in maintaining transparency. Although the 
teams had found a \"normal\" number of errors 

there was no sign yet of fraud. He deemed it too early to 
make a meaningful determination on the 

issue. 


4. (C) DeShazo questioned Carrasquero on the details and 
timing of several steps integral to the verification process. 
Carrasquero confirmed that CNE teams were engaged in the 
separate processes of physically verifying the tally 
sheets/certifications (V'actas V) and the signature sheets 
(\"planillas\"). Once the physical verification is complete 
the quality control process of cross-checking rejected 
signatures with existing electoral data can begin. 
Carrasquero said the CNE would publish a list of rejected 
signatures and a list of valid signatures in the national 
press for review by the public. He explained that citizens 
would have a period of five days to dispute their inclusion 
on either list and could do so at regional CNE offices. 
According to Carrasquero 

before February 13 when the final verification report will be 
submitted to CNE board. The board will have two days to 
approve the report. Carrasquero assured DeShazo that the 


board would make a definitive decision and publish the 
results of the signature drive in the electoral gazette on 
February 15. 


5. (C) CNE Secretary General William Pacheco told DeShazo 
that each subject and author of a particular recall effort 

would have the opportunity to audit the process. He 

explained that either party could ask for copies of relevant 
certification sheets and signature sheets to be certain that 

CNE teams were operating with unaltered information. Pacheco 
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said copies of signature sheets had already been delivered to 
several National Assembly members up for recall. 


6. (С) Carrasquero noted that the CNEVs final decision on the 
verification process would be open to Supreme Court 
challenges for an unspecified time period after its 
announcement. Also 

technical ability to mount the various referenda within the 

legal time-frame if warranted by the results of the 

verification process. Carrasquero told DAS DeShazo the board 
had already consulted with Spanish company 

technical requirements. DeShazo congratulated Carrasquero on 
his work so far and reiterated the USGVs support for a 
democratic 

to Venezuela\'s political crisis. 


7. (C) The Ambassador asked Carrasquero about President 
Chavez\' allegations of \"mega-fraud\". Carrasquero said that 
the CNE hadn't finished its work 

mega-fraud. He pointedly repeated his December 2002 public 
statement to the effect that the PresidentVs views on the 
validity of votes was not important in the CNE\'s autonomous 
verification process. DeShazo praised Carrasquero\'s 
commitment to resisting political pressure 

the importance of institutional independence and transparency 
for the CNEVs eventual decision to be seen as legitimate. 


8. (C) Carrasquero was upbeat and cordial. As critics on 
both sides of the political spectrum currently beset the CNE 
it behooves Carrasquero not to display any uncertainty about 
its capabilities. However 

referendum is a process of unprecedented technical and 
political complexity. Despite Carrasquero\'s confident 
insistence that the CNE will meet its February 13th deadline 
the date could slip. Between those in the CNE who may 
attempt to slow the process 

imposed by the scope of work 


9. (U) DAS DeShazo reviewed this message. 
SHAPIRO 


NNNN 
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BEING KILLED AND LITLE HOPE EXISTED FOR AN ELECTORAL 

SOLUTION. RINON NOTED THAT FORMER PRESIDENT JIMMY CARTER 

CALLD ON VENEZUELANS TO BE PEACEFUL AND THAT WAS 

INSRUMENTAL IN GETTING THE PARTIES TO SETTLE DOWN AND 
PROCEED TOWARDS A PEACEFUL SOLUTION. 


9. (C) LATE IN THE CONVERSATION 

VICE PRESIDENT OF THE TSJ\'S CNSTITUTIONAL CHAMBER 

THE MEETING. WHEN ABRERA ENTERED 

TO THE URRENT JOCKEYING TO CHANGE THE INTERNAL RULES OF THE 
NATIONAL ASSEMBLY AND RECALL POLITICS. RINCONSAID CHAVEZ 
SUPPORTERS ARE SEEKING TO SOLIDIFY THIR CONTROL OF THE 
NATIONAL ASSEMBLY TO ENSURE THY RETAIN SOME POWER IF CHAVEZ 
FALLS. HE NOTED TAT THE OPPOSITION WAS AT A DISADVANTAGE 
BECAUSE HAVEZ HAD BEEN RUNNING FOR OFFICE FOR FIVE YEARS AND 
THE OPPOSITION STILL HAS NO SINGLE CANDIDATE TOCHALLENGE 

HIM. 


TSJ CONSTITUTIONAL VP PLEDGES NO BIAS 


SIPDIS 


10. (C) CBRERA SAID THE USG SHOULD BE ASSURED THAT THERE 

ILL BE NO ADVANTAGE GIVEN TO EITHER CHAVEZ OR TO HI 

OPPONENTS IF THE COURT IS ASKED TO REVIEW ISSUE REGARDING A 

RECALL REERENDUM. NEVERTHELESS 

SUPPORTERS OBVIOUSLY DID NOT ARTICIPATE IN THE SIGNATURE 

DRIVE TO REMOVE THE RESIDENT AND THEREFORE WOULD MOST LIKELY 

NOT COMEBEFORE THE COURT. (NOTE: CABRERA IGNORED THE 

POSIBILITY THAT THE COURT MAY REVIEW ISSUES STEMMING FROM 

THE SEVERAL SIGNATURE PETITIONS TO RECALL OPOSITION 
LEGISLATORS BROUGHT BY CHAVEZ SUPPORTER.) WITHOUT 

PROMPTING 

TSJ 


SIPDIS 
STATING DECIDEDLY 


11. (C) RINCON ADDED THAT THE OPPOSITION SHOULD HAVE FAITH 

IN THE TSJVS CONSTITUTIONAL CHAMBER 

CHAMBER THAT RULED AGAINST CHAVEZ IN THE TREASON CASE BROUGHT 
AGAINST MILITARY OFFICERS FOLLOWING THE APRIL 2002 COUPE 
ATTEMPT. HE REPEATED A LINE FROM HIS SPEECH AT THE OPENING 
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OF THE TSJVS DECISION: \"OUR PARTY IS DEMOCRACY.\" 


12. (U) FOLLOWING HIS MEETING WITH DAS DESHAZO AND THE 
AMBASSADOR 

ACT PRUDENTLY. SPEAKING WITH THE PRESS 

SAID THE CNE MUST DO EVERYTHING POSSIBLE TO FULFILL ITS 
RESPONSIBILITY TO FOLLOW THE RULES IT HAD ESTABLISHED TO 
VERIFY SIGNATURES IN THE SEVERAL PETITIONS FOR RECALL 
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AYNG HE WAS CONFIDENT THE CNE WOULD 

ACT AS REQUESTD. ADDITIONALLY 

WOULD RMAIN VIGILANT TO ENSURE THE \"PEOPLE\'S WILL\" WAS 
ESPECTED. 


15. C) RINCON PRESIDES OVER A COURT SPLIT EVENLY ALONG 
IDEOLOGICAL LINES. RINCON IS REGARDED AS A CENTIST LEANING 
TOWARD CHAVEZ 

OPPOSITION. THE RUMOR MIL HAS IT THAT ONCE THE ASSEMBLY 
INCREASES THE NUMER OF TSJ MAGISTRATES FROM 20 TO 30 
WILLNAME RINCON 

VATICAN. RINCON\'S PUBLIC STATEMENT IMMEDIATLY FOLLOWING HIS 
MEETING WITH DAS DESHAZO SENDS DOUBLE MESSAGE. FIRST 
SHOWS AN INTEREST INENCOURAGING THE CNE TO PRESS THROUGH 
WITH ITS SINATURE VERIFICATION FOR A POSSIBLE RECALL. 

SECON 

INTERNATIONAL COMMUNITY BY IMMEDIATELY TRANSLATIG PRIVATELY 
COMMUNICATED CONCERNS INTO PUBLIC STTEMENTS. 


16. (U) DAS DESHAZO REVIEWED THIS MESSGE. 
SHAPIRO 
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15. C) RINCON PRESIDES OVER A COURT SPLIT EVENLY ALONG 
IDEOLOGICAL LINES. RINCON IS REGARDED AS A CENTIST LEANING 
TOWARD CHAVEZ 

OPPOSITION. THE RUMOR MIL HAS IT THAT ONCE THE ASSEMBLY 
INCREASES THE NUMER OF TSJ MAGISTRATES FROM 20 TO 30 
WILLNAME RINCON 

VATICAN. RINCON\'S PUBLIC STATEMENT IMMEDIATLY FOLLOWING HIS 
MEETING WITH DAS DESHAZO SENDS DOUBLE MESSAGE. FIRST 
SHOWS AN INTEREST INENCOURAGING THE CNE TO PRESS THROUGH 
WITH ITS SINATURE VERIFICATION FOR A POSSIBLE RECALL. 

SECON 

INTERNATIONAL COMMUNITY BY IMMEDIATELY TRANSLATIG PRIVATELY 
COMMUNICATED CONCERNS INTO PUBLIC STTEMENTS. 


16. (U) DAS DESHAZO REVIEWED THIS MESSGE. 
SHAPIRO 
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remarks about the Ambassador 

Security Advisor Condoleeza Rice. Rincon noted that 
responding to Chavez is not always wise. So it is 
with the current CNE process. If the signatures are 
verified 


7. (С) Rincon responded to several questions by the DAS 
and the Ambassador about current players in the Venezuelan 
electoral and political scene. While the press and Chavez 
had problems 

Rincon said the power of FEDECAMERAS 

and a coordinator of the crippling national strike in 

December 2002-February 2003 


8. (С) Rincon recalled that during the attempted coup in 

April 2002 

very \"dangerous moment" апа an environment where people were 
being killed and little hope existed for an electoral 

solution. Rincon noted that former President Jimmy Carter 

called on Venezuelans to be peaceful and that was 

instrumental in getting the parties to settle down and 

proceed towards a peaceful solution. 
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9. (С) Late in the conversation 

vice president of the TSJVs Constitutional Chamber 

the meeting. When Cabrera entered 

to the current jockeying to change the internal rules of the 
National Assembly and recall politics. Rincon said Chavez 
supporters are seeking to solidify their control of the 
National Assembly to ensure they retain some power if Chavez 
falls. He noted that the opposition was at a disadvantage 
because Chavez had been running for office for five years 
and the opposition still has no single candidate to challenge 
him. 


TSJ Constitutional VP Pledges No Bias 


SIPDIS 


10. (C) Cabrera said the USG should be assured that there 
will be no advantage given to either Chavez or to his 
opponents if the Court is asked to review issues regarding a 
recall referendum. Nevertheless 

supporters obviously did not participate in the signature 
drive to remove the president and therefore would most likely 
not come before the court. (Note: Cabrera ignored the 
possibility that the Court may review issues stemming from 
the several signature petitions to recall opposition 

legislators brought by Chavez supporters.) Without 
prompting 

Constitutional Chamber is controlled by Chavez 

decidedly 


11. (C) Rincon added that the opposition should have faith 

in the TSJ 

chamber that ruled against Chavez in the treason case brought 
against military officers following the April 2002 coup 

attempt. He repeated a line from his speech at the opening 

of the TSJVs decision: Vour party is democracy.\" 


12. (U) Following his meeting with DAS DeShazo and the 
Ambassador 

act prudently. Speaking with the press 

said the CNE must do everything possible to fulfill its 


responsibility to follow the rules it had established to 
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verify signatures in the several petitions for recall 

referenda 

softened his remarks by saying he was confident the CNE would 
act as requested. Additionally 

would remain vigilant to ensure the \"people\'s will" was 
respected. 


13. (C) Rincon presides over a court split evenly along 
ideological lines. Rincon is regarded as a centrist leaning 
toward Chavez 

opposition. The rumor mill has it that once the Assembly 
increases the number of TSJ magistrates from 20 to 30 

will name Rincon 

Vatican. Rincon\'s public statement immediately following his 
meeting with DAS DeShazo sends a double message. First 
shows an interest in encouraging the CNE to press through 
with its signature verification for a possible recall. 

Second 

international community by immediately translating privately 
communicated concerns into public statements. 

SHAPIRO 
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the basic points that Secretary Powell has made regarding the 
referendum. Chaderton called comments by Reich 
inappropriate. He acknowledged that President Chavez\'s 
comments about Rice were \"very tough 

(see reftel). After listing her academic achievements 
Chaderton asserted that Rice does not understand the 
situation in Venezuela. Chaderton also said that what 

worries the GOV is that USG comments are biased toward the 
opposition. DeShazo rejected Chavez\'s comments about Dr. 
Rice as an inappropriate personal attack. 


4. (C) VenAmCham speech - Early in the meeting 

said the VenAmCham is becoming a politicized 
organization 

Venamcham President Andres Mata 

newspaper VEI Universal.\" DeShazo noted his personal 
friendship with Mata and support for Venamcham. 
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5. (C) GOV-FARC relations - DeShazo repeated the comments he 
made to Chaderton in December about the need for Venezuela to 
be vigilant against terrorism 

Revolutionary Armed Forces of Colombia (FARC). Chaderton 
indicated that the GOV relationship with Colombia was 


delicate. In addition 
GOV National Guard members allegedly by Colombian 
paramilitary group AUC. 


6. (C) GOV-GOC relations - Responding to DeShazo\'s expression 
of USG concern about GOV-Cuban relations 

raised with Chaderton in December 

complained that US policy caters to the Cuban-American 
community in Miami and lamented that the embargo harms the 
Cuban people. He defended the presence of Cuban doctors in 
Venezuela 

them in without US complaint. 


7. (C) GOV National Guard asylees - Chaderton broached the 
issue of the two GOV National Guard lieutenants 

claims are linked to two embassy bombings 

the U.S. DeShazo indicated that there are legal processes 
that must be followed and assured Chaderton that any decision 
on extradition would be in keeping with pertinent legal 
requirements and procedures. 


8. (C) Inter-American Convention Against Terrorism (IACT) - 
Chaderton inquired about the status of the IACT in the USG. 
DeShazo explained that it is before the Senate. He 
emphasized the administration\'s interest in ratification and 
the importance of coordinated action against terrorism in the 
Americas. 


9. (C) In general 

guidelines on talking points 

about the GOV National Guard officials seeking asylum in the 
U.S. and in defending Chavez\'s comments about USG officials. 
He was much harsher in his comments than was VP Rangel in the 
subsequent meeting. 


10. (U) DAS DeShazo reviewed this message. 
SHAPIRO 
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7. (C) Ramos related VP RangelVs assertion that the 
opposition had not gathered more than 1 million signatures 
with the exhortation immediately afterwards that everyone had 
to accept the CNEVs decision. He found this a clear sign of 
government pressure on the CNE 

Ramos charged that the collection of signatures had not been 
fair 

and military pressure. Ramos talked of his fear that the CNE 
would try to prove its independence by disallowing some of 
the pro-government parties signatures against opposition 
deputies 

President. He pushed hard several times for a plan under 
which the opposition would accept all the signatures against 
their deputies 

the recall elections. This would put pressure on the 
government to do the same 

the CNE to use the recall referendums against deputies as 
legitimating for its throwing out the presidential 

referendum. 


8. (C) Salas responded strongly to DAS DeShazo\'s comment that 
the opposition parties\' negative sniping at the CNE was 
perceived as counterproductive and that they were seen as 
lacking a unified 

opposition was responsible for making the CNE an acceptable 
arbiter 

they had every right to want to them to be closely watched 

and reminded of their responsibilities. He said the CNE had 

not earned its credibility 


9. (C) Borges also stressed the delays of the CNE in 

verifying the signatures 

be acceptable to the international community if the delays of 
the CNE led to the recall referendum taking place after 

August 

rather than a popularly elected leader. He suggested this 
might be the CNE\'s intention in drawing out the verification 
process. DAS DeShazo responded that there was a limit 

not quantified 

the circumstances and reasons for any delay would be a factor 
in determining the response of the international community. 

He stressed that both the GOV and CNE have pledged that the 
process will be transparent and fair and that the USG regards 
these as markers upon which to judge results. Borges 
stressed that the constant addition of new rules to a 

signature verification process added uncertainty to the 
process. 
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10. (C) Juan Fernandez stressed the tremendous distrust 
between the two sides 

according to a pre-established timetable to build trust. He 
also suggested an agreement between the sides not to run to 
the courts to contest any outcome 

further tension. The Ambassador pointed out that a 
constitutional right was involved 

that the situation required some sort of corporative 
agreement between the sides to protect the peace. He also 
suggested Carter to help set up a direct line of 
communication between the two sides to help bring down 
tension. 


11. (C) In a sustained aside conversation with AD leader 
Henry Ramos 

effective 

coordinated 


forward a program or plan of action 

to oppositionists but also to independents and chavistas. He 
noted that he was hearing in many circles that opposition 
carping at the CNE at this early stage in the verification 
process was counterproductive. Ramos agreed 

criticism of the disunity of the opposition and its public 

affairs and seconding the need to reach agreement soonest on 
coordinating action and designing a platform. 


12. (C) The leaders welcomed this opportunity to meet with 
DAS DeShazo. The concern about CNE foot-dragging is the 
preponderant theme for the opposition. They discount that 
pressuring the CNE could backfire and will no doubt continue 

to make their views known. The marches January 23 are part of 
the strategy. DeShazo\'s message was unmistakable throughout 
his visit: support for the CNE -- and the important OAS and 
Carter Center observation -- as the way to achieve the OAS 
resolutionVs call for a democratic 

and electoral solution. The G-5 bristled at the implied 

criticism of their carping 


13. (U) DAS DeShazo reviewed this message. 
SHAPIRO 
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Caicos\"). Senior TCI officials were unanimous in their view 
that the political situation in Haiti was in secular 
deterioration and that TCI would be faced with an onslaught 
of illegal migrants in the coming months. 


3. (U) Charge and NAS officer visited several Haitian 
communities that have arisen on Providenciales in the \"Five 
Cays 

Following are a summary of Embassy observations: 


- Border controls are essentially non-existent. Haitians 
can arrive/depart essentially at will by boat. 


-- Slums and solid middle- and upper-class housing for 
Haitians co-exist. Rooms were being rented to Haitians for 
$50 a week. 


-- Small shops were ubiquitous with one or more located on 
the corners of most roads or blocks. The neighborhood 
entrepreneurs have developed an informal system apportioning 
inventory so that there was little direct competition. There 

was also an informal system to maintain uniform prices for 
products among the shop owners. 


-- Few of the (mostly male) adult Haitians we met with spoke 
English. Haitian children 

acquiring a TCI accent from their schooling. Haitian 

children 

the mornings to depart for school 

returning from schools homework in hand. 


- Even the Haitian ghettos were quite crime free 
there a crime problem in nearby multi-million dollar ex-pat 
residences. 


- As with The Bahamas 
in the construction and service industries of TCI was readily 
available. 


A Cabinet of Worried Ministers 


4. (C) Charge met privately January 22 with Michael Missick 
Chief (Prime) Minister of the Islands 

residence in the upper-class \"Leeward\" section of 
Providenciales. Chief Minister Missick made the following 
points during the meeting: 


-- Appreciation for the support from OPBAT and reiteration 
of the Governments commitment to contribute 10 percent of 
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the cost for replacing the deteriorated housing used by OPBAT 
personnel on Great Inagua OPBAT base. 


-- The influx of large numbers of Haitians into TCI presents 
serious health 
concerns. 


-- The Government is worried about the \"revolving door\" in 
which repatriated Haitian migrants return to TCI within weeks 
of being deported. The cost of the \"merry-go-round\" is 
seriously impacting on the government\'s budget. 


-- The Government is unhappy with London\'s response to the 
migration situation. Because London considers the Haitian 
problem to be an immigration 

it is not providing the TCI Government with financial support 
to defray the expense of either enforcement or repatriation. 


-- A promise to move quickly to implement machine readable 
passports for TCI passports as a first step in reducing 
border porosity. 


Give Us Pre-Clearance 


5. (U) Chief Minister Missick argued forcefully for 
establishment of pre-clearance facilities in Providenciales. 
He noted that 80 percent of the 165 

U.S. citizens arriving and departing on U.S. carriers. The 
Chief Minister also argued that on a percentage basis 
probably had one of the highest percentages rates of 
visitation to the United States to study 

medical attention. 


6. (U) The Chief Minister also argued strongly for 
establishment of a permanent U.S. consular presence in 
Providenciales to both assist U.S. citizens 

provide visa services. He argued that TCI residents spent 
more per capita in the United States than citizens of any 
other country while complaining that having to travel to 
Nassau for visas was both time-consuming and expensive 
requiring a minimum of a two-night stay. He indicated that 
his government considered a regular U.S. consular presence of 
such importance 

significant percentage of the cost of building a security 
facility for Embassy personnel. 


7. (U) Charge reviewed security 

limitations that made establishment of either a permanent 
Embassy consular presence or a pre-clearance facility in the 
near term unlikely. 
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8. (SBU) Chief Minister also raised the concerns of his 
government regarding both issuance of A and G visas for 
official travel 

members of his cabinet. Charge responded citing the various 
procedures in place in the Embassy that assured that most 
applicants received visas within one hour of paying the 
application fee 

necessary to facilitate rapid issuance of visas for official 
travel 

Washington would need to take to arrange for airport 
courtesies and special security handling for TCI cabinet 
members. 


Senior Officials Share Chief Minister's Concerns 


9. (C) In a separate meeting chaired by the TCI senior 
civil servant 

Charge 

senior TCI police and immigration officials: 


-- Were effusive in praise of the assistance that they have 
been receiving from the U.S. while asking for an even greater 
OPBAT and Coast Guard presence. 


-- Reiterated their belief that Haitian migrants were almost 
exclusively economically 


-- Insisted that the country was approaching a saturation 
point in accepting Haitians. While \"we can hardly blame them 
for trying to escape (Haiti)...we in TCI simply cannot 
accommodate them at the rate they are coming in 

declared. Clare estimated that there were 15 

Haitians residing in a country of 30 

6 


- Repeated concerns that the country\'s social services 
schools 

Officials noted that a majority of all pregnant mothers in 
the country were illegal Haitians. 


- Requested an additional USCG presence between TCI and 
Haiti to interdict both illegal drugs and illegal aliens. 


10. (C) TCI officials told Embassy officials that they 
would need at least three additional ocean-going vessels to 
have any impact deterring Haitian immigration to TCI. TCI 
police also noted that they currently have only one 
functioning blue water vessel. 


Column 3 


11. (U) TCI officials also indicated that because of their 
limited resources and on-island expertise in criminal 
investigations 

in interceding with the FBI and other U.S. law enforcement 
agencies in doing criminal checks 

experts for investigations 

detection of forged documents including passports 

U.S. currency. 


Governor: Some Similar -- and Some Different -- Concerns 


12. (C) In a private meeting with Governor Jim Poston 
Secretary David Peate 


SIPDIS 
the following points to Charge 
the Embassy: 


-- Inquired if the Embassy was aware of a proposal of a 
Canadian member of parliament to make TCI a \"freely 
associated state" with Canada and asked how seriously Charge 
considered such a proposal. 


-- Noted that if TCI decided to formally declare 

independence from the United Kingdom 

no objections as long as there was a sufficient transition 
period to arrange the transfer and assurances were received 
regarding assumption from the UK of TCIVs legal and financial 
obligations. 


-- Noted that London was no longer providing any capital 
contributions to TCI and believed that the TCI government 
should be entirely self-financed. 


-- Praised the current level of cooperation and assistance 
to TCI being provided by OPBAT. 


-- Expressed concern about the honesty and integrity of some 
senior TCI law enforcement officials. Embassy DEA officials 
responded that they were not aware that any confidential drug 
information provided to TCI officials had been compromised. 


-- Noted that because of the islands small population 
getting a jury to convict TCI citizens of certain crimes such 
as drug trafficking was \"problematical.\" For that reason 
Governor Poston continued 

trials of traffickers in other jurisdictions such as the 

United States or The Bahamas. 
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-- Expressed concern that the drug problem/drug wealth in 
TCI was growing 
point 


-- Pointed out that since TCI had no national development 

plan 

mixed. He wryly observed that contractors 

developers welcomed cheap Haitian labor even while decrying 

the threat to TCI society that they posed. The 
compartmentalization of opinions about Haitians was such that 
even organizing a forthcoming police raid of illegal Haitians 
working in Providenciales had been complex and time-consuming. 


-- Acknowledged that the country continued to side-step the 
issue of the legal status of Haitians born in TCI and whether 
or not to admit them as TCI \"belongers.\" 

-- Agreed to work with telephone provider Cable and Wireless 
to provide OPBAT with a wire and cellphone monitoring 
capability as new technologies were introduced. 


Police and Immigration: Drugs 


13. (С) TCI Police Commissioner Paul Harvey admitted to 
Embassy officials that the Turks and Caicos had V'essentially 
open borders.\" He was concerned about reports that Haitians 
were building vessels to depart their country if political 
instability threatens 

stockpiling drugs in Haiti for shipment through TCI and The 
Bahamas to the United States 

Haitian sloops being used for dual purpose cargoes: illegal 
drugs and illegal migrants. Other points made by Harvey 
included: 

-- An apparent concentration of drug smuggling activities on 
Providenciales 

where it is much easier for both drugs and illegal migrants 

to integrate into an already large Haitian community vice 
Grand Turk where newcomers V'would immediately stand out. V" 


- Recognition of heightened post 9-11 security concerns and 
the impact on TCI of a terrorist incident 

resources to conduct even minimal background checks on 
airport employees. 


-- Frustration from a lack of intelligence within the 
Haitian community due to an inability to recruit confidential 
Sources. 


14. (C) Senior Immigration officials echoed Harvey\'s 
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concerns and Government fears of a worsening situation in 
Haiti. Asked how TCI would cope with a sudden influx of new 
migrants 

turn to the United States for help." OPBAT/Coast Guard 
officers reviewed recent activities by the USCG to interdict 
illegal migrants and USCG plans for an increased presence in 
the region in the coming months. Officials complained that 
they had only daylight operating capability with the result 
being that most illegal Haitian migrants now arrived 
undetected 


Public Outreach 


15. (U) Embassy officials spent significant time in public 
outreach. Charge was interviewed for 10 minutes on the 
national news and separately for 20 minutes for a new 
interview program on bilateral relations 

Haiti and Embassy consular services to TCI. In addition 
Charge and Consular Chief spent over an hour being 
interviewed and responding to callers\' questions on policy 
immigration 

and radio network. 


Comment 


16. (C) If the Bahamians are anxious and concerned about 
the impact of a large illegal Haitian presence in their 

country 

percent of the population of The Bahamas 

They fear the imminent loss of their cultural identity and 
perhaps 

neighbors to the North 

problem. Even were they willing to increase taxes to acquire 
additional resources 

the impermeable boundary that would be required. And 

The Bahamas 

presence of inexpensive \"gastarbiters\" who perform the 
essential manual labor that drives the construction and 
service industries that are the country's economic foundation. 


Action Request 


17. (SBU) Embassy would appreciate Embassy Ottawa\'s 
analysis of the seriousness -- or lack thereof -- and 
prospects of success of a Canadian MP\'s plan to offer TCI 
\"freely- associated\" status with Canada that some within the 
TCI Government see as possible solution to many of their 
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immediate financial and migration problems. 
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cease their political activities. He noted that the UBCV\'s own 
leadership had chosen to integrate with the Vietnam Buddhist 
Sangha (VBS) -- an organization that now represented 99 percent of 
the country\'s Buddhists -- in 1981. Dismissing the notion of the 
UBCV as a separate entity 

a few dissident monks to break away and form an independent church 
when they represented only troublemakers waving the flag of the 
former regime from overseas. Softening his stance just a bit 
observed that the UBCV would not have had any problems if they had 
just operated quietly 

and opposition to the government. Citing the example of Le Quang 
Liem -- a former Hoa Hao militia leader during the war and nowa 
vocal critic of the government recognized Hoa Hao religious 
organization -- he claimed that supporters of the old regime had 
simply replaced their military uniforms with clerical robes to 

continue the fight against the current government under the guise 

of religion. 


7. (SBU) Chairman Me made it quite clear that individuals who used 
the cloak of religion to fight against the government would not be 
tolerated. He noted that dissident Catholic priest Thaddeus 

Nguyen Van Ly was in prison because he had ignored repeated 
warnings to cease his political activities 

faith. He criticized the delegation for attempting to visit 

Father Ly\'s associate 

and asked why they would want to meet with an underling if they 
had already met with Father Ly in Hanoi. Asked directly if he 

could give his approval for the delegation to meet with him later 

in the day 

(despite the fact that close to 20 security officials were posted 
outside his home the previous evening when the delegation stopped 
by unannounced). He did 

case to raise doubts as to whether Father Loi had ever been 
ordained as a priest (he was apparently ordained in secret ina 
northern diocese and did not have the Church\'s permission to serve 
as a priest in Hue). Noting that Father Loi represented no one 

but himself 

dissident priest had himself placed on the Internet for insight 

into why his movements might currently be restricted. 


8. (SBU) Chairman Me quickly dismissed the question of confiscated 
Catholic properties in the province as one of eminent domain 
although he admitted that some land had been redistributed 
immediately after the war. Regarding the Shrine of Our Lady of 
Perpetual Help 

former Archbishop of Hue had donated the property to the 
government. He attributed more recent allegations of government 
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intrusion on the grounds of the Thien An Benedictine Monastery and 
the Ke Sung Church to the routine development of necessary 
infrastructure projects (although he made sure to point out that 

the grounds around Thien An had been confiscated originally due to 
their use by former South Vietnamese President Diem as a base for 
anti-communist activities). Other Catholic properties had been 
turned into much needed schools and health care facilities. 


Hue Archbishop Guarded but Mostly Positive 

9. (SBU) Sounding a relatively more positive tone 

Nguyen Nhu The characterized the fundamental issue as conflicting 
definitions of religious freedom. While the government viewed 
freedom to worship as the overriding goal 

it as encompassing much more. He hoped the views of the two sides 
would merge over time. He already believed that things were 
getting better every year 

community would advocate for his church in a sensitive way that 
respected the Asian mentality. Anything more direct would be 
counterproductive to the goals of the Church. While they still 
needed government approval to ordain priests 

getting easier to obtain 

priests in his 10 years at the Archdiocese. The seminary 
meanwhile 

Hue 


10. (SBU) Describing the Father Ly case as complicated 

that he had often counseled the priest on his behavior and even 
worked out an agreement to move him to a new parish without any 
prodding from the government. Unfortunately 

continued his activities at the new parish 

ArchbishopVs frequent warnings that priests should not be involved 
in politics. The Archbishop noted that he had sent a delegation 

of clergy and lay workers to visit Father Ly after his arrest and 

that he had found God in prison. He knew that Father Loi had at 
one time been under government restrictions after Father Ly\'s 
arrest in April 2001 

agents outside his home the previous night might have been related 
to the fact that police knew the delegation was in town. He 

stated plainly that Father Loi had no canonical relationship with 

the Hue Archdiocese and had never sought his permission to join. 
(Note: According to the CIRFDELVs unofficial interpreter 

officials had once told Father Loi that he could become part of 

the Hue Archdiocese if he renounced Father Ly. The interpreter 
also described Father Loi as one of four Catholic priests to call 

for the complete overthrow of the GVN. End note.) 


11. (SBU) The Archbishop said they hadn\'t asked for the return of 
any confiscated properties because government limitations on 
charitable works left them with little use for the old hospitals 

and schools. He claimed not to know the status of the Thien An 
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property 

on the issue. He didn\'t think the monks wanted all of the 
original 107 hectares back -- just enough for a buffer zone to 
maintain a spiritual environment. He was even less sure of the 
status of the Redemptorist property 

government had already built a clinic on the site. He had heard 
of a physical altercation involving the police and several church 
workers trying to stop road construction outside the Ke Sung 
Church 

from a legal standpoint 

а new road if it was open to the general public and didn\'t affect 
the spiritual environment. Nevertheless 

prepared a proposal for an alternative road to be funded by the 
Archdiocese. As for the Marian Shrine at La Vang -- a property 
located outside the provincial border in neighboring Quang Tri 
Province 

while there had been complete freedom for pilgrims over the last 
five to six years 

refused to recognize the ChurchVs ownership 

at the provincial level. Overall 

better with Thua Thien-Hue than with Quang Tri. 


UBCV Monks Resist GVN Control 

12. (SBU) The CIRFDEL made an unannounced stop at Tu Hieu Pagoda 
to visit with Thich Thien Hanh 

branch of the UBCV. As with the attempted visit to Father Loi 

the local authorities seemed to know the delegation was planning 

to visit 

entered the monk\'s chamber bearing wrapped Tet gifts just ahead of 
the delegation. Those apparent security agents 

or three who arrived as the meeting began 

from just inside the door for the first 20 minutes 

Hien Hanh rose from his chair and ushered them out the door. 
Although he whispered quite a bit 

uncomfortable speaking in the presence of security officials. He 

told the group he was feeling well after his hunger strike in late 
October 

permission. He had been able to send a monk to visit Thich Huyen 
Quang in Quy Nhon five days earlier and confirmed that the UBCV 
Patriarch\'s health was good and he was getting adequate medical 
attention. Unfortunately 

his pagoda 

would be moved to a pagoda near Nha Trang if he did anything to 
attract attention. For that reason 

USG officials refrain from attempting to visit the Patriarch for 

the time being. The Hue Buddhist leader also acknowledged that he 
was in telephone contact with UBCV Deputy Thich Quang Do 
currently under unofficial pagoda detention in HCMC 

was also in reasonably good health. 
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13. (SBU) Thich Thien Hanh blamed the problems of the UBCV on the 
fact that the communists simply didn\'t like religion and wanted to 
eliminate groups it could not control 

would never submit to GVN influence. He attributed the GVN\'s 
seemingly schizophrenic treatment of the UBCV 

2003 releases of the UBCV\'s top leadership to the autumn 2003 
crackdown 

deal with the religious issue. Under the current restrictions 

was difficult to groom young leaders and communicate the basic 
message to UBCV followers 

punished simply for visiting monks like him. Fortunately 

able to maintain contact with the outside world 

International Buddhist Information Bureau in Paris 

Internet hookups hidden inside the pagoda. He hoped foreign 
governments would use official development assistance to pressure 
the GVN and the Communist Party -- the real beneficiaries of such 
aid -- to change their policies 

the general populace. The poor 


14. (U) The delegation did not have an opportunity to clear this 
cable before leaving Post. 
YAMAUCHI 
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for January 28-29 

businesses across the country and cause scattered violence in 
low-income neighborhoods of the capital and smaller cities. 
The Coordinator of Popular and Labor Organizations promoting 
the work stoppage includes community 

groups and small leftist parties -- essentially the same 
coalition that prompted a similar huelga November 11 

left eight persons dead. The goal is to protest the 
government\'s economic policies 

conditions 

leftist 'Force of the Revolution" has also distributed 

posters calling for President Mejia\'s resignation 

striking groups have disavowed that demand. Anticipating the 
larger stoppage (and repeating an action a year ago) 

in public hospitals on January 27 walked out to demand higher 
salaries and more equipment and medicines 

emergency services. 


3. (U) President Mejia appointed an interagency commission 
headed by Labor Secretary Milton Ray Guevara to dialogue with 
the strike organizers 

Guevara said the commission stands ready to meet with them 
\"wherever they decide\" and expressed readiness to deal with 
the issues 

meet 

The Archbishop of Santiago supported the proposal of 

dialogue 
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the three main political parties have called for peaceful 
behavior by strikers and authorities. 


4. (SBU) Front-running presidential candidate (former 
president) Leonel Fernandez (PLD) 

Santo Domingo January 26 

marchers that the people \"have ample reason to protest\" 
because of economic and social problems and claimed that 
President Mejia in seeking re-election intended to \"create a 
dictatorship.\" PRSC candidate Eduardo Estrella said publicly 
that people had become \"desperate\" economically and that he 
supported the strike. 


5. (SBU) There is widespread anxiety in the media and among 
our contacts about potential violence during the strike. 

Some of our sources claim that opposition parties and PRD 
dissidents are distributing money to agitators to provoke 
violence and make President Mejia look bad. We have heard of 
telephoned threats to businesses that did not close during 

the November strike 

time. In a pre-strike demonstration at the Autonomous 
University of Santo Domingo on January 23 

rocks and burned two vehicles before police took control. An 
official told us that on the main highway north of the 

capital January 27 

driver 

to fire in the air. 


6. (SBU) The National Police will provide the visible 

security presence on streets 

discreet reserve. Police began pre-emptive arrests of 
suspected strike organizers January 26 -- a practice banned 
by legal reforms announced in 2003 -- and 

press 

January 27. Police roadblocks on access roads into Santo 
Domingo 

city 

told us the police would enter poorer neighborhoods to try to 
confine rock throwing or tire burning to small areas 

would withdraw at nightfall. Consquently 

disorders to increase around dusk. Police have identified 
several areas of the capital and northern towns such as 
Navarrete and Bonao as likely venues for \"intense\" protests. 
A detailed list of such locations is available on 
www.usemb.gov.do . 


7. (SBU) The work stoppage comes just before expected 
disbursements by international financial institutions and 
against a backdrop of political tension as the election 
campaign gets underway. The ruling PRD was set to 
reintroduce a bill to amend the electoral law (Ref A) -- 
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which most opposition politicians oppose -- in the Senate 
where passage would be guaranteed by an overwhelming PRD 
majority. President Mejia 

primary that was boycotted by other serious PRD candidates 
(Ref B) 

as the controversial candidate for re-election. Vice 
President Milagros Ortiz Bosch 

strongest challengers in the PRD 

Education Secretary January 26 and ceased most of her 
campaign activities 

drop out of the presidential race. 

HERTELL 
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of an interception 

regulations established by the ICAO Annex 2 and the HAF\'s air 
regulations manual.\" Only after completing all of the ICAO 
signals and procedures 

crews consider 

firing warning shots from along side of (parallel to) the 

intruding aircraft without putting at risk either the life or 

safety of the occupants of the intruding aircraft. 


6 (C) Finally 

observations and policy statements. First it notes that the 
actual violations of Honduran airspace are not coming from 
other States and are incompatible with civil aviation norms 
such as drug-trafficking and other illicit flights without 
corresponding flight plans. It says that 

situation 

contact 

try to visually check 

is carrying cargo. The document further explains it is 
important to emphasize that these intruding aircraft are not 
on commercial routes but on routes that are utilized by 
drug-trafficking aircraft as identified by JIATF 

through its intelligence systems has been able to define a 
very constant pattern to the routes being used by 
drug-trafficking aircraft. 


7.(C) The closing paragraph states that the GOH has 
discarded any policy of opening fire with the intention of 
shooting down an illicit aircraft. It reaffirms that the 

policy of the HOAF high command is based on the agreement 
between our two nations to confront drug trafficking. The 

last sentence maintains the right of the State of Honduras to 
protect its security in the face of a threat from an illicit 

flight connected to international terrorism. 


8.(S) COMMENT: This document tracks closely other 
conversations with HAF base commanders and pilots and cites 
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specific confidential HAF SOPs. Breve welcomed the possible 
visit of a U.S. team to discuss air interdiction policy 

issues. He stated forthrightly that the GOH has nothing to 
hide in this case. Post invites State and DOD to send an 
inter-agency team to Honduras to confirm the GOH\'s written 
assurances and to further discuss the GOH\'s air interdiction 
policy. However 

specific questions from the GOH about the specific 
counternarcotics intelligence sharing arrangements in place 
with its other Central American neighbors. END COMMENT. 
PALMER 
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for its \"collaboration\" with the U.S. military. Mahasneh 
also negotiated and paid a hefty ransom for the release of a 
kidnapped employee in Basra. End Summary. 


2. (C) On January 26 

former Jordanian government official who helped negotiate 
Jordan\'s peace treaty with Israel 

businessman. Mahasneh is CEO of Amman-based Middle East 
Shipping Services (MESS) 

Basra and Umm Qasr inside Iraq. According to Mahasneh 
provides transportation and shipping services for contractors 
within Iraq 


3. (C) Mahasneh told PolOff that conducting business within 
Iraq was a risky affair 

illustrate the dangers his company had faced. First 
Mahasneh said that after renting a warehouse in Baghdad 
storage facility came under machine gun fire and 

mortar attack when it became known that the warehouse 
contained SUVs and other valuable equipment designated for 
U.S. contractors. MESS eventually had to pay \"protection 
money!" to a group of Iraqis who accused the company of 
collaborating with coalition forces. 


4. (C) Despite Mahasneh\'s providing cash for \"protection 

the MESS warehouse was burned to the ground a little over one 
month ago. Since nothing was taken from the building before 

it was set ablaze 

an act of \"resistance\" to the U.S. presence in Iraq 

than a criminal operation. When PolOff asked Mahasneh if he 
had ever approached the CPA for security assistance 

replied that he had not for fear of confirming accusations 

that his company was directly in league with U.S. troops. 
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Mahasneh eventually leased another warehouse in Baghdad 
at more than seven times the cost of the former building. 
Given the shortage of adequate facilities available in 
Baghdad 

away with it 


5. (C) Moving to his second story 

last month one of his supervisory employees (a Jordanian) was 
kidnapped in Basra and held for ransom. Mahasneh went to 
Basra to negotiate the ransom price 

initial demand of $100 

amount 

wary of the precedent he may have set. He said that he would 
not return to Iraq unless he was truly needed 

security situation. 


6. (C) Mahasneh did not try to characterize his experience 

in Iraq as typical for companies doing business there 

did he have any immediate plans to cease MESS operations in 
Iraq. Still 

companies seen to be associated with U.S. reconstruction 
efforts in Iraq. 


7. (U) Baghdad minimize considered. 


Visit Embassy Ammanvs classified web site at 
http://www.state.sgov.gov/p/nea/amman or access the site 
through the State Department's SIPRNET home page. 
HALE 


13557 

for Sri Lanka." With plans underway for a meeting between 
USTR Zoellick and Karunanayake in Singapore next month 

suggests USTR take the opportunity to push for explicit and 
public GSL concurrence with the major initiatives outlined in 
USTRVs letter 

countries. End Summary 


2. (SBU) Post received a written response to USTR ZoellickYs 
January 11 letter (reftel) on Doha next steps from Commerce 

and Consumer Affairs Minister Ravi Karunanayake (entire text 
contained in para 4 below). The following are highlights 

from Karunanayakevs letter: 
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--US leadership role important; 

--Agree we should focus on core market access topics: 
agriculture and goods and services; 

--Agree with need for a date for elimination of export 
subsidies; 

--Agree with need for cap and reduction of all forms of trade 
distorting domestic support 

needs of developing countries with low bound tariffs and who 
do not distort markets (Note: Sri Lanka is a small market 
with low bound tariffs and domestic ag support programs.). 
--Perception exists that blended formula on tariff cutting 
would lead to deeper tariff cuts for developing nations. 

Need to find a methodology acceptable to the entire 
membership. In principle 

tariffs. 

--On non-agricultural market access (NAMA) - agree tariff 
cutting should include sufficient flexibitility; sectoral 
negotiations integral 

middle ground approach - with flexibility for developing 
countries who have unilaterally undertanken substantial 

tariff reductions (Note: as Sri Lanka has done). 

--On services 

service negotiations; could agree to near-term goal of 
meaningful offers from a majority of WTO members. 

--Agree with need for pragmatic approach on Singapore Issues. 
Sri Lanka supports unbundling 

facilitation and 

transparency in government procurement; 

--Should break away from conventional approach to special and 
differential treatment. Sri Lanka supports approach of 
providing flexibility for countries who have specific 

problems related to specific negotiating areas; 

--Applaud US efforts 

negotiate. Endorse proposal for meeting in September (sic) 
in Hong Kong (Note: post presumes September was a typo and 
December would be fine with the GSL). 


3. (SBU) Karunanayake did not explicitly address USTR\'s 
proposal for a developing country General Council chair 
Post is confident such a proposal would be acceptable to the 
GSL. With a potential meeting between USTR Zoellick and 
Karunanayake scheduled for February 14 in Singapore 
believes it would be worth pressing Karunanayake for 
explicit 

influence other developing countries to come along. Sri 
Lanka remains a strong supporter of the Doha round agenda and 
would like to see progress in the WTO to help cement the 
reforms it is making at home. 


4. (SBU) Minister Karunanayake\'s letter to USTR Zoellick: 
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Begin Text: 


Hon. Robert B. Zoellick 
United States Representative 
Office of the USTR 
Washington. 


Dear Ambassador Zoellick 


| was indeed delighted to receive your letter of 11th January 
2004 

stand on the Doha Development Agenda and ideas on how we 
might advance together to achieve our common objective of a 
successful and timely conclusion of the DDA. At a time when a 
majority of the membership of the WTO is resigned to 
pessimism that year 2004 will be a lost year for the WTO in 
the absence of injecting a sense of urgency to the 

negotiations 

your letter to the Trade Ministers of the WTO has injected 
much needed momentum into the stalled two year old talks. At 
this critical juncture 

membership of the WTO that the US 

post world war trading system and a leader in the pursuit of 
successive trade liberalization 

its traditional leadership role in promoting trade 

liberalization is indeed important. 


On substantive issues 

some useful foundation in Cancun and that following December 
senior officials meeting 

clearer to us. However 

take crucial decisions 

negotiations as you envisage could be agreed to by mid year. 


| share your perception that we are most likely to succeed in 
our common pursuit if we focus our work on the core market 
access topics viz: agriculture 

areas offer the most significant gains for the world economy 
in general and to developing countries in particular by 
providing improved market access opportunities. | also agree 
that a high level of ambition in these areas could also 
contribute to stimulate growth and contribute to alleviating 
poverty in developing countries. Ambitious results in 
agriculture are essential for the DDA to proceed and succeed. 
| share your view that without achieving concrete results and 
a breakthrough in agriculture 

negotiations to lower trade barriers across the board. We 
need to agree in principle 

export subsidies although a target date could be left until a 
latter stage of negotiations. We also need to agree to cap 
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and reduce all forms of trade distorting domestic support 

and should give due recognition in the framework to be agreed 
to allow a reasonable number of products for certain 
developing countries in particular for those who have low 
bound tariffs and who do not distort markets. On the more 
difficult issue on tariff cutting formula 

be genuine apprehension in developing countries on the 
proposed blended formula as the proposed approach could lead 
to an inequitable outcome in that developing countries would 
be undertaking deeper tariff cuts. We therefore 

on a methodology acceptable to the entire membership. Sri 
Lanka 

tariffs to create a basis for true market access in all 

markets. 


On non-agriculture market access 

recognized that application of a non-linear tariff cutting 
formula and sectoral approach are essential components to 
achieve the high level of aspiration of the DDA. However 
agree with you that ambitious formula for tariff cutting 
should include sufficient flexibility so that the methodology 
Will work for all. While we share your view that sectoral 
negotiations remain integral to our overall results of NAMA 
the solution to dispute over \"mandatory\" sectoral approach 
vs. \"voluntary\" on sectoral negotiations 

the middle ground you have proposed defining an approach to 
\"critical mass\" participation for sectorals. We also need to 
provide flexibility for developing countries specially those 
disadvantaged developing countries who have undertaken 
substantial tariff reduction on autonomous basis. 


On services 

liberalization of services in particular infrastructural 

services could contribute to growth and development 
strategies including international competition in 

manufacturing and agricultural sectors. We ourselves have 
already submitted initial offers and intend to submit revised 
offers as negotiations progress. We need to focus more on 
market access components on service negotiations and as you 
have suggested could agree for a near-term goal of meaningful 
offers from a majority of WTO members. 


On Singapore issues 

in Cancun 

view that we should first concentrate on most useful and 

least divisive issues. If not 

issues will remain elusive. As you would recall 

in the pre- Cancun process as well as in Cancun 

un-bundling of the four issues and commencing negotiations on 
trade facilitation and transparency in government 

procurement. However 
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have taken a strong opposition to commencing negotiations on 
all four issues 

negotiations 

possible to reach consensus to support further work on 
transparency in government procurement 

pragmatic way to move the process forward and to break the 
current deadlock. Sri Lanka would support this approach and 
will be flexible on investment and competition either to drop 
them all together or to refer them to working groups for 
further reflection. 


On the issue concerning special and differential treatment 
believe that we have come to a point 

away from conventional approach to S & D treatment in the 
WTO. Automatic application of every provision to all WTO 
membership has become outmoded; aS you have suggested 
need to design flexibilities for countries who have specific 
problems related to specific negotiating areas Sri Lanka 
supports this approach. 


Let me conclude by applauding you for the constructive 
leadership that you have shown to re-start the DDA. However 
willingness of others to move forward by signaling 
preparedness to undertake commitments 

to find compromised solutions 

constructive leadership by both leading trade nations in 
developed and developing countries are critical to our 
progress. Sri Lanka in Pre-Cancun and at Cancun supported 
your initiatives. We stand ready to support your new 

initiative. | agree with you that the year 2004 should be a 
result oriented year and should not be a lost year. | totally 
endorse your proposal that we agree to meet in September in 
Hong Kong to take critical decisions to conclude the Doha 
round in time. 


| have had the pleasure of attending the International 
Conference on Global economic governance and challenges of 
multilateralism held in Dhaka recently. This was a most 

useful opportunity for me to exchange views with my 
counterparts from the South & East Asian region on the 
multilateral trade regime in post-Cancun perspective as well 

as strongly urge for the advancement of the DDA by the WTO 
membership. (Copy of my speech delivered at the Conference is 
attached.) | will also be closely monitoring the progress 

that we make on the DDA and my team - Director General of 
Commerce 

very closely with your team to extend support wherever 
possible to realize our shared vision to conclude the Doha 
round on time. 


Yours sincerely 
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Ravi Karunanayake 
Minister of Commerce & Consumer Affairs 


End Text 
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educational reform in Kuwait overall. The minister opened 
the meeting by noting that he budgets a substantial portion 
of his time each day for visits by members of Kuwait\'s 
National Assembly 

on when 

with its announced plans to overhaul KuwaitVs educational 
curricula and under-performing primary and secondary school 
system. (Note: Conservative members of KuwaitVs National 
Assembly have harshly criticized Ministry of Education 
intentions to remove or place into a modern context Quranic 
texts that are used to support anti-western or anti-Jewish 
perspectives 

of the US Embassy in Kuwait. Statements by Ministry of 
Education and other GOK officials on the issue of what 
precisely will be done to shore up KuwaitYs underperforming 
educational structure have accordingly been ambiguous 

it appears at this point that while some steps are being 
taken to improve mathematics and science education 

to address more controversial areas such as social science 
literature and religious studies have been shelved in the 
face of Islamist criticism. End note.) 


3. (SBU) Despite his sensitivity to criticism by Islamists 

Dr. al-Hamad said that he was interested in principle in 
working with the USG to establish 2-3 МЕРІ V Partnership 
Schools\" in Kuwait\'s public schools 

believe that there would be significant opposition within 
Kuwaiti society to such coordination. He said that he would 
welcome a visit by MEPI staff in the February/March 
timeframe. He confirmed that there were no examples of 
charter schools or other alternative education models 
currently operating in Kuwait\'s public education system. 


4. (SBU) Comment: We made clear to the Minister that we 
were only interested in gauging his interest in 

participating in this program 

presenting a demarche or otherwise suggesting that his 
ministry should work with MEPI on the Partnership School 
Initiative. The fact that he seemed genuinely interested in 
pursuing this project is therefore very encouraging 

the fact that his Ministry has recently announced that it 

Will work with the World Bank on a six-year program to raise 
educational standards in Kuwait. We would note 
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that we have seen other bold initiatives by Dr. al-Hamad\'s 
predecessor at the Ministry of Education melt away under 
withering criticism from Islamists 

the minister's commitment will be sustained. Post will 
continue to work with MEPI Catherine Bourgeois and others on 
this program. 

URBANCIC 
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Although the expansion of capital market instruments is 
welcome 

END SUMMARY. 


2. At the beginning of September 

State-owned oil and gas corporation 

Vietnam\'s first-ever corporate bonds. 90 percent of 
these five-year bonds were sold on the first day of issue 
at a first year interest rate of 8.7 percent 

primarily attracted banks and financial institutions. 
The 300 billion Vietnamese Dong (VND) (less than 20 
million USD) in capital raised through this issue is 
scheduled to be used for a range of projects 

an oil refinery and nitrogenous fertilizer-electric-gas 
projects. 


3. Building on this momentum 

Decision 182 in September on the GVN\'s plan to issue 63 
trillion VND (about 4 billion USD) in government bonds in 
order fund investment in major transportation and 
irrigation projects until 2010. The GVN decided to sell 

a total of 11.5 trillion VND (less than 750 million USD) 

of these bonds in 2004. While the majority of the funds 
raised will be used for infrastructure and irrigation 
projects 

education. The bonds 

Vietnamese Dong 

100 

term 


4. Finally 

providing a full government guarantee on bonds issued by 
certain enterprises in some cases. Those companies that 
the Prime Minister appoints to mobilize capital for 
\"crucial\" projects can issue bonds carrying a government 
guarantee as long as the Ministry of Finance approves the 
method of bond issue 

Although the GVN has not specifically named businesses 
that may qualify for this program 

is aimed at large State-Owned Enterprises 

PetroVietnam and Electricity Vietnam. 
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5. COMMENT: Given the infancy of the capital market in 
Vietnam 

available to raise funds is a welcome development. 
However 

international experts regarding the dramatic rate of 
credit growth to the economy. Estimated at 29 percent 
for 2003 

the weakness of the financial sector (see reftel). 
BURGHARDT 
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5. Arguing against the idea of a \"super\" law 
representative from MPI 

responsible for drafting legislation on investment 
explained that since the LFI is aimed at attracting FDI 
legal framework governing FIEs must include certain 
requirements. For example 

regarding domestic capital 

of foreign capital. In addition 

may need to maintain lists of economic sectors where foreign 
investment is encouraged 

same time 

logically selected and transparently publicized. 


6. An official from MPI subsequently acknowledged during 
the seminar that both the current legal system and its 
enforcement has tended towards protectionism 
discrimination 

stated that in order to create an equal 

business environment in Vietnam and meet its international 
commitments and WTO requirements 

legal framework governing investment reasonable 

and equivalent to common business standards and practices. 
Towards this end 

intends to submit new investment legislation to the National 
Assembly under the 2004-2005 law-making program. 


7. COMMENT: In recent months 

donors have increasingly discussed the need to harmonize 
Vietnam\'s investment regimes. Although it appears that 
significant debate remains regarding the shape of future 
legislation 

welcome development. The USG 

and consultants 

its internal debate and undertake the necessary changes as 
soon as possible in order to create a level playing field 

and ensure that Vietnam meets its international commitments 
including under the BTA. 


BURGHARDT 
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(President) Gayoom regime.\" Nasheed also expressed 
concern over the large number of Maldivian youth who he 
said were tired of repression 

option 

that the MDP did not want to overthrow the Gayoom 
regime 

democratic system 

provides for but has not yet been realized in practice. 


3. (C) Nasheed emphasized to Conoffs that he felt the 
MDP had a solid window of opportunity to influence the 
GoRM. The government 

aftermath of rioting in the capital of MaleV in 
September 2003 following prison violence on a nearby 
island (see Reftels). Nasheed saw this rioting as an 
example of burgeoning unrest brought on by repression 
under Gayoom and thought the incident highlighted the 
need for democratic political participation. 


4. (C) While Nasheed was discussing the MDP and making 
anti-Gayoom comments 

official personally appointed by the president -- 

listened carefully and did not object. It was not 

clear 

Didi gave no indication that he was a member of the MDP 
but he did say that he thought there needed to be 

political change in the Maldives. 


5. (C) KEY ORGANIZER\'S COMMENTS: In an earlier 
meeting 

organizer for the MDP (see background para below) 
January 8. This meeting also took place in Colombo. 
Latheef recounted his hopes for the MDP 

wanted the group \"to bring human rights to the 
Maldives.\" He went on to lambaste Maldivian President 
Gayoom 

the stuffing out of his citizens." Latheef asserted 

that there had been a groundswell of support for the MDP 
in the Maldives 

rioting in Male\'. He had V'no doubt" there would be more 
violence in the Maldives if Gayoom 

-- who he said was V'very sick\" (NFI) -- did not leave 
power or failed to at the minumum increase 
democratization. Turning to the group\'s political 
prospects 

allowed to register in the Maldives 

large number of people rushing to join. There was V'no 
way\" Gayoom could stand against the MDP in free and fair 
elections 


Column 3 


6. (C) ADDITIONAL BACKGROUND: The Maldivian Democratic 
Party (MDP) was founded in embryonic form in 2001 when a 
group of about 40 Maldivians 

current members of the Maldivian Majlis (Parliament) 
petitioned to register the group as a political party in 

the Maldives. The petition was rejected by the Majlis 

after the GoRM reiterated that political parties would 

not be allowed to form in the country. Since that time 

the two main organizers of the party 

and Mohammed Latheef 

seats following convictions on criminal charges for 

which they spent time in internal exile and detention. 
Human rights groups have alleged that the charges were 
trumped up by Gayoom and his allies in order to punish 
Nasheed and Latheef for their political activities. 

Both men now spend most of their time in Sri Lanka 
where they have been attempting to build the party in 
exile. They asserted that the MDP now has about 90 
members in the Maldives and elsewhere. Nasheed and 
Latheef have been making the rounds of embassies in 
Colombo; the UK High Commissioner recently met a MDP 
delegation 

and Latheef in his early 50s. 


7. (C) COMMENT: The MDP appears to be increasingly 
active as an organization 

with Gayoom\'s long rule (he recently celebrated his 25th 
year in power) may be growing. The fact that a high- 
level GoRM official attended Conoffs\' meeting with the 
MDP leader was also potentially telling. At this point 

the MDP\'s political platform seems hazy and focused 
broadly on an anti-Gayoom message. It is not readily 
apparent what their resource base is 

has a website (www.maldiviandemocraticparty.org) which 
was recently set up. END COMMENT. 


8. (U) Minimize considered. 
LUNSTEAD 
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poppies in his district 

UWSA district leader asked the GOB ministers for a soft loan 
of $100 

they would need to import some V'chemical pharmaceuticals.\" 
The Italian DCM told us he had visited Nam Teek last year and 
had seen a rubber factory housed in a new building but with 
apparently old or unused machinery inside. V'There is some 
funny-business going on here 
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5. (SBU) TRAVEL NOTE: The DCM and DEA country attach 
traveled January 23 - 26 on the Ministry of Home Affair\'s 
\"Study Visit to Border Areas and Middle Part of Myanmar.\" 
The group 

ambassadors 

undertook a tightly scripted tour that entailed eighteen 
takeoffs and landings in Russian-built and Burmese Air Force 
maintained MI-17 helicopters. Meanwhile 

overland with UNODC to some of the same UWSA border areas and 
will report his very different (Vless scripted\") experiences 

and perspectives septel. 


6. (C) SOME OBSERVATIONS ON THE WA: 


-- The UWSA enjoys the highest degree of autonomy and 
self-administration of any of the 17 cease-fire groups. It 

often seemed that the UWSAV's Special Region #2 was not part 
of Burma. Even car license plates were unique 

with Latin script \"SW\" in the south and \"NW\" in the northern 
zone (for Southern Wa and Northern Wa 


-- While Pan San looked prosperous 
southern Wa zone looked poor 


-- The UWSA troops wore green uniforms with a red patch over 
the left shirt pocket that read 

Many of the AK-47 toting UWSA troops 

southern zone 


-- On many occasions the high-powered delegation (five senior 
GOB cabinet ministers 

under the control of heavily armed UWSA troops. In 
security-paranoid Burma 

level of trust and confidence between the UWSA and the SPDC. 
7. (C) Comment: Over lunch in Pan San some members of the 
group rather ungenerously wondered aloud if our hostVs 

blatant request to be allowed to import precursor chemicals 
legally was an indication that the Wa drug producers planned 

to stay in the same business 

End Comment. 

Martinez 
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officials in Norway 

and the Netherlands 

VTamilNet. The group\'s European trip is scheduled to last 
two weeks. In the meantime 

met with LTTE Eastern chief Karuna in Batticaloa yesterday. 
(POL) 
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ANOTHER CHURCH ATTACK 


2. (SBU) FYI. On January 26 

some 15 miles east of Colombo was damaged in a late-night 
arson attack. This follows two church attacks a week 
earlier in the same area (Colombo o/i 8 

the previous attacks 

area police superintendent is quoted as saying he will 
arrest the alleged attackers within a day or two. This 
attitude is a positive change inasmuch as local police in 
the past have appeared unwilling to vigorously track down 
the perpetrators of the attacks. High-level police 

officials in Colombo were quoted in the press recently 
however 


J.R.\'s SON DISMISSED FROM DEFENSE JOB 


3. (C) FYI. Ravi Jayawardene 

Jayawardene 

as Defense Ministry advisor. In the early 1980s 
Jayawardene was instrumental in training Sri Lankan special 
forces who helped quell the JVP\'s 1987-89 insurrection. 
While President Kumaratunga\'s office has denied any link 
is interesting to note that Jayawardene\'s dismissal follows 
shortly after the January 20 signing of the SLFP-JVP 
alliance. Many wonder whether the JVP pressured the 
President to remove Jayawardene. (POL) 


WHERE OH WHERE IS OUR G/TIP CABLE? 


4. (U) Mission knows that Sally Neumann 

South Asia 

Ms. Neumann left for her trip 

wording to amend our LOA with the National Child Protection 
Agency for projects approved last August 2003. We had hoped 
that the front-channel with the wording would have gone out 
already 

please check with someone in the G/TIP office on the status 
of the message? These projects are important and we would 
like to get them moving; one of the projects is aimed at 
easing the distress of court testimony for juvenile victims 

of abuse 


STATUS OF MALDIVIAN REQUEST RE DETAINEE? 


5. (S/NF) Back in November 
governmentVs formal request for the release of the Maldivian 
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national detained in Guantanamo Bay (see 03 Colombo 2009). 
According to our DAO 

of any request from State Department on this issue. If the 
desk would share who the Department has contacted at DoD 
DAO here would be happy to follow up. The GoRM has not 
inquired about the status of their formal request as of yet 

but we should get back with a placeholder response. Thanks. 
(POL/DAO) 


LUNSTEAD 
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Chairman Henry Hyde and HIRC Ranking Member Tom Lantos on 
behalf of the Kuwaiti people. He assured the delegation that 

the GOK remains committed to reform but stressed that reform 
must be gradual in order to build consensus and win 
parliamentary support. 


(C) Women\'s Suffrage 


2.(C) Dr. Mohammed outlined a three-pronged GOK strategy to 
build domestic support 

Assembly 

decree granting women full political rights in 1999 was 
defeated in the National Assembly by just two votes. End 
Note). \"We didn\'t do our homework\" at that time 

admitted. This time 

to make reform \"more palatable\" to the National Assembly. 


(a) The GOK is working to amend the Municipality Law to allow 
women the right to vote and run for office at the municipal 
council level. By starting at the municipal level rather than 

a direct push for women\'s suffrage at the national level 

GOK hopes to \"neutralize\" parliamentary opposition to the 
idea from Islamist members 

the current National Assembly. (Note: Many Islamist members 
hold that Islam prohibits women from wielding political 

power; municipal affairs are viewed as local issues 

so inclusion of women in governance at the municipal level 
would raise their profiles without rising to a level the 

Islamists might oppose. End Note). 


(b) The GOK has asked the Ministry of Awgaf and Islamic 
Affairs regarding Islamic jurisprudence on women\'s suffrage. 
The GOK is confident 

answer will be that Islamic law is inconclusive on the issue 
and that it is therefore up to \"the leadership" of the 

country to decide. 
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(c) Meanwhile 

assign female Kuwaiti diplomats overseas to enhance the 
public position of women. (Note: Kuwait has only one female 
Ambassador at present. Out of 10 new senior GOK political 
appointments in 2003 

Mohammed said the GOK is confident that this gradual 
consensus-building approach to women\'s suffrage will 
encourage broader public support for the cause. He said it is 
\"ironic\" that Kuwaiti women continue to lack political rights 
yet play a pivotal role in business 

areas. He did not specify 

to re-introduce a women\'s suffrage bill to the National 
Assembly. (Note: Womenvs rights activists remain skeptical of 
the GOK\'s intentions and depth of commitment to the womenVs 
suffrage issue. An outspoken activist who met with the 
delegation later in the day discounted the GOKVs strategy as 
insincere. On the face of it 

compromise way forward. End Note). 


(C) Privatization 


3.(C) On the economic front 

privatization of state-owned industries 

is a key GOK long-term goal. However 

GOK officials 

of the benefits of privatization. The GOK will engage the 
National Assembly and others 

on privatization in order to minimize fears of unemployment 
and other adverse effects on Kuwaiti society. The GOK is 
considering development of new laws 

towards privatization 

concentration of wealth 

structure and other safeguards to ensure that privatization 
benefits outweigh short-term losses. 


(C) GCC Summit Developments 


4.(C) Dr. Mohammed told the delegation that the GOK is 
serious about substantive educational curriculum reform and 
pointed out that an astonishing 50% of the leaders 
discussion at the December GCC Summit focused on this 
sensitive issue. He did not 

efforts to date to reform Kuwait\'s educational curricula. 
Regarding the Summit 

the approval of the Arab Anti-Terror Agreement 

in discussions on a common currency and trade area 
links 

established in 2003; the GCC is on track to become a free 
trade area in 2007 
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by 2010. 


(C) Saudi Reform 


5.(C) The delegation asked Dr. Mohammed for Kuwait\'s view on 
political reform efforts in Saudi Arabia. Dr. Mohammed said 
that the key to reform in Saudi Arabia is not to reduce or 
eliminate religious teaching and information but rather to 
ensure that the content of such teaching advocates progress 
tolerance 

been \"hijacked by terrorists\" and taken \"out of context\" to 
justify extremist views. He supports Saudi Crown Prince 
Abdullah\'s national dialogue efforts to \"galvanize\" the 
Kingdom\'s V'silent majority\" within the Islamist movement to 
\"reclaim\" the true religion. He cautioned 

reform in Saudi Arabia will be very slow and gradual because 
of the KingdomVs unique position as the custodian of Islam\'s 
two holiest sites 

conservative than the regime. 


6.(U) Staffdel Abramowitz did not clear this message. 
URBANCIC 
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bankruptcy.\" Representatives of the generating companies 
described one by one the date that each generating plant 
will be shut down for lack of fuel. The sector estimates 

that by the end of January 

generating about half of the daily peak demand. 


3. (SBU) Company representatives assert that approximately 
$200 million is needed immediately to buy fuel and avert 
bankruptcy of at least two of the companies. However 

the cash is not accompanied by actions on tariffs and 
subsidies 

new rates that took effect January 1 

electricity is below the retail cost -- and the GODR 

continues to accumulate arrears on subsidy payments. The 
pricing gap has been growing daily as the value of the peso 
continues to decline. 


4. (SBU) Technical Secretary of the Presidency Carlos 
Despradel himself considers it impossible for the GODR to 
seek to subsidize energy 

\"We should tell people we have to pass along the full price 
just the way we do with gasoline." He acknowledged 
however 

responsibility and beyond his ability to influence. 


5. (SBU) In the meantime 
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appeared on television January 25 and in local papers 
accusing the generators of extortion and blaming them for 

the blackouts. He rebuffed recommendations the sector had 
presented to the GODR and denied that the GODR owed even 
Vone penny\" to Virginia-based AES 

investor in the sector. He said if the companies are 

bankrupt 


COGENTRIX 


6. (SBU) Since the Dominican Republic has been in a 
perpetual electricity crisis 

believe that as they have done so many times before 
government officials will pull a rabbit out of the hat and 

keep the system going. The rabbit might be a deal with 
Goldman Sachs 

in negotiations with the government concerning approximately 
$35 million in arrears. COGENTRIX has full fuel tanks 
settlement could put 300 MW on line quickly. Despradel told 
emboffs on January 23 it appeared that Goldman Sachs would 
reduce the amount required to $24 million if $12 million 

were paid promptly. Cogentrix sources have since confirmed 
agreement on a $16 million payment 

for cash by January 29 

Inter-American Development Bank guarantees. 


7. (SBU) Failing a COGENTRIX deal 

increasing long blackouts during the next two weeks 

and cannot entirely rule out the possibility of a system 

shut down. This means the country will again be living with 
prolonged blackouts that will intensify as the country 

braces for a national strike 

and the possibility for vigorous protest. 

HERTELL" 
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normalization of operations of the SECV in the Central Highlands 
and Binh Phuoc Province." (Note: No one mentioned this decree to 
either delegation in Gia Lai. End note.) Based on this new 

directive 

submit some form of certification that they were not Dega to the 
local authorities in advance of applying for registration. The 

local SECV pastor told the CIRFDEL that circumstances had improved 
dramatically since the release of this directive 

had already begun to improve in September. Government officials 
had changed completely in the way they treated Protestants. Even 
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so 

to small number of provincial staff assigned to process 
applications. 


19. (SBU) Note: A representative of the Office of the National 
Assembly\'s foreign affairs section was dispatched to accompany 
Staffdel Grove on the trip through the Central Highlands at the 
last minute 

second leg of their trip. The ONA representative encouraged the 
Embassy and Consulate General to work with his office on future 
visits 

from meetings with religious leaders by both delegations. 
Interestingly 

proved more cooperative on this visit 

notified in advance (paras. 1 and 3). Unlike the ONA 
representative 

for private meetings with religious groups nor did they interrupt 
those meetings (as they had sometimes on previous visits.) End 
note. 


20. (U) Neither Staffdel Grove nor the CIRFDEL had the opportunity 
to clear on this cable before their departures. 
YAMAUCHI 
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protests by parliament deputies about this visit over 
the past week]. 


Editorial Commentary 
-- VExposed fabrications\" 


Daily columnist Rakan Majali writes on the back-page 
of center-left 

(01/28): \"In recent weeks 

British officials 

Moscow 

have any type of weapons of mass destruction. After 
nine months of Iraq\'s occupation 

the accusation that Iraq owns dangerous weapons is a 
fabricated allegation 

depended to launch a war on Iraq. Furthermore 
United States is pompously determined to prove the 
allegation against Al-Qaeda organization and that it 

is responsible for the terrorist crime of 9/11 

something that the United States adopted as a pretext 
for launching war against Afghanistan.. It is funny 

that the U.S. administration continues to hold on to 

the accusations against the Moroccan Abdul Ghani Al- 
Masoudi by saying that the German judiciary has proof 
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of his participation in the 9/11 attacks 

Germans themselves said that Al-Masoudi is innocent.. 
The U.S. administration is latching on to lies and 
fabrications about people 

Al-Qaeda organization. Al-Masoudi\'s story is not the 
last of thousands of other stories of prisoners in 
American and western jails 

two years of investigations to prove Al-Qaeda\'s link 

to the 9/11 attacks.\" 


-- \"The sand pyramid has begun to fall\" 


Chief Editor Taher Udwan writes on the back-page of 
independent 

(01/28): \"They have made a mountain out of a molehill 
and they have build a pyramid of allegations and 
pretexts to justify the invasion and occupation of 

Iraq. This is the story of Bush and Blair with the 

Iraqi weapons of mass destruction. But 

have managed to achieve their dreams of the empire 
over the shattered pieces of Iraq and its people 

sand pyramid turns out to be made of elegant lies.. 
The question is however is: how did the world allow 
two leaders of two democratic countries to occupy a 
weaker besieged country and to destroy it under 
fabricated pretexts and made-up lies 

Iraqi people into a state of division 

and destruction? Now that the pyramid of lies has 
collapsed 

themselves with the image of the liberators who have 
come to save the Iraqi people and give them democracy; 
another pyramid of lies 

is a massacre by all means: a massacre of geography 
and a massacre of humanity. We just hope that the 
Iraqis will survive with the least amount of losses.\" 
HALE 
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but noted that Turkey still sought increased prior 
consultations and better representation in the EUMS. Ceylan 
seemed lukewarm about a handover of SFOR to the EU 
particularly in that Turkey\'s participation in the Balkans 

was not certain. End Summary. 


2. (С) New MFA DDG for NATO Affairs Fatih Ceylan expressed 
to PolMilOff January 23 the GOTV's belief that implementation 

of Berlin Plus in VOperation Concordia had some V'bumps in 
the road 

worked out. In particular 

not adequate consultations with non-EU Allies prior to the 
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operation 

operation had proved to be a \"good test\" and the GOT believed 
that a joint lessons learned process would be useful. 


3. (C) Ceylan also expressed concern that representation of 
non-EU officers in the EUMS was still uncertain. The GOT 
would like these officers to have permanent passes anda 
small room within EUMS based on the parameters of the Nice 
Implementation Document. Because the four non-NATO EU 
members enjoy more generous involvement in NATO\'s affairs 
Ceylan asserted that the situation was not reciprocal. In 

fact 

Implementation Document that remained unfulfilled. He 
emphasized that the liaison arrangement in the EU cell at 
SHAPE was a different thing entirely 

needed both. 


4. (C) Ceylan acknowledged the US belief that SFOR should be 
terminated and the mission handed over to the EU. 
Nevertheless 

event had not yet developed at NATO and should be discussed 
under Berlin Plus 

NATO assets. Ceylan asserted that \"consultations and 
modalities\" for a handover remained to be discussed. He 
expressed hope that the US would support Turkey\'s desire to 
maintain a battalion in any follow-on mission. Turkey was 
frustrated that 

contributing more to peacekeeping 

allies were reluctant to accept Turkey\'s contribution. 


5. (C) Comment: The GOT remains suspicious that the EU wants 
to cut Turkey out of issues that affect Turkey\'s national 

security and undermine the Berlin Plus agreement. 

Nevertheless 

of Berlin Plus so far. End Comment. 

DEUTSCH 
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finished. Boreh was accompanied by Colonel Abdou 

the President's Republican Guard 

designated American military handler at the Ministry of 
Foreign Affairs. The meeting reinforces PostVs perception 
that the Djiboutians feel recent events have elevated their 
profile vis a vis transnational terrorism to unprecedented 
levels 

effectively. 


THE MESSAGE 
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2. (S/NF) The fundamental complaint is not a new one for 
those familiar with the recent history of an increased U.S. 
footprint in Djibouti. High expectations have been created 

by the increased DOD and other U.S. Agency presence here and 
Djibouti\'s business elite want to see the goods delivered. 
They are particularly anxious about the security of their 

port and airport 

is built. Team after team of evaluators from numerous U.S. 
agencies have passed through both facilities and still the 
Djiboutians do not have the naval capacity to protect their 
current port let alone provide the investor assuaging 
coverage of their oil terminal project in Dorale that they 
desperately want. Boreh cited the recent attack on the train 
(see reftel) and increased terrorist actions in Somaliland as 
evidence that the terrorist threat in Djibouti has risen 
significantly in recent weeks. Boreh said \"We (US and DJI) 
have those things going on in Somaliland...there are people 
there who could do bad things to Djibouti...we (DJI) know the 
Ethiopians are doing something with the train...we (DJI) are 
going to do some raids and kick the shit out of some people 
to send a message...we (DJI) know that Djibouti is the port 
and airport and if anything happens to them we are 
finished...we (DJI) need the security now 

the new project in Dorale to make sure that the Americans are 
safe.\" He went on to state that the USG must produce some 
tangible assistance in order to reassure the military 
leadership that they (the USG) are serious about improving 
Djibouti\'s security. The Djiboutians fear that a terrorist 

attack at this critical juncture in both their economic 
development and the development of what they hope will be a 
long term U.S. presence would be the end of their grand 
strategy. Major Anderson reminded those present that 
Djibouti is not alone in their frustration and that the US 
remains committed to helping Djibouti with their security 
needs. He noted that the same system used to assist Djibouti 
is assisting Afghanistan and lraq but that it takes time. 


THE MESSENGER 


3. (S/NF) Abdourahman Boreh is the financial face of Ismail 
Omar Guelleh. He was a relatively minor player in local 
Djiboutian commerce until he rode Guelleh\'s coattails up the 
power ladder to his current seat as his richest and most 
influential economic advisor. There are three villas 
constructed on Djibouti\'s exclusive Haramous peninsula 
first belongs to President Guelleh 

the third to ex-President Gouled. Boreh orchestrated the 
2001 Arta conference which gave birth to the Transitional 
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National Government in Mogadishu. Boreh\'s economic base 
starts as the local representative of British-American 
Tobacco. When shipments of his cigarettes were seized on the 
Somaliland frontier in 2000 it was enough to have the 

frontier closed and chill Djiboutian- 

Somaliland relations until reparations were paid almost two 
years later. Boreh had a category 1 visa hit (later overcome 
by Security Advisory Opinion) which Post believes stems from 
an Interpol investigation into the illegal exportation of 
Ethiopian coffee. He is not widely popular and an opposition 
contact said V'Boreh would sell you his mother if it meant he 
could make a dime.\" He has close ties to Dubai and the UAE 
including Dubai Ports International. He owns the largest 
construction company in Djibouti 

handsomely from construction contracts at Camp Lemonier 

to U.S. forces in Djibouti. 


COMMENT 


4. (S/NF) Boreh and Guelleh have big plans for the oil port 
terminal in Dorale. These plans hinge upon a U.S. Naval 
contract with Emirates National Oil Company (ENOC) and a 
continued good reputation for security and stability at their 
current port. Increased collaboration with the U.S. on many 
fronts has elevated their threat profile and in light of 

recent explosions on the train and activities in Somaliland 
they are getting nervous. Boreh wants to see the 
oft-promised security assistance and he wants to see it 
yesterday. Djibouti is less a country than a commercial city 
state controlled by one man 

his money man 

deliver a message. The Djiboutian Government believes (or 
wants us to believe) they are at greater risk to terrorist 
attack than ever before. They hope this message will 
expedite delivery. 


5. (S/NF) Post would like to expedite security assistance as 
well and has spoken about this with CJTF-HOA and will raise 
the issue with DSCAVs Europe 

Sub-Saharan Africa Director 

week. However 

impact the U.S. interest in the Horn and best guesses are 
they relate to larger Djiboutian-Ethiopian frictions. End 
comment. 

SMITH 
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relate to their dealings with third parties. Moreover 
management officers and businessmen operating in 
Nigeria find themselves hiring additional staff to 
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ensure that no Nigerian employee has central control 
over materials 

dysfunctional system of administration compels rational 
organizations to divide resources to conquer temptation 
to steal money 

and thwart hiring practices based on family or ethnic 
ties rather than competency. While American business 
practices focus on efficiency by doing more with the 
necessary less 

having abundant material and human resources to deliver 
basic services 

misappropriation 

counter corruption and theft. 


9. (U) Comment: Like every other business in Nigeria 
the cost of goods and services that Mission Nigeria 
will provide to its employees and clients in 2004 will 
cost at least 12.5 percent more than it did in 2003. 
Meeting the rising cost of living and doing business in 
Lagos perplexes even the most thrifty management 
officer or businessman. In this season of Mission 
Program Plan preparation 

accomplishing our goals for Africa s most populous 
country will be ever more costly as Nigeria becomes 
less efficient and more expensive. End comment. 


HINSON-JONES 
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value of the struggle. 


5. (C) Even if the GOB formally accepts the 
recommendations 

government officials. On January 26 

Ghazi Rafee told PolOff that the only way Parliament will 

gain credibility with the people is to force a Minister to 

resign. Political observers around town are telling us that 
Minister of Finance and National Economy Abdulla Saif is most 
at risk of getting the axe. When Saif appeared before the 
Investigative Committee he was nervous and evaded answering 
questions 

businessmen who attended the January 14 session. They 
commented that the CommitteeVs grilling of Saif was intense. 
The King told the Ambassador on January 26 that the 
investigation was not conducted in an ideal manner 

Parliament as an institution must be allowed to develop. 


6. (С) COMMENT: The GOSI investigation is a step forward 
for Parliament in terms of developing a more accountable 
government system. Open discussion of financial scandal in 

the GOB is a unique event in BahrainVs history. Some Embassy 
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sources consider the investigation to be an improvement in 

the democratic development of Bahrain 

swiftly carries out the Committee\'s recommendations. 
However 

proceedings. At a January 22 majlis 

DCM that the Parliamentary maneuvers were only theater. The 
battle between the GOB and the Parliament continues 
especially now with the Investigative Committee planning to 
delve deeper into the public pension fund losses. Notably 
Minister Saif is caught in the crosshairs. A Cabinet contact 

told the Ambassador that no one will ultimately save Minister 
Saif if the Parliament really wants to go after him. Even 

some business contacts hope he goes. SaifVs removal might 
ultimately slow our bilateral FTA negotiations. END COMMENT. 
NEUMANN 
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President Bush will reassure Erdogan about US determination 
to remove the PKK threat in Northern Iraq. The US will also 
reiterate support for Turkey in its dealings with 

international financial institutions. The US wants enhanced 
cooperation with Turkey regarding the Caucasus 

and the Middle East 

relations with Armenia. Addressing a Turkish audience in 
New York on Tuesday 

Armenia: "We want to remove from the history books all 
allegations of genocide and other issues of enmity 

said 

must look at the future now 

signaled that Turkey\'s border with Armenia might be opened. 
The Turkish prime minister also met with Greek Orthodox 
Archbishop Demetrios and members of the Greek lobby in New 
York on Tuesday. Erdogan complained to the Archbishop about 
"provocative moves\' by the Orthodox Church in Southern 
Cyprus in an effort to block the Turkish initiative for a 

peaceful solution. Demetrios told Erdogan that Greeks 

living in the US support a solution in Cyprus. The 

Archbishop urged Erdogan to allow the re-opening of Halki 
(Heybeliada) Seminary in Istanbul. Erdogan said the Halki 
Seminary controversy was related to the situation of the 
Turkish minority living in Western Thrace 

the issue would be taken up in line with the principle of 
reciprocity. 

Cyprus: Foreign Minister Gul hinted that Turkish Cypriots 
could hold a referendum on the Annan Plan for Cyprus even if 
no compromise is worked out in negotiations. "American 
support is necessary for a solution in Cyprus 

before leaving for the US on Tuesday. Gul added that both 
Turkey and the Turkish Cypriots have said that they could 
accept the Annan Plan as a point of reference. Greek 
Foreign Minister Papandreou rejected AnkaraVs proposal for 
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the appointment of a new Cyprus mediator by the UN. "Alvaro 
de Soto is fully knowledgeable about the details of the 

Cyprus problem 

between to become familiar with the issue 

TRNC "Prime Minister Mehmet Ali Talat blamed the Greeks and 
Greek Cypriots for attempting block a settlement before May. 
Meanwhile 

attending a dinner hosted by Turkish businessman Ahmet 
Ertegun for Erdogan in New York. \"Cumhuriyet\" believes that 
Holbrooke could be assigned as the mediator for Cyprus. 
\"Sabah 

President Bush to appointing Secretary Powell to that 

position. 


Turkmen might demand autonomy: Turkmen in northern lraq say 
they will claim “autonomy rightsV if a Kurdish federation is 
established in the region 

Turkmen want to establish their autonomous region close to 

the Turkish border 


Jailed Kurdish MP supports Turkey in EU: Former Kurdish 
member of the Turkish parliament 

deputy Leyla Zana wrote a letter from jail to Pat Cox 
Chairman of the European Parliament 

Turkey in its effort to get a date for EU membership 
negotiations. Zana noted that such a gesture would "break 
the resistance\' of anti-EU circles in Turkey. "For me 
better to stay in jail in a Turkey which has started 
accession talks with the EU than to be free in a Turkey 
waiting before doors that have been locked by the EU\' Zana 
said. Zana argued that if the EU denies Ankara a date for 
accession talks 


Turks take headscarf complaints to ECHR: The European Court 
of Human Rights (ECHR) ruled against Turkey in 76 human 
rights cases last year. There are currently 190 appeals 

pending against Turkey regarding the official ban on 
headscarves 

FM Abdullah Gul. In 2003 

of countries with the highest record of human rights 

violations. 


EDITORIAL OPINION: US-Turkey Relations/Cyprus 
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\"White House Meeting Might Bring Breakthrough on Cyprus\" 
Murat Yetkin expects developments on the Cyprus issue in the 
liberal-intellectual Radikal (1/28): \"Recent steps taken by 
Turkey have created a very positive and encouraging 
atmosphere about breaking the deadlock on the Cyprus issue. 
Both Greece and the Greek Cypriots are annoyed by the 
Turkish initiatives 

on May 1 without coming under pressure to resolve the Cyprus 
dispute. Prime Minister Erdogan hopes the US administration 
will recognize the genuine goodwill on the Turkish side to 
solve the long-standing Cyprus issue this time. Therefore 

his meeting with President Bush at the White House has 
become even more important 

settlement process can actually begin with the position to 

be outlined by Bush. . Breaking the deadlock on Cyprus and 
beginning the process for a lasting solution will certainly 

boost hopes for Turkey\'s integration with the Western world. 
PM Erdogan might be the leader to take Turkey to the EU if 
he can ensure enough support for the Cyprus settlement 
process from the White House and the United Nations.\" 


\"Turkey Wants Powell as Mediator for Cyprus\" 

Asli Aydintasbas observed in the mass appeal Sabah (1/28): 
\"During the meeting at the White House 

only going to ask the US to support Turkey\'s Cyprus 
settlement initiative 

Powell as a mediator for Cyprus. The Bush administration 
however 

candidate due to his busy schedule. Washington is also 
unwilling to be involved in the Cyprus issue so directly. 

The White House instead is planning to propose a high-level 
American name for job of Cyprus mediation. . The White House 
meeting will also be the venue for Turkish diplomacy to try 
to convince Bush administration about Turkey\'s sincerity for 
finding a settlement to the Cyprus issue this time.\" 


DEUTSCH 
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Human Rights and Democracy: The U.S. Record\" 2003-2004 
edition. Please note paragraph three request for Department 
decision. 


2.(U) BEGIN TEXT: Kuwait is a hereditary emirate with a 
written constitution and an elected National Assembly. The 
Government generally respected the basic human rights of its 
citizens in 2003. However 

Assembly elections held in July 2003 were generally free and 
in accordance with Kuwait\'s electoral laws; however 
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tribal primaries and Government and opposition vote-buying 
were problems in some districts. Women 

more than half the citizen population 

to vote or seek election to the National Assembly. Some 

police and members of the security forces committed human 
rights abuses. Some domestic servants and unskilled foreign 
laborers faced abuse and worked under conditions that 
constituted indentured servitude. The judiciary remained 
subject to government influence 

pervasive judicial discrimination. The Government placed some 
limits on freedoms of speech 

religion 

used as jockeys in camel races. The Government did not meet 
the minimum standards for eliminating trafficking in persons 
but made some positive efforts to do so. 


The 2003-2004 U.S. human rights and democracy strategy for 
Kuwait addresses a wide range of critical issues 

women\'s empowerment 

servants 

society 

engages with government officials 

women\'s groups 

women\'s political rights 

equal protection under the law for foreign laborers. In 

addition to regular bilateral dialogue with Government 
members at all levels on key human rights issues 

officials frequently attend informal yet influential weekly 
evening gatherings in private homes (\"diwaniyas\") to promote 
awareness and understanding of U.S. human rights and 
democratic values. The Embassy uses the various programming 
tools available to the Public Affairs Section and funding 
through the Middle East Partnership Initiative to strengthen 
democracy and respect for human rights in Kuwait. U.S. 
diplomatic 

some positive changes to KuwaitVs overall human rights 
situation during the year. 


Parliamentary institutional and capacity building is a key 
component of the Embassy\'s strategy to strengthen democracy 
and the rule of law in Kuwait. KuwaitVs elected National 
Assembly is active and assertive 

Government decisions. However 

access to policy and legal information 

knowledge of the U.S. The Embassy will bring a U.S. trade 
expert to Kuwait in February 2004 to provide focused training 

to parliamentarians on trade liberalization and reform 

issues. The Embassy\'s Public Affairs Section has agreed with 
KuwaitVs National Assembly to establish a permanent V'American 
Studies Corner\" in the National Assembly\'s library in 2004 to 
provide comprehensive resource information to 
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parliamentarians on U.S. history 

business environment 

and CD-ROM information. The Embassy believes that such 
initiatives will strengthen the capacity of Kuwait\'s 

parliament as a democratic institution and encourage broader 
understanding of U.S. human rights and democratic values. 


Kuwait has a vibrant press and the basic rights of free 
speech 

generally respected by the Government. However 
Government continued to impose some restrictions on freedom 
of speech and of the press in 2003 

self-censorship. As part of the Embassy\'s ongoing efforts to 
strengthen Kuwait\'s media and promote more responsible 
journalism 

female journalist to the U.S. in 2003 on an International 
Visitors program for \"Young Professional Journalists\" and 
will send another female journalist to the U.S. in 2004 on an 
International Visitors program on \"U.S. Media and Political 
Campaigns.\" A visiting speaker will conduct a workshop for 
local print media representatives in 2004 on accurate 

ethical 


The Embassy actively encourages positive debate on the role 
and status of women in Kuwaiti society 

women\'s disenfranchisement on their basic rights and 
protections. The Embassy also assists women\'s rights 
activists to develop effective advocacy and political action 
strategies. As part of these efforts 

send two or three Kuwaiti women activists to Amman 

in February 2004 to participate in a workshop hosted by the 
Government of Jordan and supported by the Middle East 
Partnership Initiative entitled \"Women and the Law -- A 
Regional Dialogue: Supporting Voices of Change.\" Participants 
will address and discuss challenges facing women in the legal 
and judicial system 

women in the region. 


Apathy and disinterest among many Kuwaiti women are key 
factors inhibiting a more vibrant women\'s rights movement. As 
a direct push for full political rights does not appeal to 

many women 

in which women are economically and legally disadvantaged as 
a result of their disenfranchisement 

broader societal support for political reform. The Embassy 
supported these grassroots civil society efforts through 

various programs and exchanges during the year. In May 2003 
the Embassy sent an influential Kuwaiti male businessman and 
supporter of women\'s rights to the U.S. to participate in a 
\"Women as Leaders in the Public and Private Sectors\" project 
to study American women\'s experiences in the U.S. political 
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process. His participation was an integral part of Embassy 
efforts to encourage Kuwaiti men to support women\'s political 
rights -- a challenge in KuwaitVs patriarchal society. The 
Embassy requested an NEA Democracy Small Grant of $34 
late 2003 to sponsor a gender budgeting study to be carried 
out by a local NGO. The study will entail a gender-sensitive 
analysis of the most recent government budget to highlight 
gender inequity in government spending. The Embassy will 
assist the NGO and womenVs rights activists in sharing the 
findings of the study with government officials 
parliamentarians 

equality. In a related initiative 

Affairs Section will bring a U.S. speaker to Kuwait in 

February 2004 to provide advocacy and political action 
campaign training to another local NGO planning to challenge 
an inequitable social allowance law. 


The Embassy raises religious freedom issues with the 
Government in the context of its overall dialogue and policy 

of promoting human rights. The Embassy actively encourages 
the Government to address the concerns of religious leaders 
such as overcrowding 

staffing. Embassy officials meet regularly with recognized 
Sunni 

various unrecognized faiths 

monitor progress on religious freedom issues. 


Foreign workers 

total population 

the private sector 

enforcement of some Labor Law provisions 

at the hands of their employers. Therefore 

focused particular attention on efforts to improve labor 

rights and working conditions 

to reform its outdated Labor Law to conform more closely to 
internationally recognized labor standards. At year's end 
draft new Labor Law was under parliamentary review and an 
influential NGO held a public seminar on the treatment of 
foreign laborers 

members of the Government 

to discuss the status and treatment of foreign workers in 
Kuwait. The Embassy maintained a close working relationship 
with NGOs and domestic and international labor groups 
especially the International Labor Organization 

labor conditions and investigate incidents of abuse. 


The Embassy and senior State Department officials 
consistently urged the Government to strengthen legal and 
regulatory measures to combat human trafficking. The 
Ambassador hosted a roundtable discussion on trafficking in 
May 2003 comprising Embassy officials 
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other diplomatic representatives from the major source 

country embassies to share ideas and propose strategies to 
address continued abuses. Embassy officials worked throughout 
the year to encourage the Government to improve protections 
for the estimated 500 

excluded from the Labor Law 

regulations banning the employment of minors as camel 

jockeys 

trafficking. END TEXT 


3.(C) We leave it to the Department\'s discretion whether to 
insert into this unclassified report 

sentence of the final paragraph 

senior-level demarches on trafficking in persons as follows: 
Secretary Powell raised USG trafficking concerns 


SIPDIS 

treatment of female domestic servants and the use of underage 
boys as camel jockeys 

State for Foreign Affairs in Washington in April 2003. During 

his visit to Kuwait in January 2004 

Burns met with Kuwait\'s Foreign Minister and stressed the 
need for improved efforts to eliminate trafficking. 

URBANCIC 
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opposition in support of a recall referendum against 
President Hugo Chavez 

verification stage in the process (prior to transcription). 
Zamora claimed that the referral rate of questionable 
signature forms to the Superior Technical Committee were 
unusually high compared to that of the pro-GOV signature 
drive against opposition National Assembly deputies. Zamora 
blamed the head of the informatics section 

Hernandez 

Technical Committee 

signatures 

the forms can be forwarded to the transcription process 
where individual signatures are checked. The higher rate of 
referral could result in up to 116 

the committee to review. End note.) 


3. (C) OAS observer mission official Edgardo Reis confirmed 
to poloff on January 27 that the referral rate for the 
presidential signature forms was 40 percent 

rise from the pro-GOV\'s rate of about four percent. Reis 
said the informatics section ordered a change in criteria for 
the physical verification stage once the review of 

presidential forms began. Reis opined that the move was not 
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illegal 

Superior Technical Committee. Reis commented that CNE 
workers are performing adequately 

of the temporary workers in the physical inspection and 
transcription stages averaged between 15 and 20 percent. 


4. (C) Reis showed poloff an internal CNE memo dated January 
14 ordering the CNE\'s counsel to draft a resolution that 
limited observation of the verification process to the 
physical inspection and transcription steps. Only CNE 
officials would be permitted access to the computer check 
quality control 

according to the memo. Learning of the proposal 

officials complained that imposing such restrictions would 
fatally undermine the observer mission. Reis said the OAS 
mission 

CNE officials that if observers were not granted necessary 
access 

said the pro-opposition CNE Directors Zamora and Sobella 
Mejias had threatened to resign over the decision as well. 


5. (C) OAS mission leader Fernando Jaramillo requested 
formally on January 16 that the CNE include international 
observers in the quality control and committee review stages. 


Reis said that Jaramillo and he expressed their concerns to 
Vice President Jose Vicente Rangel 

CNE officials about it. Reis said he thought everything was 
smoothed out until on January 26 

Nicolas Maduro complained that the OAS was trying to become 
\"the sixth member of the CNE board.\" (Note: The political 
proponents of each signature drive are also allowed observers 
in the process. The proposal to limit observer access 

includes them as well. End note.) 


6. (C) Reis admitted that observer presence in all stages of 

the process is not necessary in a technical sense so long as 
they are allowed to cull periodic samples from the rejected 
signatures. He noted 

OAS observers covering multiple areas within the CNE. Asked 
whether the CNE would fulfill the February 13 deadline 

said that it can 

expressed concern over keeping the OAS team in place for more 
than one week beyond the deadline 

financing. 
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CNE Apparently Gives In 


7. (U) CNE President Francisco Carrasquero tried to settle 
the issue on January 27 by announcing that the international 
observers would be given \"widened\" access in order to assure 
total transparency. Carrasquero said the CNE would consult 
with the OAS and Carter Center to work out the parameters of 
their participation in stages in question. Carrasquero 

quelled rumors of discord within the CNE 

relations among the five rectors are cordial. He announced 
that the CNE may let slip the February 13 deadline 

that the work would be done by the end of February. (Note: 
Former President Carter told the press January 27 that he 
understood the CNE would finish no later than March 1. End 
note.) 


8. (C) Despite the conflict over access 

seems to have maintained good relations with the CNE. OAS 
(and Carter Center) observer presence is crucial to the CNE\'s 
success. We were concerned by the CNE\'s move to limit 
observation and by reports of prejudiced treatment of the 
presidential recall signatures 

to CNE President Carrasquero on January 22 was timely. The 
political pressure against the CNE -- internal and external 

-- is immense and will only increase as the verification 
process proceeds. However 

graceful nor efficient 

25-27 Carter visit contributed considerably to increasing CNE 
openness to the OAS and Carter Center 

President Chavez that he would respect whatever the CNE 
decided. Our message should be of continued support for the 
CNE as arbiter of the process -- so long as there is 
international observation and the process is transparent. 


SHAPIRO 
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the private media to respect the CNE. Carter requested 
obtained 

observation to critical parts of the CNE signature 
verification process. Carter indicated that he thought the 
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CNE was working hard 

deadline (February 13) to verify the signatures 

reporting its results by March 1. Carter urged all parties 

to accept the results of a constitutional 

CNE decision. Chavez told Carter that he would respect any 
decision made by the CNE. Carter 

the same commitment from all opposition leaders. End summary. 


2. (C) Carter arrived in Caracas on January 25 and the 
Ambassador accompanied him from the airport. Later 

had dinner with Venezuelan business leaders. On January 26 
Carter met with the TSJ 

pro-government parties 

Carter Center personnel 

Chavez. The Ambassador attended a dinner with the Group of 
FriendsY ambassadors and Carter. At dinner 

CNE\'s hard work 

more stringent revision of the signatures for the 

presidential referendum than for the deputies. He also said 
the CNE assured him that the presidential recall referendum 
would not be delayed past August 19. On January 27 

met again with Chavez and met with more opposition leaders. 
Carter held a press conference in the afternoon. 


3. (U) At the press conference 

all parties to accept the decision of the CNE if the process 

is considered constitutional 

said that he received full access to the CNE. He also said 
that the CNE has ensured international observers\' access to 
all stages of the verification process. Contrary to 

statements by Chavez that Carter was surprised by evidence of 
fraud by the opposition 

surprised by anything he saw. He said that Chavez presented 
two or three actas (tally sheets) with errors. However 

Carter emphasized 

To promote further transparency 

CNE leaders to give updates through daily press conferences. 
Pointing to the CNE\'s immense amount of work 

that the CNE would announce a decision regarding the validity 
of the signatures by March 1 

February 13. 


4. (U) Chavez said publicly that he had told Carter that he 
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wants the referendum process to be \"completely transparent\" 
and that the government will accept any decision made by the 
CNE. Meeting with Carter twice 

complete access to the referendum process for Carter and 
international observers 

the OAS and Carter Center observing the entire referendum 


process. Carter indicated that there is a difference of 

Opinion within the opposition regarding the acceptance of any 
CNE decision. Some opposition leaders assured him that they 
would accept any CNE decision 

Regardless of the CNE\'s decision 

and the Carter Center 


5. (C) Carter\'s visit was welcome and timely 

period of tension as the CNE struggles to complete its 
mandate. Carter is clearly respected by all parties 

view him as impartial and honest. His comments about not 
seeing fraud (on either side) helped refocus the CNE on its 
overwhelming task of verifying millions of signatures. 
Specific accomplishments were ChavezWs public message that he 
would respect the CNE 

absence of GOV/Chavista public claims of \"megafraud 
private media tolerance/respect for the CNE; and the CNEVs 
decision to allow wider OAS/Carter Center observation of the 
signature verification process. Where Carter came up a 

little short was with the opposition 

group was unwilling to respect any CNE decision that was 
Vconstitutional 

SHAPIRO 
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afternoon 

light traffic. There was virtually no public transport 

than an occasional bus operated by the government public 
transit company 

ports were receiving and unloading ships but there was no 
transport available to move containers out of port areas. 


2. (SBU) As in the November one-day strike 

out sweeps ahead of time to arrest likely troublemakers. 
Police were deployed throughout the country 

presence heaviest in towns with a history of civil 
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disturbances. The military were in the barracks 
some heavily armed military patrols in at least three 
northern towns including Puerto Plata 

Southwest 


3. (SBU) A senior police official told us three persons were 
arrested from January 27 to early January 28 
accompanied by a prosecutor\'s office representative 
immediately released. The official said about a dozen 
persons have been detained for burning trees or disturbing 
the peace. 


4. (C) President Mejia sent an advisor to the Embassy at 
mid-day on January 28 to assure the political officer that 
authorities had \"absolute controlV of the situation. Mejia 
addressed the nation yesterday evening to urge calm and to 
deplore the \"3 billion pesos\" in economic activity likely to 
be lost to the strike. 


5. (SBU) Some of our contacts are apprehensive about 
possible disturbances in the evening hours. Others consider 
that the strike is likely to continue without event or even 

to peter out tomorrow. 


6. (SBU) Military and intelligence contacts say that violent 
incidents have occurred in Salcedo and Navarrete in the 

north 

towns with minimal damage. Morning rotestors in two 
neighborhoods of Santo Domingo burned two cars 

trees 

dozen locations in the capital. An industrial free zone at 

Las Americas International Airport near Santo Domingo closed 
during the day upon receiving reports that sharp objects were 
being strewn on the airport highway -- but in mid-afternoon 
Embassy personnel found the highway open and unobstructed 
with no signs of protest. 


7. (SBU) Our sources comment that if serious disturbances 
occur 

forces withdraw patrols from rough neighborhoods at night 
although they will maintain perimeters. 


8. (SBU) Opposition political party contacts deny rumors that 
they are paying protesters to stir up trouble. Our contacts 
believe that anti-Mejia political leaders would not engage in 
such tactics 

recalled the brief demonstrations at Santo Domingo university 
UASD on the afternoon of January 23 

youths burned a vehicle and police responded with tear gas 
volleys. 
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9. (SBU) On January 27 

medical personnel at public hospitals shut down routine 
outpatient care 

GODR health officials said they had agreed to speed up 
disbursements to the health sector but did not offer 
increases. President Mejia said he would consider strikersV 
demands for higher pay 

for the increase. A GODR medical official told us the Mejia 
administration has already taken measures to improve 
equipment and working conditions at the hospitals. Private 
hospitals and clinics used by Embassy personnel were not 
affected by the strike. 


COMMENT 


10. (SBU) So far 

has provided everyone evidence of a national consensus that 
Dominicans are unhappy with economic conditions 

and electricity blackouts. The absence of organized protests 
today contrasts eerily with Monday\'s well-attended PLD 
cavalcade on the Duarte Day national holiday and with Tuesday 
night\'s midnight parades across town by fans celebrating the 
championship of Santo Domingo baseball team Licey. We expect 
that the political campaigns will channel Dominican energies 
over the months between now and the May 16 first round vote. 
HERTELL 
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and central Burma January 23 - 26 witnessed a high degree of 
Chinese socio-economic influence across a 325-mile stretch of 
Burma\'s Shan State border with China 

self-administered autonomous regions of ethnic minority 
cease-fire groups. Even in the interior northern towns of 
Lashio 

clear indications of major Chinese economic inroads. Another 
emboff who traveled to the Chinese border regions with UNODC 
will report septel on some striking indications of Chinese 
dominance of the economy and social fabric in some parts of 
Burma\'s frontier regions. 


2. (SBU) THE HIGH DAM: Emboffs visited the Ye Ywa Dam site 
located 39 miles SW of Mandalay. Scheduled for completion in 
2007 

canyon some 45 miles long. When completed the dam\'s hydro 
plant will generate 790 MW of electricity 

significantly to the current countrywide total of perhaps 

1 

provided the engineering consulting expertise 

Export-Import Bank of China provided a $200 million soft loan 
to cover two-thirds of the hard-currency costs of the 

project. This loan was agreed to during Senior General Than 
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Shwe\'s January 2003 visit to the PRC 

purchase Chinese equipment and material for the dam project. 
The GOB sees this project providing the energy for industrial 
expansion of a large swath of central Burma in coming years. 


3. (SBU) CHINESE CONSULTANTS 

major irrigation scheme near Salin on the Irrawaddy River in 
Magway Division (equipped with massive Chinese pumping 
equipment) emboffs then toured a nearly complete 
multi-purpose dam 48 miles WNW of Minbu. The Mone Dam is 
financed by a soft Chinese loan of $32 million from the China 
International Investment & Trust 

purchase of Chinese equipment and material. In addition 
Mone Dam utilizes Chinese engineering consultants. Schedule 
to be finished in March 2004 

provide irrigation water and 75 MW of hydro-electricity. 


4. (C) COMMENT: With no guiding political ideology 
military regime seems to be pursuing the aim of \"legitimacy 
through infrastructure.\" Chinese soft loans for Burmese 
infrastructure projects provide the capital-poor SPDC with a 
lifeline to resources badly needed to meet the regime\'s 
developmental goals. 


5. (S) COMMENT CONTINUED: Emboffs were flown on a Burmese 
Air Force MI-17 helicopter the 48 miles across the dry 

plains of Magway Division from Mone Dam to Minbu on a clear 
day with good visibility. If the GOB were attempting to hide 

a sensitive weapons or other facility NW of Minbu 

odd that they chose to fly us over that route. At Mone we 
witnessed around-the-clock work being done to complete the 
dam within the next 60 days 

heavy-gauge (inch and a half) iron re-rod in the 210-foot 

deep concrete-lined surge tank. Reports (ref) of 

suspiciously heavy rebar being off-loaded at Minbu could 
conceivably have been based on sightings of materials being 
rushed to complete the Mone Dam. End Comment. 
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innovative pharmaceutical industry. (NOTE: The bilateral 
Free Trade Agreement (FTA) 

states Jordan\'s affirmative obligation to protect such 
Clinical data from unfair commercial use 

simple 

against disclosure.\" END NOTE.) 


3. (C) MSD initially tried to address this informally with 
the JFDA and senior Jordanian trade officials. They also 
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approached JOSWE to see if a mutually agreeable solution is 
possible. When these steps failed 

Jordan courts in late 2003. According to Ramsey Morad 

Jordan Country Director 

MSD complaint did not specify the offending party or the 
substance of the case (a JFDA Technical Committee had 
approved JOSWE\'s \"LF-1\" form request to register the generic 
but these key details were missing) and therefore threw the 
case out. MSD plans to go back to court using its 
London-based regional office (MSD/UK) as a new plaintiff and 
correcting the technical deficiencies. Morad said that JOSWE 
does not know that MSD is V'going after them again\" and that 
MSD will not quit in defending its right to five years of 

exclusive marketing for the OW formulation. MSD is asking 

that the JOSWE product be de-registered. Morad states that 
MSD does not know what the JFDA\'s exact ruling on the JOSWE 
application was. The court case 

proceed 

discovery. 


4. (U) NOTE: Most pharmaceuticals patented outside Jordan 
are placed for registration with the JFDA 

years of exclusive marketing protection. Although a patent 
offers 20 years of protection in Jordan and/or the patent 
protection of the country of origin 

major pharmaceutical companies say that the economics of the 
2-3 year application process in this market justify the 

five-year protection 

remaining exclusivity of the same drug in the U.S. END NOTE. 


Embassy Advocates for MSD 


5. (C) In a letter and subsequent conversations with Deputy 
PM and Minister of Industry and Trade Halaiqa 

has advocated that the case should have been resolved through 
regulatory relief. Instead 

to escalate into a costly court case that will lead potential 
investors to look twice at Jordan. We have repeatedly 
expressed the opinion that the matter can still be resolved 

by СОЈ action. PhRMA\'s regional rep 

January 20 that PARMA may pursue Special 301 action against 
Jordan if this case is not resolved in MSD\'s favor. He also 
said that this is part of what he sees as a pattern of weak 
enforcement of IPR laws. 


Royal Interest 


6. (C) Morad told Econoff that King Abdullah used the 
occasion of a WEF business luncheon in Davos last week to 
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speak directly to an MSD rep. The King reportedly told Jeff 
Keprecos 

Middle East and Africa 

case. Morad said that Keprecos interpreted the King\'s 
questions about the case as being generally supportive. The 
King reportedly said that he wanted to create a good 
regulatory environment in Jordan. At the King\'s request 

is sending a file on the case to the royal court this week. 


Comment 


7.(C) This case illustrates the level of complexity of IPR 
cases in Jordan and the need to get the government to rise to 
a new level of commitment in dealing with them. DPM Halaiqa 
told the Ambassador (septel) that he thought the JFDA was 
given too wide a mandate under Jordan\'s FDA law. It would 
appear the JFDA is using that mandate to continue a trend of 
leaning toward support of Jordan\'s generics manufacturers 
where possible 

support their position. 


8. (C) At the same time 

January 24 

Pharmaceuticals 

with a mature group of companies accessing a market of 300 
million 

reportedly boasted of Jordan\'s adherence to international IPR 
agreements. Jordan\'s adherence to the highest IPR standards 
is critical to the aspirations of the industry 

prospered since Jordan joined the WTO. Several PhRMA firms 
have entered into joint agreements with local companies. 

This and other progress will be jeopardized if Jordan doesn\'t 
get its legal and regulatory house in order. END COMMENT. 
HALE 
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which will last until the next harvest in April/May 

2004. Most households have depleted the last of their 
stores and must now purchase food. Based on the current 
price of maize 

(FEWSNET) has estimated that 5 million people are 
currently in need of food assistance. The FEWSNET 
previous estimate 

4.4 million. 


3. With recent pledges from USAID and the EU 
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of the UN 2003-4 appeal (EMOP 10290) has been met 
in terms of dollars and food tonnage. It is not 

certain 

in time to avoid food pipeline breaks. Already 

of delivery delays 

for the month of December by half to 5 kg of grain per 
person. Although the cereal ration was restored to 10 
kg per person in January 

the ration for this month. 


4. It is estimated that the GOZ has stored approximately 
240 

Board (GMB) has reportedly been stockpiling grain in 
various depots around the country 

been forthcoming with distribution plans for this grain. 
The UN Humanitarian Coordinator recently sent a letter 
to the GOZ requesting better coordination between the UN 
and the GOZ in this respect. He wrote \"I trust that GMB 
will fill the (food distribution) gap foreseen in the 

next couple of months\" 

whatever plans it might have to utilize the grain. The 
WFP briefed the international press on January 22nd in 
Johannesburg on GMB food stockpiles 

in Reuters 


5. On January 27 

Daily News 

for the release of the GOZ stockpiled maize. There is 
dismay that the government is withholding this grain 
from hungry people and growing concern among Zimbabweans 
that it may be used by the GOZ for political purposes 
during the up-coming elections. Donors are increasingly 
concerned that the GOZ is not contributing its fair 

share to the feeding of its own citizens. These 

concerns are heightened by the GOZVs substantial and 
undistributed grain stocks. Post recommends that any 
further USG pledges of food commodities be placed on 
hold until greater transparency from the GOZ is 
forthcoming regarding use of its grain reserves. 


6. The outlook for this yearVs agricultural season is 
unclear at this point 
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troubling. A joint FAO/WFP food and crop assessment 
mission will take place just before the harvest -- 
probably in early April. Figures from the Agricultural 
Research and Extension (AREX) report of January 16 
show that 

crops planted is below GOZ target levels for all crops: 
maize (target 3 

sorghum (target 400 

soybeans (target 300 

groundnuts (target 200 

Most disturbing 

maize is estimated to have decreased: for the 02/03 
agricultural season 

for maize 

down to 859 


7. Within the past few days 

in Zimbabwe 

the Department of Meteorological Services (Issue No. 11 
January 21) reports that cumulative rainfall is more 

than 80% of normal rainfall amounts to date for most of 
the country 

Mashonaland West 

and 80% of normal. The highest amounts of rainfall 
since October have been recorded in the central southern 
parts of the country 

over the east of Matebeleland South. 


8. While this is a significant improvement over the 
previous two years 

quite deceptive and only tell part of the story. The 
constancy and distribution of rainfall is critical for 

crop production 

erratic. Over the past months rains were sporadic and 
varied throughout the country 

November in some areas 


9. Some farmers who planted in November 

rains arrived 

fields. Those with enough seed have since replanted. 
Widespread tilling and planting are still on-going. 

AREX has advised farmers who have not yet planted to use 
short-season varieties due to the late date. We 

believe 

to seeds for these varieties. 


10. Shortages of input supply and critical foreign and 
local currency constraints prevented the purchase of 
necessary inputs such as fertilizer 

chemicals 

replacement parts. Many communal farmers have had to 
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plow smaller areas of their fields due to the scarcity 
of fuel for tractors and/or animal draft power. In many 
instances 

one quarter of what they could previously plow with 
government-supplied tractors 

reductions in income for the foreseeable future. 


11. Of the approximately 4000 large scale commercial 
farms in business three years ago 

under the original ownership. Many of the resettled 
commercial farms are out of production altogether or 
producing at lower levels than they previously did. 
Just this week the GOZ listed a further 130 farms for 
compulsory acquisition. 


12. Seed prices have risen beyond affordable levels for 
many ordinary farmers. Seeds are reportedly still 
available in shops 

despite the fact that fewer seeds were imported this 
year. It is not known whether this is due to 
unaffordable prices 

varieties. 


13. ICRISAT is conducting a study on the effectiveness 
of the emergency seed distribution programs. It will 
report on amounts of seed distributed 

results of seed germination tests 

performance of seeds. The post harvest analysis will 
examine how crops performed 

in June. 


14. The HIV/AIDs prevalence rate on farms is reportedly 
43 percent compared to a national infection level of 

24.6 percent 

Zimbabwe Human Development Report for 2003. Since most 
of the HIV-infected people are in the 15- to 23-year age 
bracket 

Orphans and child-headed households are plentiful. The 
productivity of affected farmers has declined 

sizes have shrunk due to the reduced capabilities of 
affected farmers. Many humanitarian assistance 
programs 

HIV/AIDS and other chronically ill populations. 
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Additional donor attention is needed to find ways to 
more effectively target those infected and affected by 
HIV/AIDS. 


15. Labor-saving technologies and agricultural practices 
can ease the burden for chronically ill farmers. There 

is great need to utilize more appropriate technologies 
such as the drip irrigation (already promoted through 
the USAID/Zimbabwe-sponsored LEAD program) 
introduce conservation farming 

tillage methods 

practices. 


16. Poverty is increasing in urban areas of Zimbabwe. 

An urban assessment has been completed and presented to 
the government 

public. Our preliminary information is that the urban 
assessment will conclude that an estimated 2.5 million 
urban dwellers are now food insecure. 


17. The practice of planting maize on empty lots 
roadsides and in riparian zones within cities is very 
widespread this year. In prior years 

prohibited maize production in certain urban areas and 
took steps to remove illegal crops. So far this year 

no action has been taken against urban farmers. 

18. Donors are not funding general food distribution in 
urban areas. They do fund more targeted programs 

as the USAID-funded Market Assistance Program (MAP) 
which provides low-cost sorghum products through 
existing market channels in poor urban neighborhoods in 
Bulawayo to assist with meeting their daily nutritional 
requirements. However 

address the needs of the most vulnerable in urban areas. 


19. Vulnerability and food insecurity in Zimbabwe 

continue to increase as inflation 

redistribution take their toll. Late and intermittent 

rains have delayed planting of crops 

crops have withered in the fields in some areas. Even 
good rains would not solve the food shortages in the 
country as almost 95% of the commercial farms have been 
disrupted by resettlement within the past three years 
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and most rural farmers cannot afford inputs. Pipeline 
problems affecting WFP distributions in rural areas mean 
that WFP would be hard-pressed to respond to the needs 
of the 2.5 million food insecure in urban areas. The 
GOZ reportedly has stockpiled 240 

Whether it will intervene to feed the hungry in urban 
areas 

seen. The UN and the donors will need to intensify the 
pressure on the GOZ to respond in a timely and 
appropriate manner. 

SULLIVAN 
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Officials. 


3. (C) Abu Khumrah asserted that anti-coalition violence in 
the Sunni triangle is not due to residual support for Saddam 
Hussein: the vast majority of Sunnis realize that the era of 
Saddam and the Baath party are over forever. Rather 
violence is a reaction of the Sunni population to Iraqvs 
humiliating military defeat 

security practices (including arrests and raids on homes) 
and the strong feeling that Sunnis are not properly 
represented on the Iraqi Governing Council (IGC). The Sunnis 
on the IGC 

triangle 

Iraqi Sunnis the feeling that 

defeat 

The group urged the CPA to consult more closely with them and 
other organized Sunni groups in the run-up to the June 30 
handover of power to ensure that Sunnis feel better 
represented in the new transitional Iraqi government. Abu 
Khumrah also asked for monetary assistance for his party 
which he promised would work to further Sunni relations with 
the Coalition. He also suggested that he and other Sunni 
tribal and political leaders should travel to the United 

States (at U.S. expense) to start building bridges 

able to explain the U.S. to their constituents. 


4. (C) All in the group complained that Coalition security 
practices were strengthening ill-will toward the U.S. among 
Sunnis. U.S. soldiers 

or their traditions 
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not be permitted to search an Iraqi police chief -- it causes 
the police chief to lose face 

and therefore 

of local knowledge caused many indiscriminate arrests. One 
sheikh cited an example from Kirkuk where one son of a family 
had attacked Coalition forces 

to convince the family to identify and turn over the guilty 
individual -- had arrested all five of the family\'s sons. If 

the Coalition had worked with local tribal leaders 

sheikh asserted 

guilty son 

sons remain in prison 

of an entire clan. There are currently \"more than 30 
Sunnis\" in Coalition custody 

has \"a family that will react against the U.S.\" because of 
the arrest of its family member; \"these arrests breed only 
hatred." PolCouns outlined the Coalition\'s new conditional 
release program for some detainees and asked the group to 
check with local Coalition officials about the program when 
they returned to Iraq. 

5. (C) Several of the members also said that 

desire dialogue with the U.S. and Coalition 

dialogue to lead to concrete changes in Coalition practices. 
Several members of the group said that they had spoken with 
local U.S. military commanders 

suggestions had not been translated into any change in 
practice on the ground. Abu Khumrah said that he understands 
that Coalition forces come under attack daily 

that Coalition security practices increase resentment and 

will make stability in the Sunni triangle harder to achieve. 


6. (C) Abu Khumrah stressed that another issue that is 
growing in importance is unemployment. Many Sunnis from 
prominent families who previously worked for the government 
or military were now unemployed. (Two of those present 
identified themselves as unemployed former Iraqi army 
officers). Under the old regime 

families\" joined the military or Baath party to cement their 
family or tribe\'s position of prominence. The Coalition 
needs to reach out to such Sunnis 

dignified employment 

addition 

has not yet started to pick up 

including electricity 

when available at all. The Coalition needs to work to remedy 
these issues as quickly as possible 

show Sunnis that they have gained something from the 
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departure of Saddam. \"Thus far 

come to pass 

Kirkuk. \"Painting schools is not enough.\" 


7. (C) Midway in the conversation 

for lenient treatment for the members and family of the 
Mujaheddin-e-Khalk (MEK) 

group that had large numbers of supporters and militants 
based in Iraq under Saddam. Abu Khumrah said that the goals 
of the MEK closely track those of the USG in Iran 

the U.S. should work to convince the ICG not to expel them 
from Iraq or 

Abu Khumrah backed off a bit after PolCouns explained the 
terrorist history of the MEK and its legal designation by the 
U.S. as a foreign terrorist organization. 


8. (C) We cannot vouch for the bone fides or motivations of 
this group or the Iraqi Peace Party. We note 

this group's complaints and suggestions were remarkably 
similar to ref conversation between OPO Director Schlicher 
and the head of the Council of Sunni Communities in Iraq 
(ref). The members of this group appeared to us to be 
sincere in their desire to work with the U.S. 

to be reassured that the Coalition will act on at least some 
of their recommendations. 


9. (U) CPA Baghdad minimize considered. 
Visit Embassy AmmanVs classified web site at 
http://www.state.sgov.gov/p/nea/amman/ 


or access the site through the State Department's SIPRNET 
home page. 
HALE 
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government 

King has made clear that he is unlikely to accept any of the 
leaders of the three largest political parties (Nepali 

Congress President G.P. Koirala; Communist Party of Nepal - 
United Marxist Leninist General Secretary Madhav Nepal; or 
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Nepali Congress (Democratic) President Sher Bahadur Deuba) to 
lead such a government. Nor is National Democratic Party 
(a.k.a. RPP) Chairman Pashupati S.J.B. Rana a viable 
candidate 

is a prominent scion of the former dynastic rulers of Nepal 
who attempted to crush the democratic movement more than 50 
years ago. Second 

romantic involvement with the late Crown Prince Dipendra is 
popularly cited as the reason for the June 2001 Palace 
massacre. With the top four politicians plainly out of the 
running 

from either side to consult with one another on possible 
\"second-choice\" consensus candidates. The parties had 
already rejected one such possibility--former Speaker of 
Parliament Taranath Ranabhat 

the King. The party leadersY own egoes and internecine 
jealousies make identifying an acceptable V'second choice" 
from among party ranks extremely difficult 

agreed. The parties 

the King that he will reduce his political intervention and 
reassume the role of a constitutional monarch--a commitment 
the Ambassadors noted 

provide at this point. 


3. (C) King Gyanendra\'s January 26 interview with Time 

Asia 

in the local press 

Ambassadors noted. (Note: The negative coverage focuses on 
the King\'s accusations that the parties do not speak for the 
people 

of foresight\" and disregard for their constituents led to the 
Maoist insurgency. In addition 

politicians believe that the King\'s statement that \"the days 

of royalty being seen and not heard are over\" suggests he 
intends to pursue a more active 

End note.) The KingVs statements seemed a bit 

confrontational and provocative 

they agreed. Indian Ambassador Shyam Saran said that former 
Indian Prime Minister Chandra Shekhar 

for a brief visit 

meetings with King Gyanendra and NC President G.P. Koirala. 
Shekhar indicated he found the King\'s attitude toward the 
parties hardening 

not disposed toward compromise. 


4. (C) Besides the King\'s well-publicized interview 
prospects for reconciliation are also complicated by the 
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near-daily protests against the King 

student wings of the two largest parties 

proxies for the political leadership 

concurred (Ref C). The studentsV recent calls for an end to 
the monarchy are of special concern 

necessarily because they reflect widespread sentiment but 
because they raise a sensitive issue that 

becomes increasingly difficult Vto put back in the box.\" In 
the meantime 

with interest to see if the turmoil can be turned to their 
advantage 

maintain contact with the EU and the Scandinavians. UK 
Ambassador Keith Bloomfield expressed surprise at SaranVs 
report 

between EU officials and the Maoists. 


MAOIST TERROR IN TERAI CREATES 
PROBLEMS FOR INDIAN BORDER STATES 


5. (C) Saran reported that increased Maoist activity in the 
southern Terai plains is creating a surge of refugees into 
Indian states along the Nepali border 

Pradesh and Bihar. He added that the huge increase in 
cross-border traffic has prompted complaints from state 
governments struggling to cope with the influx. Even 
comparatively wealthy Nepalis are leaving their homes to 
avoid Maoist extortion 

seems to be paying off 

Maoists 

recruits Rs 2000 (approximately USD 27) in the eastern 
district of Sindhuli. 


6. (C) The British and Indian Ambassadors reported that both 
their respective governments have decided to increase 
security and development assistance levels. Saran noted that 
the Indian government will increase the amounts of INSAS 
rifles 

vehicles for the military. Indian and Nepali security 

agencies recently held a very useful and productive meeting 
in Bangalore 

growing. The Indian government has also committed to 
building an additional 1000 kms of farm-to-market roads in 
the Terai region 

improving road networks in Uttar Pradesh and Bihar. Indian 
railheads will be stretched to a number of NepalVs border 
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towns 

Kathmandu 

addition 

heads up to the Nepali border 

the long-delayed rail link between India and Nepal. 


7. (C) The good news about our regular consultations with 
the UK and Indian envoys is that these exchanges confirm the 
similarity of our MissionsY assessment of the domestic 
political situation. The bad news is that that assessment is 
uniformly discouraging. Despite our respective Embassies\' 
good offices and best efforts 

and the parties seems increasingly uncompromising and 
recriminatory. Unfortunately 

taken by both sides--protests by surrogate student wings on 
the one hand and bluntly critical comments in a prominent 
international publication on the other--only harden 

positions. Such high-profile stances are forcing both sides 
into corners from which each will find it difficult to come 
together. 

MALINOWSKI 
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with a view to discrediting the ruling party. International 
media had seized on the advisory to damage Zimbabwe\'s 
international image for purposes of tourism and investment. 
He asserted that the country\'s security situation was 
improving and that the government was attaching priority to 
fostering a favorable atmosphere for tourism and investment. 
Poloff explained the apolitical purpose of travel advisories 
generally 

advisory 

identical to one issued in January 2003. 


2. (C) Mach then renewed his inquiry about the possibility 
of a ZANU-PF delegation visiting Washington to engage with 
the USG 

Zimbabwe. He did not elaborate on details of the party\'s 
intended activities or message other than to convey the 
party\'s \"side of the story.\" He asked if waivers would be 
granted to party members who were subject to travel 
restrictions but did not name the members wishing to travel. 


3. (C) COMMENT: After CNN\'s treatment of the travel 
advisory as news 

played the advisory up here to considerable interest among 
the public and diplomatic community. For their part 
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government papers generally parrotted Mach\'s analysis and 
weaving in mischaracterizations of Morgan Tsvangirai\'s 
treason trial testimony as evidence of CIA involvement in a 
coup plot 

regime change. We view the portrayal more as coincident 
opportunistic propaganda driven by Information Minister 
Jonathan Moyo than a concerted effort to alienate the USG 
further. Nonetheless 

deep among many ruling party members 

keep their distance from Americans out of concern for 
\"political correctness\" in their insecure liberation party. 


4. (C) COMMENT (CONT\'D): Mach\'s approach follows an initial 
more tentative inquiry last month (ref B). The effort 

probably reflects more interest in manufacturing trappings of 
legitimacy for the ruling party than in moving toward 

resolution of the country\'s political crisis. There have 

been signs that the party is interested in rehabilitating its 
international image -- vocal support among prominent party 
members for RBZ Chairman Gono\'s interest in reengaging the 
IFls 

interest 

more substantive effort on the ruling party\'s part. 

Accordingly 

with a vague response -- reiterating our seriousness about 

the travel restrictions and noting the existence of a waiver 
process without indicating that waivers would be granted in 
this case. While deflecting the visa issue 

reiterate our interest in facilitating resolution of 

Zimbabwe\'s political crisis but emphasize that meaningful 
actions by the ruling party indicating its seriousness on 

that front would enhance prospects for any meaningful 
dialogue involving the USG. Poloff is scheduled to meet Mach 
on February 2. 

SUL 
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conversions 

legislation was a contributing factor in the 

deterioration of the religious freedom situation in the 
country. The Embassy also used International Visitors 
Program (IVP) grants to further promote human rights and 
religious freedom. During 2003 

leaders 

\"Islam in America\" program. 


8. (U) Minimize considered. 


Column 3 
LUNSTEAD 


13598 
13599 


4. (SBU) According to Makoju 

autonomy to the transmission centers in the second 
quarter of 2004 

be floated as private companies. He did not specify 
when the generation plants would be granted autonomy. 
He confirmed that NEPA headquarters is undergoing 
restructuring. The headquarters is being reduced. 

After autonomy is granted the various units 

the staff will be deployed to the field. 


5. (SBU) Makoju admitted that more investments are 
needed to improve the transmission lines 

independent power projects (IPPs) would go a long way 
toward improving power generation. He confirmed that 
NEPA has received IPP proposals 

caution in entering into agreements. Since the 
contracts would be dollar denominated 

\"suicidal 

given current collection rates 

tariffs 

against the dollar. 


6. (SBU) Makoju said AES Corporation\'s IPP in Lagos 
supplies about 10 percent of the power to NEPA\'s 
national grid 

of the total revenue accruing to NEPA. He said the 
agreement is a huge burden on NEPA\'s finances 

very bad shape. Since NEPA pays AES in dollars 
naira\'s depreciation has made this agreement a losing 
proposition for NEPA. Makoju disclosed that NEPA is 
negotiating with AES to restructure the agreement. 


7. (SBU) Makoju opined that if the tariff were raised 
to economic levels and reviewed yearly to incorporate 
the reality on the ground 

invest in Nigeria\'s power sector. He asserted there is 
huge investment potential. 


Column 3 


8. (SBU) Makoju said NEPA needs assistance in capacity 
building. The unbundling exercise is leading to use of 

new and complex processes 

which NEPA staff have little experience. Makoju 

appealed for continued assistance from USAID/NEXANT to 
complete the process. He hopes the USG and U.S. 
companies will show more interest in it 

as unbundling and privatization evolves. 


9. (SBU) Comment. Although NEPA\'s privatization is a 
huge task 

Nigeria\'s ailing economy 

problem of poor infrastructure. If the power sector can 
be made more efficient 

capacity utilization 

by inadequate electric power. Since business firms in 
Nigeria depend on generators to provide power and use 
power from NEPA as a back up when available 

raises production costs and thus renders Nigerian 
products non-competitive in international markets. 


10. (SBU) A proposed Power Sector Reform Bill must be 
passed into law to give legal backing to NEPA\'s 
unbundling and privatization. Such a law would offer 
comfort to potential investors in the sector. In the 
absence of more action this year 

administration\'s efforts to reorganize NEPA may simply 
add to the number of failed privatizations in Nigeria 

in recent years. End comment. 
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the Mahmur refugee camp in the region. The situation of the 
Turkmen was not raised at the meeting. Bush tasked 
Secretary Powell to facilitate Cyprus talks through meetings 


SIPDIS 

with UN Secretary General Annan. Bush and Erdogan reached 
agreement on resuming Cyprus negotiations between the 
Turkish and Greek Cypriots in Geneva on February 9 
\"Cumhuriyet\" claims. President Bush may officially visit 
Ankara after attending the NATO Summit in Istanbul in June. 


Cyprus: At a joint press conference with EU Commission 
President Prodi 

compromise is reached on Cyprus by late March 

sides could hold simultaneous referenda in April 

path to EU membership for a reunited Cyprus. Annan 
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described his meeting with Erdogan in Davos as 
“encouraging 

talks after meeting with all sides involved in the Cyprus 
issue. 


Deputy Chief of TGS visits Israel: Deputy Chief of TGS 
General Ilker Basbug went to Israel on Tuesday 

by a delegation of 45 officials from the TGS 

Ministry 

will discuss with the Israelis recent developments in Iraq 
cooperation in the defense industry 

intelligence in the wake of the fundamentalist terror 
attacks in Istanbul last November. 


Armenian reaction to Erdogan remarks in US: Armenia\'s 
Foreign Minister Oskanjan rejected Prime Minister Erdogan\'s 
proposal for to remove references to genocide from the 
history books. Armenia will continue to work to gain 
international recognition for its genocide claims 

stressed. Oskanyan 

effort to repair the strains with Armenia when the Turkish 
prime minister acknowledged that both sides had 
responsibility for past atrocities. 


EDITORIAL OPINION: US-TURKEY RELATIONS 


\"Analyzing the Summit\" 

Sedat Ergin commented on the results of the Oval office 
meeting in the mass appeal Hurriyet (1/29): \"The meeting 
created an opportunity for Washington to give strong 
messages to international public opinion on both the Iraq 
and Cyprus issues. However 

making a strongly-worded statement about Iraq. No 
questions from the press were taken following the statements 
by Erdogan and Bush 

about a possible federation in Iraq. On Cyprus 

Bush only voiced his satisfaction with the Cyprus briefing 
provided by Erdogan. The Turkish side was hoping to see 
stronger words and stronger messages from Bush 

didn\'t happen. . The Kirkuk-Turkoman issue was absent from 
the Oval Office agenda. It was believed that Erdogan would 
bring up this issue 

the expectations of Turkish public opinion. . President 

Bush reiterated the official American commitment to 
eliminate the PKK in northern Iraq. The statement from Paul 
Bremer in this respect pleased the Turkish side. Yet it 
remains unclear when the US is going to start taking 
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concrete steps on this commitment.\" 


\"Strategic Tuning with the US\" 

Sami Kohen observed in the mass appeal Milliyet (1/29): 
\"Turkey\'s interests and its strategic vision mostly match 
with that of the United States. The differences may appear 
sometimes 

partnership seems to be the best way to overcome the 
differences. This is what the current Turkish government is 
trying to achieve by working on strategic fine-tuning and 
expanding the bilateral cooperation with the United States. 
This policy is compatible with US interests and goals. 
Washington realizes that it needs Turkey and puts Turkey 
into an important category in its foreign relations. There 
was speculation that Turkey\'s geo-strategic importance had 
been reduced after the Iraq war in the eyes of the US. This 
has proven to be false. The Bush administration treats 
Turkey as an important factor in its global and regional 
policy. The need for change in the Islamic world 

supported by the AKP government 

for the Bush administration. Some problems remain 
course 

as well. The strategic fine-tuning taking place in 
Washington this week 

which will keep the Turkish-American partnership on track.\" 


DEUTSCH 
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of Libyan WMD experts for work in legitimate commercial 
activities 

forthcoming in its discussions with all interlocutors. He 
noted that this applied to all Libyan WMD and missile 
programs. 


4. (C) Reeps emphasized that it would be important to get 
as quickly as possible any information from U.S./U.K. 
officials who had visited or would visit Libya. Bolton 
re-affirmed that the U.S. and U.K. want to share information 
with the TS 

added that he thought the Libyans understood that it was in 
their interest not to have any problems with OPCW personnel. 
Reeps welcomed the U.S. and U.K. efforts on the ground as 
\"complimentary 

the U.S. and U.K. to help prepare the ground for the TS 
personnel who would arrive in Libya. 
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5. (C) Turning to the declaration of CW stockpiles and 
facilities that Libya would need to declare to the OPCW by 
March 6 

have a great deal of interest in seeing the Libyan CWC 
declaration 

it as accurate as possible. Ehrman commented that the 
U.S./U.K. had provided Libya with a paper highlighting what 
actions it needs to take and what information would assist in 
developing an initial declaration 

Libyans with a general overview of the CWC declaration 
process. Bolton added that Libya does not really have a good 
idea what the OPCW will require and expect 

a fair amount of guidance. 


6. (C) Reeps said it was important for Libya not to be 

surprised by the TS 

commented that the TS team should be in-country sooner rather 
than later. Finally 

affairs line should emphasize that there is close 

coordination between the OPCW 

concurred 

of having press reports highlighting the role of the OPCW 

U.S. 


7. (U) U/S Bolton has cleared this message. 


8. (U) Javits sends. 
SOBEL 
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\"unequivocal\" Fischer was in telling FM Gul that the GOG 
would give Turkey\'s EU entry \"full support\" if the GOT 
continues along its present path on the Copenhagen criteria. 
Hassmann also claimed to us that Fisher pressed hard for 
Turkey to seek a Cyprus solution by May 1. MFA Western 
Europe Department Head Kemalettin Eruygur averred that 
Fischer gave a positive evaluation of Turkey\'s reforms; he 
characterized the Fischer visit as a demonstration of the 
GOG\'s developing support for Turkey\'s EU candidacy. He 
attributed the support to a growing \"strategic\" GOG view of 
Turkey\'s EU relationship as enhancing relations between 
Europe and the Islamic world 

internal security concerns about its Moslem residents. 
(During the visit 

important to European security than a \"missile defense 
system.\") 


4. (C) Both Hassmann and Eruygur said that Fischer 
emphasized that Turkey still needs to improve implementation 
of recent human rights legislative reforms. Fischer 
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specifically raised religious freedom and the case of Leyla 
Zana 

controversial 1994 trial. According to Hassmann 

focused on two German parishes (one Protestant 

on Turkey\'s southern coast that he said have experienced 
continual problems from local officials. Gul expressed the 
GOT\'s commitment to continue with the reform process. 


Upcoming Opposition Visit: No \"Back-Slapping\" 


5. (C) The next high-level German visit to Turkey promises 

to be very different: CDU-CSU opposition leaders Angela 
Merkel and Wolfgang Schauble visit Ankara February 15-16. 
Both are skeptics about Turkey\'s EU membership. Hassmann 
said that although Erdogan and other Turkish leaders are in 
regular contact with them 

figurative \"back-slapping\" of the Fischer visit. According 

to Eruygur 

stress to Merkel that the GOT wants nothing short of full EU 
membership. 


PM Schroeder Visit 


6. (C) Hassmann predicted that Chancellor Schroeder\'s 
February 22-24 visit to Turkey will feature the same types of 
discussions and atmosphere as the Fischer visit. Schroeder 
will inaugurate Germany\'s largest investment in Turkey to 
date: a 1.3 billion euro power plant in southern Turkey. 
DEUTSCH 
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SMER PARTY WILL SPLIT ON THE PRESIDENTIAL VOTE 

LED BY PARTY VICE-CHAIR MONIKA BENOVA AND BRATISLAVANS 
SUPPORTING GASPAROVIC AND SMER SUPPORTERS IN EASTERN SLOVAKIA 
VOTING FOR SCHUSTER. FIVE SMER DEPUTIES FROM THE KOSICE 

REGION HELPED COLLECT THE SIGNATURES OF 15 MPS SUPPORTING HIS 
CANDIDACY 

BEEN COLLECTED FROM THE PUBLIC SO FAR 

NEEDED. 


6. (C) SCHUSTER CONFIRMED TO THE AMBASSADOR THE IMPORTANCE 
THAT HE GIVES TO THE SLOVAK/U.S. RELATIONSHIP AND THAT HE 
WILL CONTINUE TO WORK TO STRENGTHEN IT. 

WEISER 
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reforms\" in pursuit of EU membership. However 

the GOT needs to implement recent reform legislation 
called for further improvements in judicial independence and 
efficiency 

religious freedom. In addition 

military in politics should be further reduced 

EU norms. Prodi acknowledged European anxieties about 
Turkey\'s size 

Turkey to enhance mutual understanding and increase public 
support in Europe for Turkey\'s EU candidacy. To that end 
inaugurated a new EU information center in Istanbul. Prodi 
averred that Turkey\'s young 

economic boon for the EU 

promote better relations between the West and the Muslim 
world. He said a Cyprus settlement \"would greatly 
facilitate" Turkey\'s EU aspirations. V'Let me be clear 

said. V'This is not a formal condition 

reality.\" 


3. (U) Ayse Sezgin 

General for EU Affairs 

public comments in his private meetings. Prodi told GOT 
leaders the European Commission recognizes the impressive 
progress Turkey has made toward meeting EU accession 
criteria. But he did not indicate whether the Commission is 
likely to recommend in its October progress report that the 
EU at the December Summit set a date to begin accession talks 
with Turkey. He promised that the report will be fair and 
objective -- an \"X-ray\" of the situation in Turkey. He also 
said the EU will not introduce new conditions or hold Turkey 
to a higher standard than other candidate countries. In 
Istanbul 

Turkey\'s candidacy; Prodi said he supported Turkey in the 
past as Italian PM 

president precludes him from taking a public position. 


4. (C) Martin Dawson 
European Commission Representation to Turkey 
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out of his way to congratulate Erdogan and Gul on the 
\"impressive 

reforms the GOT has passed in its pursuit of EU membership. 
Both the PM and FM appeared to understand Prodi\'s call for 
greater implementation of the reforms. They also \"talked the 
talk\" on Cyprus 

a solution by May 

pressure on the Greek side. Baykal 

on Cyprus 

status quo is the best solution 

his eyes and to remark later to Prodi that Baykal\'s position 
amounted to \"stonewalling.\" Sema Kilicer 

at the European Commission Representation to Turkey 
Erdogan and Gul warned Prodi that if the EU in December does 
not offer Turkey a date to begin accession negotiations 

will become politically very difficult for the GOT to 

continue the reform process. 


5. (C) Dawson said EU officials were surprised by the 
lukewarm applause Prodi receive in Parliament. One Cabinet 
member later told them he believed legislators were put off 
by Prodi\'s emphasis on the lack of strong public support in 
EU states for Turkey\'s membership. Kilicer 

some GOT officials seemed to appreciate ProdiVs call for 
building public support in Europe 

how to follow up on it. A number of MFA diplomats have 
raised the subject with her since the visit. 
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Memorandum of Understanding concerning defense cooperation 
was signed during Jong\'s visit. Despite the MOU and North 
Korea\'s offer to sell missiles and submarines 

expressed the greatest interest in procuring a radar system 

to better monitor air traffic within the country. 


4. (S/NF) North Korea also dispatched a small team of 
engineers in early January to assess the Defense Industries 
Corporation of Nigeria (DICON) factories as a prelude to a 
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North Korean takeover of the recently suspended Chinese 
efforts with DICON. DAO Abuja reporting (REF A) confirms 
that China suspended its DICON program after the Nigerian 
government failed provide the agreed upon funding. Sources 
within the Nigerian military believe it is unlikely the North 
Korean efforts to rehabilitate DICON will be successful 

the GON is willing to go along anyway if the North Koreans 
are willing to foot the bill. 


5. (C) DPRK VP Yang then came to town. Nigerian VP AtikuVs 
office put out a press release late January 27 that (inter 

alia) Atiku reiterated NigeriaVs desire for a peaceful world 
devoid of constant threat of nuclear war 

understood the antecedents of North KoreaVs nuclear program 
that Nigeria expected North Korea to support NigeriaVs bid 

for a UNSC permanent seat 

cooperate with the DPRK in the defense sector 

expressed hope that the next Nigeria-DPRK Joint Commission 
(meeting) \"would bring about the signing of many agreements." 
The next day 

and Atiku 

reporters. 


6. (C) President ObasanjoVs Senior Special Assistant 

Obe 

assure the CDA that no military cooperation of any kind was 
discussed in Obasanjo\'s meeting with Yang 

had no intention of purchasing missiles or missile technology 
from the DPRK. The CDA thanked him for that assurance. CDA 
and PolCouns took advantage of an already scheduled meeting 
with the MFA PermSec on other business January 29 to ask her 
about what had transpired and give her a copy of the 
Department SpokesmanVs January 28 remarks. She responded 
that the press frequently lied and that Yang would be 

visiting the MFA the next day 

said 

North Korea.\" PolCouns noted that a recording of AtikuVs 
spokesman had played on the BBC that morning 

something rather different than what the print press quoted 

from other interviews. The PermSec allowed that it was 
important to set the record straight 

whatever information she could -- including a transcript of 

the print press interview -- on what had transpired. 
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7. (C) While it is clear North Korea has taken significant 
steps in recent months to bolster its defense cooperation 

with Nigeria 

as to purchase ballistic missiles. We believe it likely that 

the MOU on military cooperation that Nigeria and the DPRK 
signed last year does include mention that missile technology 
transfer is possible. The cash strapped Nigerian government 
has demonstrated a pattern of behavior with several countries 
(Bulgaria 

which many meetings are held and agreements signed 
ultimately the GON fails to deliver the money and no 
transaction takes place. We will keep after this issue. 
Roberts 
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support for Croatia\'s NATO bid. He promised to look into the 
drug registration issue 

regarding the IP MOU. End Summary. 


Affinity for U.S. 


2. (U) On January 27 

Minister and Minister of Health Andrija Hebrang 

by the Senior Commercial Counselor 

notetaker. The Ambassador congratulated Hebrang on being 
named Health Minister and one of only two Deputy Prime 
Ministers. He thanked Hebrang for his assistance to the U.S. 
Embassy shortly after September 11 (Hebrang 

helped the Embassy access decontamination equipment after the 
anthrax attacks in the U.S.). 


3. (U) Hebrang noted the importance of the U.S. to Croatia 
and his own very positive personal experiences with the U.S. 
(Hebrang spent time in the U.S. as a visiting professor in 
1988.) He believed the best place to learn medicine was in 
the U.S. 

in the U.S. and university-to-university exchanges. 
Regarding the war on terrorism 

been part of the coalition and would continue to a partner to 
the U.S. 


HIV/AIDS -- Need for Political Leadership 


4. (U) The Ambassador highlighted U.S. cooperation with 
Croatia in the health area. In addition to work in various 
public health areas with NGOs 

donor to the Global Fund for AIDS 

Croatia has a two-year 


Column 3 

the Fund. The Ambassador underscored the U.S.\'s worldwide 
commitment to combatting AIDS. Experts believe that the next 
wave of the epidemic could be in Southeast Europe. While 
Croatia has a low incidence of HIV infection (about 0.02 
percent) 

concerned that this number could rise. Political leadership 
was needed to strengthen primary prevention 

discrimination and stigmatization 

cooperation and information exchange. The Ambassador urged 
Hebrang to use his position to speak publicly in support of 
HIV/AIDS victims and in favor of prevention programs. 


5. (SBU) Hebrang recognized that 
tourist destination 
increase. He was dedicated to education and prevention. 


Pharmaceutical Issues 


6. (SBU) The Ambassador expressed his appreciation for the 
Sanader government\'s commitment to ratify soon the 1998 MOU 
on Intellectual Property Rights. In response 

an \"ореп issue\" with respect to the MOU. He understood there 
was some question among Croatian drug producers about the 
period they could produce affected drugs after ratification 

of the MOU. The Ambassador said that we would be happy to 
clarify any technical questions once they were clearly 

identified. 


7. (SBU) The Ambassador also called to Hebrang\'s attention 
the unacceptably long registration periods U.S. 

pharmaceutical firms faced when trying to market their 
products in Croatia -- far in excess of the time limits 
established under Croatian law. The USG was hosting a 
regional conference on Pharmaceutical Regulation in Skopje in 
March 

Croatian Drug Agency. Hebrang expressed his surprise about 
the registration delays and pledged to talk to the Drug 

Agency head about the issue. 


8. (SBU) The Ambassador highlighted two health care projects 
about which U.S. companies had expressed interest -- a new 
hospital information system and outsourcing of services at a 
Zagreb hospital. The U.S. Trade and Development Agency had 
been approached by IBM to explore supporting a pilot project 
for the Hospital Information System. With the change in 
government 

on hold or withdrawn. 


9. (U) Hebrang explained that upgrading Croatia Vs hospitals 
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-- most of which were over 40 years old -- and hospital 

systems were a high priority. Both projects that the 
Ambassador mentioned were going forward. Hebrang said U.S. 
companies would be welcomed in the health sector\'s 
rejuvenation. 


NATO 


10. (C) Hebrang bracketed the meeting with appeals for US 
support for Croatia\'s NATO bid. With Croatia a member 

neither of the EU nor of NATO 

The Ambassador stressed that Croatia had to make real changes 
and reforms and appeared to have made a good start. FM Zuzul 
and Parliament Speaker SeksY trip to the U.S. had been 

positive. The \"house cleaning\" performed by the current HDZ 
leadership had been essential to its credibility. Hebrang 

echoed the importance of creating a \"new HDZ.\" 


Comment 


11. (C) Hebrang was personable and open. As a former 
Minister of Health during the Tudjman era 

to jump quickly and authoritatively into health care issues 

-- calling the former government to task for racking up 
arrears and debts to suppliers (contacts in and out of the 
government say his charges are probably well-founded). 
However 

Health Minister. As a senior member of the HDZ 

rumored to be seeking a security or foreign affairs 

portfolio 

to clash with President Mesic 

ICTY-indictee General Bobetko put him at odds with many -- 
including the EU -- and with the modern 

of Sanader\'s HDZ. In recognition of his strength within the 
party and his ability to deliver votes 

the two deputy prime minister slots 

issues. We have yet to see how Hebrang plans to manage this 
important porfolio 

play major and perhaps overlapping roles. 

FRANK 
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6. Environment State Secretary Pieter van Geel will lead 


the Dutch delegation to the high-level meeting. Van der 
Leij will be the official delegation leader and Jaap 
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Frederiks of the Foreign Ministry will be her deputy. 
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has been ostracized for hate speech which would have been 
acceptable to many in Croatia less than two years ago. PM 
Sanader\'s HDZ courted and won the support of the ethnic Serb 
party in parliament 

former President Tudjman. Sanader has also made a clear 
gesture acknowledging culpability of Croatia\'s WWIl-era 
fascist regime in the Holocaust. It is certain that extreme 
nationalist sentiment is still a factor in Croatia 

general recognition that it is nothing to be proud of is a 

step forward. End Summary. 


2. (SBU) When the Tudjman-era HDZ was ejected from power in 
January 2000 

mismanagement 

their motivation for change. Ironically 

served to bring most Croatians to the realization that 

expressions of extremism were damaging to their interests was 

a surge of nationalist fervor brought on by the ICTY 

indictment of retired General Janko Bobetko in the Autumn of 
2002. 


Croatia Chooses Europe 


3. (SBU) The Racan government dithered for months about 
whether it dared to serve the ICTY indictment on the aged 
ailing General Bobetko whom the right had dubbed a \"hero\" of 
Croatia\'s war of independence. Throughout the \"crisis\" -- 
which PM Racan claimed brought Croatia close to real civil 
unrest -- the international community maintained a firm line: 
either cooperate with ICTY or abandon aspirations of 
integration with NATO and the EU. Bobetko died before he 
could be transferred to The Hague 

on long enough for the wave of emotional response to pass and 
for most Croatians to decide that they were ready to 

sacrifice one of their symbols for a future in Europe. 


Cleaning out the HDZ 


4. (SBU) The HDZ 

nationalism 

own transformation 

transformation is largely superficial. Ivo Sanader first 
defeated Tudjman henchman lvic Pasalic in a bruising battle 
for the party presidency and then began a systematic purge of 
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Pasalic\'s supporters. Together with Miroslav Tudjman 
son and spitting image of his father 

political party to be a home for nationalist HDZ members 
disaffected by Sanader\'s more centrist political message. 


The \"Thompson\" Phenomenon 


5. (SBU) While Pasalic expected some of his support to come 
from HDZ hardliners 

resurgence of extreme nationalism among younger Croatians for 
new strength. The popular singer Marko Perkovic -- known as 
\"Thompson\" (after the submachine gun) to his fans -- was 
packing in huge crowds in the Summer and Fall of 2002 to hear 
jingoist ballads laced with references paying homage to 
Croatia\'s WWIl-era fascist state 

Tens of thousands of Croatians too young to have served in 

the \"Homeland War\" brazenly displayed \"Ustashe\" symbols and 
shouted anti-Serb slogans at a series of \"Thompson\" concerts. 


Nationalism Fails at Croatian Polls 


6. (SBU) In the Spring of 2003 

positioning themselves for elections later that year 
strategically staked out the center-right 

elected 

integration into Europe 

ICTY. When elections came around on November 23 
responded. Poll results show that some of the HDZ 
nationalists drifted away to the hardline Croatian Party of 
Right (HSP) 


nowhere; his party won not a single seat while Sanader\'s HDZ 
won nearly half the seats in the new Sabor. The HSP won a 
total of eight seats 

but a sound defeat for extreme nationalism in Croatia. 
Croatian political columnists were quick to point out how 

this result contrasted with recent parliamentary elections in 
Serbia. 


Sanader\'s HDZ In Coalition With Serbs 


7. (SBU) Sanader stunned Europeans skeptical of his centrist 
vocation when he inked a deal with the new parliamentVs 

ethnic Serb party 

votes 

refugee return and restitution of property expropriated from 
Serbs displaced during the war. While the new government has 
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yet to produce results on the difficult issue of refugee 
returns 

his most skeptical critics sit up and take notice. 


8. (SBU) \"Thompson\" has fared even worse than Pasalic. A 
free speech NGO recently posted a transcript from a live 
version of one of Thompson\'s ballads. In the plain light of 
day 

most Croatians. Croatia\'s PEN Center has long been a critic 
of Thompson 

Council -- which from time to time still disputes the extent 

of the Holocaust in Croatia -- sharply criticized his \"hate 
speech and glorification of crimes.\" President Mesic 
continues to bear the standard for Croatians who oppose 
extremism 

wondered how people who support fascist ideals could still 
exist in Croatia. The recent arrest of a Zagreb street 

vendor of parephernalia bearing \"Ustashe\" symbols shows how 
much things have changed. 


Sanader Gesture at Holocaust Commemoration 


9. (SBU) In preparation for Croatia\'s January 27 
commemoration of Holocaust Remembrance Day 
appearance and an appropriate statement -- together with 
President Mesic -- at an exhibit of photographs which paid 
homage to victims of the Holocaust. While this was a 
continuation of former PM Racan\'s recognition of Croatian 
culpability in the Holocaust 

from the practice of Tudjman\'s HDZ. 


10. (SBU) Extreme nationalism is still present in Croatia 

but its blatant expression is no longer acceptable in public. 
All of Croatia\'s responsible political leaders recognize 

that extreme nationalism is incompatible with Croatia\'s bid 
for NATO and EU membership. It seems to us that CroatiaVs 
voters -- whether they voted for the HDZ or its political 
opponents -- made a conscious choice to move forward 

it means sacrificing some of its nationalist icons -- such as 
ICTY indictee Ante Gotovina. 

FRANK 


NNNN 


13611 
13612 
13613 
period for the length of the agreement is stated. GOJ 
Ministry of Industry and Trade has delivered to Israeli 
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counterparts in Tel Aviv via express courier the letter 
Halaiqa has signed; VPM Olmert is expected to initial the 
letter as early as January 30. (Embassy is faxing copy of 
the draft letter from Halaiga and Olmert to NEA/ARN and 
Embassy Tel Aviv.) 


INDEFINITE AGREEMENT LIKELY TO HOLD 


3.(C) Amer Hadidi 

January 29 that the agreement is indefinite in length by 
mutual agreement. He stated that both sides are satisfied 
with the agreement on the technical trade terms. Because of 
\"turbulence in the political relationship 

will probably remain unchanged 

did not foresee either side returning to the negotiating 

table on QIZ content anytime soon 


4. (SBU) The letter requests that USTR Zoellick approve the 
proposal. (NOTE: This follows the terms of the U.S.-Israeli 
Free Trade Agreement Law 

this QIZ provision. END NOTE.) \"It is our intention that it 
(the agreement) will enter into force after your approval 

the letter to USTR concludes. 


PLANS TO CONTINUE QIZYS WITHOUT INTERRUPTION 


5. (C) Hadidi said that a GOJ draft version of the letter 

had proposed entry into force \"immediately\" after USTR\'s 
approval. However 

to \"immediately\" 

one final step of reviewing and approving any USTR-sanctioned 
agreement. Hadidi confirmed that Jordan is prepared to 
continue with the 8 percent Israeli content specification 
without interruption. (COMMENT: Given the current political 
irritants 

quickly finalize the agreement is strongly recommended. END 
COMMENT.) 


6. (SBU) In the meantime 

QIZ product approvals that last 12 months; there is little 
prospect QIZ operations will be severely hampered. In 
addition 

products approved 

making contingency plans to keep their production lines going. 


ACTION REQUESTS: 


7. (SBU) FOR TEL AVIV: Hadidi stated that the GOJ has 
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asked the GOI to forward the signed letter to Embassy Tel 
Aviv for final transmission to Washington. The GOJ will be 
on an extended Eid holiday until February 8 

able to follow through in a timely fashion. To avoid the 
uncertainties of a lapsed QIZ Israeli content agreement 
request that Embassy Tel Aviv follow up with Israeli 
counterparts immediately 

as possible for transmission to Department. 


8. (SBU) If USTR approves this agreement 
that Embassy Tel Aviv press for the GOIVs final approval of 
the USTR-sanctioned deal as soon as possible. 


9. (SBU) FOR DEPARTMENT: Embassy strongly recommends 
USTR''s immediate approval of this agreement and urges 
Department to use all means possible to secure and send a 
reply soonest. 

HALE 
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money back" and are V paying interest of 15-18%.\" Having 
stalled for as long as he could 

no choice but to pay the claims after the Eid holiday. 
However -- Abu Hammour took great pains to stress -- every 
bank that received a payment was required to give the 
Ministry a \"financial guarantee with collateral" that the 
money would be returned immediately upon request of the 
Ministry. V'At any time 

money back" if they showed that a payment had been 
incorrectly made. Abu Hammour felt that this gave strong 
protection to Iraqi and Jordanian interests and also 
highlighted the high-standards the Jordanians were applying 
in reviewing claims. 


5. (C) On the joint SOMO-Jordanian Refinery company 
account 

the Jordan National Bank to transfer $50 million of the $77 
million in the account to the DFI immediately after the Eid. 
The remaining $27 million would be used 

SOMO representative 

account that were consistent with the purposes for which the 
account was established. 
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6. (C) We will keep the pressure on Abu Hammour to see that 
the additional information on Iraqi counter-parties is added 

to the list of claims quickly immediately after the Eid 

that the Minister follows through with the two $50 million 
transfers to the DFI (bringing the total to $235 million 
including the SOMO account). But 

the Iraqis need to act quickly to use the information from 

the list to form a team that can come to Amman and speak 
authoritatively about individual claims. Abu Hammour 
reminded us that he and PM Fayez had told us they could not 
refrain from paying claims indefinitely (although 

pointed out 

still not been provided in full.) The financial guarantees 
provided by the banks seem to protect Iraqi financial 

interests 

closed quickly so that it not develop into more of a negative 

in the growing Jordanian-lraqi relationship. 

HALE 
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being killed and little hope existed for an electoral 

solution. Rincon noted that former President Jimmy Carter 
called on Venezuelans to be peaceful and that was 
instrumental in getting the parties to settle down and 
proceed towards a peaceful solution. 


9. (C) Late in the conversation 

vice president of the TSJVs Constitutional Chamber 

the meeting. When Cabrera entered 

to the current jockeying to change the internal rules of the 
National Assembly and recall politics. Rincon said Chavez 
supporters are seeking to solidify their control of the 

National Assembly to ensure they retain some power if Chavez 
falls. He noted that the opposition was at a disadvantage 
because Chavez had been running for office for five years and 
the opposition still has no single candidate to challenge 

him. 


TSJ Constitutional VP Pledges No Bias 


SIPDIS 


10. (C) Cabrera said the USG should be assured that there 
will be no advantage given to either Chavez or to his 
opponents if the Court is asked to review issues regarding a 
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recall referendum. Nevertheless 

supporters obviously did not participate in the signature 

drive to remove the president and therefore would most likely 
not come before the court. (Note: Cabrera ignored the 
possibility that the Court may review issues stemming from 
the several signature petitions to recall opposition 

legislators brought by Chavez supporters.) Without 
prompting 

TSJ 


SIPDIS 
stating decidedly 


11. (C) Rincon added that the opposition should have faith 

in the TSJVs Constitutional Chamber 

chamber that ruled against Chavez in the treason case brought 
against military officers following the April 2002 coup 

attempt. He repeated a line from his speech at the opening 

of the TSJVs decision: V'Our party is democracy. V 


12. (U) Following his meeting with DAS DeShazo and the 
Ambassador 

act prudently. Speaking with the press 

said the CNE must do everything possible to fulfill its 
responsibility to follow the rules it had established to 
verify signatures in the several petitions for recall 


referenda 

softened his remarks by saying he was confident the CNE would 
act as requested. Additionally 

would remain vigilant to ensure the \"people\'s will was 
respected. 


13. (C) Rincon presides over a court split evenly along 
ideological lines. Rincon is regarded as a centrist leaning 
toward Chavez 

opposition. The rumor mill has it that once the Assembly 
increases the number of TSJ magistrates from 20 to 30 

will name Rincon 

Vatican. Rincon\'s public statement immediately following his 
meeting with DAS DeShazo sends a double message. First 
shows an interest in encouraging the CNE to press through 
with its signature verification for a possible recall. 
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Second 

international community by immediately translating privately 
communicated concerns into public statements. 


14. (U) DAS DeShazo reviewed this message. 
SHAPIRO 
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adjustment;\" he also wants a big assist in investigating and 
prosecuting corrupt officials of the Portillo government. 
Other request include increased assistance in the war on 
drugs 

financial assistance for a major reduction of the military 
and getting off the FATF list of non-cooperating countries. 
We would like you to raise CICIACS 

TIP and Article 98. End summary. 


Off to a strong start 

2. (C) In his first days in office 

governability pact with two reform-minded parties in 
Congress 

legislature for now. He named a capable and experienced team 
of ministers and advisers who have increased public 
confidence that his government will deliver job creation and 
improved public security. The governability pact gave 
effective control of Congress to the center-left UNE party 
requiring Berger to negotiate on important legislation; 
implications there are still unclear. 


3. (C) Despite finding their ministries with few resources 

and having little formal transition 

to implement his agenda. Berger has toured areas of the city 
with serious crime problems 

military/police patrols in areas dominated by gangs. 

Minister of Education Acena is defusing a threatened 
nation-wide teachers strike. The Ministry of Economy is 
engaged on CAFTA (a problem area -- see para. 5 below). The 
government will soon launch a campaign targeted at 
eliminating malnutrition in the areas affected by famine. 


4. (C) Berger has drawn public attention to the improvement 

in the US-Guatemala relationship. He is an admirer of the 
ARENA governments in El Salvador 

progress and development in El Salvador have been driven to a 
large extent by the policy of successive ARENA governments to 
ally themselves closely with the U.S. Foreign Minister Briz 
invited the Ambassador over to the Ministry only days after 
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taking office and called in the press corps to make the point 
that the Berger government values its relationship with us. 

Briz told the Ambassador that the GOG wants to give the Peace 
Corps the Orden del Quetzal (Guatemala\'s highest recognition) 
in March 

medal on the Cuban medical brigade. President Berger invited 
the Ambassador and DCM for a private breakfast at the Palace 
on January 29. Berger\'s ministers are by and large long-time 
contacts of the Embassy 

they attach to maintaining close ties with us in their new 
positions. 


5. (C) Berger is a true believer in free trade andis a 

strong supporter of CAFTA 

increase trade and investment 

much broader relationship between our two countries. But 

with Guatemala\'s private sector increasingly upset over the 
outcome for Guatemala and convinced that the Portillo 
government negotiated CAFTA in bad faith 

concessions intentionally for the purpose of punishing the 
economic sectors that financed Berger\'s election campaign 

is concerned that this issue is becoming politically 
unmanageable. USTR made some \"adjustments\" this week to 
accommodate these concerns and gave Guatemala treatment more 
similar to that given the other countries. However 

Portillo government\'s concession on beer was not addressed 
and remains a particular concern to Berger as the owners of 
Guatemala\'s newest brewery were his largest campaign 
contributors. Berger will tell you 

on January 29 

We and USTR have countered Berger\'s concerns by noting that 
Guatemala\'s negotiators worked hard and achieved an outcome 
that 

(Note: See Guatemala 207 for a more detailed analysis of the 
Berger governmentVs views on reopening CAFTA 

response. end note). 

Corruption investigation 

6. (C) There is growing press attention to major corruption 
cases involving senior officials of the Portillo government 

and Berger will ask you for USG support to investigate and 
prosecute former officials. He recently asked us to cancel 

the visas of a number of former officials (including 

President Portillo); we told him that all visa revocations 

have to follow due process and that we may have a law 
enforcement interest in not/not revoking visas at this point. 
Neither should we close that door 

officials have asked us about pending investigations in the 

US against Portillo-era officials 
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Berger intends to pursue some legal action against the most 
egregious cases of corruption under the previous government. 
The past few days have seen a feeding frenzy in the press as 
reports of investigations of former GOG officials by US 
authorities have made the news. We have made it clear that 
we can not comment on ongoing judicial investigations in the 
United States. At the January 29 meeting 

the offer to receive a briefing on the status of the 

investigation from U.S. law enforcement officials. 


Immigration 

7. (C) During the campaign 

immigrants to the US 

their remittances to family members in Guatemala (which 
close to $2 billion in 2003 

earnings from coffee 

and Foreign Minister Briz have told us that migrant issues 
will be high on their agenda 

the US would consider extending TPS benefits to Guatemalan 
migrants. Assistant Secretary of State for Consular Affairs 
Maura Harty 

senior MFA officials that President Bush\'s initiative on 
immigration is designed to address the concerns the Berger 
government is interested in 

process carefully. The Ambassador reinforced that point and 
further noted to Berger on January 29 that Guatemala is 
increasingly taking advantage of the H2-B program 

the Berger government can take credit for the consolidation 
of this program in coming years. 


Counter-narcotics cooperation 

8. (C) President Berger is also determined to crack down on 
drug trafficking through Guatemala 

during his first two weeks in office have already topped 

1 

dedicate to the war on drugs 

financial assistance increase. He told the Ambassador on 
January 29 that the poor state of maintenance of Guatemala\'s 
air force assets makes it difficult for the GOG to provide 
support at the level it would like to counter-narcotics 
operations. We have told him that the seizure in 2003 of $22 
million in cash demonstrates the potential for Guatemala to 
use seized assets to fund GOG efforts in the war on drugs 
and encouraged him to seek an agreement with the Supreme 
Court on how to use those funds (Note: The Constitution 
assigns all seized assets to be administered by the Supreme 
Court. We have long encouraged the GOG to negotiate an MOU 
with the judiciary which would allow for the sharing of those 
assets -- currently not being used -- with the narcotics 
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police and other GOG agencies active in the war on drugs. End 
note). 


Reducing the military 

9. (C) The spiraling military budget during the Portillo 
administration convinced Berger to reduce the armed forces. 
He told the Ambassador on January 29 that he commissioned the 
new Minister of Defense to devise a plan to reduce the 
military 

to cut deeper. Berger would like to cut 16 

troops 

roughly $200 million. He would like to finance it with 

foreign aid 

Menchu to pass the hat among traditional donors. He asked 
for our help. The Ambassador told Berger that 

of our support for military reform 

not easily be persuaded to finance job layoffs 

Berger to explore ways to finance the reform by selling 
valuable property currently owned by the military. On 

military assistance more broadly 

current congressional prohibitions could only be overcome by 
profound reforms in the military and a serious and public 
accounting for past human rights violations. 


Berger is open to our agenda 

10. (C) Berger will welcome engaging in a dialogue with you 
on our priorities in the bilateral agenda. He has asked the 
Foreign Ministry to review the status of our discussions on 

an Article 98 Agreement 

negotiation. The Foreign Ministry is also preparing draft 
legislation to renew authority for Mayan Jaguar 
counter-narcotics exercises 

for an upcoming GSP review. Berger is also anxious to resume 
meetings of the bilateral working groups on counter-narcotics 
cooperation 

Foreign Ministry intends to convoke all three groups during 
February. 


11. (C) Berger strongly supports the creation of CICIACS 
though that ball is now in the hands of Congress and the 
Constitutional Court. We expect him to use his considerable 
political capital to positively influence debate in Congress 
but his influence with the high court is limited. The 
Constitutional Court magistrates have not tipped their hands 
on how they might rule on CICIACS\' constitutionality. This 
initiative is unprecedented in form and scope 

expensive -- could save us significantly greater expenditures 
five to ten years down the road. This is definitely an area 
where we can already see around the corner. 
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Comment 

12. (C) Berger will use your visit to gauge how important 
these issues are to us 

additional resources we can bring to bear to advance our 
common agenda. Your restating the priority we attach to 
concluding an Article 98 Agreement 

Mayan Jaguar 

illegal alien smuggling 

trafficking in persons 

and signing CAFTA will not be lost on Berger or his team. We 
look forward to your visit and believe it will significantly 
advance USG interests with the new government. 
HAMILTON 
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\"convenios 

1990\'s 

infrastructure 

by PDVSA on a fee-per-barrel-produced basis. 


3. (U) Under another structure 

Associations 

extra heavy crude of the Orinoco Heavy Oil Belt and then 
convert it into synthetic crudes for the international 
market. Hamaca 

ChevronTexaco and PDVSA 

projects 

expected to come on line in the latter part of 2004. 


4. (U) This multiplicity of projects and fields has made it 
difficult to assess the actual production by private oil 
companies 

PDVSA 

This will become more complicated in 2005 when the first 
production is expected from a field developed under a \"Risk 
Exploration Agreement" under which private companies took on 
exploration risks in assigned fields. End Note) The private 
sector has generally been credited with the production of 
approximately a million barrels of oil per day 

Strategic Associations and the convenios each believed to be 
contributing about half. 


5. (SBU) Econoff recently received a document prepared 
following a producers luncheon in December in which the 
company representatives present gave average monthly 
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production numbers for both oil and gas production from their 
fields as well as a few operational notes. That information 
covering most but not all of the Operating Agreements 
reproduced in para. 8 below. 


6. (SBU) According to the document 
non-PDVSA producers was as follows: 


Operating Agreements Production: 


-- Eastern Venezuela 207 
-- Western Venezuela 253 


Total 460 
Strategic Association Production: 


-- Cerro Negro 121 


-- Hamaca 82 

-- Petrozuata 120 

-- Sincor 180 

Total 503 
GRAND TOTAL 963 


As noted above 

included in this document. South Monagas 

operated by Benton-Vinccler 

Falcon East and West are small Round Two blocks operated 
respectively by Vinccler and Samson. 


7. (SBU) Most industry analysts believe PDVSA\'s own 
production will continue to decline in 2004 unless a serious 
investment and work program is implemented. In that case 
private sector production is ever more important. There are 
limits 

For instance 

Shell de Venezuela 

Shell\'s Urdaneta West field has increased to 54 

is Von its way to 60 

60 

only 55 

difficulties of the reservoir." Urdaneta West produces a 
desirable crude and Shell has been requested by PDVSA to 
produce as much as it can. Other fields produce less 
desirable crudes and their operators have received no such 
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requests. There are also technical constraints such as 
pipeline and terminal capacity. Finally 

production 

projects 

GOV as PDVSA\'s own production. In sum 

not likely to provide a magic bullet to stabilize Venezuela\'s 
production levels 

however 

calculate the extent to which the private sector may be able 
to increase its production in 2004. End Comment. 


8. (SBU) Production and operational notes follow below: 


Guarico East ) Average production for the month was 280 b/d 
with 60 percent water cut with 3 active wells. Also injected 
370 barrels of water per day. 


Pedernales ) Average production was 6 

percent API crude 

water cut. Injecting 98 percent of the gas and 100 percent 
of the produced water. Operates 21 active oil wells 
injectors and one water injector. Plans to clean up 7 wells 
with coiled tubing and perforate additional intervals in 3 
wells during 2004. No plans for new drilling. 


Boscan ) Average production for the month was 109 
compared with 115 


Colon ) Average production for the month was 21 

percent water cut and 12.1 mscf/d from 46 active wells. 
Plans to drill 2 tertiary wells and 1 cretaceous well during 
second half of 2004. 

DZO (Desarollo Zulia Occidental) ) Average production for 
the month was 14 


mscf/d from 28 active wells. 


Guarico West ) Average production for the month was 2 
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b/d with 40.1 percent water cut from 35 active wells and 43.4 
mscf/d of gas from Copa Maloya Field. 


Jusepin ) Average production for the block was 29 

35 

from 9 active oil wells 

injectors. Currently injecting 80.4 mscf/d in the western 
panel with 3 gas injection wells. Plans to drills just one 
well during 2004. 


Oritupano-Leona ) Average production for the block was 
47 

line production 8000 b/d. Plans to operate 1 drilling rig 
for 17 development wells and 2 workover rigs. 


Quiamare-La Ceiba ) Average production for the month was 
14 

active wells. Injected an average of 3 

per day. Currently negotiating gas price with PDVSA to 
increase gas production to about 50 million. 


Quiriquire ) Average production for the month was 16 

with 26 percent water cut and 324 mscf/d for a gas delivery 
target of 300 mscf/d from 50 wells. Injected an average of 

5 

PDVSA to increase gas deliveries to an additional 50 mscf/d. 


Sanvi-Guere ) Average production for the month was 2 
with 62 percent water cut from 26 active wells. 


Urdaneta West ) Average production for the block was 50 
b/d (potential 54 


Acema ) Average production for the block was 3 
mscf/d and 45 percent water cut from 22 active wells. 
Currently injecting 1 


Ambrosio ) Average production was 4 
API crude 
on natural flow and 11 wells on gas lift. 


B-2X 68/79 & B-2X 70/80 ) Average production for the two 
blocks was 6 

and 15 percent water cut from 111 active wells 

line production for the month of 3 


Boqueron ) Average production for the month was 8 
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35-40 degree API crude and 34 Mscf/d from 11 active wells. 
Production declined from 22 

current 10 

gas injection project and asphaltine drop out in the wells. 
Production had to be reduced to allow the reservoir to 
re-pressurize. Currently injecting an average of 78 mscf/d 
from 2 injectors. 


Cabimas ) Average production for the block was 6 

from a potential of 8 

percent water cut and 9.6 mscf/d from 156 active wells. Base 
line production 2 


Caracoles ) Average production for the month was 6 
with a 63.9 percent water cut from 93 active wells. Base 
line crude production 


Casma-Anaco ) Average production for the month was 802 b/d 
from 2 active wells. Finished working on 2 wells with coiled 
tubing unit; 1 tested salt water and the other is waiting for 
workover. 


Dacion/Ganso/Levas/Tortola ) Average production for the 


month was 70 
water cut from 207 wells. 


Intercampo N. ) Average production for the month was 22 
b/d with 39.1 percent water cut from 132 active wells. 
Drilled 2 horizontal development wells for acombined rate of 
445 b/d and one vertical well to 6 

Base line crude production was 3 

Plan to drill 33 development wells in 2004 and currently 
preparing proposals for 8 additional development wells. 


Kaki & Maulpa ) Average production from these two fields for 
the month was 2 

from 18 active wells. Currently injecting 39 mscf/d and 674 
barrels of water per day. 


La Concepcion ) Average combined tertiary/cretaceous 
production for the block was 12 

cut 

8 gas wells. 


LL-652 ) Average production for the block was 9 


Mata ) Average production for the block was 5 

mscf/d and 65 percent water cut. Currently injecting 15.7 
mscf/d and 9 

workover rig shared with Acema Field. 
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Mene Grande ) Average production for the month was 14 
b/d with 52 percent water cut from 241 wells. 
SHAPIRO 
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generate news. The following are some recent 
developments: 


-- The newly formed alliance held its first political 
meeting on January 29 

thousand supporters in Colombo. Both JVP and SLFP 
officials made remarks 

Somawansa Amarasinghe. A speech marking the occasion by 
President Kumaratunga 

rally 

President recognized the \"policy differences\" between 
the SLFP and the JVP 

\"will compromise to find a permanent solution to the 
ethnic conflict and establish a lasting peace.\" 


-- The alliance 

Devananda 

(EPDP) 

group has joined the alliance. The anti-Rauf Hakeem 
Muslim party 

considering joining. Meanwhile 

(traditional) leftist parties within the PresidentVs 
People\'s Alliance (PA) have stated they will not be part 
of the SLFP-JVP link-up because they are disturbed by 
its potential impact on the peace process. 


-- There have also been slight indications that 

President KumaratungaWs children are not happy with the 
link-up between the two parties. While never proven 

has been strongly alleged that the JVP was behind the 
late 1980\'s assassination of the their father 
Kumaratunga. According to media reports 

Bandaranaike 

expressed her displeasure over the link-up. 


NEW HEAD FOR MONITORING MISSION 


4. (U) FYI. Retired Norwegian Major General Trond 
Furuhovde will arrive in Colombo on January 31 to take 
up duties as head of the Sri Lanka Monitoring Mission 
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(SLMM). Furuhovde was previously posted to Sri Lanka 
serving as the head of the monitoring group from 2002- 
2003. Furuhovde replaces Tryggve Teleffsen 

retired Norwegian military officer 

Norway after President Kumaratunga called for his ouster 
in October 2003. Teleffsen is now serving in Jerusalem 
as the head of a monitoring mission there. (POL) 
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Rights Commission of the Maldives\" from Dhivehi (the 
language of the Maldives) into English. He predicted 
that a rough translation would be completed shortly 
offered to share it with Mission. (Note: As translated 
by Mujuthaba\'s office 

regulations are contained in Ref A. The document 
states 

Commission is \"to protect 

rights in the Maldives in accordance with Islamic 
jurisprudence and the Constitution of the Maldives.\" In 
their details 

following a decision by the Commission on a case 
send the case to the Attorney GeneralVs Office for 
possible prosecution 

redress.) 


3. (C) Throughout the meeting 

emphasized the need for a democratizing influence in the 
Maldives 

Commission might play in that effort. Mujuthaba said 

the group's primary focus in the short term would be the 
hearing of complaints brought by citizens. He noted 

that the Commission's mandate only extended to events 
that occurred after its formation on December 10 


4. (C) PAO congratulated the Commission on its recent 
receipt of a UNDP grant. Mujuthaba said the funds would 
be well used but that more funding would be welcome. 
Commission activities would be expensive 

he hoped that he could attract a broad base of funding 
that would permit the Commission to keep the government 
at a distance. Mujuthaba expressed his desire that the 
Commission could become V'woven in\" to the international 
human rights community. Through this 

Commission could learn to do its work more effectively 

as well as taking on a mantle of international 

legitimacy. Wrapping up 

the impediments to human rights work in the Maldives was 
that a majority of the citizens were not aware of their 

rights as citizens of the Maldives. On this point 
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recalled that he had approached newspaper publishers to 
ascertain whether they would be interested in publishing 

a supplement that set out the Commission\'s mandate and 
educated readers on what human rights they were accorded 
by the Maldivian Constitution. Mujuthaba said the 
publishers had declined 

expensive. 


5. (C) FURTHER BACKGROUND ON THE COMMISSION: The 
Maldivian Human Rights Commission was formed in December 
2003 

Male\' sparked by a serious outbreak of prison violence 

on a nearby island. President Maumoon Abdul Gayoom 
announced the formation of the Commission in his 

inaugural address for his latest term in office (heVs 

been in power 25 years) given on November 11 

announcing that the Commission would be formed 

averred that its purpose would be to V'safeguard the 

civil liberties enshrined in the Constitution of the 

Maldives 

country." In his speech 

government would make additional moves toward 
democratization 


6. (C) COMMENT: The formation of the Commission is an 
important event for the Maldives 

aftermath of the September riots -- is beginning to 
tentatively grapple with the issues of human rights and 
democratization. In a carefully calibrated way 

believe that the USG can help this sensitive process. 

The formation of the Human Rights Commission provides an 
excellent opportunity for such assistance 

reviewing how we might help it build capacity. In doing 

this 

sources of funding 

former minister and MP with a reputation for 

independence 

CommissionVs Secretary General 

excellent contact 

International Visitor Program to the U.S. END COMMENT. 


7. (U) Minimize considered. 
LUNSTEAD 
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hand\" in fighting the insurgency. A total of 186 Maoists 
reportedly have surrendered since the GON\'s amnesty program 
was announced. Surrendered female Maoists alleged rampant 
sexual abuse by Maoists against their female comrades. 
Allegations of forced evictions of Nepalis living along the 
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India-Nepal border by Indian security forces have provoked 
published denials by the Indian Embassy. Acknowledging the 
increase in cross-border terrorism 

Saran said that security at border checkpoints would be 
improved. A two-member team from Amnesty International (Al) 
arrived in Nepal on January 24 to assess the human rights 
situation. At a press briefing on January 29 

Nepal Army (RNA) spokesman said action had been taken 
against 23 soldiers for various human rights violations over 
the past two years. RNA officials also announced that its 
troops had successfully established bases in four districts 
considered to be Maoist strongholds. On January 26 
simultaneous bombs rocked the buildings of two prominent 
India-Nepal joint ventures. Maoists reportedly rounded up 
almost 300 students in the far west for forced participation 

in rebel programs. Maoists in the western district of 

Baglung have warned of \"dire consequences\" to any nominated 
officials who do not resign. Insurgents destroyed medicine 
and health posts 

Nepal. End Summary. 


MAOIST BANK HEIST ENDS VIOLENTLY 


2. A failed bank robbery attempt by Maoists on January 23 
left six people dead. Security forces 

alert 

attempting to rob the Agricultural Development Bank in 
Chitwan District. Several others reportedly managed to 
escape. Before entering the bank 

reportedly cut the phone lines and subsequently overpowered 
bank personnel. According to press reports 

killed was an innocent civilian. On January 25 

claimed responsibility for the foiled attempt 

were trying to determine why the robbery failed. Their 
website also claimed only five of the people killed were 
Maoists and supported local press reports that the sixth 
person killed was an innocent Indian national. Royal Nepal 
Army (RNA) spokesman Colonel Deepak Gurung announced on 
January 24 that seven RNA personnel responding to the bank 
robbery had received promotions for \"their bravery.\" 


3. Twenty-six other Maoists reportedly were killed in 
separate clashes with security forces. On January 27 
were killed in Nawalparasi District 

in Janakpur on January 26. On January 25 
personnel killed two insurgents in Dailekh and two in 
Surkhet 

that same day 

23 

districts of Jajarkot 
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Sindhupalchowk. 

4. On January 29 

successfully established bases in the Maoist heartland areas 
of Rolpa 

west. The movement comes after the Maoists announced an 
autonomous government in the region 

foreign organizations or state representatives would be 
permitted entry. Maoist cadres had threatened that those 
who tried to enter would not return alive. RNA officials 

said they met no resistance when entering the districts 

that the Maoists had run away. In a recent interview with 
Time Magazine 

Government of Nepal (GON) clearly has the V'upper hand" in 
fighting the insurgency. Thapa said the \"Maoists are 

feeling the heat\" and would be forced to return to the 
negotiating table. 


MAOIST COMMANDERS URGE SURRENDER 


5. On January 24 

commanders of the Maoists called on other Maoist cadre to 
surrender 

not for the V'well-being of the country and the people.\" The 
former brigade commanders urged people to take advantage of 
the Government of Nepal\'s (GON) amnesty program 

to a \"normal life." On January 29 

the far-eastern district of Morang 

leader surrendered 

senseless violence committed by the Maoists. Twenty more 
Maoists 

security and government officials this week 

total to 186 since the amnesty program was announced. 


6. On January 29 

rampant sexual abuse by Maoists against their female 
comrades. A group of recently surrendered female Maoists 
told reporters that they were sexually exploited and at 

times beaten by higher-level cadres. The women also said 
that there were many other women who want to surrender but 
are unable to escape. On January 28 

District reportedly killed two former cadres who had 
surrendered 


INDIA-NEPAL BORDER ISSUES 


7. Allegations of forced evictions have evoked a war of 
words between the Indian Embassy and the local press. On 
January 26 

Services Bureau (SSB) 
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was forcibly evicting Nepalese families from residences 
along the eastern border of Nepal. According to the Chief 
District Officer (CDO) in Morang District 

India in the far east 

security corridor along the Indian side. Locals 

alleged that the SSB was torturing and threatening Nepalese 
families 

caused panic among Nepalis living near the border. A SSB 
post commander acknowledged that \"all houses and huts on the 
Indian side\" are being cleared to curb criminal activity. 

In a press statement released on January 28 

Embassy in Kathmandu hotly denied the reports of forced 
eviction 

baseless 

friendship and cooperation." The statement further said 
that SSB patrols routinely come upon families encroaching on 
Indian land 

land is illegal. V" 

8. Indian Embassy contacts confirmed to Post that there are 
over 2 

India-Nepal border 

However 

were forcing out Nepali families 

homes that fell on Indian land were being leveled. Both 
sides reportedly have agreed to create a corridor five 

meters wide on both sides free of structures 

families apparently have not adhered to this. 


9. On January 26 

security at border checkpoints would be improved in order 

better to monitor the thousands of people who travel between 
Nepal and India daily. Acknowledging the increase in cross- 
border terrorism 

border posts were necessary to keep out \"unwanted elements. V 
Ironically 

Maoist-laid explosives in India 100 meters from the border 

of Nepal\'s Tanakpur District. The SSB 

security forces 


AI TEAM TO ASSESS HUMAN RIGHTS IN NEPAL 


10. On January 24 

member team from Amnesty International (Al) arrived in Nepal 
to assess the human rights situation. The team plans to 

meet with government and security officials 

attempt to meet with Maoist leaders. Opining that \"the 
situation is definitely getting worse 

members said they will look into alleged human rights abuses 
by both the government and the Maoists 

public their final report. 
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11. At a press meet on January 29 

Deepak Gurung said 23 soldiers had been disciplined 
martialed 

human rights violations in the past two years. Brigadier 
General B.A. Kumar Sharma 

Cell 

said they would continue to cooperate with local and 
international human rights commissions and diplomats. 


12. ON January 23 

(CHRC) 

allegedly have gone missing in the past four months alone. 
Representatives from CHRC accused both the GON and the 
Maoists of committing human rights violations 

information on the whereabouts of those missing. 


MAOISTS FOLLOW THROUGH ON EXTORTION THREAT 


13. On January 26 

Nepal and Surya Tobacco Nepal Ltd buildings in the eastern 
district of Bara. Maoists had demanded that the two 
prominent India-Nepal joint ventures pay a V'special tax" of 
USD 135 

No casualties were reported. 


MAOISTS FORCIBLY INDOCTRINATING SCHOOLCHILDREN 


14. On January 26 

schoolchildren from the far-western district of Accham 
forced them to participate in Maoist programs. The children 
were released several days later. On January 29 

press reported that rebels in neighboring Kalikot District 
surrounded a school and forced 140 students 

girls 

they tried to escape. The children have yet to be released 
and authorities suspect they too are being forced to 
participate in Maoist programs. 


15. Maoist interference in education continues. Insurgents 
in the central district of Tanahu reportedly are refusing to 
allow teachers selected by the central government's 
Education Service Commission to report to their new jobs. 
Maoists have warned the newly-hired teachers not to enter 
the schools where they have been assigned. In the western 
district of Jajarkot 

omitting religious and national holidays 

holidays celebrating the King. It also calls for a boycott 

of the old curriculum. 
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RESIGNATIONS AMID THREATS 


16. Maoists in the western district of Baglung have warned 

of \"dire consequences\" to any nominated officials who do not 
resign. The rebels have demanded that all representatives 
resign from their posts. To date 

has resigned. In Dhading District 

insurgents have also ordered the chairman of the Urban 
Development Committee to resign in ten days. 


MAOIST LOOTING SPREE 


17. On January 26 

vehicles in a one-hour span. The rebels blocked a major 
highway in the eastern district of Rautahat and stopped 
buses and trucks traveling the route. The insurgents 
with guns and knives 


18. On January 25 

Gorkha torched two vehicles 

medicine. The insurgents stopped the vehicles and ordered 
the passengers out 

25 

health post 

to a health post 
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each other\") and said Sanofi intends to transfer \"a great 
deal" of Germany\'s biotech competence to France and with it 
thousands of jobs. Hesse SPD caucus chief leader Juergen 
Walter criticized the bid as the product of an V'aggressive 
French industrial policy that goes far over the top.\" 

German chemicals union IG-BCE warned of a catastrophe for 
German biotech if Sanofi succeeds. Aventis opposes the 
Sanofi bid and is looking for an alternative partner. 


4. The German government is reportedly engaged on the issue 
at the national level. According to media reports 
Economics/Labor Minister Wolfgang Clement (SPD) is in talks 
with the French government and with various companies. 


5. COMMENT. The issues involved in the Sanofi-Aventis 
takeover battle -- and resistance to the French governmentVs 
apparent role -- are politically salient in Germany. The 
Hesse State Chancellery believes that political support for 
Aventis in Germany will prevent the takeover. The Frankfurt 
Economic Promotion Board points to the one billion euros 
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Aventis has invested in Frankfurt over the last five years 
(including the world\'s largest production site for inhalable 
insulin). The Aventis works council in Frankfurt says the 
Sanofi-Synthelabo bid is a desperate move to save Sanofi 
itself being taken over and points out that Sanofi would 

likely dissolve the Hoechst holding company (making the 
merged company exclusively French). Sources in the Hesse 
Economics Ministry say Aventis probably cannot ward off 
takeover unless it can find another partner. 
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would show respect even if Ankara appointed Fidel 
Castro.\" The official close to the mayor 

maintains that AK Party will announce Durak\'s 
candidacy after the February Sacrifice Holiday. 
Although Durak prefers AK Party 

confided that CHP wasnt out of question 

entirely. 


ALLIANCES MAY BE THE KEY 


4. (SBU) Because of the mass migration from 
southeast Turkey to the Cukurova region 
candidates from the mainstream political parties 
need to attract immigrant Kurdish ethnic voters 
in order to win Adana\'s mayoralty. Leftist 
parties and DEHAP are reportedly exploring 
negotiations with CHP for an alliance. Local 
observers predict that 

national incumbency 

conservative nature of Southeast Turkey\'s 
population 

upcoming local elections. The southeast Turkey 
immigrant bloc and the bloc in support of Durak 
most observers believe 

Since these two voting blocs 

mayoral official 

party 


GAZIANTEP: TWO HORSE RACE-CHP VS AK PARTY 


5. (SBU) Consulate personnel met with a 
prominent Gaziantep businessperson and long-time 
newspaper owner to discuss his perspective on the 
possible outcomes of local elections. Like in 

Adana 

CHP and the AK Party. According to the business 


Column 3 

contact 

mayor 

newspaper owner believed the yet-to-be announced 
AK Party candidate could strongly challenge 

Dogan. The reason 

recent immigrants to Gaziantep from southeastern 
Turkey would likely vote AK Party rather than 
DEHAP 

districts farther east (Note: he estimated about 

800 

Turkey in recent years). He noted that the 

Islamic political parties had provided services 

to underprivileged areas in order to secure their 
votes. He also noted that the immigrants 

practiced a more conservative Islam and 

identified with the AK party for this reason. 

The businessman expressed concern at the prospect 
of an AK Party mayor and expressed his belief 

that 

be subject to increased political pressure. He 
related that most newspapers in Turkey cater to 

the incumbent party to secure economic advantage. 


6. (SBU) The mixed economic atmosphere in which 
the Gaziantep elections will be held is typical 

of the larger cities in southeast Turkey. On the 
day of the meeting with this businessman 
consulate personnel also attended the opening of 
the Gaziantep Shoe Fair. State Minister 

Abdullatif Sener opened the fair 

collection of regional Turkish manufacturers and 
importers. SenerVs appearance highlighted the 
importance the current government ascribes to the 
Gaziantep commercial scene and the possible gain 
of an AKP mayoralty there. In contrast 

business contact related how he had opened a 
bookstore in Gaziantep and quickly lost 300 

USD because nobody purchases any books. He 
attributed this to a lack of both money and 
education. Most contacts agreed that the AK Party 
in Gaziantep is very wealthy and yet their 

potential new voting bloc may be those recent 
immigrants from southeast Turkey who have little 
money or education. 


AK PARTY\'S PLAN--WILL IT BE MUTLU OR GUZEL (HAPPY 
OR BEAUTIFUL)? 
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7. (SBU) Another business contact in Gaziantep 
(long known to both the Embassy and the 
Consulate) also related to consulate personnel 
the AK party strategy for the upcoming mayoral 
race. The current mayor 

re-joined CHP and is considered a possible 
candidate for either the Gaziantep or Istanbul 
mayoralty. He stands a good chance of winning in 
Istanbul 

is a Vlarge and influential population of voters 
from Gaziantep\" who are currently living and 
doing business in Istanbul. On the other hand 
he still remains popular in Gaziantep should he 
run for re-election. 


8. (SBU) AK party reportedly will nominate 
PETKIM official Mustafa Mutlu if CHP chooses 
Dogan to run in Istanbul 

solid chance of winning without Dogan\'s 
competition. If Dogan runs on the CHP ticket in 
Gaziantep 

be the AK party nominee. With Dogan in the race 
our local contact says that AK party officials 
project that their candidate is a long shot to 

win anyway and the businessman believed that it 
serves AK party interests to run their stronger 
candidates elsewhere. 


FARTHER EAST: DIYARBAKIR AND BEYOND 


9. (SBU) A human rights contact in Diyarbakir 
with broad regional contacts told PO on January 
19 that DEHAP is still in the driver seat in the 
Diyarbakir mayoralty race. He said DEHAP 
nevertheless 

to re-endorse incumbent mayor Feridun Celik. 
While he saw AKP quite active in building its 
Diyarbakir base 

slim unless DEHAP waited too long to pick a 
definitive candidate to head its ticket. 


10. (SBU) Further afield in the Southeast 

saw some changes brewing. He said AKP might win 
in Gaziantep and definitely believed that DEHAP 
would lose in Elazig and Bingol 

popular local independents 

candidates. He also noted DEHAP and SHP might 
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run joint candidates in many smaller southeast 
Turkey mayoral races. Nevertheless 

conventional wisdom still held that most 

southeast mayoral races were DEHAP\'s to lose 
(Comment: DEHAP\'s popularity in southeast Turkey 
is ideologically-based 

even performance-based. In most cases 

candidate chosen is of little interest to the 

voters. End comment). 


HOW DEHAP MIGHT LOSE SOME. 


11. (SBU) A longtime consulate contact without 
political affiliation in Cizre explained that 

DEHAP.- affiliated politicians in Cizre had been so 
either \"tortured\" (he did not specify how) or 
harassed by local Jandarma and TNP that Cizre 
DEHAP may well opt to run a Diyarbakir resident 
on the DEHAP mayoral ticket. He predicted this 
approach was likely to fail since local aghas 
rarely embraced outsiders 

may opt to support a local AKP candidate. 


12. (U) Comment: We will continue to try to gauge 
whether the AK bandwagon in the rest of Turkey is 
as strong in a region which has become more 
Kurdish nationalist over the past 15 years and 
where local feudal landlords and tribal leaders 

can still be swayed by the highest bidder. End 
comment. 
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Visit\" of border areas and central Burma January 23 - 26. 
Traveling at close quarters with these ministers revealed 
them to be greedy 

perpetually exposed to a Potempkin village image of Burma. 
End Summary. 


2. (SBU) The Study Visit 

Ministry of Home Affairs 

six UN and NGO representatives. A main focus of the trip was 
the need for additional assistance to impoverished rural 
border areas that formerly grew opium poppies. (See septels 
for other aspects of this trip.) The SPDC seemed to have 
three objectives in mounting the tour: 


A) to influence the travel-restricted 
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diplomatic corps by highlighting the SPDC\'s \"successes\" in 
normally inaccessible parts of the country; 


B) to show local potentates 

and Burmese military officers 

help by bringing potential investors and aid donors to their 
areas; and 


C) to renew and reinforce the personal patron-client ties 
linking the ministers and local leaders. 


3. (SBU) TIGHT SCRIPTS 

Emboffs and others went into the tour with eyes wide open 
knowing full well that the trip would be tightly scripted and 
carefully planned with SPDC aims in mind. The logistical 
coordination was carried off like clockwork 

locations 

territory visited was under the control of cease-fire groups 
not the GOB. The group made eighteen takeoffs and landings 
in Burmese Air Force Russian-made MI-17 helicopters (the 
model involved in the 2002 crash that killed the SPDC\'s then 
Secretary 2). The two MI-17s were configured with 24 


SIPDIS 

aircraft-type seats each and proved reliable 

cramped. One was built in 1992 

to the aircrews. A Russian company had a service contract 
until 2001 

Burmese Air Force. 


4. (SBU) A TYPICAL STOP: Most of the tour was spent in 
ethnic minority areas of Shan State bordering China or 
Thailand 

had been the main agricultural activity. A typical stop went 
something like this: 


-- helicopters land at freshly prepared helipads 
disembark and are met by cease-fire group leaders 
parade down long lines of locals turned out to greet the 
VIPs. Hundreds of villagers clap 

Burmese flags 

greeting) 

Burmese. The villagers are not smiling. 


-- Group approaches a fleet of parked Land Cruisers 

by vans 

license plates 

group\'s autonomous region. Locals hold placards outside each 
vehicle with the names of the intended passengers--all in 

strict protocol order. Ministers 

lower life forms mount vehicles 
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dust to a meeting hall. 


-- Lectures begin 

authority. Each lecture includes a PowerPoint presentation 
a statistical compilation of infrastructure built 

for additional international assistance. Juice or pop 

bottled water 

tables near each chair. There are clearly marked flush 
toilets available at every stop. The Foreign Minister 
usually gets in the last word 

the vehicles to inspect a development project or two. 


-- After visiting a rice mill 

Thai-funded agro project 

helipad 

gale-force wash of the helicopter blades throws a wall of 
grit and debris over the hapless dance troupe 

for the next event on the itinerary. 


5. (C) GNME THAT THING 

expected to be comped wherever they went. The group stayed 
in government-owned hotels 

stocked with a variety of give-away items. In Maymyo (Pyin U 
Lwin) the ministers went out for an early golf game and 
helped themselves to new balls 

shop 

of tangerines when the group visited a citrus farm. One 
minister requisitioned leftover promotional satchels at a dam 
construction site and had his batman carry the lot out to the 
helicopter. After each lunch or overnight stop 

ministersV lackeys hauled out bottles of booze 

presents 

6. (C) VICE? WHAT VICE?: Many of the notoriously sordid 
border cities we visited were surprisingly quiet 

deserted. Our GOB hosts attributed it to Chinese New Year 
celebrations and travels. However 

border-crossing town of Mongla the day after the Study Visit 
left 

characters (septel). In one Wa town UNODC reps said the 
casino had been closed down the night before the group 
arrived. 


7. (C) NO RESPECT: Oddly 

very protocol conscious 

other. Often during one minister\'s lecture 

stand up and begin talking to someone else. Commerce 

Minister Pyi Sone 

almost nothing the whole trip. He did beam broadly when his 
colleagues announced that the next stop (Mong Ywan) was where 
he had led the successful attack on drug baron Khun Savs last 
stronghold in 1996. Foreign Minister Win Aung was a real 
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\"gas bag 

have the last word on any subject. Labor Minister Tin Win 
twice mentioned 

sanctions 

Home Affairs Minister Tin Hlaing was the only one always in 
uniform and took a leading role when we met with the Wa and 
Kokang leadership. Border Areas Minister Thein Nyunt was 
pleased to see billboards featuring pictures of him meeting 
Kokang leaders in the Kokang capital of Laukkai. In short 
the group of five always seemed to be jockeying for position 
profile 


8. (C) PAMPERED: During one long helicopter flight Emboff 
was startled to see a police major jump up from his seat and 
dash toward the front of the aircraft. No emergency 

that Brig. General Khin Yi 

Police Force 

sleeve. When the group arrived at Magway airport to fly back 
to Rangoon 

attention in the terminal 

Odd 

September. When the five ministers began the seventy-foot 
amble out to the aircraft 

action 

ministers 

to keep any strong rays from discomforting the VIPs. 


9. (C) COMMENT: While many of the diplomatic participants 
were embarrassed or put off by the ministers\' attitudes and 
behavior 

trip. After the power 

the ministers under the military regime 

for them to go back to the barracks and return to ordinary 
soldiering 

Visit 

several reasons. It gave us insights to the various 

ministers and their interactions with local authorities 

us into remote areas of interest to the USG (such as the UWSA 
capital of Pan San and some sensitive parts of Magway 
Division) 

ministers on outstanding bilateral issues 

see UNODC and other assistance projects in action. A weird 
but worthwhile trip. End Comment. 

Martinez 
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ZUZUL ALSO SAID ALTHOUGH HE HAD NO INFORMATION ON POSSIBLE 
NEW INDICTMENTS BY THE ICTY 

THAT CROATIA WOULD ACT APPROPRIATELY 


Column 3 
TO STRONG CRITICISM AT HOME. 


2. (C) SEEKS U.S. ASSISTANCE: FM ZUZUL SAID THAT HE HAD 

ASKED AMB. PROSPER FOR U.S. ASSISTANCE TO HELP CROATIA 
DEVELOP ITS DOMESTIC CAPABILITIES TO PROSECUTE WAR CRIMES 
CASES. ZUZUL ALSO SAID HE WOULD WELCOME A VISIT TO CROATIA 
BY AMB. PROSPER 


3. (C) GOTOVINA: ZUZUL TOLD AMB. FRANK THAT HE HAD HEARD THAT 
U.S.-BASED ADVISORS TO ICTY INDICTEE ANTE GOTOVINA WERE 
ADVISING GOTOVINA TO WAIT OUT THE ICTY CLOSURE STRATEGY. 
HOWEVER 
WITH GOTOVINA 
CIRCUMSTANCES TO FACILITATE GOTOVINA\'S MOVEMENT TO THE HAGUE. 
HE NOTED THAT THE ICTY HAD AGREED TO SEND SOMEONE TO ZAGREB 
MEET WITH GOTOVINA PRIOR TO HIS PROCEEDING ON TO THE HAGUE. 
ZUZUL ALSO SAID THAT THE GOC WOULD PROVIDE GOTOVINA WITH 
LEGAL COUNSEL 
PROVIDE FINANCIAL SUPPORT TO GOTOVINA\'S FAMILY. 

FRANK 
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ECONOMIES LIKE SURINAME WERE UNSUCCESSFUL IN THEIR BID 
TO POSTPONE THE IMPLEMENTATION OF THE FREE TRADE AREA 
OF THE AMERICAS (FTAA). 


-- THE GENERAL PUBLIC IN THE WESTERN HEMISPHERE IS LOSING 
FAITH IN DEMOCRACY AND POLITICAL INSTITUTIONS BECAUSE 
THE PROMISE OF DEVELOPMENT THROUGH ECONOMIC REFORMS AND 
FREE TRADE HAS NOT MATERIALIZED. 


-- POLITICAL LEADERS NEED TO EFFECTIVELY HARNESS THE 
HEMISPHERE\'S MULTI-CULTURAL POPULATIONS TO PROMOTE 
MUTUAL RESPECT AND INTERESTS. 


2. (U) ABSENT IN VENETIAANYS COMMENTS WERE CONCERNS VOICED 
JUST PRIOR TO VENETIAAN\S DEPARTURE BY FOREIGN MINISTER 

MARIE LEVENS 

PROBLEMS 

AGAINST TERRORISM AND OTHER SECURITY INTERESTS MAY INTERFERE 
WITH THE IMPLEMENTATION OF FTAA AND THE CARIBBEAN SINGLE 
MARKET ECONOMY. 


3. (U) ON A MORE CONCRETE NOTE 

SURINAME HAD TAKEN ADVANTAGE OF THE SUMMITYS MARGINS TO 
FORWARD ITS AGENDA ON TWO KEY FRONTS: RICE EXPORTS TO 
MERCOSUR AND THE CANDIDACY OF A ONE-TIME SURINAMESE DIPLOMAT 
FOR A KEY ORGANIZATION OF AMERICAN STATES (OAS) POSITION. 
DETERMINED TO SECURE MARKETS FOR SURINAME\'S MOST IMPORTANT 
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AGRICULTURAL PRODUCT (RICE) 

SUPPORT OF THEIR URUGUAYAN COUNTERPARTS FOR SURINAMESE RICE 
EXPORTS TO BRAZIL AND OTHER MERCOSUR COUNTRIES. THEY ALSO 
LOBBIED VARIOUS REPRESENTATIVES FOR THE APPOINTMENT OF 
ALBERT RAMDIN 

GAVIRIA 

(SEE REFTEL.) 


4. (SBU) MINISTRY OF FOREIGN AFFAIRS AMERICAS DEPARTMENT 
HEAD TERENCE CRAIG (PLEASE PROTECT) INDICATED TO THE EMBASSY 
THAT CARICOM MEMBERS HAVE INFORMALLY AGREED TO ENDORSE 
RAMDIN\'S CANDIDACY AND THAT THIS POSITION WILL BE MADE 
OFFICIAL DURING A CARICOM COUNCIL OF FOREIGN AND COMMUNITY 
RELATIONS IN MAY. CRAIG ADDED THAT AS FAR AS SURINAME- 
UNITED STATES RELATIONS ARE CONCERNED 

FORWARD TO TAPPING INTO PRESIDENT BUSH\'S FIVE-YEAR 15 
BILLION USD HIV/AIDS EMERGENCY RELIEF PLAN. 


5. (U) COMMENT. FOR ISOLATED SURINAME 

A RARE OPPORTUNITY FOR PRESIDENT VENETIAAN TO RUB ELBOWS 
WITH OTHER POLITICAL LEADERS IN THE AMERICAS. IT ALSO 
RESULTED IN AN EXCELLENT PHOTO OP. SEVERAL LOCAL DAILIES 
PROMINENTLY DISPLAYED ON THEIR FRONT PAGES THE SUMMIT\'S 
FAMILY PHOTO 

PRESIDENT BUSH. END COMMENT. 


BARNES 
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flow\" as defined by the Coast Guard includes 1) Coast Guard 
interdictions 

interdictions (Border Patrol 

Bahamas) interdictions 

figure does not include 1) migrants who perish at sea 
successful landings we never learn about. The \"total flow\" 
number permits year-to-year comparisons but does not reflect 
total migration attempts. END NOTE. 


5. In December 2003 

Intelligence reported arrests of 241 nationals 

foreigners 

plus 173 illegals received from the U.S. Coast Guard 
total of 454 persons and 33 vessels intercepted. During all 
of 2003 

5 

released 

these cases 

that trip organizers and captains are rarely identified by 
their passengers. Several migrant smugglers have been 
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detained for several months by Dominican authorities 

none has been convicted. Those few migrants possibly willing 
to testify against the smugglers are often silenced by 

threats or promises of another voyage for free before the 
matter can be fully investigated 

sanctions for smuggling are few when drugs are not involved. 


6. U.S. Coast Guard officers report that an increasing 
number of voyagers are paying for their trips by carrying 
drugs. Evidence of such activity is difficult to gather in 

the confusion of a chase at sea 

have shown presence of drug residue. Another trend is that 
Coast Guard boarding parties are now encountering refusals to 
stop and even thrown rocks 

purpose. High-powered boats from Puerto Rico also offer 
clandestine ferry service for high-paying illegal migrants 
typically detouring far north of the Mona to evade the Coast 
Guard and landing their passengers east of San Juan. 


7. Most of the Dominican yola passengers 

18 and 40 years of age 

dollars for their voyage. A few of those are gang members 
previously deported from the U.S. after serving their jail 
terms. Once a boatload reaches a Puerto Rican beach 
occupants scatter 

assured of an asylum hearing once their feet touch American 
soil 

voyage. Some migrants 

off their debts in various unpleasant ways 

prostitution and gang membership. Exotic aliens 

Chinese 

diversity of nationalities using routes through the Dominican 
Republic raises concern that terrorist organizations may do 
the same. Highly sophisticated smuggling rings offer their 
services to those who can pay their fat fees. Regardless of 
their motives and ability to pay 

nearly all intending migrants is the United States. And of 
those intercepted en route 

again 


DOMINICAN COUNTERMEASURES 


8. The Dominican Navy is America\'s best ally in the fight 
against illegal migrant traffic. The Navy routinely disrupts 

yola departures along the nationYs beaches 

rate of 35 per month during 2003. Shore patrols from the 
Navy\'s many coastal outposts are credited with most of the 
successful interceptions. The Navy shore patrols also seize 
fuel 

crossing. The poorly educated men who serve in the run-down 
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coastal stations 

intervals during the Trujillo period 

these days 

electricity or proper sanitation 

beans over a back yard fire when there is no gas for the 
stove. They patrol on foot at night for lack of motorized 
transport 

authority. 


9. The Dominican Navy has assisted U.S. Coast Guard cutters 
by ferrying intercepted migrants back to the Dominican 
Republic. The Navy normally operates on a shoestring budget 
further pinched at present by the government\'s dire economic 
situation 

present moment 

and rations in support of Operation Congri 

Dominican patrol craft are patrolling the Mona Passage in 
rotation 

funds are not normally spent on fuel for military operations 

of other nations 

will be limited to two weeks. During the first week of 
Operation Congri 

intercepted two yolas and repatriated the passengers 

the U.S. cutter on the Mona station a lengthy detour to La 
Romana. 


10. The Dominican Government has assisted with the illegal 
migration problem in other ways. In May 2003 the Embassy 
team negotiated the signing of a landmark agreement for 
maritime migration enforcement 

region. In that agreement the Dominican Government allowed 
overflight and immediate repatriation of migrants caught at 
sea 

agreement 

and Border Patrol would be multiplied. 


EMBASSY COUNTERMEASURES 


11. During 2003 

Dominican Navy with three new Zodiac patrol boats and 
equipped the Trafficking In Persons unit of the National 
Police with computers to keep track of their cases. As 
discussed above 

rations for Dominican participation with the U.S. Coast Guard 
in Operation Congri. To help meet the challenge of the 
current migration surge 

with Dominican civil society 

international organizations an intensive public information 
campaign emphasizing the hazards of yola travel 
untrustworthy nature of smugglers 
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life as an illegal immigrant in the United States. To 
supplement meager Dominican detection resources 

will request Coast Guard consideration of assigning 

additional resources to the Mona as well as temporary use of 
the C-26 aerial sensing platform based in Barbados. However 
none of these efforts is expected to slow the flow of 

intending migrants in any dramatic measure. 


COMMENT 


12. Embassy\'s considered view is that the only sure way to 
stem the migrant flow is to provide negative consequences for 
the smugglers. While there are Dominican laws against human 
smuggling 

or unable to enforce them. American law provides penalties 
but to Embassy\'s knowledge 

been convicted in Puerto Rico in recent history. The 
difficulties of obtaining evidence and ensuring testimony 

make such cases far more troublesome to prosecute than drug 
smuggling cases. However 

this point to fear the consequences of his actions. Until 

such consequences are vigorously applied in the U.S. 

flow of human contraband across the Mona Passage will 
continue. The USG rightly continues to threaten the 
Dominican Republic with Category 3 Trafficking In Persons 
status 

smuggling seems to undermine that threat. 


13. Negative consequences must also extend to the migrants 
themselves. Embassy understands there are plans to place 
IDENT fingerprinting and photography systems on Coast Guard 
cutters in the Mona Passage. Such systems could defeat the 
false identities typically offered by detained migrants and 

could provide useful information to consular sections 

receiving applications from former would-be illegals. IDENT 
could also help identify repeat offenders and aid 

investigations and intelligence activities. 


14. Embassy has the impression that interagency coordination 
in Puerto Rico to date has not resulted in maritime migrant 
smuggling convictions. We believe that the only effective 

way to plug this hole in our homeland security is to 

implement consequences for migrant smugglers and their 
passengers in the United States. To achieve these ends 
Embassy offers full cooperation and all appropriate support 
within its resources. 

HERTELL 
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3. (U) Roughly 2 

(the \"marshrutkas\") 

the French Government 

line 

transportation. (NOTE: YerevanWs last tram line was 
shut down as of January 22. END NOTE.) With 
trolleyouses and trams less attractive options because 
of high electrical costs and frequent disruptions in 

the power supply buses and minivans offer the most 
reliable form of transportation. With ticket prices 

for public transportation set well below cost 

are few revenue streams available to fund any upgrades 
in the system. 


4. (U) The minivans and most of the buses run on 
liquified natural gas 

is entirely imported 

transportation system\'s complete reliance on natural 
gas makes it extremely vulnerable to any disruption of 
the gas supply. 


5. (SBU) Along with the registered minibuses servicing 
the city population there is a significant number of 
unregistered ones (which are even less likely to follow 
traffic and safety rules 

already chaotic traffic conditions). These privately 
owned minibuses have become the principal means of 
public transportation in Yerevan in recent years. Many 
of the commuter minibuses are very old 

condition and rarely inspected by the traffic police. 


6. (SBU) The Yerevan city administration leases the 
rights to the minibus routes for relatively modest 

fees 

government officials or members of the National 
Assembly. Operating the routes is extremely lucrative: 
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with almost no money going for upkeep of the vehicles 
only a very modest sum going to the drivers and to 
lease the rights to the routes 

minibuses generate huge profits. Although there are 
periodic efforts to regulate safety in the system 

cynical observer might see in those efforts more 
opportunities for police shake-downs than genuine 
improvements in the system. 

ORDWAY 


2. (C) DESPITE THE STALEMATE ON THE CIVIL SOCIETY FRONT 

DID SEE PROGRESS IN OTHER AREAS. CARDINAL MAN TOLD HIM THAT 

HE HAD RECEIVED PROMPT PERMISSION FROM THE GOVERNMENT TO 

TRANSFER OVER 30 PRIESTS RECENTLY 

ABROAD. ALTHOUGH LAW SAID IT WAS REGRETTABLE SUCH PERMISSION 

WAS NEEDED 

QUICKLY -- WAS NOTABLE. LAW ALSO REPORTED THAT SOME BISHOPS 

HE KNOWS IN VIETNAM ARE MEETING REGULARLY WITH LAY CATHOLIC 

GROUPS ORGANIZED AROUND DIFFERENT THEMES. FURTHER 

SOME DEGREE OF RELIGIOUS FREEDOM IS INDICATED BY A REPORT TO 

CARDINAL LAW FROM THE BISHOP OF HUNG HOA 

HAD SEEN A FLURRY OF NEW CONVERSIONS TO CATHOLICISM IN HIS 
DIOCESE 

TUNING IN TO EVANGELICAL CHRISTIAN RADIO TRANSMITTED FROM 

OUTSIDE VIETNAM 

CHURCH 


3. (C) CARDINAL LAW WROTE A REPORT FOR THE HOLY SEE BASED ON 
HIS TRIP 

OF STATE AND OTHER OFFICES CONCERNED WITH RELIGIOUS FREEDOM. 
IN IT HE CAUTIONED AGAINST THE INTERNATIONAL COMMUNITY 
DEVELOPING A POLICY TOWARDS VIETNAM SIMILAR TO ASPECTS OF ITS 
APPROACH TO CHINA 

OPPORTUNITY 

HUMAN RIGHTS ABUSES. 


Column 3 
4. (C) THOUGH HE IS CURRENTLY OUT OF THE SPOTLIGHT DUE TO 
THE MEDIA\'S FIXATION ON HIM AS THE CHIEF SCAPEGOAT OF THE 
CATHOLIC CHURCH\'S SEXUAL ABUSE CRISIS 
ACTIVE IN INTERNATIONAL AFFAIRS AND INTERRELIGIOUS DIALOGUE 
AT THE U.S. CONFERENCE OF CATHOLIC BISHOPS. HE IS ALSO WELL 
CONNECTED TO THE AMERICAN VIETNAMESE COMMUNITY THROUGH HIS 
MINISTRY TO THE IMMIGRANT COMMUNITIES OF BOSTON. HEISA 
MEMBER OF THE PONTIFICAL CONGREGATION FOR THE EASTERN 
CHURCHES 

PONTIFICAL COUNCIL FOR THE FAMILY 
STRUCTURES. ALTHOUGH HE SPENDS SOME TIME IN ROME IN 
CONNECTION WITH HIS WORK WITH THESE ORGANIZATIONS 
LIVES PERMANENTLY IN MARYLAND 
FOR DRL/IRF. 


NICHOLSON 
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ministers 

issued until after the March 15 IAC. We pressed hard for a 
decision that would bring Turkey in line with international 
standards rapidly 

for allowing local generic producers to continue to profit 
based on the work of research-based companies. 


Other Investment Problems 


9. (SBU) Cargill: We raised Cargill's zoning problem 

noting our understanding that a draft industrial zones law 
addressing the problem would be submitted to Parliament 
soon. Dagdas expressed sympathy for Cargill's predicament 
but opined that the legal issues surrounding the case would 
not easily be resolved and might even require constitutional 
amendments. Comment: Cagdas is the only GOT interlocutor 
who has implied that the Cargill problem cannot be resolved 
relatively easily and soon 

on this issue. End Comment. 


10. (SBU) Energy Projects: Econ Counselor stressed the need 
to come to a fair resolution of the dispute between the 

Energy Ministry and energy build-operate-transfer (BOT) 
companies over pricing and licensing. GOT harassment of the 
companies is sending a very negative signal to potential 
investors. Dagdas responded that this was a very difficult 
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issue for the GOT because corruption is alleged in some of 
the contracts and because high electricity tariffs are 

hurting Turkish industry. He suggested that he might try to 
open discussion on this issue in the YOIKK framework in the 
future. 


11. (U) Others: EconCouns also raised the Motorola-Telsim 
case and Dillingham International\'s difficulties in 

enforcing arbitral judgements in Turkey. Dagdas took notes 
on our presentation 

these disputes. 

Deutsch 
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issue 

and a helping hand to Bolivian ally Evo Morales. End Summary. 


2. (U) President Hugo Chavez began in October to press 
publicly for Bolivia to regain sovereign access to the 

Pacific coast 

during the War of the Pacific. In several public comments 
Chavez spoke of his dream of swimming in \"a Bolivian beach.\" 
He subsequently elaborated on the theme by declaring that 
that Simon Bolivar 

bestowed access to the sea on the Bolivians when drawing the 
map of Gran Colombia during the independence era. But 
Chavez adds 

Veconomic reasons\" during the war. Chavez claims that the 
Venezuelan president in 1879 opposed the land grab 

it has been Venezuelan state policy ever since. 


3. (U) Chavez cited recent statements by UN Secretary General 
Kofi Annan 

Formin Celso as growing international support for resolution 

of the issue. He announced he would raise Bolivian access to 
the sea at future summits 

Monterrey Summit (though only in press encounters 
understand). Chavez requested on January 7 that the Chilean 
government to take \"a more humble attitude\" with Bolivia 
which has suffered economically from not having a port. 
Bolivian indigenous leader Evo Morales has thanked Chavez for 
his public support on the issue. 


Column 3 
Chile Takes Exception 


4. (C) In reaction to Chavez\'s statements 

its ambassador 

the Venezuelans reciprocated shortly thereafter. The Chilean 
Charge d\'Affaires had told poloff in December that Vio 
expected to return at the beginning of the year 

that the issue would cool over the holidays. Plans changed 
during the Monterrey Summit 

Chilean President Ricardo Lagos of misrepresenting the facts 
of ChileVs \"occupation\" of Bolivia\'s coastline. Lagos denied 
lying 

bilateral issue. Both the Venezuelan MFA and the Chilean 
Embassy confirmed to poloff that their respective ambassadors 
would not return to their posts in the near future. 


5. (C) The MFA\'s Chile Desk Officer Romero Dimas told poloff 
January 14 the GOV hoped relations with Chile would be 
\"normalized\" once the public spotlight on the issue passes. 
He said that despite the mud slinging between its presidents 
Venezuela and Chile enjoy good relations 


accomplishments by an ad hoc bilateral working group (which 
last convened in 2001). He characterized support for 
BoliviaWs maritime claims as one of traditional solidarity 
among Latin American countries 

President Chavez has pushed the issue more than previous 
presidents. Romero was not aware of any attempt at 
discussing the issue privately at the Monterrey Summit 

fact confirmed by the Chilean Embassy. 


6. (C) Like most Chavez political plays 

self-serving interest under the surface of this issue. His 
recounting of the War of the Pacific is revisionist 

a struggle between \"the people" of Bolivia and V'the 
oligarchy\" of Chile. Chavez has found a low-risk issue to 
flog around his neighborhood 

statesmen 

willing to sacrifice relations with Chile 

far stopped short of formally breaking ties. Casting the 
issue as poor Bolivia at the mercy of rich (by comparison) 
Chile 
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certainly his efforts have the practical objective of 
boosting support for Evo Morales 

Bolivia. 


7. (C) That said 

presidents must wonder why Chavez 

outstanding territorial differences with Colombia and Guyana 
would go out on a limb for Bolivia. 

MCFARLAND 
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Istanbul-based employers\' associations note that the raise 
was imposed over their objections by government and labor 
representatives in the tripartite commission that is 
responsible for addressing the issue. They stress 

that the primary impact will be felt in the Anatolian 

heartland 

already earn far above the minimum wage. Leading brokerages 
are less sanguine 

Turkey\'s budget and about the potential for more \"populist\" 
measures in the run-up to March\'s local elections. End 
Summary. 


3. (SBU) The decision by the Turkish government to raise the 
country\'s minimum wage by 38 percent at the beginning of the 
year (representing a net 34 percent increase to recipients) 
together with its subsequent decision to raise pensions by 21 
percent 

business circles. Meetings with a range of employers\' 
associations 

industries 

EmployersY association head Nazim Duzenli noted that 
employers had refused to sign on to the increase in the 
tripartite commission that addresses the issue 

be adopted over their objections by labor and government 
officials. He predicted little immediate impact on his 
members 

with workers who earn the minimum wage. That is true 
suggested 

region. The measure\'s impact 

in Turkey\'s Anatolian heartland 

employers (KOBIs) who do tend to have workers at minimum-wage 
levels. Teoman Yenigun 

association 

that over time there would be a trickle-down effect on larger 
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Istanbul-based businesses 

inputs are sourced from KOBls. That impact will not be felt 
for some time 

measure focused more on its implications for public finances 
and for the encouragement it may give to Turkey\'s large 
Vshadow economy!" than for his industry's situation. 


4. (SBU) Other major employers have been similarly sanguine. 
Sabanci Holding\'s head of finance 

recently that he saw no impact on the holding from the 
decision 

a moral standpoint 

question the step 

largest burden since the 2001 crisis 

allows them to partially recoup their losses. At a time when 
the government spends nearly 70 quadrillion lira a year on 
interest payments 

increased wages at the lower end of the scale is hard to 
challenge. 


5. (SBU) Largely glossed over by employers now 

unwritten subtext to their lack of militancy over the issue 

is the fact that the actual increase came in much closer to 
their recommendations than to that desired by workers or even 
initially by the Prime Minister. The 38 percent increase 
represents a rise from 226 million TL to 303 million TL. 
While clearly out of line with inflation targets 

Istanbul brokerages have emphasized 

the 100 percent increase (to 454 million TL) originally 
proposed by workers 

increase) advocated by the Prime Minister. In fact 

reports during the commissions deliberations noted that the 
level proposed by employers was 300 million TL 

identical to the final figure. Even TUSIAD Chairman Tuncay 
Ozilhan had publicly indicated that a rise of 20 percent 
would track with Turkey\'s 2004 inflation target 

with an expected 7-8 percent increase in worker productivity. 
Employers had also desired a 25 percent discount in social 
security premiums on the increase 

government agreement to assume part of the burden of the 
increased social security taxes that would result 

the actual increase to employers is 20 percent 

line with Ozilhan\'s comments. In fact 

impact of the government's agreement to assume part of the 
Social security tax burden 

increase per se 


6. (U) If large employers have opted to avoid publicly 
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criticizing the increase 

been less recalcitrant. Leading brokerages such as 
HClstanbul and Bender have criticized the increase\'s 
\"populist\" nature 

implications for inflation 

government\'s budget. While State Minister Babacan has been 
quick to stress that the Prime Minister identified 

compensating spending cuts to absorb the cost of the minimum 
wage and pension increases 

with HCIstanbul 

\"practically impossible\" to find savings measures to balance 
the cost 

USD or 1 percent of GNP). Hence its report on the issue 
concluded that the government would be forced to resort to 

tax measures or price hikes in the public sector 

which would further encourage inflation. 

SMITH 
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SIPDIS 

Erdogan made no concrete gains on his US trip. Erdogan was 
received ‘like a leader of a third world country 

to \"Cumhuriyet.\" The paper complains that Turkish 
businessmen are returning home 'empty-handed.V \"Cumhuriyet\" 
also claims that Turkey suffered a setback on Cyprus when 
Secretary Powell declined the Turkish proposal that he serve 


SIPDIS 
as a mediator in the Cyprus talks. 


Powell 

following a meeting with FM Gul 

urged Ankara to wait until April or May to see US action 
against PKK militants who refuse to take advantage of the 
amnesty law offered by the Turkish government for members of 
terrorist organizations. Powell noted that the US would 
resist plans for an independent Kurdistan. He voiced hope 
to see the Cyprus issue resolved before May. Powell is 
reluctant to become а "facilitatorV for Cyprus given his 
already-full schedule in his duties as Secretary. Foreign 
Minister Gul said Turkey wants Powell to intervene in the 
Cyprus negotiations only in the event of a deadlock. 


Cyprus: UN Secretary General Annan said on Thursday that 
the appointment of Secretary Powell as a 'mediator\' or 
"facilitator for Cyprus was out of the question. "Powell 
already has a post in which he is quite busy 

Annan reiterated support for UN Cyprus envoy Alvaro De Soto 
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who knows the Cyprus issue in detail. President Bush is 
expected to write a letter to Greek Cypriot leader 
Papadopolous 

forward taken by the Turkish government. Meanwhile 
expansion commissioner Verheugen said that it is not Turkey 
but “some other countriesY that are against a solution in 
Cyprus. Verheugen did not elaborate. 


Distressed with TABA 

column claims that the end is nearing for the Turkish- 

American Business Association (TABA). Many US companies are 
no longer willing to be represented by TABA and have left 

the association in search of a new organization which would 

help US businessmen in Turkey. US Embassy Ankara has pushed 
the button for the establishment of the American Business 

Forum (ABF) following long months of preparation. The new 
association will be announced by Ambassador Edelman on 
January 17. About 50 US companies have already registered 
with the ABF 


EDITORIAL OPINION: US-TURKEY 


\"Courting with the US\" 

Mehmet Ocaktan warned in the Islamist Yeni Safak (1/30): 
\"There is a general impression that Turkey is making 
important progress toward its EU vision after the talks in 
Washington. Yet we should also remember that in the past 
the Europeans were not very welcoming toward American 
efforts to ensure Turkey\'s EU accession. It remains to be 
seen whether an American facilitative role this time will 
work with the EU. There is still a possibility 

that Turkey will lose its chance to receive a date from the 
EU in December 2004. The fact of the matter is that 
Turkey\'s EU accession is not a real priority for Washington. 
The US cares more about its ‘Greater America ProjectV in the 
Middle East 

Turkey stands in that respect. . The timing of the great new 
affection between Ankara and Washington is actually a cause 
for concern because of the US intention to become a world 
empire. This is not a great help for Turkey\'s EU vision. 
Let\'s bear in mind that the whole region is going to remain 
unstable for a long time to come 

give up its invasion plans in the Islamic world. In short 
flirting with the US is like a dead-end for Turkey.\" 


\"Meeting at the White House\" 
Yilmaz Oztuna commented in the conservative Turkiye (1/30): 
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\"The meeting created an opportunity to discuss very 
important issues in an extensive format 

Cyprus and PKK terrorism. It would be wrong to describe 
what President Bush said to PM Erdogan as 'vague.Y 
Washington made some very important commitments for IraqVs 
territorial integrity as well as the fate of PKK members in 
northern Iraq. 

Washington seems very determined to maintain full-scale 
relations with Turkey as an ally. Differences might appear 
in some of the rhetoric on Iraq 

the US is trying to cheat Turkey. It stems from the fact 
that the US did not draw up a final plan for IraqVs future. 

. The US-Turkey alliance in the fight against terrorism is a 
shining example of why we should be optimistic about the 
future of mankind. V" 


DEUTSCH 
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OR SO 

WRITE TO THE COURT UNTIL JANUARY. ONCE AGAIN THE MINISTRY OF 
FOREIGN AFFAIRS HAD TO DRAFT A LEGAL OPINION ESTABLISHING THE 
BASIS FOR THE SEIZURE AND TRANSFER OF FUNDS. THE MFA ARGUED 
THAT 

CROATIAYS CONSTITUTION STATES THAT INTERNATIONAL AGREEMENTS 
BECOME LAW UPON CROATIAYS RATIFICATION OF THOSE AGREEMENTS 
UNSC RESOLUTION HAS THE FORCE OF LAW IN CROATIA. THIS IS THE 
ARGUMENT THAT WAS SUCCESSFULLY USED TO FREEZE 
TERRORIST-RELATED ASSETS LAST YEAR. OUR CONTACTS TELL US 
THAT WHEN CERTAIN AMENDMENTS TO CURRENT LAW ARE ADOPTED WHICH 
EXPLICITLY STATE THAT UN RESOLUTIONS BECOME DOMESTIC LAW 
ASSET SEIZURE PROCESS SHOULD BECOME SIMPLER AND FASTER. 
FRANK 


NNNN 


13643 

consequences of the construction of a wall in the occupied 
Palestinian territory.\" Israeli Embassy officers were also 
delivering Israels statement at the same time 

legal officer said that more than a dozen such statements had 
already been delivered by this morning. It was the latterVs 
expectation that approximately thirty written statements 

would be submitted by day\'s end. The Court Registry will be 
working over the weekend to copy all statements and make them 
available to United Nations Member States on Monday. Upon 
receipt 
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3. (SBU) Emboffs have learned that one of the issues the 
Court will be considering in coming weeks is the amount of 
time to be devoted to the oral proceedings 

begin on February 23. Registry legal officer explained that 
the hearings could occur over two full weeks 

amount of time depends upon the number of participating 
parties. It remains unresolved how much time each 
participant would be allotted during the hearings. The Court 
will also have to determine the order of the hearing and 
whether to include a second (i.e. rebuttal) round. These 
decisions will be taken after the February 13 deadline for 
parties to indicate whether they intend to participate in the 
oral proceedings. The registry officer indicated that 
assuming a desire to participate in oral proceedings 

might be given the floor first 

Israeli advocates (who would be given \"more\" time than other 
participants) 

alphabetical order) 

the Arab League and Organization of Islamic Countries) that 
the Court has already authorized to participate. 
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and politically motivated. Critics from within Schily\'s own 
party 

have been almost as vocal. Steinbrueck wrote a letter to 
Chancellor Schroeder on the matter calling for 
reconsideration of the relocation plans. In an unusual 

move 

Zeul (SPD) spoke to 6000 protesters at a rally in Wiesbaden 
on January 24 

cabinet and demanding that Schily withdraw the relocation 
plan. Many BKA employees have vigorously opposed the move 
claiming that they were \"hoodwinked\" by BKA leadership. 


4. In a letter to minister-presidents in the other fifteen 
German states 

question Germany\'s strong tradition of federalism and 
potentially jeopardize other federal agencies around 
Germany 

Federal Labor Office (Nuremberg) 

Protection of the Constitution (Cologne). Koch has received 
support from other minister-presidents 

Pfalz M-P Kurt Beck (a locally popular SPD figure with 

strong party connections) and Bavarian M-P Edmund Stoiber. 


5. Media critics point to the high cost of the relocation 

(at least 500 million euros) and question whether the move 
would make the BKA more effective. Schily took hits from 
all around 

media obtained a videotape of a high-level BKA meeting 
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casting BKA leadership in a negative light. Schily has 
committed to reconsider the proposal \"from the ground up\"; 
political observers expect BKA president Kersten to lose his 
job over the controversy. 


6. COMMENT: Schily\'s failure to seek cabinet approval or 
consult state politicians before announcing the plan has 

left him isolated against a strong and bipartisan tide of 
opposition. A strong BKA is a critical component of German 
cooperation in the war on terror 

over the proposed move to Berlin could hamper the agency\'s 
operational effectiveness 

plans to bring all terrorism-fighting agencies together in 

one city. Schily\'s announcement follows a decision last 

year to move the Bundesnachrichtendienst (BND - Germany\'s 
equivalent of the CIA) from Pullach (near Munich) to Berlin. 
Concerns over upheaval within the BKA 

relocation 

North Rhine-Westphalia and Hesse may sink the idea for good. 
END COMMENT. 
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continues to grind on in Anambra State. There have been 
accusations that the GON 

is doing nothing to bring peace and order to Anambra 

fact 

Chris Ngige. Possibly in response to those charges 
President Adolphus Wabara has attempted to broker a truce 
between Ngige and his \"godfather\" 

Wabara brought the two opponents together twice 

and last week 

officials 

traditional rulers. The result of these meetings was the 
so-called \"Owerri Peace Accords\" 

weighted in Uba\'s favor 

office. 


2. (U) Neither side respected the agreement. Uba immediately 
got a friend on the high court in Enugu State to issue an 

order ousting Ngige from office. The Ngige faction persuaded 
the Appeals Court to reverse the Enugu court and the Governor 
celebrated by choosing his own Deputy Governor -- in 
contravention of the \"Реасе Accords which had given Uba the 
right to pick the Deputy Governor. Meanwhile 

Senate 

Committee\" for the \"Peace Accords.\" 


3. (U) All parties are behaving as if the crisis has been 
resolved in their respective favors. The Inspector General 

of Police 

he restore Ngige\'s police bodyguard that was taken from him 
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by the Enugu court order. Ngige travels around Anambra and 
Abuja with private bodyguards and is much photographed doing 
his gubernatorial duties -- handing out prizes at high 

schools 

appointing his cabinet. Sometimes 

he doesn't trust anyone to do it for him. Yesterday 

armored car reportedly broke down. Uba 

vacation abroad 

attempting to pay off federal legislators to get them to 

declare a state of emergency in Anambra and put him in power. 
There are new players and court decisions every day and no 
final resolution in sight. 


Anambra - Police action: good 


4. (U) Inspector General Balogun announced January 27 the 
discovery of a large cache of illegal guns in the huge and 
sprawling Onitsha market. The guns were discovered during 
the capture of six men described as burglars and two others 
said to be \"arms dealers.\" Along with the guns 

discovered blank gun license forms and blank Nigerian 
international passports. A police spokesman told the 
Guardian newspaper that the police are not yet certain what 
the guns and official forms were being stockpiled for 

that \"it was generally believed that they might be intended 
for no good.\" Balogun issued a statement praising the 
Anambra police units and in the same statement said that his 
new program to fight corruption in the police force had 
resulted in the firing or prosecution for corruption of 

almost 900 policemen nationwide. Sixty-five will be tried 

for extorting money (\"dash\") from motorists. The saga 
continues. 
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Al-Hitar also confirmed that there is a very high likelihood 

that the International Criminal Court (ICC) will be ratified 

by Parliament soon. While he did not provide specific 
proposals for follow-up from the January HR/Democracy/ICC 
conference (ref b) 

\"weapon\" to change regimes from within and that a dialogue on 
democracy is the way to restore U.S.-Islamic relations. 
Because of concerns that external factors would lead to an 
unpalatable outcome 

of a proposed conference on moderation of religious messages 
to be hosted by Yemen\'s Ministry of Awqaf (ref a). End 
summary. 


Fewer Than 30 Recommended for Release; 
Remaining Detainees Face Criminal Charges 
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2. (c) On the status of the dialogue 

that there are fewer than 30 detainees remaining that have 
been recommended for release by the group 

are slated for criminal prosecution. He said that it is not 

in the interests of either the U.S. or Yemen to imprison 
innocent individuals 

not apply to suspects in the Cole or Limburg bombings 

cited our mutual interest in moving the prosecutions of these 
suspects forward 

effect. Al-Hitar said he recommended that the last group of 
less than 30 be let go over the Eid-al-Ahda holiday (February 
1-3) 

have delayed the process. When asked about the timing of 
releases 

particular number of prisoners in detention at any one time 
and not on a pre-determined holiday schedule. (Note: the 
first two groups were released over or just after Ramadan in 
2002 and 2003. End note). 


3. (c) Al-Hitar said that elements of the parliamentary 

opposition have used the detainee issue 

to releases 

a tie between the regime and the \"extremist\" detainees -- 

which they believe has a deleterious effect on the regime\'s 
reputation. He also confirmed that security forces had 

recently arrested a small number of suspects based on 
information developed from detained Al-Qaida member Abu Asim 
al-Makki. 


4. (c) When asked if he had participated in the dialogue on 
Constitutional issues related to extradition for criminal 

cases 

However 

the ROYG needs to be very sensitive to public 
opinion/reaction 

because of the 2002 al-Harithi incident accompanied by 
accusations from the opposition that it had abandoned its 
sovereignty; and (2) the ROYG and the opposition are both 
committed and very close to ratifying membership in the ICC 
which would automatically lead to constitutional amendments. 


5. (c) On the extradition issue 

is a \"possibility that such an action would strengthen 
U.S.-Yemeni relations 

considered 

ensure that such an action would not provide ammunition to 
the political opposition/extremists. Comment: Along with 
Foreign Minister Qirbi\'s comments іп a February 5 Al-Jazeera 
interview on Jaber al-Banna that \"the question should be 
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whether the Yemeni law applies to him as a Yemeni or as a 
Yemeni who abandoned his Yemeni citizenship 

constitute a softening from the blanket denial from various 
sources that stated extradition was impossible due to 
constitutional prohibitions. End comment. 


5. (c) At the invitation of the UK government 

likely to be traveling to the UK later this month to discuss 
the dialogue process. He welcomed the opportunity to meet 
with U.S. visitors to Yemen to discuss the issue 

several times that he would welcome an invite to travel to 
the U.S. 

an IVP program) changed both his thinking and personal 
behaviors in a positive way. 


6. (c) Asked about follow-up from the recent HR/Democracy/ICC 
Conference hosted by the ROYG (ref b) 

would like to see a U.S. strategy for the Middle East based 

on the outcome of the January meeting. He commented that 
Yemen is \"competing\" for a role in the region 

democracy is its only card. He clarified that the conference 

was put forward in the context of creating a \"slow-burn\" or 
simmering effect for democratic dialogue and reforms 

that democracy can be used as a \"weapon\" to change regimes 
from within countries. He stated several times during the 
meeting that a dialogue on democracy is the primary way to 
build/restore U.S.-Islamic relations. 


7. (c) On the proposed Ministry of Awqaf (Endowments and 
Religious Guidance) conference on religious moderation (ref 
a) 

prepared a program and proposed guest list for the event 
that over Ramadan he counseled against going forward because 
of concerns that Iraq would dominate the discussion. He 
characterized the conference as a V'double-edged sword 
saying that although it is aimed at moderating religious 
messages 

believes things are too V'emotionalV right now and that 
outside influences (e.g. 

strong for participants to ignore. 
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they have been promised by their politicians. 
HINSON-JONES 
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of save and re-invest in the region 

may have started purchases of construction 
commodities related to new up-scale personal 
housing 

its way to Istanbul or elsewhere outside the 
region. 


4.(SBU) EUCOM Forward liaison contacts who have 
been working the ground line of communications 
since Spring 2003 note some economic development 
along the approximately 600 KM route 

more available consumer goods in Silopi and the 
appearance of several truck stop-like break areas 

on the western and central parts of the route. 

They note 

is in bad repair 

Gaziantep and Sanliurfa 

provinces. Comment: Consulate concurs based on 
its own recent travel along route. End Comment.) 


5.(SBU-BUS SENS) SANKO representatives have 
indicated that they have little exposure to 2003 

Iraq border trade beyond significant sales of 
SANKO-Group NESTLE joint venture bottled water. 
They described these plants as working at almost 
full capacity 

bottling capacity 

profitable 

bottling soon would start. They said that they 
would await further security stabilization before 
considering participation in the lraqi market 
focusing instead on increasing efficiency in high 
value-added textiles and expanding their 

synthetic textile production. 


6.(SBU-BUS SENS) The SANKO representative hinted 
that the group would like an outside investor to 

join them in significantly expanding their small 
naptha-cracking facility in Yumurtalik 

Adana 

base 

already have more than adequate land at the 

existing site for significant plant expansion. 
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7.(SBU-BUS SENS) A young 

quickly rising 

textile firm which is entirely owned by a 
prominent Kurdish family told PO in late January 
that he had visited Iraq twice recently and found 
it highly underdeveloped. Nevertheless 

early access to projected later growth sectors 

he wanted to buy a currently empty entire textile 
factory in Kirkuk and added that he was willing 
to buy all northern Iraqi cotton output for 2004 

to get the plant running. He projected that he 
could employ up to 400-500 people should he be 
able to complete the sale. He said that 
completing the transaction was still unclear 
because his family found it somewhat \"disloyal\" 
for him to invest in Iraq now because the 
southeast Turkish economy was suffering so. 
Nevertheless 

Iraqi lawyer to \"work the system in northern 
IraqW and would proceed over family whisper 
dissent if he could find adequate trustworthy 
Iraqi management for the enterprise and a manner 
to secure a durable business license and 
transparent tax treatment. He also strongly 
stressed his desire to see at least the U.S. 
import Iragi-source textiles on a quota-free 
basis. 


8.(SBU-BUS SENS) In the interim 

was starting a northern Iraqi-based water 
bottling business 

experience in the sector 

more experienced Turkish partner. He said that 
he found a suitable source when looking for 
textile factory sites during a November 2003 
visit to Iraq. 


9.(SBU-BUS SENS) A Cizre local contact presented 
another side of the Iraqi border trade to PO 

recently. He said that the heavy truck traffic 

heading into/out of Habur Gate had heavily 
damaged area roads and created environmental 
damage 

(Comment: Silopi and Cizre municipal officials 

and local travel corroborate this statement. End 
Comment) This contact also noted that local 

traders now have to pay \"rich businessmen\" for 
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the right to carry a legitimate cargo into lraq 

in order to buy low-cost Iraqi fuel to bring back 
to Turkey to sell on the gray market. Given 10-12 
day transit times through Habur and the 100 
dollar a load \"cargo access fee\" supposedly 
involved 

on perhaps 500-600 dollars a month 

they had to spend on food and board in Iraq 
waiting to clear lengthy Turkish customs 
procedures on each trip. He said that this was 
deepening the \"rich-poor divide\" in deep 
southeast Turkey and building resentment at the 
border trade situation. 

REID 
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deliberations. Pereira told AID Director that he admires the 

U.S. Supreme Court\'s method of accrediting media (which gives 
the press greater continuity on complex legal issues) and 

wishes to mirror it in Panama\'s Supreme Court. Legal 

insiders doubt Pereira acted to protect the integrity of the 
deliberative process and suggest instead that he wanted to 
shield the judiciary from public scrutiny. 


2.(C) Justice Pereira has expressed interest recently in 
learning more about USAID\'s Administration of Justice Program 
in Panama 

untested. Pereira paints his management style as inclusive 
and he claims that he will base his decisions on the will of 
his peers 

\"buy-in\" for reform from other Justices. Arjona\'s 
unflinching dedication to reform at all costs contributed to 
his peers\' unwillingness to collaborate with him. At the 
same time 

elements of the judiciary 

executive branch interference via patronage appointees and 
political manipulation. If our long-term collaboration with 
the Supreme Court under Pereira turns out to be fruitless 
Embassy is studying ways to increase its support to 
demand-based civil society initiatives that press for 

judicial reform from the outside in. END SUMMARY 


(SBU) Anti-Arjona alliance 

3. (C) A bipartisan alliance of Justices linked to both the 
Arnulfista Party (PA) and its perennial opponent 
Revolutionary Democratic Party (PRD) united to elect Pereira 
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Burgos. Embassy interprets this unusual alliance as a 
backlash against Justice Arjona 

own 

the other Supreme Court Justices to Arjona\'s reform efforts 
often was rife (based as much on personal animosity towards 
Arjona\'s style as on opposition to the reforms themselves.) 
Arjona\'s colleagues actively politicked against him before 
the October internal elections. (See Reftel A.) On October 
23 

Arjona 


(SBU) Pereira\'s political colors 

4. (SBU) Cesar Pereira Burgos 

Advisors\" to President Moscoso until his January 2000 
appointment to the Supreme Court 

political inclination in a January 5 speech. In addition to 
Moscoso\'s 1999 campaign 

Guillermo Endara\'s 1989 campaign and served as Endara\'s 
Ambassador to the UN (1990-92) and Agriculture Minister 
(1992-94). Pereira Burgos claims \"an old friendship\" with 
hardline Arnulfista and Legislative Assembly President Jacobo 
Salas 

representing Herrera province 

Several Supreme Court observers have also suggested that 
Pereira has ties to ill-reputed businessman and Moscoso 
confidant Augusto \"Onassis\" Garcia 

described in Reftel B. 


5. (C) Before taking charge of the Court in January 2004 
Pereira attempted to have the controversial PECC corruption 
case (Reftel C) transferred to his jurisdiction from that of 
another Justice 

vetoed. That case may be an anomaly 

personal animosity toward the defendant 

Alvin Weeden. Observers suggest that Pereira was 
transmitting a message from President Moscoso who did not 
want to be next in line if Weeden were left unchecked to 
investigate her predecessor 

(1994-99) for corruption. Nevertheless 

Pereira didn\'t insist on the transfer over the protests of 

his colleagues is a positive sign. 


(U) Comment: Getting to know you 

6. (C) Prior to his election as Supreme Court President 

Cesar Pereira Burgos was known primarily as a grumpy old man 
with a tendency to speak out of school 
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and conspicuous consumption. Pereira is certainly not a 
model reformer 

the Panamavs hierarchical judiciary. A recent Embassy 
interaction might point to a more positive relationship with 
the Court. The CourtVs chief statistician asked Embassy to 
request formally that Pereira release statistics which should 
be available publicly 

Pereira promptly released the statistics. While structural 
reform in the judiciary requires greater conviction than 
releasing statistics 

thus far is indicative of a greater commitment. However 
are preparing to pursue other (civil society-based) 
initiatives that would advance our judicial reform goals in 
the event that Pereira turns out to be obstructionist in his 
leadership of the Court. 
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foreign portV' status 

Dept. team would be in Panama January 27-30 to conduct 
research on the economic effects of changing Panamavs status. 
The results of that research will help the USG make a 
determination on PVSA. 


Investment 

4. (SBU) Investor interest in Panama is rising 

Jacome told Ambassador Reich 

estate in Boquete 

added that the Bell South and Manzanillo International 
Terminal (MIT) investment disputes are close to being 
resolved. Recently 

the same day 

popularity as a tourist destination. Panama expects 4% 
growth this year 

Reich said he had noticed a big change in Panama CityVs 
skyline since his last visit 10 years ago. Jacome said that 
chances are good that Dell Computer soon would decide to 
rapidly increase its call-center personnel and make a 
significant new investment. 


Drug Lord Arrest 

5. (SBU) Amb. Watt thanked President Moscoso for Panama\'s 
excellent cooperation with Embassy and U.S. law enforcement 
officials in the recent arrest and deportation of Colombian 
kingpin Archangel de Jesus Henao Montoya 
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on drug charges. (Note: Henao Montoya has been described as 
one of the Hemisphere\'s leading drug lords.) 


6. (C) Cuban President Fidel Castro (and Venezuelan 
President Hugo Chavez) likely will attend the February 13-14 
Caribbean Heads of State Summit (Association of Caribbean 
States) meeting 

Minister Arias said Panama had asked Castro not to come. 
President Moscoso and FM Arias agreed that Venezuela is 
becoming \"more like Cuba.\" 


Trial of Anti-Castro Cubans 

7. (SBU) Arias added that Panama\'s Miami consulate had been 
picketed more than once by anti-Castro demonstrators 
demanding the release of four anti-Castro Cubans soon to be 
tried in Panama for conspiring to murder Castro in Panama 
during the November 2001 Ibero-American Summit. The accused 
are Luis Posada Carriles 

Guillermo Novo Sampol (AmCit) 

(AmCit). (Note: Panama considers Posada Carriles to be a 
Cuban citizen.) The first hearing in the trial 

constant delays 

and B). Panama has rejected Cuban demands for extradition. 


8. (U) Special Envoy Reich did not have the opportunity to 
clear this message. 
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Panama Canal Authority. End Summary. 


2. (SBU) All four of Panama\'s presidential candidates met 
privately with Special Envoy Reich and Ambassador Watt on 
January 22 

running mates or their campaign managers. 


Ricardo Martinelli 


3. (SBU) Martinelli 
Papadimitriu 
against corruption as the only way to increase jobs and 
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investment and gave strong support to Amb. Reich\'s January 21 
speech declaring that the United States would no longer issue 
visas to corrupt officials. (See Ref A.) Martinelli also 

repeated his theme that U.S. troops should return to Panama. 
Martinelli said he would run the GOP \"like a business\" and 
would work to convince Panama\'s people \"to have faith in the 
system\" because unfortunately the system is \"guilty until 
proven innocent." According to Martinelli\'s own poll 

(conducted by Greenberg 

pollsters) 

1196 

(45%) and Endara (30%). He accused the PRD of \"rigging\" poll 
results that show Torrijos ahead with 49% and Martinelli last 
with 596. 


Martin Torrijos 

4. (SBU) Torrijos promised a 100-day legislative marathon 
following his inauguration as president to pass laws to 

reform social security and encourage large-scale investment. 
He also promised to revitalize the government transparency 
law by eliminating President Moscoso\'s restrictive 
implementing decree 

Torrijos hopes to conclude a bilateral commercial agreement 
with Colombia to lure Colombian capital and entrepreneurs to 
Panama. Torrijos noted that only the Democratic 
Revolutionary Party (PRD) has good relations with Cocle 
Province residents who are in the path of Canal expansion. 
Vice presidential candidate Samuel Lewis Navarro (Refs B and 
C) said the Torrijos campaign shared many U.S. concerns 

as security 

pointed out that all three PRD candidates 

VP candidate Ruben Arosemena 

universities. 


Jose Miguel Aleman 

5. (SBU) Shrugging off single-digit polling results 

Arnulfista standard-bearer Aleman predicted a V'final battle\" 
between himself and Martin Torrijos. He declared himself 
surprised but pleased that the bilateral Free Trade Agreement 
has a good chance of becoming reality 

to the good relations between President Moscoso and President 
Bush. Aleman commented that V'too many party people\" are 
appointed at all levels throughout the government 

affects Panama\'s democracy. Aleman said he is on the street 
every day where he finds \"much enthusiasm\" for his campaign. 
He noted that the Arnulfistas are fielding some 1800 

candidates and he predicted a clean electoral process. In 
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the session with the other candidates 

Panama\'s beef 

employ many people (which is why Aleman and Endara 
their strength in the countryside 

trade). 


Guillermo Endara 

6. (SBU) Endara\'s vice presidential running mate (and 
ex-schoolmate) 

\"special\" U.S. relationship were over; what Panama now seeks 
are \"excellent\" relations with the United States. \"Our 
government (1989-1994) never stole a dollar 

adding that it was about time Panama had a government that 
can convince people that it knows what it is doing. Endara 
promised to \"do what we did before 

his close relations with former Ambassador Hinton 

1989 \"Just Cause\" invasion restored Endara as president. 
Endara expressed interest in working closely with the USG on 
security (see Ref D) 

identify citizens or residents with links to international 

terrorist groups. 


Luncheon With GOP/NGOs/private sector 

7. (SBU) Prior to meeting the four candidates 

hosted a luncheon for Special Envoy Reich at which the themes 
of government financial transparency 

and Canal bidding practices were discussed intensively. 
Several participants asserted that the state was in dire need 
of overhaul and modernization -- \"Why should our civil 
servants be job hunting every five years?" they asked. 

(Note: Panama has no professional civil service. Government 
employment is subject to the \"spoils\" system 

ruling party can appoint everyone from minister to postal 
clerk.) Canal Administrator Aleman Zubieta argued for a 
change in the Passenger Vessels Services Act (PVSA) that 
would allow Panama to serve as an embarkation point for 
cruise ships 

permit internet bidding like the system now used by the Canal 
Authority. Guests included embattled Controller General 
Alvin Weeden 

Catholic Archbiship of Panama 

Vice Foreign Minister Castrellon 

civil society 
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delegates\" on January 31. That convention will go ahead as 
scheduled 

Jorge Blanco 

President\'s legal adviser Guido Gomez Mazara. 


(C) Four PRD dissident candidates including Vice President 
Milagros Ortiz-Bosch and Tourism Secretary Rafael \"Fello\" 
Subervi plan to boycott the convention as they did the 
primary. Subervi criticized Jorge Blanco for \"dividing the 
PRD\" by calling the convention. Ortiz-Bosch denied reports 
that she had dropped out of the race (Ref A) and said she 
would stay the course. A close adviser to Subervi told us 
the convention might remove PRD president Hatuey De Camps -- 
who fiercely opposes Mejia\'s re-election bid -- and elect 
President Mejia to the job. Subervi 

general 


(SBU) Mainline PRD leaders 

Mejia\'s PPH faction 

proposed change to the election law (Ref D) as a strategem to 
bring the dissidents back into the fold. Despite public 
demonstrations against it and the PRD failure on January 15 
to get a quorum in the House of Representatives 

so-called \"law of the preferential presidential vote\" (aka 
\"law of slogans\" or \"ley de lemas\") looks like it\'s on its 
way to passage. Ortiz-Bosch and Subervi 

contacts 

nominating them as additional presidential candidates in the 
event the election bill passes into law. 


(C) The Senate approved the draft law on the first reading 
January 27. Senate President Jesus Vasquez Martinez and 
Chamber of Deputies President Alfredo Pacheco have both said 
they would seek civil society opinions before final approval. 
Both have expressed reservations about whether the bill is 
constitutional -- Pacheco (protect) told us flatly that it 

is not -- but have indicated they will let discussion go 

forward. Once the measure is passed it will go to the Supreme 
Court for constitutional review before the President will 

sign. Experts in civil society remain opposed to it. 

President of the Central Electoral Board (JCE) Luis Arias 
predicted that the measure 

at the polls. 


And In This Corner 


(U) Leonel Fernandez capitalized on his front-runner 
position 

of Santo Domingo on January 26. Thousands of participants 
filled streets along the route with bright purple PLD flags 
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and pictures of the candidate 

atmosphere. Leonel grabbed headlines by accusing President 
Mejia of trying to ram through the electoral law revision to 
enable his own re-election and establish a \"dictatorship\" -- 

a hot-button reference to the country\'s long history of 

leaders who changed the election rules to keep themselves in 
power. Fernandez supported the upcoming two-day national 
work stoppage \"against the government that has so mistreated 
the people 

hammered away at his campaign theme: \"Because of the 
irresponsibility and ineptitude of the present 

government 

in its history.\" 


(C) A political adviser to Mejia told us police reports 
estimated the number of marchers at 40 

from the number of buses that brought them into the city. 
According to the adviser 

commenting that if those were all the PLD followers Leonel 
could mobilize by paying \"millions\" for their transportation 
food 

PRD could beat them handily. 


Elections Board Formally Invites Observers 


(U) Meanwhile 

(JCE) announced that it had invited the UN 

NDI 

to observe the presidential election process 

in advance of May 16 if they desired. The announcement had 
been long expected. The timing of it did little to bolster 

the public\'s weak confidence in the impartiality of a JCE 

that is widely viewed as packed with judges from the ruling 
PRD. 


(SBU) NOTE: The Ley de Lemas: The proposal would allow up to 
five presidential candidates from the same party to compete 

in the general election on May 16; if no candidate wins an 
absolute majority 

most-voted parties would enter a second round 45 days later. 

In our opinion this disposition is contrary to Article 90 of 

the Constitution 

President are elected by direct vote. 


2. (U) Drafted by Bainbridge Cowell. 
HERTELL 
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would be no change of policy.\" V'Honduras 

Vis planning to rotate its first battalion for a second one. V 
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He indicated that the rotation would take place in 
mid-February. Maduro also reiterated that Honduras would 
continue to support international efforts aimed at the 
pacification 


3. (C) A clear sign of the political price to President 

Maduro is reflected in comments made by his Nationalist Party 
Deputy 

Committee. Separately the same day 

generally pro-U.S. and supportive of our interests 

reporters that it would not be convenient to extend the 

presence of Honduran troops in Iraq. Bonilla stressed that 

the Congress had approved a one-year deployment to Iraq which 
had always indicated a rotation of a second battalion to 

replace the first. However 

Branch would have to seek congressional approval to prolong 
Honduras\' military participation in Iraq. With a clear eye 

on recent public opinion polls 

\"did not believe it would be most convenient (for Honduras) 

and did not believe that extending (the Honduran presence) 

was a policy shared by the United Nations and other involved 
countries." (COMMENT: President of Congress Pepe Lobo told 
the Ambassador he believes he can win Congressional approval 
for an extension of the Honduran deployment for another year. 
END COMMENT.) 


4. (U) A recent poll published on January 13 in El Heraldo 
newspaper showed that 77.8 percent of the residents of 
Tegucigalpa opposed the deployment of Honduran troops to 
Iraq 

supported the deployment. The poll had a margin of error of 
five percent. 


5. (C) Ambassador and EmbOffs met January 27 with the new 
commander and deputy commander of Task Force Xatruch. 
Ambassador thanked the Task Force for its bravery and 
dedication and wished them a safe deployment in Iraq. The 
second contingent departs Honduras for Iraq early next week. 
The Commander remains very concerned about the security at 
the base housing the Honduran deployment 

problem of having the troops meals picked up and delivered 
on a regularly scheduled basis three times a day. 


6. (SBU) At a January 27 luncheon at the Ambassadors 
residence and in other recent discussions with EmbOffs 
Defense Minister Federico Breve and Chief of the Joint Staff 
Isaias Barahona underscored Honduran resolve in support of 
reconstruction efforts in Iraq. They especially noted the 
positive impact the deployment was having on the troops in 
Iraq. The troops strongly support their mission and the 

public comments of those soldiers who have returned early due 


Column 3 

to injuries have been unequivocally positive about the role 
and conditions in Iraq. Breve and Barahona expressed 
satisfaction that there had been no serious injuries or 
fatalities involving Honduran troops 

attacks on their compound. Barahona believes the troops are 
well trained 

a suspected Iraqi terrorist outside the base. Breve 
however 

is having on the Armed Forces budget given the increased 
costs of salaries and benefits. 


7. (C) Breve also echoed security concerns due to the fact 

that the Hondurans must make three food runs a day to pick up 
their food. While the time of each pickup could be varied 
somewhat 

This concern has also been reported in military channels. 


8. (C) Breve has also repeatedly highlighted the desire for 

the USG to provide concrete assistance to the Honduran Armed 
Forces in response to strong Honduran support for Operation 
Iraqi Freedom. In particular 

FMF with other Central American countries. Honduras wants 
financial assistance for such priorities as airplane fuel for 
intercepting narcotrafficking planes 

counternarcotics efforts 

aging fleet 


9. (C) Comment. It is ironic that a task force providing 
support to a key U.S. foreign policy objective is named after 
the leader of the Honduran effort to defeat the American 
filibuster William Walker in Central America in 1856-7. 
Honduras has not wavered in having Task Force Xatruch fulfill 
its commitment to Operation Iraqi Freedom 

and budgetary costs. However 

cognizant of the disparity in FMF assistance in the region 

and are seeking to end this imbalance as a stalwart ally of 

the U.S. in гад. End Comment. 


10. (U) Minimize considered. 
PALMER 
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their employers owed them back wages 

from one month to 38 months. Several also claimed their 
employers had beaten them; only one 

tell 

by KRCS indicated that at an average monthly wage equivalent 
to about USD100 

USD135 

far more than they had imagined 
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budget could absorb 

employers. (COMMENT: the only way to make that square with 
prompt repatriation would be for the women to fly home first 

and be paid later -- something they may be very reluctant to 

do. END COMMENT.) 


4. (C) Arrangements were in process with the Kuwaiti Air 
Force to repatriate some 170 of these domestics during the 
second week of February (shortly after Eid al-Adha) 

70 passengers per flight. Khalaf hoped that domestics of 
other nationalities 

benefit from this service. 


5. (C) Khalaf (protect) offered his personal opinion as to 
steps needed to gain control of the problem of 
exploited/abused domestics 

drain on his time and on Kuwait\'s bilateral relationship with 
Indonesia: 


- tighten control over the recruiting agencies 
Kuwait and source countries; 


- promote awareness in the source countries 
domestics know their rights; 


- shift responsibility for domestics from the Ministry of 
Interior to the Ministry of Social Affairs and Labor (because 
Interior has \"a police mentality 

mentality\"). 


6. (C) COMMENT: That a Kuwaiti ambassador has felt the need 
to take such an initiative is both encouraging (a sign of 

growing awareness and responsiveness) and disappointing 
(reflecting the absence of a concerted GOK response). That 
Amb. Khalaf turned to the US Embassy indicates that our 
publicized concern about trafficking in persons is 

increasingly known and understood in 


13659 
choice but to do the President\'s bidding 
friendship | want you to know what happened.\" 


5. (C) In discussing the upcoming elections 

the IRPT had a long-term outlook. (See Ref A) Realistically 
speaking 

election were fair and transparent. (He hastened to add 
however 

looking to the next parliamentary election -- in 2010 -- as the 
one when a viable alternative to Rahmonov could emerge. This 
would be the first election in which the post-civil war 

generation would participate 
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economic opportunities would not be flavored by the desire for 
stability that overrides any democratic tendencies in most of 

the present electorate. Nonetheless 

his muscles and chipping away at the IRPT with the recent arrest 
of Shamsiddinov (Ref B). 


6. (C) President Rahmonov 

started his campaign for parliamentary elections. By 

intimidating independent media 

not much light is shined on his election tactics. (Ref C) And 
Kabiri averred 

communityVs urging to reform the current election law by \"taking 
over\" the process. Once he -- via the PDPT\'s control of 
parliament -- brings a draft election law before parliament 
reforms will only be to increase the PresidentVs hold on power. 


7. (C) Kabiri readily admits that Rahmonov himself is popular 
with the electorate. In a private and confidential poll 
conducted by the IRPT 

of those polled. The second leading candidate -- who Kabiri 
would not name -- had support from 1196 of those polled 

Nuri 


8. (C) Regarding the future of the IRPT 

considering changing its name 

Nuri decided that it might be time to do so and discussed this 
with the President. Rahmonov told him that it would not be a 
good idea at the present time 

Rahmonow\'s reasoning as Machiavellian -- the President likes to 
hold up the IRPT to foreign visitors as the only legal Islamic 
party in Central Asia and wants to raise the specter of an 
Islamic V'Taliban style\" party to the electorate. Kabiri also 
said that Nuri was ready to leave the leadership of the party 
and turn it over to him 

assume this position. 


9. (C) In fact 

candidate for president from any of the opposition parties 

only there were a viable candidate. The only person who Kabiri 
believes could measure up is Rahmatullo Zoirov 

Social Democrat Party of Tajikistan. But as Kabiri said he told 
Zoirov 

(Zoirov is an ethnic Uzbek.) 


10. (C) Bio note: Kabiri was open and frank in his assessments 

and commented how much he enjoyed the discussion. Unlike most 
Tajik politicians 

them thoughtfully. He spoke in Tajiki and English 

he clearly preferred Tajiki 

more than adequate. He obtained his new Mercedes only two weeks 
ago. He owns a company that imports Russian cars and cranes 
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selling many of them in Afghanistan. One Afghan customer could 
not pay for the delivery of a crane and gave Kabiri the Mercedes 
instead. Its likely that Kabiri will sell the car soon rather 

than risk trying to service it in Dushanbe -- the closest 

Mercedes Benz dealer is thousands of miles away. 


11. (U) Kabul minimize considered. 
HOAGLAND 
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into Burma. End summary. 


Battening Down the Hatcheries 


2. (SBU) In response to outbreaks of \"bird flu\" elsewhere in 
Asia 

to address the prospects of the disease moving into Burma\'s 
chicken population. The joint Ministry of Health/Ministry of 
Livestock and Fisheries \"Work Committee for Prevention and 
Treatment of Avian Influenza\" determined that there was no 
flu in Burma (a notion later seconded informally to the Chief 

of Mission by the local WHO rep) but that preventive measures 
should be initiated immediately to educate the people and 
strengthen controls on imported chickens. 


3. (SBU) This latter measure became more urgent after January 
23 

Burma\'s imported chicks 

harboring several cases of the disease. On January 24 
Committee announced a moratorium on the import of any poultry 
products without a health certificate verified by the 

Ministry of Livestock and Fisheries. The Committee also 
announced it would order local SPDC cadres and health and 
livestock officials to increase inspections across the 

country of local poultry farms -- especially those in the 14 
townships along the Thai border. Finally 

launched an aggressive education campaign in local media 
aimed at both farmers and consumers. The GOB has not yet 
ordered any culling of Burma\'s chicken flocks 

are rumors that the Committee has pre-emptively ordered the 
quarantine of chicken farm workers along the Thai border. 

This has not been verified 


Chicken Farming a Booming Business 


4. (SBU) The GOB\'s vigilance is wise considering the huge 

number of domestic and imported chickens raised and sold 

across the country. According to a Ministry of Livestock and 
Fisheries official 
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raised in Burma. Burmese farmers -- including at government 
and military-owned farms -- have been raising increasing 
numbers of chickens in response to a government campaign to 
produce more \"Myanmar meat and fish\" to feed booming urban 
populations and the supposedly increasing number of foreign 
tourists. For the latter audience local chicken farmers have 
been importing more and more Thai chicks (known as \"CP 
chickens 

in recent years -- 12 million in 2003. Native Burmese 

chickens are what we would affectionately call \"free range;\" 
quite tough and scrawny 

eggs. The CP chickens 

better health 


eggs. 


5. (SBU) A local chicken farmer with whom we spoke said that 
he knew of no outbreaks of the avian flu. However 

somewhat superstitiously that fellow Rangoon-area poultry 
farmers had been complaining about a reduction in egg 
production in the latter half of January. He also mentioned 
the sudden deaths of 30 

Burma-Thai border in mid-January 

colder than normal weather in that region. 


Comment: Is it Really Safe? 


6. (SBU) As during the SARS scare of 2003 

difficult to know for sure whether Burma remains avian flu 
free. The government has made its claims 

all clear that the GOB would make an announcement if it found 
evidence of the flu -- instead possibly dealing quietly with 
the suspected cases and maintaining the \"flu free\" posture. 
Even with best intentions the GOB will have little luck 
controlling the lengthy and porous Thai border if someone is 
intent on importing potentially infected Thai chickens. The 
plummeting local price of chicken meat and eggs 

makes it economically illogical for a Burmese farmer to do 
so. End comment. 

Martinez 
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manufacture 
market for about 80 percent of its orders. 


3. (C) Industry representatives are not in accord on the 
viability of the garment sector once global quotas are 
abolished in 2005. Some think they could take advantage of 
rising labor costs in China to squeeze out some market share 
based solely on low wages. However 

high non-wage costs of production in Burma 

energy costs 
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inputs 

the garment sector. All agreed 

sanctions continue through 2004 nothing can save the 
remaining garment factories. No matter their assessment 

of the garment manufacturers with whom we spoke are packing 
their parachutes 

greener pastures by the end of this year. 


Critical Condition 


4. (C) According to estimates given us by several garment 
factory owners 

August 2003 

closed. 50 

shuttered plants and other factories trying to stay alive by 
sloughing off a few workers every month. The manufacturers 
told us that most of these closures and lay-offs had occurred 
in the first few months of sanctions 

was in stasis at the moment. Some unexpected 

short-term 

closures 

reported in the media. 


5. (C) Though the fate of the newly unemployed workers 
mostly young women 

an anecdote which provides an unscientific glimpse at one 
group of workers. He told us that when he recently contacted 
300 ex-workers to try and rehire them to take advantage of 
some new orders 

his offer. Of the 240 that refused to come back 

about 180 had gone back to their rural hometowns and were 
opined 

city. Another 50 had stayed in Rangoon and taken lower 
paying 

entered the entertainment industry 

had become waitresses or karaoke hostesses rather than 
prostitutes. 


Government Help is Too Little Too Late 


6. (C) As mentioned in reftel 

half-hearted effort to hire some laid-off workers to take up 
similar positions (at less than half the pay) in new 
state-owned textile plants. Our private sector contacts said 
they knew of no former employees that had grabbed this 
opportunity. The government has also loosened a few 
regulations for garment makers 

previously banned them from using their export income to 
finance imports 

keep their heads above water. 


Column 3 
Comment: The Picture Sharpens 


7. (C) As always 

and the industry itself 

getting a slightly clearer image of the post-sanctions shake 
out of the garment sector. The regime has no intention of 
helping make the industry more competitive with neighboring 
countries for non-U.S. orders. It\'s also clear that garment 
manufacturers are pragmatically preparing for the worst 
though still hoping that the plight of their factories and 
workers will move Congress to lift the import ban this year. 
Finally 

contacts does not indicate that large numbers of garment 
workers have entered the region\'s flourishing entertainment 
or illegal sex industries. Though inevitably some ex-workers 
have been enticed into the entertainment industry 

that others have 

re-assimilated into farm work or local cottage industries. 
End comment. 

Martinez 
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government. From the President\'s side 

made similar comments to the Ambassador on January 29. 
Characterizing the situation as \"not looking good 
Tittawella wondered whether the political will necessary 

to resolve the cohabitation impasse was truly there on 
either side. If there was political will 

said 

thorny Defense Ministry issue. 


6. (C) PARLIAMENTARY ELECTIONS?: As the cohabitation 
impasse continues 

parliamentary elections may be in the offing. The 
discussion revolves around the following factors. Under 
Sri Lankan law 

time when the President dissolves Parliament and when 
the elections are held. If no agreement between the PM 
and the President is reached by mid-February 

President could call for elections at that time 

two months prior to the Provincial Council (PC) 
elections tentatively slated for the end of April. This 
would allow the two sets of elections to be held on the 
same day. (Note: The Supreme Court is currently 
reviewing a proposal agreed to by the President and the 
PM regarding the holding of the PC elections. It 
remains possible -- but not likely -- that the tentative 
April timeframe may shift somewhat if the Court decides 
the law requires it.) 


Column 3 

7. (C) Both the President and the PM have recently 
given tentative indications that early parliamentary 
elections may be unavoidable down the line. 
Kumaratunga 

she did not \"think that these two powerful parties can 
cohabit for a long time.\" This comment was taken as a 
hint that she was seriously mulling over near-term 
elections. The PM was also recently quoted as saying 
that he was confident that his party would win if 
national elections were called. 


8. (C) Queried on the matter 

Ambassador that he thought it was unlikely that the 
President would call elections. He reasoned that the 
radical Janatha Vimukthi Peramuna (JVP) would likely 
gain seats in a parliamentary election. This would 
increase its leverage vis-a-vis the PresidentVs Sri 
Lanka Freedom Party 

in an alliance. Kumaratunga does not want that to 
happen and thus might be reluctant to go to elections 
he said. 


9. (C) COMMENT: There remains significant pressure on 
both sides to show flexibility in resolving the ongoing 
cohabitation dispute. Simply put 

the likely alternative: parliamentary elections 

are historically expensive and violent in Sri Lanka 

(over 50 people were killed in the 2001 elections 
example). Moreover 

result would be inconclusive 

major parties gaining a clear edge over the other. That 
said 

to his stance that he needs control of core defense 
functions in order to move forward with the LTTE on the 
peace track 

offered to compromise 

unreasonable. Both protagonists seem to want to drag 
things out 

somehow swings over to the other side. Both also may be 
inclined to await results from the Provincial Council 
elections. END COMMENT. 


10. (U) Minimize considered. 
LUNSTEAD 
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the EU will look to work within existing structures 

(Barcelona process 

The Dutch are open to creative new efforts 

not in favor of creating elaborate new mechanisms such as an 
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OSCE-equivalent. Majoor went on to note that we must 
continue to look at the region inclusively (Mauritania to 
Afghanistan) and in terms of the long-term goals of democracy 
and peace and stability. The Dutch expect a possible US-EU 
joint statement to materialize from the U.S.-EU Summit in 
June 

their presidency. Majoor reinforced that the Dutch are open 

to discussing with the U.S. ways in which to engage the 
countries in the Middle East so as to promote reforms. The 
Ambassador and DCM welcomed Dutch interest in cooperation 
noting that we need a joint 

approach to promote indigenous democracy. 


4. (C) On other issues 

Derek Oldenburg commented that the GoNL has withheld 
providing an official position to Parliament on whether or 

not to give Turkey a date to start accession talks in 
December. The government has done so by stating the need to 
wait for the Commissions November report on Turkish 
progress 

President. Some important leaders in Parliament are 
skeptical of Turkey\'s accession. (Note: Prime Minister 
Balkenende appears to be building a logical case to 
Parliamentary leaders by saying that if Turkey meets the 
Copenhagen criteria 

the same time 

underestimate the domestic political sensitivity of Turkish 
accession for the Netherlands. In discussing Justice and 
Home Affairs 

have a more logical link between external and internal 
security. The Ambassador put on the table the idea that our 
on-going U.S.-EU talks might support the idea of a high-level 
meeting on Department of Homeland Security and third pillar 
issues during the Dutch presidency. The Ambassador also 
encouraged the Dutch to look at ways in which to expand 
U.S.-Dutch joint cooperation on HIV/AIDS in Africa to the 
entire EU 

later in the day. 

SOBEL 
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undoing land reform and robbing the country of its 
sovereignty. The government employs the dominant state media 
relentlessly to paint political opponents and critics as 

lawless agents of a racist conspiracy headed by Great Britain 
and the United States. Actions and statements of the U.S. 
Government are consistently distorted or fabricated to 
substantiate conspiracy theories and ostensibly to justify a 
stronger hand against regime critics. In this environment 
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many ruling party and government officials avoid association 
with U.S. officials 

Zimbabwe is limited. 


3. (SBU) Underpinning the U.S. GovermentVs human rights 
strategy with Zimbabwe is a recognition that resolution of 
the nation\'s political crisis is a necessary precondition for 
addressing the country\'s myriad problems 

rights situation. Facilitating such a resolution is a 

central U.S. priority. It was in this vein that President 

Bush consulted with President Mbeki in support of steps to 
resolve the crisis. In addition to ongoing U.S. consultation 
with the South African Government on Zimbabwe 

have engaged other governments with potential influence in 
Zimbabwe to coordinate mutually supportive approaches. 


4. (U) Against this backdrop 

spotlight publicly and when possible highlight privately the 
need for the government to improve the environment for free 
and fair elections and to strengthen rule of law. 

Politically motivated violence 

process 

freedom of association 

among many themes pursued by U.S. officials on Zimbabwe. 
Official travel and financial restrictions were maintained 
against key government officials and members of the ruling 
party to signal official disapproval of their policies and to 

press for change. Statements of U.S. officials regularly 
received prominent play in the independent press 

the country\'s most widely circulated newspaper. Foremost 
among these was a June op-ed piece by Secretary Powell on the 
eve of the President\'s visit to the region and a December 
interview of the Ambassador. The Embassy generally assured 
wide dissemination among ZimbabweVs media 

civil society 

of human rights-related reports by the State Department 
NGOs 

human rights themes at embassy public affairs resource 
centers (approximately 100 

example) and the Zimbabwe-specific programs of the Voice of 
America influenced opinions inside Zimbabwe and throughout 
the region. 


5. (SBU) To document ZimbabweVs human rights situation 
USAID funded a well-respected human rights organization that 
comprehensively gathered and disseminated information on 
cases of alleged abuses. In addition 

assisted victims of political violence 

documentation of atrocities 

victims of torture and political violence in urban centers 
throughout the country. The Democracy and Human Rights Fund 
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(DHRF) and USAID further enhanced provision of legal services 
to victims of political crimes. U.S. diplomats also 

personally interviewed victims of political violence and 
maintained a visible presence at politically significant 

events 

bolster domestic election observation capabilities 

facilitated an independent local election observation NGO on 
capacity building and deployment costs. The Department 
sponsored three Zimbabweans for human rights-related 
Interntional Vistors Programs (IVPs) last year 

Embassy\'s resource center helped local human rights 
organizations access human rights material on the internet as 
a means to develop their capacity and effectiveness. 


6. (SBU) To fortify the integrity of democratic pluralism in 
Zimbabwe 

legislative committees 

political discourse between the ruling and opposition parties 
still occurs openly. In addition 

organizational and leadership development 

external communications 

selected democratically oriented organizations. USAID 
cultivated grassroots democratic capabilities by bolstering 
accountability mechanisms among democratically elected 
municipal officials and facilitating their contact with 
international counterparts. To help build a foundation for 
active citizen participation in political life 

funded a number of civil society organizations 

them with training and technical assistance to help them 
advocate to the parliament on issues of national 
significance. USAID provides similar assistance to a number 
of grassroots organizations that work with municipal 
authorities. DHRF funds went to support the establishment of 
an Institute of Peace 

University 

construction costs for the Institute. The Department slated 
eight Zimbabweans last year to attend IVPs on 
governance-related themes. 


7. (SBU) To bolster access by Zimbabweans to balanced 
information 

to Zimbabwe five times a week. The program featured 
interviews by Zimbabwean announcers with U.S. policymakers 
and Zimbabwean opinion makers on a range of key political 
economic and cultural topics. The program is the only 
broadcast of its kind on both AM and short wave 
Zimbabweans who have limited access to independent media. 
Shortwave Radio Africa 

provides Zimbabweans with alternative sources of news about 
their country. USAID has funded activities to fortify the 
capacity of ZimbabweVs strained independent press 


Column 3 

diplomacy efforts have devoted particular priority to 
concerns about freedom of press. In addition 

funded Business Operating Centers that 

will allow ordinary Zimbabweans to access independent media 
sources via the Internet. USAID also has funded capacity 
building and training for a public opinion institute to 

conduct polls and gauge public opinion on topical issues 
including governance 

findings and inform policy makers. The Department 
facilitated participation by two prominent Zimbabwean 
journalists in a slate of activities in the United States 

under a Voluntary Visitors Program. 

8. (SBU) In supporting religious freedom 

collaborated closely with clerics involved in pressing for 
resolution of Zimbabwe\'s political crisis. Through public 
and private statements and dissemination of relevant public 
documents such as the Department\'s Human Rights Report 
have underscored official concern about the government's 
arrest and intimidation of religious figures who criticize 

the government. 


9. (U) Advancing women's issues 

Zimbabwe Women Lawyers\' Association print a civic awareness 
manual to educate rural women on their voting and other civic 
rights 

also enabled a parliamentary women\'s caucus to hold workshops 
and build capacity among women members of parliament. The 
Department sponsored a Zimbabwean activist for an 

International Vistors Program on Women as Political and 
Economic Leaders\". The Embassy also sponsored a workshop on 
domestic violence for law enforcement officials and 

interested civic society representatives. 


10. (SBU) Supporting workers rights through an American 
trade union organization 

Solidarity Center to assist trade unions in Zimbabwe to 
become more accountable and responsive to their memberships 
and more effective at representing the interests of their 
constituents. Funds were used to provide professional 
economic and legal advice 

facilitate staff travel to membership chapters in the field 
and for training in economic literacy and organizational 
development. On several occasions 

the government on behalf of the American organization 
representative in Harare in connection with difficulties he 
had in maintaining his legal residency. Finally 

Department sponsored a visiting expert who spoke to wide 
Zimbabwean audiences on alternative conflict resolution 
mechanisms 


11. (U) The Embassy has promoted interest in and scrutiny of 
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trafficking-related issues among civil society and NGOS 
generally concerned with human rights in Zimbabwe. We have 
projected official concern about trafficking issues in 

Zimbabwe through public and private statements and 
dissemination of public documents such as the Department\'s 
Trafficking in Persons Report. 


12. (SBU) As for evaluating the success of our human rights 
strategy in Zimbabwe 

Again 

will hinge largely on the ability of Zimbabwean players 
themselves first to resolve their political stalemate and of 

the Government of Zimbabwe to subject itself to the will of 
the Zimbabwean people and the rule of law. Our comprehensive 
strategy is necessarily long term -- geared first to foster 
resolution of a political crisis while sustaining crucial 
democratic institutions through parlous times. In the longer 
run 

press 

electoral process -- must serve as the foundation of a 
healthy polity that now seems so distant. 


13. ADDENDUM: USG-FUNDED PROGRAMS OF USD 100 
(FY-03 only 
FY-02) -- 


DA-funded activities: 


NGO advocacy - 620 
Local governance - 486 
Victims of Torture - 461 
Victims of Conflict - 977 


ESF-funded activities: 


Trade unions - 300 
Public Information/VOA - 1 
SULLIVAN 
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Record\" per reftel b. Because last year\'s report on Yemen 
contained programs that were ongoing throughout 2003-04 (ref 

a) 

programs and additional language on new programs. Submission 
will also be sent to DRL via e-mail as a tracked changes 
document. 


2. (u) Begin Text: 


Yemen 


Column 3 

Although events in 2003 reflect improvement in its human 
rights record 

political and social sphere 

ability to change the government 

rights abuses 

2003-2004 U.S. human rights and democracy strategy for Yemen 
addresses the need for the Government to continue to 
strengthen its human rights record 

reforms 

the process of democratic development. The United States 
continued several long-term projects addressing these issues 
including programs aimed at strengthening Yemen\'s political 
parties 

participation 

country\'s human rights record. 


The Defense Department Counter-Terrorism Fellowship funds a 
training program in the United States for Yemeni military 
officers 

respecting human rights. This program is highly successful 

in Yemen and is ongoing. 


Yemen continued a long-term program of judicial reform 
attempt to counter the numerous problems within the 
judiciary. Yemen\'s Minister of Justice and other jurists 
participated actively in the Middle East Partnership 
Initiative\'s Arab Judicial Forum. The courts are only 
nominally independent and have been plagued by corruption 
executive branch interference 

to enforce rulings. 


In addition to political reforms 

urging the Government of Yemen to enact social reforms and 
encourage respect for human rights. The United States engages 
frequently with the Government\'s Ministry of Human Rights to 
improve the Government\'s ability and willingness to redress 
specific human rights abuses. The Embassy continued to 
support 17 separate NGO projects in 2003. Two programs to 
provide training and capacity building to NGOs targeted rural 
areas where civil society remains nascent. Another project 
raised awareness of the struggles and rights of disabled 
children in public schools to combat discrimination. Several 
projects aimed to improve women\'s rights. Yemeni women have 
traditionally been politically and socially marginalized 

with limited political representation in parliament or local 
councils despite high voter participation 

to healthcare and education 

domestic abuse 

mutilation. Under a USDA program 

project to build and furnish new primary schools for girls in 
isolated rural areas in order to give girls access to modern 
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education and to facilitate their inclusion within society. A 
$2 million MEPI-funded program aims to address the 67% 
illiteracy rate among women and girls. 


USAID reopened its offices in Yemen in 2003. USAID is 
promoting a social/economic development program to address 
some fundamental human issues facing the Government of Yemen 
and its people 

literacy; food security and employment in a predominantly 
agricultural society; and strengthening democratic 

institutions. 


In 2003 

activists 

United States to gain skills and knowledge in such areas as 
youth leadership 

public and private sector and community service and NGOs. 


A multi-year Department of Labor-supported program 
administered through the International Labor Organization 
continued combating the problem of street child labor in 2003. 


Although the citizens of Yemen still have limited ability to 
change their Government 

to address problems plaguing the electoral system 
poorly-organized voter registration resulting in 
disenfranchisement 

and fraud prevention 

participation. The United States funded programs by the 
National Democratic Institute (NDI) and the International 
Foundation for Election Systems (IFES) to strengthen Yemen\'s 
multi-party system. They worked directly with political 
activists to improve future elections by focusing on 
increasing women\'s political participation and 
representation 

among women 


NDI continued a U.S.-funded program to improve the ability of 
local councils to represent the citizens through a better 
understanding of the law governing local councils. The April 
2003 national parliamentary elections were generally 
considered to have been a significant improvement over 
previous elections 

participation and security. For example 

registration and participation in the election increased by 
more than 40% to reach more than 75% of eligible women voters 
participating. The Ambassador 

election observers from IFES 

UN were present at polling places throughout the country to 
observe the elections. 
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In 2004 

strengthen democratic institutions 
and resource management 
society in decision-making. 


Regionally 

Democratic Political Action 

It was the third such forum in the region 

together democratic activists from the Gulf and Iraq to 
improve their advocacy skills in fostering political reform 
in the region. 

MISENHEIMER 
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Maza Zavala held firm 

maintain the strength of the bolivar. The dispute between 
the administration and the BCV exists against a backdrop of 
parallel currency market troubles for the bolivar and 
Ministry of Finance debt-juggling. With the bolivar trading 
at sometimes twice the official rate on the parallel market 
the GOV is likely to issue new foreign debt to add some 
dollars to the economy. Perhaps in light of that 
probability 

more generic political statements in recent days. End 
summary. 


2. (U) In an appearance on the weekly \"Alo 

program January 18 

Jorge Giordani claimed that Venezuela\'s current international 
reserve holdings of USD 21 billion were \"excessive.\" 
Giordani stated that USD 15 billion was a sufficient level of 
reserves for an economy the size of Venezuela\'s. He even 
claimed to be working on a new V'economic theory" that would 
define exactly what was excessive. Chavez and Giordani 
ascribed the withholding of reserves by the BCV as a 
neoliberalism-imposed limitation on Venezuela\'s development. 
Despite these claims 

for more than his original demand of USD 1 billion to finance 
unspecified agricultural programs (Ref A). 


3. (C) The BCV has not budged from its position that a raid 
on reserves is both legally and economically unsustainable. 
Most recently 
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\"ECON 101 Course\" in a speech to an economic forum January 
28. Maza Zavala said that despite Chavez administration 

claims the reserve holdings were not excessive 

suggesting that the concept of \"excessive reserves\" did not 
make sense. He added that the BCV\'s holdings were necessary 
to ensure the value of the bolivar. Maza Zavala theorized 

that in the absence of exchange controls 

would fall \"within a month\" to approximately USD 8 billion. 
(Note: Maza Zavala\'s statements hold Greenspan-like weight in 
Venezuela. Despite Chavez\'s description of the BCV as a 
haven for neoliberals 

orientation. The octogenarian has worked at the BCV for over 
forty years and has been a director since 1994. To say that 

he is personally impervious to political pressure is an 
understatement. End note.) 


4. (C) Fueled largely on rumors of an imminent devaluation 
and Chavez's railing against the BCV 

exchange rate peaked at approximately 3 

twice the official rate 

Miguel Santos 

Chamber of Commerce and Industry (VENAMCHAM) 
January 22 that Finance Minister Nobrega had broached the 
subject of devaluation with President Chavez at Miraflores on 
the night of January 19. According to Santos 

rejected the idea as politically impossible with the recall 
referendum still a possibility. Santos said his opinion was 


the GOV would have to devalue relatively shortly in order to 
utilize exchange rate gains on reserve holdings to finance 
Chavez\'s electoral spending plans. Other economists with 
whom we have spoken 

Andean Development Fund 

future 


5. (C) Alejandro Dopazo 

Ministry of Finance 

had sufficient resources to keep the bolivar at the 1 
official rate through 2004. However 

possible if the GOV adhered to its historical pattern of 
75-80 percent budgetary execution. Anything above that 
amount would require either exchange rate adjustment or 
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additional debt operations according to Dopazo. He also said 
the Ministry\'s main task for 2004 was to lower the domestic 
debt maturities coming due over the next three years. These 
maturities represent approximately 85 percent of Venezuela\'s 
USD 18 billion internal debt load. Dopazo hinted that a 
significant amount of this refinancing would be in the form 

of external debt offerings. (Note: Two external debt 

offerings in 2003 were used as indirect exchange rate 
management vehicles. See Ref B.) 


6. (C) Other avenues remain open for additional funds for GOV 
spending on ChavezVs pet projects. BCV Director of 
International Relations Mary Dager told econoff January 20 
that the Bank was sensitive to the economic demands of the 
country and was seeking legal ways to agricultural lending. 
Following Dager\'s comments on January 22 

reserve holding requirements two percent for banks that meet 
the GOV-mandated agricultural share of their loan portfolios. 
That figure stands at 12 percent 

the requirement. The BCV also has USD 7.5 billion in 
certificate of deposit holdings in foreign banks. In the 

past 

to fund spending. 


7. (C) In the latest \"Alo 

kept his rhetoric against the BCV in check. His brief 

remarks on the reserve issue were restricted to demands that 
the BCV guarantee agricultural financing and \"not only with 
promises.\" Professor Gustavo Garcia of the Higher Institute 
of Business studies told econcouns January 22 that severe 
inflationary effects on the parallel exchange rate could be 

felt in as little as one to two months if Chavez were 
successful in obtaining the unrestricted reserve transfer 

from the BCV to GOV coffers. We can assume that Fin Min 
Nobrega has told Chavez the same. In the forum that mimics 
Chavez\'s thought-de-jeur most closely 

National Assembly have likewise fallen silent on the issue 
preferring raucous debate over their own procedures or 
changes in the Supreme Court Law. 


8. (C) The current environment perfectly illustrates the 
cross-pressures in the Venezuelan economy. GOV fiscal health 
is dependent on low levels of budget execution 

political health is dependent on short-term electoral 

spending. Over the past week 

a truce that probably has two root causes. First 

has hinted all along that some sort of legal accommodation 
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could be found. Second 

parallel rate being twice as much as the official exchange 
rate and will probably seek another bonds-for-dollars debt 
issue. That measure requires a kinder 

soothe investor worries. Whether this is a conscious choice 
on his part or just another lapse of attention remains to be 
seen. 
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Portuguese) devoted to the issue of piracy and tax evasion 
evidenced the strong public support of the CPIVs work 
according to Medeiros. Therefore 

provide realistic proposals for improving the situation. 
Toward that end 

seeking input from the private sector 

officials 

public awareness campaigns 

activities (see ref B) Medeiros told us that CPI wants to 
involve the general public in formulating its report. 
Depending on the availability of funding 

several town-hall meetings in large cities around the country 
to get feedback from Brazilian citizens on how to effectively 
combat piracy. He invited Emboff to participate in a working 
group session with private sector representatives to be held in 
Brasilia February 4. Medeiros 

contact from the Interministerial Committee to Combat Piracy 
(CICP) 

he made no mention of inviting input from the CICP. He said 
that the CPI would seek modifications to the CICP 

elaborate further. 


6. (SBU) Approximately 10 deputies on the CPI joined the 
discussion 

legislative effort to address piracy. Deputy Sarney-Filho (PV- 
MA) 

wider vision of the problem to include biopiracy and 

trafficking in protected species. Sarney-Filho encouraged 
Brazil's support for transnational legislation to address 

piracy in all of its forms. Other deputies spoke of the 

difficulties enforcement officials face with minimal resources 
inadequate laws (for example 

storage of seized goods) 

judiciary. They asked for information on U.S. legislation and 
procedures regarding seizures and targeted customs inspections. 
Vanessa Grazziotin (PCdoB-AM) noted that China receives more 
than its fair share of criticism as a supplier of pirated goods 
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to the world 

merit investigation as well. She spoke of the difficulty 

customs inspectors faced in differentiating between simply 
contraband goods and pirated goods. Recognizing that poverty 
plays a significant role in Brazil\'s piracy problem 

discussed the merits of seeking ways to increase the cost of 
pirated goods as well as lower the cost of legitimate products. 


Comment 

7.(SBU) The CPI members clearly stated their desire to 
produce a useful and relevant document 

impact on the Federal GovernmentV's treatment of the piracy 
issue. They are cognizant of the difficulties anead 

the five-month timeframe in which they must complete their 
work. The CPI has thus far managed to avoid becoming 
politicized. Engaging the general public as fully as they have 
engaged the private sector will assist in producing a balanced 
set of proposals and lessen the possibility that the final 
report is perceived as primarily pro-private sector to the 
detriment of the larger Brazilian populace. 


8. (U) The CPI is working to keep the issue in the spotlight. 
Since the beginning of the year 

newspaper 

published at least two articles featuring the Association for 
Protection of Intellectual Property (ADEPI) and the CPI. One 
editorial cited the \"real possibility\" of U.S.-applied 

commercial sanctions against Brazil due to the country\'s 
failure to effectively combat piracy 

review of last October. A recent RadioBras (Brazil's National 
Radio) report featured the CPI and the Interministerial 
Committee as two of the main fronts in the fight against 

piracy 

Maintaining this positive momentum after the CPIVs closure will 
be a challenge 

sector representatives at the February 4 working group session 
with the CPI. 


9. (SBU) Meeting with members of the U.S. Congress active on 
piracy issues is high on the CPI\'s agenda 

explain their willingness to meet with us at such an 
inopportune time. IPR trade associations are working to 
organize a Brazilian legislators visit to the U.S. in late 
March 

Piracy/IPR caucuses. Mission strongly recommends that the 
Department facilitate such meetings and looks forward to 
communicating details of the visit through the appropriate 
point of contact in the Legislative Affairs Bureau as soon as 
they are available. 
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Guevara Trade Union of Unemployed Workers.\" In eastern 
Venezuela 

protestors massed outside PDVSA\'s Maturin offices to demand 
the removal of regional managers who had allegedly 
participated in the December 2002-February 2003 general 
strike. The entire PDVSA Board traveled to Puerto La Cruz to 
discuss this incident that was apparently resolved on Janary 

21 with the appointment of a new district manager. 


3. (C) These two incidents appear more bizarre when one 
realizes that 

between two pro-Chavez unions squabbling over control of the 
jobs in a PDVSA facility 

were actually led by a member of the PDVSA Board 

union leader. More seriously 

econoff on January 22 that the PDVSA manager who was removed 
had worked well with international companies. He added that 
another senior eastern area manager 

has worked most effectively since the strike 

targeted by the protestors. So far 

protected but he may yet be removed. 


4. (C) In yet another bizarre episode 

Chavez loyalist who lasted as a legal counsel in PDVSA for 
ten months between February and November 2003 when he was 
reportedly fired by PDVSA President Ali Rodriguez 

public the week of January 26 with charges that PDVSA has 
lost millions of dollars by selling products at low domestic 
market prices to firms that then re-sold the products abroad 
at international prices. Although such allegations should 

not come as a Surprise to any observer of the chaos of the 
current Venezuelan energy scene 

Ministry of Energy and Mines 

saying they will investigate irregularities in the sales of 

crude and oil products. Chacon himself has been accused of 
trying to funnel the legal business associated with the 
severance claims of ex-PDVSA employees to lawyer friends. 
(Note: Stories of corruption in PDVSA\'s international 
marketing are rife. The former commercial manager of PDVSA 
told econoff January 20 that he has received material from 
within the company that could send people to jail. The only 
new thing here is the allegation of corruption in the 

internal market which would be very much in the trend 
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described in reftel A. End note.) 


5. (C) VenEconomy 

published a story in its newsletter on January 29 stating 

that Chacon\"s allegations \"are thought to be part of a 
campaign to unseat Ali Rodriguez\" and other members of his 
Patria Para Todos (PPT) Party from PDVSA. This follows 
public announcements by Rodriguez and Energy Minister Ramirez 
that President Chavez will soon announce yet another 
restructuring of the industry and yet another board of 

directors. The press reports that the PDVSA Board will be 
expanded to eleven from its current eight members. 
Representatives from the Finance 

and Planning Ministries will reportedly be added to the board 
to give the government more control over the company. There 
is also speculation that the military will become more 

overtly involved in the running of the company. 


6. (C) The ever fertile Caracas rumor mill is once again 
seething with rumors that Ali Rodriguez himself is on the way 
out. A staffer of the Permanent Energy Commission of the 
National Assembly informed econoff on January 15 that he 
believes Rodriguez and other PPT party members will pull out 
of the Chavez government when they think it will go down so 
as not to be associated with a failure. This source 

claims to know Rodriguez well from his time in the National 
Assembly 

interested in advancing his own political career than in 

setting Venezuelan energy policy. ChevronTexaco de Venezuela 
President Ali Moshiri commented to econoff on January 22 that 
Rodriguez is indeed less \"hands on\" than he had been a year 
ago. Moshiri noted that everything to do with crude trading 

and lifting has been turned over to Senior VP Aires Barreto. 
Another oil company source 

January 29 that ultimately Rodriguez\'s most effective 
advocate with Chavez is Fidel Castro. According to this 
source 

flowing to Cuba. 


7. (C) Some of the candidates rumored to be in line to fill 
RodriguezVs shoes include Energy and Mines Minister Rafael 
Ramirez; General Francisco Rangel Gomez 

of the state-owned Corporacion Venezuelano de Guyana (CVG); 
CITGO President Luis Marin; and Gustavo Perez Issa 
controversial former PDVSA internal security manager. 
Rumored candidates for new board members include Carlos 
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Mendoza Potela 

Arabia and a member of the controversial Gaston Parra PDVSA 
Board in 2002; and Alfredo Rivera 

said to be leading the charge to move the company from Tulsa 
to Houston because he would prefer to live in Houston. One 
particularly cynical industry source commented to econoff 

that those now in control of PDVSA know they are \"on the way 
out\" and are fighting to get onto the board because of the 
excellent pension benefits they would receive. 


8. (C) And Rodriguez is not the only person whose imminent 
departure is rumored. Vice Minister for Hydrocarbons Luis 
Vierma 

said to be on shaky ground because of his support for more 
involvement by private firms in Venezuela\'s energy sector. 


9. (C) PDVSA continues to be an almost dysfunctional 
organization with different groups struggling for power 

jobs 

make money. But a larger stuggle may be looming in the 
Chavez government between the nationalists and those who 
support giving more operational freedom to the private 
sector. This kind of managerial disarray only strenghtens 
our suspicions (reftel B) that the firm\'s production is 

likely to drift downward in 2004. 

MCFARLAND 


NNNN 


13674 
January 22. 


Getting a Handle on Spending 

3. (C) Bonilla said that she was still trying to get a 

grasp of the state of the nation\'s finances. Her first 

concern was obtaining detailed information on the previous 
year's spending. The Congress had not approved a budget for 
CY 2004 budget 

continuing resolution at 2003 levels 

FRG and UNE parties had banded together at the beginning of 
the year to prohibit transfers among accounts (a practice the 
Portillo government used extensively and that rendered its 
congressionally-approved budgets meaningless). Meanwhile 
the Constitutional Court had definitively suspended the 
(unpopular) IEMA assets-based alternative minimum tax on 
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businesses 

commitments to new spending not contemplated in the 2003 
budget levels she was forced to work with. Her initial 
calculations suggested a Q.2.5-3.0 billion loss in revenues 
from the IEMA (roughly 10% of the budget) 

million additional obligation for compensation to former 
civilian militias (ex-PACs) 

severance benefits to downsize the military 

non-discretional spending that that consumed over 70% of the 
budget. 


Deficit Will Grow; New Stand-by Desired but Not Urgent 

4. (C) Bonilla said it was inevitable that the 2004 deficit 
would be higher than the approximate 1.5% of GDP achieved in 
2003. She assumed she would find as yet undiscovered 
obligations inherited from the last government on top of the 
ones she already knew about and the IEMA problem. Without 
action 

GDP. She would be looking to achieve 2% 

austerity measures and cutting waste. She said that 
President Berger had given her 72 hours inform the cabinet 
how much needed to be cut and where. 


5. (C) Asked 

conversations with the IMF and wasn\'t ready to start 

discussing a renewal of the stand-by agreement. She said 

that she would want an SBA eventually 

urgency. Perhaps a Fund monitoring agreement could be put in 
place if there were a gap between one SBA and the next. Her 
greatest priority was to find areas in the budget where 

wasteful spending could be cut to permit investment in the 
high-impact social programs the Berger campaign had promised. 


Interest Rates 

6. (C) Bonilla said that significant new bond financing was 
inevitable to cover the continuing deficit and roll over 

maturing debt. She believed some savings on interest rate 
costs were possible 

the Financial Action Task Force\'s blacklist of 

Non-Cooperating Countries and Territories. Ambassador 
explained that we had tried to encourage others to joina 
technical review before the FATF February plenary and that 
there was a growing consensus that Guatemala was about ready 
to be removed from the list. However 

review team members were already fully booked. Bonilla said 
she had heard the same thing. She hoped that Guatemala could 
get off the list and go to financial markets before the 

apparent U.S. recovery started driving interest rates back up. 
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Improving Tax Collection; Abadio On His Way Out 

7. (C) EconCouns asked what the prospects were for 
improving revenue collection by attacking contraband and 
corruption in customs and thereby broadening the tax base. 
Would there be changes in the customs and taxation authority 
(SAT) 

Bonilla said that President Berger had made clear that he 
wanted the head of the SAT 

quickly as possible. She said she did not know of any names 
being mentioned as possible replacements. (Note: Abadio 
resigned the next day in lieu of being fired. Respected 
former Central Banker Willy Zapata was sworn in to replace 
him on January 27. Zapata had thought he was moving to the 
Superintendence of Banks (septel).) Bonilla said that she 
assumed that significantly more taxes could be collected with 
better administration of the SAT and a crackdown on 
corruption and contraband 

estimate of how much additional revenue could be raised with 
current tax rates. She had not spoken to Abadio (and 
evidently had no wish to do so). 


Comment and Bio Notes 

8. (C) Bonilla is friendly 

respected 

President of the Central Bank 

and then IMF 

Quetzal) 

on the Monetary Board 

policy and is the board of directors for the central bank. 

She is also very much the cautious technocrat 

stray far in her comments from the hard data she has in hand. 
She is close to the presidential coordinator for economic 
policy 

new SAT Superintendent Willy Zapata. Zapata and Bonilla were 
classmates at the University of Illinois (where Bonilla 

received her MSc in Economics in 1989) 

Aitkenhead were schoolmates in Guatemala. It is a strong and 
unified team. We sense that Bonilla will focus on being the 
accountant and controller with perhaps less of a policy role 
than her predecessor 

bad thing. The new government has a lot of talent and 
experience within its ranks to draw upon 

certainly use some concentrated attention on minding the 
books and financial controls after the excesses of the 

Portillo administration. 
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against its private sector opponents 

had his own agenda. Zapata\'s appointment was a surprise. 
Only days earlier 

he would become an advisor to Superintendent of Banks Douglas 
Borja until Borja could \"retire\" gracefully. Zapata would 
then take over. Borja had performed well on most occasions 
but was thought to have covered for cronies of former 
President Portillo 

The problem was such that Borja\'s own money laundering 
investigators did not share all of what they knew with him. 
Zapata contrasted Borja\'s attitude with that of Central Bank 
president Lizardo Sosa 

but was insisting on riding out the remainder of his recently 
renewed term. End Summary. 


Zapata New Head of Taxes and Customs (SAT) 

2.(U) President Berger swore in respected economist and 
former central bank president Willy Zapata as new head of the 
Superintendence of Tax Administration (SAT) on January 28. 
The SAT is the Guatemalan equivalent of the IRS and Customs 
Service combined. The previous SAT superintendent 

Tulio Abadio 

much of civil society 

implementer of the FRG government\'s policy of \"fiscal 
terrorism\" against its critics. Abadio had resigned on 

January 23 as rumors circulated that he would be dismissed 
imminently. True to character 

against the press 

Ruben Zamora 

well as a slanderer. He also lashed out at Berger for being 
manipulated by the press and using it to disparage him rather 
than calling him up and asking him to leave. He warned that 
if anybody dared to push him any further 

with the information he had collected on the \"tax evaders\" 
who backed the new government. 


Unsubtle Abadio Deftly Forced Out 

3. (C) Abadio had a longstanding feud with the press 
especially V'El Periodico" and Zamora 

persistent and outspoken in condemning Vfiscal terrorism.\" 
Abadio 

\"fiscal terrorism\" (never-ending audits and threats of 

criminal tax evasion charges) on Zamora. Berger indeed used 
the press to put pressure on Abadio 

implied 

still had two more years in his term 

grounds to fire Abadio depended on relatively vague language 
suggesting the authority to dismiss at the very beginning of 

a new administration if the President lacked confidence in 
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the SAT chief. The other route would have been to 
demonstrate malfeasance or nonfeasance 

prospect of months of public mud wrestling over who was 
really to blame for missed tax targets: Abadio or a 
recalcitrant private sector that caused some of his taxes to 
be thrown out by the courts. Berger\'s public call for civil 
society to speak its mind was sure to generate a groundswell 
in support of the PresidentVs \"lack of confidence\" and belie 
Abadio\'s charges that Berger was acting solely to protect his 
tax evading cronies. Abadio (who is smart 

evidently saw what was coming and cut his losses while he 
could. 


Zapata Thought He Was Replacing Borja 

4. (C) Zapata did not expect to be the new head of the SAT. 
He had told Econ Counselor only days earlier of Berger\'s 
plan to name him an advisor to Superintendent of Banks 
Douglas Borja until enough time had passed for Borja to 
\"retire\" gracefully. Zapata 

team who is close to economic policy coordinator Richard 
Aitkenhead and Minister of Finance Maria Antonieta de 

Bonilla 

negotiated and that he would be assuming the advisory role on 
Feb. 1. A retirement date for Borja had yet to be set 

it probably would be within a couple of months. Zapata would 
then take over as new Superintendent. Zapata said that Borja 
recognized that the new government wanted him out because of 
his connections with former president Portillo 

him. Zapata said that Borja agreed to leave peacefully if 

the new administration would let him do so gracefully. Borja 
and Portillo are said to have grown up together in Zacapa. 


5. (C) EconCouns spoke again with Zapata on February 29. 
Zapata said the change in plans and his move to the SAT were 
unexpected. The government had not thought that Abadio would 
move out as quickly and easily as he did 

other willing candidates readily available. Zapata admitted 

that taking on the SAT had given him pause 

job would be \"dangerous.\" He said he looked forward to 
repairing the damage done to the institution during Abadio\'s 
tenure 

in more detail the following week. (Comment: \"Bigger 
problems\" was undoubtedly an allusion to the influence of 
organized crime in Customs.) 


Borja Did Some Good 


of the Superintendence of Banks (SIB) but expressed his 
confidence in the leadership of the SIB\'s financial 
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intelligence unit (IVE). He said he would seek to improve 
their anti-money laundering capabilities. Zapata credited 
Borja with having done some good in his position 
implementing new financial reform legislation and pursuing 
the criminal case against former banker and Portillo 
financier Francisco Alvarado McDonald. However 

actions were suspect in other areas 

failed state mortgage bank (CHN) to absorb failed private 
Banco del Nororiente (BANORO) 

illegal activities of a friend of Portillo who ran the bank 
(Reftel A). The friend 

Italy and allegedly sold a large Zacapa farm to Portillo for 
about $250. Zapata mentioned examples of waste in the SIB\'s 
budget and sloppiness in handling sensitive banking 
information as areas where he would look to reform the SIB. 


7. (S) Zapata was aware that Borja\'s connections with the 
former administration left his own IVE reluctant to pass 

along to him information regarding particularly sensitive 
cases linked to Portillo or Portillo\'s allies. Comment: The 
problem is real. IVE has been passing information to the 
Embassy for some time that it doesn\'t share with the 
Superintendent. Most recently 

with EconOff 

regarding suspicious transactions by former VP Reyes using 
U.S. bank accounts (this information has been relayed through 
appropriate law enforcement channels). The information was 
provided with the request that the source not be revealed 
even to others within the SIB. End Comment. 


Lizardo Sosa Insists on Staying Put at the Central Bank 

8. (C) Zapata contrasted Borja\'s willingness to step down 
with the defiant attitude of Central Bank President Lizardo 
Sosa 

renewed term despite clear signals from the Berger 
Administration that he would not be included in executive 
branch consultations on policy. Zapata didn\'t think it would 
be too much of a problem for the Berger government: the 
Monetary Board controlled monetary policy 

professional staff of the Central Bank 

Mario Garcia Lara 

whether or not Sosa chose to cooperate. 


Comment 


9. (С) The SAT was a mess 

and the World Bank stopped working with the organization 
under Abadio\'s tenure 

its better-trained staff and replaced them with people he 
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personally recruited. He was widely considered the attack 

dog of confrontational former Vice President \"Paco\" Reyes 
though former Finance Minister Weymann told EconCouns that 
Abadio had his own agenda (presumably of extortion) and was 
beyond anyone\'s control toward the end. We note that Abadio 
was an early enemy of the FRG administration as Controller 
General until half-way through its term 

shelved the \"Panama Connection\" case implicating Portillo 
Reyes and others in offshore money laundering and was 
rewarded shortly after by being named to the more powerful 
SAT. He is thought to have assiduously collected dirt on 
everyone he can 

cornered. 


8. (C) Zapata was a superb choice for the SIB 

strategic vision and banking knowledge would have served him 
well. Those same skills will be useful at the SAT 

will also need to be fearless and tough if he intends to get 
corruption and organized crime out of Customs. We know him 
more as a theorist than an operator 

he is actually quite tough and up to the task. The inability 

of the IVE to share information freely within the SIB or with 

the Public Ministry (Attorney GeneralVs office) has been a 
serious weakness in Guatemala\'s anti-money laundering 
efforts. Borja\'s replacement by Zapata is now by the 

wayside 

odds seem to favor Edgar Barquin 

and a career SIB official who was instrumental in building 

the IVE. Barquin seems quite the opposite of Zapata 

operator than a strategist 

excellent choice. 
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i.e. 

ruled out the possibility of Chavez resigning. There would 
be immediate chaos 

quickly jumping ship. 


4. (C) Alluding to public comments by opposition leaders 

that regional elections affect the referendum negatively for 

the opposition 

of the opposition appearing not to want elections. Lapi 
defended the comments 

should be on the referendum. Of course the opposition should 
register candidates and prepare to compete 

group 

the comments were another indication that the \"center\" is out 
of touch with the regions. Using his situation 

Democratica (his old party) still supports his rival 
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said Caracas leaders want to impose candidates without 
relation to the possible support or popularity they may 
enjoy. Bolivar added that even Chavez\'s Fifth Republic 
Movement (MVR) suffers from it. The only difference 
Aragua Governor noted 

decides and in the MVR it's one person. 


5. (C) Regarding Chavez\'s standing in the polls 

Governor Lapi predicted that the President's numbers would 
decline immediately after the National Electoral Council 
(CNE) declares that there will be a referendum. He 
speculated that the drop could be as much as 10 percentage 
points 

that once the CNE makes the declaration 

lame duck. Repeating Mayor Pena\'s observation about the 
effect of a Chavez resignation 

supporters would quickly begin to jump ship. He observed 
that Chavez rose in the polls through the spreading of 
benefits and end-of-year bonuses 

not permanent. Lapi recounted some of his experiences with 
populist opponents and noted that \"people want more than 
handouts.\" Politically 


6. (C) The guests concurred that the number of signatures 
collected by the opposition to petition for a recall 
referendum against President Chavez is real. Chavez 
agreed 

Apure 

(FBL) 

supporters 

Chavez learned too late how bad things were going for him 
with the opposition signature drive. His political command 
deceived him 

learned from military officers the true status of things. 
Because of this delay 

efforts to impede the petition drive had less effect. Lapi 
commented that Chavez supporters -- who Bolivar described as 
hard-core believers in Chavez\'s revolution -- could not help 
but see striking difference between their signature drive a 
week before and the opposition effort. By the second day 
Lapi said 

only that 
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that this experience has convinced all that the opposition 
has collected enough signatures for a recall. 


7. Addressing President Chavez\'s push to get the Central 
Bank of Venezuela to make available $1 billion from the 
country\'s international reserves for the agricultural sector 
Aragua\'s Bolivar asserted that Chavez will get the money. He 
added 

money per se. What he wants is control of the bank 

Pena noted that the people see the issue in simple terms: 
There are $21 billion sitting there idle 

it for the \"benefit\" of the country? Lapi pointed out that 

for much of the Chavez audience 

the inflationary impact that acquiescing to Chavez\'s demand 
would have. 


8. (C) The Governors and Pena concurred that the Cuban 
doctors brought by Chavez are providing a service to 
Venezuela. Each noted having found ways to work with them. 
Pena noted 

national government is seeking to change how Venezuela\'s 
health-care system operates. He and Lippa pointed out that 
the government is demanding that 60% of the money destined to 
the states for the health sector be used for the Cuban 

doctors 

existing hospitals and clinics under their jurisdiction. The 
force behind the revolutionary changes 

Minister Roger Capella 

the Cuban system. 


9. (C) With this latest of regular conversations over 
dinner at the Residence 

interesting insights into various hot topics of the day. 

That Chavez may lose support quickly is speculation that 
merits further watching 

possibilities 

reactions. Lapi (Yaracuy) and Bolivar (Aragua) are certain 
to be nominated by the opposition and the Chavistas 
respectively and almost certain to be reelected. Lippa 


Column 3 

(Apure) is confident he can be reelected 

another candidate. (Lippa broke away from AD and formed his 
own party.) Pena is in dire shape with only 12% support in 
Metro Caracas and MVR gunning for him. 

SHAPIRO 
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None of the other PRD presidential contenders participated. 
Chaired by former president (1982-86) Salvador Jorge Blanco 
the assembly removed outspoken anti-reelectionist PRD party 
president Hatuey De Camps and replaced him with Director 
General of Customs Vicente Sanchez Baret 

until November 

chosen. Tourism Minister Rafael \"Fello\" Subervi 

absent from the assembly 

PRD secretary general. No vice presidential candidate was 
announced 

denies it.) 


The latest advance in the PresidentVs determined drive for 
re-election drew fire from various quarters. Cardinal 
Archbishop Nicolas de Jesus Lopez Rodriguez admonished the 
public at a Youth Day mass the same day that \"Mejia\'s 
re-election bid in no way benefits the Dominican people and 

is going to weigh heavily on the President 

the country.\" 


Mejia\'s main opponents in the PRD were acerbic. Subervi said 
that the assembly\'s decision would make permanent the split 
in the party 

long 

\"high cost | have paid.\" Ousted party president De Camps 
declared the assembly \"a farce\" and threatened to challenge 
its legality before the Supreme Court. At the opening 

baseball game of the four-nation Caribbean Series on February 
1 

television booing President Mejia as he tossed the first 

pitch. 


Meanwhile 

slogans" electoral law revision through Congress -- the next 
maneuver in his strategy to ensure that he gets to the second 
round of the elections to confront current front runner 

Leonel Fernandez (PLD). Following the first favorable Senate 
vote January 29 

the Central Election Board (JCE) on February 2 to gather 
information on the practical difficulties of implementing 

such a legal change so close to the May 16 first round. 
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Mejia\'s steamroller should get final approval by the 
PRD/PPH\'s crushing majority in the Senate 

rougher terrain in the Chamber of Deputies 

less than a majority. JCE Elections Director Gilberto Cruz 
Erasme told us February 2 that the bill 

\"extremely disruptive\" to preparations for the election 
which at present are on track and on schedule. A cabinet 
member confirmed to the Ambassador and DCM on February 2 that 
Mejia would submit the law 

for a call on its constitutionality. 


The PRD delegates\' assembly is aimed at giving the President 
his first boost and his initial momentum. But the road is a 

long and steep one. Mejia will be counting on the PRD\'s 
structure as a party of the masses to get this campaign goin 
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sector regulation and pricing and on co-generation at a large 
sugar mill. 


Focus on Power 

3. (SBU) Ambassador congratulated Rodriguez on recent 
comments to the press concerning the need to respect 
contracts with electrical generators and distribution 
companies. Rodriguez said that his entire focus was on 
attracting private investment 

respecting the contracts of existing investors. He was fully 
aware of the terms of existing power purchase agreements 
(PPAs) and the functioning of the Central American merchant 
market. He would like to try to lower PPA costs if contracts 
could be renegotiated to the satisfaction of all parties 

it was clear to him that the real problem in the price 

structure was the subsidized \"social tariff\" for users of 

less than 300 KWh per month. (Note: The IMF has recommended 
the social tariff\'s elimination.) 


4. (SBU) Rodriguez had told the press that the \"social 
tariff\" subsidy had to be removed or reduced for all but the 
poorest of users 

increasing rates gradually 

first 100 KWh/month 

KWh/month 

determined. The overall effect would be to reduce the cost 
paid by small businesses and larger household consumers by 
requiring the middle class to pay its fair share. 300 KWh 

was simply too high for the social tariff 

relative handful of small businesses and wealthier households 
bore the burden of a subsidy for the vast majority of 
Guatemalans 
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negotiate competitive rates with the private merchant 
generators. Market signals were being subverted and not 
conveying the proper incentives to market participants. 
Ambassador commented that all the minister had said coincided 
with our thinking. 


5. (SBU) Rodriguez said that he had President BergerVs 
agreement in principle to reduce the social subsidy 

President had asked him to wait 30 or 45 days before acting. 
Comment: A little delay is probably a good thing. It 

provides time to make the public case for why reform is 
necessary and allows the government to deliver some positive 
results in its social services agenda 

not have rate hikes its first concrete action. End Comment. 


Rodriguez Welcomes AIDVs Assistance 

6. (SBU) Rodriguez had just met with AID contractor PA 
Consulting 

regulatory options for the ministry. He welcomed AID\'s 
assistance and was delighted to hear that AID was willing to 
continue collaborating. EconCouns noted that Guatemala 
served as the model for regulating the interconnected 
regional energy market and said that it was important that 
the market-oriented regulatory framework in Guatemala not 
fall prey to populist initiatives of the sort the Congress 

had been discussing over the course of the past year. 


Regulatory Board and Former Minister Did Well 

7. (C) The Ambassador asked Rodriguez\'s opinion of the 
national electrical energy regulatory board (CNEE). 

Rodriguez said that the FRG government had interfered with 

the board and forced changes in its membership 

members had maintained their independence and made decisions 
on sound technical criteria. He recounted how the FRG had 
forced one member to resign and replaced him with one of its 
congressmen 

months when he realized he couldn\'t cause any mischief. 
EconCouns commented that we remembered the story exactly the 
same way. He also congratulated the minister for his 
graciousness in complimenting his predecessor Raul Archila in 
remarks to the press. Rodriguez said that Archila (not an 

FRG member) was \"a hero\" for protecting the ministry from 

harm from a government that was otherwise a disaster. 


Wants to Meet with U.S. Investors in Guatemala 


of U.S. energy and mining interests 
to know them as quickly as possible and hear their concerns. 
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Ambassador said we would like to arrange such an event and 
would be back in touch shortly. 


Comment 

9. (SBU) Rodriguez is personable 

with us closely 

we discussed. He was not yet up to speed on his mining 
portfolio 

project in San Marcos Department (Glamis is headquartered in 
Reno Nevada. The Marlin site has initial estimated reserves 
of 1.4 million ounces of gold associated with ten times than 
in silver. Investment is estimated at close to $100 

million.) The only deterrent to a longer and more detailed 
discussion was the minister\'s insistence on practicing his 
English 

hadn\'t been practiced recently. We anticipate a good and 
fruitful relationship with him (and hope that his English 
comes back or he decides that Spanish is fine). 
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to impede its transmission or disclosure 

inaccurate or erroneous data 

demand confidentiality 

in regard to any public or private archive or registry that 
is disclosed through a conventional 

informative outlet 

family 

affect the secrecy of the sources of information to the 
media\". 


DISAGREEMENT ON WHAT IT MEANS 


3. According to several Congressmen 

sponsor 

Data is oriented to the free access of information. It 
provides a right to access information that will benefit all 
journalists and doesn\'t adversely affect the freedom of the 
press.\" However 

with this view. Congressman Toribio Aguilera from the 
Innovation and Unity Party (PINU) said 

endangers freedom of the press in our country. Congress has 
been irresponsible by approving these important reforms 
without undertaking appropriate consultations or discussing 
them in a proper manner.\" 


4. The President of the Honduran College of Journalists 
(CPH) Juan Ramon Mairena 
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careful analysis 

violate our freedom to inform the Honduran people. Freedom 
of the press and expression shouldn\'t be censored.\" In 
addition 

reform 


5. Reaction from other journalists opposed to the 
Constitutional reform law expressed the view that it is 
another attempt by the political elites to hinder the work 
and independence of the Honduran media at the start of an 
election year. 


6. COMMENT: Since there has been no final draft text of the 
reform of Article 182 as Congress approved it 

is being changed on almost a daily basis by the 
Congressional Style Committee (which reviews the language of 
legislation before making it final) there remains a lot of 
uncertainty about the intent and final structure of Habeas 
Data. The text of the article as initially passed is also 
ambiguous 

from disclosing information or public records that may be of 
general public interest 

could find harmful to their own interests or object to on 
privacy grounds. 


7. It also remains unclear what the legal meaning of \"honor\" 
is in the context of the law. The package of legal reforms 
was supposed to provide greater access to public information 
by civil society and encourage citizen participation 
administrative processes more transparent. At the last 
minute 

rules to hinder media and citizen groups from bringing 
charges of public corruption. 


8. If the original interpretation holds 

create a broad category of V'state secrets V 

matters related to national security. The legislation also 
appears to permit government officials to hide suspect 
activities from public scrutiny. End Comment. 
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assistance and preferences made available to countries on 
the LDC list.\" It refers to a recent UNCTAD study that 
outlines particular preferences that should be extended and 
asks that the UNCTAD study be given due consideration by 
the members of the ECOSOC. The letter further complains 
that the US offer of up to a two-year adjustment period is 
insufficient and requests the US reconsider its position on 
GORM graduation. 


Column 3 


3.(SBU) Shihab reiterated the main points of the letter 
highlighting the GORM\'s desire for an \"expert group\" to be 
appointed to consider the affects of graduation on the 
Maldives\' economy and to advise the GORM during the interim 
period. The Ambassador recounted US concerns about the 
integrity of the graduation process and asked if the GORM 
had a specific timeframe for adjustment in mind. Shihab 
made no specific proposal 

short. Econchief said the US position was firm and based 
solely on the integrity of the process 

would like to discuss specific issues with the GORM to see 
if there was any scope for helping allay specific concerns. 


4. (SBU) Comment: We understand the ECOSOC meeting on 
December 19 (Ref B) took up the graduation issue and that 
the chair announced its intent to name a facilitator for 

the issue. It appears the GORM recognizes our concerns 
regarding the integrity of the graduation process but would 

like to find a means of extending some of the privileges it 
receives as an LDC to privileges based on its special 
circumstances (small 

etc). We continue to ask if there are specific areas of 

concern that we can help address 

push for a study of the potential outcomes of graduation. 

It is in our interest to protect the integrity of the 

graduation process 

succeed (or at least have every opportunity to succeed). 
GORM MFA Permanent Secretary Dr. Ahmed Shaheed is 
reportedly in New York for the upcoming ECOSOC meeting. If 
possible 

options and timeframes that would make the GORM more 
comfortable with the graduation process. End Comment. 


5. (SBU) Full text of FM JameelVs letter to Secretary 
Powell. Begin Text: 


Excellency 


Thank you for your letter dated 29 December 2003 on 
the subject of graduation of the Maldives from the list of 
least developed countries. 


| would reassure you that the Maldives has no 

intention of remaining on the list of least developed 
countries longer than its(sic) is absolutely necessary for 

it do so(sic). We agree that those countries that have 
outgrown the need for special status can be graduated in 
accordance with the procedures and processes laid out for 
that. 
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The Maldives is in no way opposed to the principle of 
graduation 

not outgrown the need for the kind of assistance and 
preference that are made available for countries on the LDC 
list. The specific preferences that need to be continued 

for the Maldives have been identified by a study carried 

out by UNCTAD as required by the UN to assess the 
qualification of Maldives for graduation. The report is 

now available as a UN document for use by the upcoming 
resumed session of the ECOSOC. We believe it is imperative 
that the recommendations made in this document 

e 

been formulated upon the express request of the ECOSOC and 
the General Assembly 

States when they decide to graduate the Maldives. Our 

view 

the need for special assistance 

categories of preferences that are essential if the 

Maldives is not to suffer serious economic damage. 


We are convinced that a two year period is too short 

to adjust to the loss of LDC benefits 

a GDP of only about 600 million dollars and with no 
immediate prospect of expansion or diversification. | have 
no doubt that the flexible and pragmatic approach inherent 
in the US position expressed in your letter would be 
translated to a really practical time-frame and sequence 
for graduation. If the question of graduation is 
approached in a manner fully consistent with the rules and 
procedures stipulated by the General Assembly 

and the CDP 

fair and workable outcome would be possible. 


We have received in the past the support of the US 
delegation to the ECOSOC in convincing the Council that 
graduation does not take place before a proper assessment 
of the costs of graduation is made and ways to address them 
are determined. 


| would 
reconsider the current US position on our graduation from 
the list of LDCs. 


| trust that this request would receive your 
considerate action. 


Please accept 
highest consideration. 


Fathulla Jameel 
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End Text 
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reports 

-- RPP on the verge of split: The Rastriya Prajatantra 
Party (RPP) seems to be heading for a split as the pro- 
government members in the party Monday unilaterally 
called the National Council meeting to challenge the 
party\'s two-month-old decision seeking prime minister\'s 
resignation\". (Major reports 


-- Chandra Shekhar in town: Former Indian Prime 
Minister Chandra Shekhar arrived in Kathmandu for a 
three-day informal visit Tuesday afternoon. As usual 
the capital city was abuzz with colorful rumors about 
the Indian leader\'s visit 

juncture when the country is badly into political 
turmoil. He met with the king 

Bahadur Thapa 

Koirala 

leaders of NC 

(Democratic). Sources say that he stressed on the need 
for the king and political parties to come together. 
(Media report 


2. MAOIST INSURGENCY 


-- RNA chief visits \"Maoist heartland\": General Pyara 
Jung Thapa 

(RNA) 

to be the flashpoints of the Maoists. General Thapa 
addressed soldiers in Thawang VDC of Rolpa district - 
which was earlier known as headquarters of the Maoists. 
The army chief also visited neighboring Salyan 

Jajarkot 

has been conducting search operations in these areas 
for the last two weeks. The RNA troops are also 
conducting the search operation in Junga Thapachaur of 
Jajarkot district - the same place where the Maoists 

had organized their major meeting to announce the 
formation of Bheri Karnali autonomous region two weeks 
ago. (Media reports 


-- Maoists call bandh (shutdown): The Maoist rebels 
have announced bandh of western tarai districts on 
February 8 to coincide with the visit of King Gyanendra 
and Queen Komal to Nepalgunj to receive a civic 
felicitation. (Media reports 
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-- Abduction scare forces 39 schools to close: Thirty- 
nine schools in Achham district have closed 
indefinitely after the Maoist militants started 
abducting schoolchildren to get them involved in their 
political rallies. (Centrist \"The Kathmandu Post 

1/31) 


-- Capital's security under unified command: The 

security system in Kathmandu Valley has been placed and 
managed under the \"Unified Command\" to systematize the 
law and order situation and to curb Maoist activities. 
(Govt-owned National News Agency 


-- Effigies of Prachanda and Dr. Bhattarai to be burnt: 
The Association of Maoist Victims plans to burn the 
effigies of Maoist supreme Prachanda and Dr. Baburam 
Bhattarai on February 13 in protest against the threat 
by the Maoists to dissolve the association. (Pro-India 
\"Annapurna Post 


-- Maoist call valley bandh on February 12: The Maoists 
have 

called bandh in the hilly districts of Bagmati 

Narayani and Janakpur including Kathmandu valley on 
February 12 

king movement. (Centrist \"Nepal Samacharpatra 

1/27) 

3. MONARCHY 


-- Students to debate monarchy in schools: The seven 
student organizations have announced that they will now 
begin to hold discussions on the \"relevancy of monarchy 
in Nepal\" in schools and colleges across the country. 
Private and Boarding Schools organization of Nepal 
(PABSON) has urged the student organizations not to 
initiate political activities within schools. (Leading 

dailies report 


-- Crown Prince\'s tour costs 9.5 million rupees: Crown 
Prince Paras\'s recent two-week India visit has cost the 
state coffer 9.5 million rupees 

officials told Deshantar. (Pro-Nepali Congress 
\"Deshantar 


4. REFUGEES 


-- Tibetan refugees rerouted to China: Nepali officials 
handed over three Tibetan refugees 

to the Chinese border on January 13 

International Campaign for Tibet (ICT) said. (Pro-India 


Column 3 
\"The Himalayan Times 


-- Refugees urge Nepal to mediate: The Bhutanese 
Refugee Representative Repatriation Committee has 
requested Nepal to facilitate dialogue between the 
government of Bhutan and the refugees. The committee is 
accusing Bhutan of insincerity 

political will to address the protracted refugee 

crisis. (Media reports 


-- UNHCR cuts back volume of relief materials to 
refugees: UNHCR has scaled down the volume of relief 
materials it had been providing to the Bhutanese 
refugees stating at different camps in eastern Nepal. 
Sources said the UNHCR was forced to take this decision 
due to lack of funds. The UNHCR officials have already 
warned that they may not be able to continue their 
assistance for too long in case the issue was not 
resolved soon. (Centrist \"Kantipur 


5. BUSINESS/ECONOMIC 


-- India to extend railway lines: The Inter- 
Governmental Committee (IGC) meeting concluded in 
Kathmandu with India agreeing to bring its broad gauge 
railway lines up to Jogbani and Sunauli [border 

points]. (The Kathmandu Post 


-- Nepal-India petro pipeline gets nod: The government 
has cleared a proposal to build a pipeline between 
India and Nepal to transport petro-products from the 
former. Reports said the government also agreed to a 
joint venture of Nepal Oil Corporation (NOC) and Indian 
Oil Corporation (IOC) for cooking gas plants. (The 
Himalayan Times 


-- British govt. to provide Rs. 104.6 million: British 
government is to provide Rs 104.6 million for 
implementing an open prison and community services 
project in Nepal. The sum will be received through the 
Department for International Development (DFID) in the 
next two years. (RSS 


-- India to build 1500 km of road in the Terai: Indian 
Ambassador to Nepal Shyam Sharan has said India will 
build nearly 1500 Kilometers of road in the Terai area 
of Nepal. (Kantipur 

6. OTHERS 


-- Community information center established: The U.S. 
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Embassy has established its first community information 
center in Bhairahawa. The center is established by the 
American Center in cooperation with Nepal-America 
Friendship Association and Siddharthanagar Industry and 
Commerce Association at the latter\'s premises. 
Director of American Center Constance Colding Jones 
inaugurated the center established with the support of 
Rs. 3.5 million from the U.S. Embassy. The embassy 
plans to open four such centers across the country. 
(RSS 


-- PSI launches postal drive: Population Services 
International (PSI) 

One condom 

against HIV/AIDS. The main idea behind the campaign 
launched in collaboration with the Ministry of 
Information and Communication 

USAID and National Human We 

Ifare and Environment 

Preservation Council; is to place a sticker with a 
message on HIV/AIDS on every letter entering to and 
leaving from the country for six months in a bid to 
create awareness on HIV/AIDS prevention. (Leading 
dailies 
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paper. Recent EU discussions on lifting the EU arms embargo 
on China (ref B) have led to some internal discomfort among 
some EU human rights experts. End Summary 


2.(C) The EU Secretariat has decided to split its internal 
February 4 COHOM session into two meetings. In the morning 
the human rights experts will meet by themselves. In the 
afternoon 

joined by EU Asia experts (COASI) (agendas below). This is 
being driven by recent thinking in the EU to lift the arms 
embargo on China and the need to consider how to deal with 
China at CHR-60. This is leading to unhappiness among some 
Brussels-based EU human rights experts who are being subject 
to human rights NGO pressure. 


3. (C) One of our interlocutors noted that discussion about 
lifting the Chinese arms embargo is being conducted in the 
Political and Security Committee (PSC) without COHOM 
participation. She said that the Irish Presidency/PSC had 
asked for three papers on China from the Council: codes of 
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conduct 

She said that she had written the human rights paper and has 
said while China is making progress on economic rights 
difficult to argue that progress is being made in political 

and civil rights in China. EU support for a CHR resolution 
this spring is going to be very difficult to see 

but in any case 

to anything until after the next round of the EU/China human 
rights dialogue in Dublin February 26-27. Furthermore 
anything that is decided on EU support for a CHR resolution 
on China will most likely come from the Council of Ministers 
(heads of state) level. We note that the Council 
Secretariat\'s draft agenda (below) proposes China/human 


SIPDIS 
rights as a separate item to discuss with the US. 


Draft US/EU COHOM agenda; Internal EU COHOM Agendas 


4. (SBU) The Council Secretariat has suggested to the Irish 
Presidency that the agenda for the February 11 US/EU COHOM 
meeting cover: 1) CHR-60 prep (including the thematics 
package); 2) CHR membership reform; 3) Corporate Social 
Responsibility; 4) China/Human Rights; 5) \"Caucus of 
Democracies\"; 6) Death Penalty. The Irish have agreed to this 
proposed agenda and we can be expect to be asked for our 
reaction before the February 4 EU human rights experts 
meeting. 


5. (U) The EU agenda for their internal meeting is: 1) Review 
of draft norms for Transnational Corporations; 2) CHR-60 
preparations with a focus of getting agreement for countries 
that EU will seek resolutions or lesser measures; 3) US/EU 
troika meeting (including an effort to get a response to the 
US thematics paper); 4) preparation for other troikas 
(EU/Canada experts meet in NY February 10); 5) internal 
review of overall EU human rights policy; 6) Implementation 
of guidelines on children in armed conflict; 7) Death penalty 
in Belize 

last item would be to review a proposed EU friend of the 
court brief in US courts opposing the application of the 
death penalty against minors. For the second 
COHOM/COASI 

discuss 1) CHR-60 

EU/China human rights dialogue 

guidelines on torture. 


EU/Iran human rights dialogue remains stalled 


Column 3 

6. (C) One of our EU interlocutors confirmed that the 

Iranians still have not replied to an EU request to go ahead 
with a next round of the EU/Iran human rights dialogue (which 
had been scheduled for March 8-9). Currently the EU is not 
pushing for a response 

the February 20 Parliamentary election in Iran. 


Schnabel 
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militia and The Daily News 

Daily News problem might resolve itself (ref A) 
well-known points of difference 

petition and stand on sanctions 

agreement was reached on new elections. 


4. (C) Ncube said Chinamasa V'seemed to agree!" with his 
proposal to conduct parliamentary and presidential elections 
as well as urban and rural council elections 

same time so as to reduce the perpetual state of tension 
engendered by rolling elections. Timing had yet to be 

agreed 

originally wanted elections this year but was now focusing 
more on establishing proper atmospherics and mechanics than 
on immediacy; Chinamasa first argued for presidential 
elections in 2007 

(Comment: Parliamentary elections are now scheduled for 2005 
and presidential election for 2008. End comment.) Once 
agreement had been sealed on key issues 

would provide a process by which the parties would sell the 
deal to key constituencies. 


5. (C) According to Ncube 

division of portfolios in a coalition government in a 
hypothetical \"brainstorming\" exercise. The MDC remained open 
to the idea of a government of national unity 

preconditions -- the shorter the governments duration 
better 

involved" in the government in some way 

consideration of problematic issues such as POSA 

political violence until a new government was in place. 
Ncube asserted that transition arrangements would be 
addressed in a new constitution that would be ratified by the 
parliament 

take the parliamentary route of ratification. Ncube noted 
that certain opposition elements could be expected to 
criticize the parliamentary approach in any event. 


ZANU-PF Politicking Not Expected to Disrupt Talks 
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6. (C) Ncube indicated that Chinamasa had been candid about 
the pressures he was facing within the ruling party. 

Chinamasa said that Information Minister Jonathan Moyo 
Parliamentary Speaker Emmerson Mnangagwa 

Solomon Mujuru 

Tungamirai were among those pressing him on talks. Chinamasa 
said he took instructions directly from Mugabe 

regularly though not daily. He confirmed that State Minister 

for National Security Nicholas Goche 

daily basis 

Chinamasa had explained to Ncube that he often had to appear 
\"radicalized\" toward the opposition in order to maintain his 
\"mainstream\" ZANU-PF credentials. 


7. (C) Ncube predicted that the ruling party\'s latest 

bloodletting over Chiyangwa (ref C) would not have any direct 
implications for prospects on talks. He observed that 
MnangagwaYs camp (which had included Chiyangwa) was under 
\"intense pressure V 

state-connected funds to finance Mnangagwavs ill-fated 
succession campaign. Ncube reported that as Speaker 
Mnangagwa of late had been uncharacteristically hostile to 

him and slected other MDC MPs 

them as part of the cabal arraying against him. 


8. (C) Elaborating further on ruling party dynamics 

commented that ZANU-PFYs membership generally recognized that 
internal political settlement would have to precede effective 
international re-engagement. The membership was eager for 
progress but extremely anxious about talks because all but a 
few were out of the loop. Ncube reported that ZANU-PF MPs he 
encountered on a regular basis always asked him about 
progress in his talks with their Justice Minister 

they uniformly said they got no information. That the 

Finance Minister waited 15 minutes to query him after he 
emerged from a bank queue Ncube took to indicate both how 
tight the ZANU-PF information loop was and how little the 
Minister has to do at his Ministry. 


Diplomatic Engagement 


9. (C) Turning to the international front 

party continued to be in close contact with the South 

Africans on process and had advised them about the lack of 
concrete progress on substantive issues. He noted that 
Ambassdor Ndou had indicated that the sooner elections were 
held 

that the Namibian mission in Harare had become increasingly 
engaged with the party leadership and other diplomatic 
missions on the issue of talks. He said that Tanzania was 
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much more positive privately than their public stance would 
indicate. During their meeting with President Mkapa in 

October 

Ambassador to Harare because of his stature as former 
Secretary-General of the OAU\'s Committee on Liberation at the 
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OAU -- he was not one to be pushed around easily. Indeed 

the new Tanzanian ambassador had met with MDC officials three 
times and seemed genuine in his stated desire to be helpful 

in stimulating momentum on interparty dialogue. 


10. (C) Ncube emphasized MDC interest in the prospective UN 
elections mission to evaluate prospects for involvement in 
Zimbabwe\'s next parliamentary election (ref B) 

that the party had been communicating with local UN 
representatives on the matter. He was encouraged that the 
officeVs discussions with Chinamasa had gone well and not 
surprised that engagement with election administrator Mudede 
had been negative. 


Party Doing Well 


11. (C) Addressing the health of his party 

that party planning generally was improving. The party\'s 
various committees were active developing action programs 
with attention recently being devoted to party organization; 
voter education; and diplomatic strategies 

respect to Africa. The Information Department was 
spotlighting the partyYs so-called \"RESTART\" economic 
program 

despite a clumsy government attempt to thwart the associated 
public event. (The event commenced an hour late when party 
lawyers had to obtain an urgent court order quashing police 
attempts to close the meeting over lack of a permit.) In 

some detail 

the Financial Gazette that he had been involved in a secret 
effort in 2002 to link up with Mnangagwa and then Armed 
Forces Chief Zvinavashe to create a coalition to sideline 

both Mugabe and MDC Party President Morgan Tsvangirai. 


Litigation Vexes 


12. (C) Ncube observed that TsvangiraiVs treason trial was 
proving to be even more politicized than expected. The 
prosecution was seeking gratuitous details on the party\'s 
functioning and strategies 

Tsvangirai did not know in an effort to undermine his 
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stature. Ncube was scheduled to testify for the defense when 
the trial resumes on February 11. 


13. (C) Elsewhere on the legal front 

understood that the report on Harare\'s MDC Executive Mayor 
Elias Mudzuri (ref D) reached negative conclusions and 
recommended criminal proceedings against the beleaguered 
politician. He implied that the process would take 

considerable time 

Chombo wanted to make sure he had an \"airtight\" case and that 
Mudzuri would not be able to respond legally. 


Comment 


14. (C) MDC officials have previously confided to us 
cautious openness to a government of national unity but this 
is the first confirmation that portfolios actually have been 
dicussed with the ruling party. Ncube and his party may view 
such conceptualizing as hypothetical 

expectations for a coalition and put the MDC on a slippery 
slope. Ncube\'s expectation that most important issues will 
be nailed down before formal talks are announced may prove 
elusive. Historically 

tentative agreement or flexibility 

on a short 
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groups 

foreign radio stations and websites 

the right to form independent organizations. Restrictions 

on religious freedom were particularly noticeable among 
ethnic-minority Protestant groups in the Central and 

Northwest Highlands. The USG has maintained close ties with 
political activists and religious groups in Vietnam in order 

to identify and highlight abuses 

during meetings in Vietnam and the United States 

in discussions between Secretary Powell and the deputy prime 
minister of Vietnam. Through State Department- 

Department of Labor-funded programs 

Vietnam seeks to heighten awareness of democratic principles 
at the grassroots level 

responsive legal system in Vietnam. Our efforts have 

resulted in the opening of new churches in the Central 
Highlands 

\"unauthorized\" churches in several areas 

prison sentences for some religious and political activists 
programs to protect trafficked women 

ILO convention against child labor 
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availability of much of Vietnam\'s legal code 
successes. 


The USG engaged the GVN on human rights issues at all levels 
over the course of the year. Mission officers traveled 

widely through the country to investigate allegations of 
abuses 

USG visitors to Vietnam raised human rights in their 

meetings with GVN officials. Through the Embassy in Hanoi 
and Consulate General in Ho Chi Minh City 

explained international concerns and basic rights standards 
to Vietnamese officials from the local level to the highest 
ranks of the GVN and CPV. In Washington 

officers up to and including Secretary Powell repeatedly 
stressed human rights concerns in meetings with visiting GVN 
officials. This constant diplomatic pressure has produced 
noticeably greater GVN attention to human rights and 
religious freedoms in Vietnam. (Unlike in past years 

USG declined to hold a bilateral human rights dialogue with 
the GVN in 2003 as a sign of our displeasure over slow 
progress on human rights issues.) 


The USG increased legal transparency in Vietnam by funding a 
successful $8 million 

develop and codify a better and more transparent legal 
framework as part of the implementation of the U.S.-Vietnam 
Bilateral Trade Agreement. Among the 2003 activities of 

this program were 54 training and policy workshops with 3330 
participants 

legislative and judicial officials. The Official Gazette - 

the Vietnamese equivalent of the Federal Register - began 
daily publication in July 

previously 

code available to all 

year we also began a $200 

specifically on working with government officials to 

modernize the Vietnamese Law on Associations which 
completed 


The GVN took a significant positive step by ratifying ILO 
Convention 138 on minimum working age in June 
encouraged by the USG. With funds from the Department of 
Labor 

to improve employment opportunities for people with 
disabilities as well as a $200 

the capacity of the GVN to combat the problem of child 
labor. 


The Mission sought to advance awareness of human rights and 
democracy issues in the media by funding Vietnamese 
journalists to participate in an international visitors 
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program entitled Democracy and Legal Reform in the United 
States 

The Mission also initiated and helped arrange a Voluntary 
Visitor Program for the Vice Chairman of the Ethnic 
Minorities Commission as well as other Commission 
representatives and officials from provinces with 

significant ethnic minority populations to expose them to US 
values and treatment of minorities. The Embassy\'s Public 
Affairs Section also worked with a Vietnamese organization 
to fund a series of workshops in four cities on the legal 
rights and responsibilities of citizens 

and produce a series of pamphlets on such topics as 
citizens\' rights and basic issues in the Vietnamese legal 
code. 


The USG continued to research and better document 
restrictions on religious freedom in Vietnam 

our concerns at all levels in interactions with the GVN. 

For example 

\"unofficial\" Protestant church threatened with demolition in 
Ho Chi Minh City 

and eventually allowed the church to continue operations. 

In November 

Freedom John Hanford visited Vietnam to set forth concrete 
steps - including the release of religious prisoners and 
allowing the opening of new churches - that the GVN should 
take to meet international concerns. Subsequent to that 
visit 

Vcontinuation of normalizing of relations with the 

[Protestant Church] in the Central Highlands\" and stating a 
Bible training center may be permitted to open soon 

also allowed a 40% increase in the number of officially 
registered Protestant churches in the highlands. 


The USG continued to encourage the GVN to ratify additional 
ILO conventions addressing worker rights and recognizing 
core worker rights. We stressed the need to continue to 
discuss issues surrounding freedom of association and 
collective bargaining. In addition 

(DOL) program on dispute prevention and resolution for 
representatives of more than seventy enterprises started its 
work and enjoyed great cooperation from the GVN. Another 
DOL program worked with the GVN to improve the country\'s 
social insurance system. 


To counter the problem of trafficking in persons 

provided more that $500 

governmental organizations (NGOs) from a variety of 
backgrounds. These NGOs operated a shelter for victims of 
trafficking repatriated from Cambodian brothels 

a number of programs to assist returned victims of 
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trafficking and protect women and children in high-risk 

areas by providing awareness training 

and economic opportunity through microcredit programs. USG 
officials at the working and policy levels continued to 

engage GVN counterparts on trafficking in persons issues 

and USG officers in Hanoi and Ho Chi Minh City played an 
important role in coordinating and focusing the 

international community\'s response to the trafficking 

problem in Vietnam. 


Major USG-Funded Human Rights and Democracy Programs in 
Vietnam 


-$8 million over three years to help the GVN develop and 
codify a better and more transparent legal framework. 
-$1.7 million over three years to improve industrial 
relations 

disputes. 

-$650 

for the disabled by revising relevant legislation 
training staff of employment service centers to better 
assist people with disabilities. 

-$500 

withdraw current child workers from the labor force 
fund rehabilitation programs for these children. 
-$375 

establishment of social accountability standards for 
Vietnamese enterprises. 

-$300 

Associations and related decrees. 

-$288 

Vietnamese law enforcement to counter trafficking in 
persons. 

-$243 

and violence against women through education 
monitoring 

women and families. 

-$60 

trafficking repatriated from Cambodian brothels. 
-$25 

legal rights and responsibilities of citizens 

clinics 

citizens\' rights and major issues in the Vietnamese legal 
code. 
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of the chickens in Vietnam. It is unclear if this figure 
represents true culling 
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died. WHO has appealed again for urgent donor assistance in 
the form of protective suits and equipment to carry out 
increased culling. 


2. (U) At the EUVs invitation 

briefing for Ambassadors on February 3. The briefing began 
with a technical presentation by Dr. Peter Horby of the WHO 
who described the general characteristics of human and avian 
influenza. 


3. (U) Looking more specifically at VietnamVs outbreak 
Horby showed a chart of the affected provinces. The 
outbreak appeared to be concentrated in the northern and 
southern provinces 

reporting cases. (We may actually be seeing a lack of 
reporting rather than a lack of cases in the central 
provinces.) Horby pointed out a number of other anomalies 
in this outbreak that are puzzling scientists. There are 
many more cases among children. The disease appears to have 
high rates of fatality in Vietnam. Finally 

1000 Vietnamese doing the chicken culling has gotten sick 
even though most are not wearing PPE. 


4. (U) WHO recommendations: Dr. Horby then focused on 
next steps in Vietnam. WHO said that it would concentrate 
efforts on: containing the outbreak in animals (through 
surveillance 

of poultry); protecting people (through education 

cullers 

diagnosis); improving early detection of human cases 
(through improving laboratory capacities and capabilities); 
characterizing the structure of the virus (to help examine 
possibilities for human-to-human spread and the development 
of vaccine); and development of a vaccine. 


5. (U) WHO recommendations to individuals: As for current 
advice to individuals in Vietnam 

same that has been available through WHO 

avoid high-risk areas 

did reiterate that for now WHO recommends no travel 
restrictions. He reiterated that Tamiflu is useful in early 
treatment 

particular to the H5N1 strain of avian influenza is likely 6- 
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8 months from development of even a limited supply. 


6. (U) WHO/FAO activities: WHO and FAO have been 
encouraging the GVN to take a more aggressive approach to 
control infection in birds (through more aggressive culling) 

and to detect human cases (through improved surveillance). 
WHO Vietnam Director Pascale Brudon told the Ambassadors 
\"We should all continue to push the Government of Vietnam to 
act because more needs to be done. Vietnam has now 
established a GVN working group 

Deputy Prime Minister Pham Gia Khiem to chair it himself. 


7. (U) WHO and FAO are developing training programs for 
cullers and educational materials for provincial level 

veterinary officials and farmers. FAO Vietnam 

representative Anton Rychener informed the Ambassadors that 
FAO had just provided a grant of $400 

support in Vietnam. WHO has been working to increase the 
capacity and capabilities of laboratories in Vietnam. 

Finally 

arrive shortly to assist with case management. Both WHO and 
FAO continued the appeal for additional PPE. 


8. (U) In answering questions about the spread of the 
disease from province-to-province 

stated that 

movement of poultry 

not taking place effectively 

transported from city to city and province to province. 


9. (U) WHO addressed the question of human-to-human 
transmission by stressing that we will probably never be 

able to confirm the method of transmission in the well- 
publicized Vietnamese cases in Thai Binh. Human-to-human 
transmission remains one of a number of possibilities. 

Brudon said that WHO expects to see limited human-to-human 
transmission within families for sure 

not necessarily mean there will be a community spread or 
pandemic. 


10. (SBU) In response to questions 
clearly pessimistic. He stated that the avian flu outbreak 
here \"has brutally uncovered the inefficiency of the 
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Agriculture Extension Service in Vietnam 

lacks motivation 

the Extension Service are not willing or empowered to take 
personal initiative or make decisions. The poor state of 
affairs at the Ag Service 

for the GVN to deal with the current threat quickly or 
effectively. 


11. (U) WHO tempered the FAO comments. While agreeing that 
the problem will not go away soon and that \"today there is a 
vacuum in what needs to be done\" 

Government of Vietnam is moving forward in developing a 
strategy 


12. (U) The Japanese Embassy representative raised the 
question of coordination among donors. WHO acknowledged the 
need for greater coordination of donations and promised to 

work with the World Bank to develop an effective way to 
coordinate donor assistance. Brudon did encourage those 
donating equipment to work directly with the GVN 

simply keep WHO informed. 


13. (U) IN HO CHI MINH CITY 

CONSULAR CORPS (FRENCH 

BRIEFING FROM DR. NGUYEN THE DUNG 

DEPARTMENT OF HEALTH. DR. DUNG STRESSED THAT THERE WAS 
STILL NO CONFIRMED CASE OF HUMAN-TO-HUMAN TRANSMISSION. 
HCMC MEDICAL PERSONNEL CONTINUED TO MONITOR VETERINARIANS 
FARM WORKERS 

POULTRY. THEY ARE ALSO MONITORING THE FAMILIES OF ALL THE 
SUSPECTED AVIAN FLU PATIENTS. THE INSTITUTE OF TROPICAL 
MEDICINE 

#2 HAVE BEEN DESIGNATED AS RECEIVING HOSPITALS FOR SUSPECTED 
AVIAN FLU PATIENTS. 

14. (U) Dr. Dung said it was the city\'s policy to cull/kill 

all poultry 

practicality 

farms first 

numbers we see about how many chickens have been culled 

refers only to the percentage of those on large chicken 

farms. He acknowledged that the city could not control 

small family holdings or pet birds. Pet bird sales have 

been prohibited by the city 
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from district to district 

enforcement of the ban 

holdings. He passed out a Vietnamese public information 
flyer which states: \"Don\'t eat them. Don\'t raise them. 
Don\'t transport them.\" 


15. (U) As for provincial coordination 

was a meeting with the Ministry of Health scheduled for 
tomorrow 

would be instructed to coordinate their actions. He 
acknowledged there were different attitudes among the 
provinces 

central government before initiating cooperation. Even HCMC 
was not coordinating its culling and public health 
information with its neighboring provinces. (Post Note: 
HCMC and the three surrounding provinces of Binh Duong 
Nai 

foreign-invested factories 

these provinces travel back and forth daily.) 
BURGHARDT 
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disrespect the voices of those who called on me to run for 
re-election.\" Meciar\'s statement was 

elections were ultimately decided based on the theory of a 
lesser evil 

candidate appeared in reftel. 


Convictions for Corruption Increase 


2. According to Ministry of Justice and General Prosecutor\'s 
Office statistics 

corruption laws have increased significantly in 2003. In 
2002 

for misuse of public authority. In the first half of 2003 

28 people were sentenced for corruption (out of 87 
investigated by the police 

individuals were sentenced for misuse of public authority 
(of 420 investigated 

Slovaks are concerned about corruption 

corruption is still underreported. Nonetheless 

are coming to light. Members of the anti-corruption unit 
caught an Army Lieutenant Colonel accepting a $500 bribe 
from an officer to prolong the officer\'s contract in 

Eritrea. Contracts in foreign countries are attractive and 
competitive because salaries are significantly higher. A 
few days later 

SKK 7 

his roster if he was not paid the money. 
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Trouble Festers in Slovak National Party 


3. Several events have kept the Slovak National Party in the 
headlines recently. Peter Sulovsky and Zilina mayor Jan 
Slota both continue to claim chairmanship of the party. 
Slota suggested a nationalist \"megacongress\" to determine 
who should be chairman. On January 20 

beneath Sulovsky\'s car. Earlier in the month 

Malikova 

Slota 

from the SNS office in Bratislava by guards loyal to 
Sulovsky. Recent comments by Slota that a Roma activist 
should be expelled from the country and that the police 
treat Roma too well explain why human rights observers are 
quite satisfied with the nationalistsV internal bickering. 


SDKU Sues Kalinak for Releasing \"Skupinka\" Names 


4. SDKU has filed a lawsuit against Smer deputy Robert 
Kalinak for releasing the names last summer of the 
\"skupinka\" PM Dzurinda alleged was destabilizing the state 
saying he got the list from a source close to the PM. SDKU 
wants an apology and SKK 500 

Kalinak counters that it has since become clear that he made 
no mistake. 


Figel Will Be Slovakia\'s Eurocommissioner 


5. During the Coalition Council meeting on January 27 

former EU negotiator Jan Figel was selected to be Slovakia\'s 
first European Commissioner. Figel 

Christian Democrat Movement (KDH) 

Affairs Committee in Parliament 

the MFA from 1998 to 2002 between his Parliament terms. 
During his 1992-1998 term as MP 

in the Council of Europe Parliamentary Assembly. 


ABA-CEELI Closes After Successful Decade 


6. The American Bar Association\'s Central and East European 
Law Initiative (ABA-CEELI) 

Slovakia 

well as Justice Minister Daniel Lipsic 

member. The program also held final roundtables on public 
procurement and on judicial reform. Judges at the 

roundtable praised the electronic court system. They noted 
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that that the new system streamlines court administration 
but there is still work needed to change the habits of 
judges and clerks. 


Two Constitutional Revisions Under Consideration 


7. Two constitutional amendments are advancing through 
Parliament despite government opposition. One bill would 
require ministers to seek 

direction on all matters under discussion within the EU 
which the GOS finds impractical. The other would extend 
MPs\' immunity from prosecution for statements made in 
Parliament. 

WEISER 
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Refs: (A) Colombo - SA/INS 02/03/04 unclass e-mail 
- (В) Colombo 17 


(U) Classified by Ambassador Jeffrey J. Lunstead. 
Reasons 1.5 (b 


1. (C) SUMMARY: There have been several attacks on 
churches in recent weeks 

began in 2003. The President and the PM have both 
condemned the attacks 

few arrests and no prosecutions. On the positive side 
pressure on the government to enact legislation against 
so-called V'unethical conversions" appears to have abated 
somewhat. Many Sri Lankans have been shocked and 
repulsed by the attacks 

may be slowly turning a corner. That said 

extremists remain a force to reckon with. END SUMMARY. 


2. (SBU) There have been several attacks on churches in 
recent weeks 

(see Ref B). Extremist Buddhist monks continue to be 
implicated in the incidents. Details of three of the 

recent attacks -- which all occurred just east of 

Colombo and involved Catholic churches (most previous 
attacks were on Evangelical Protestant churches) -- 
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follow: 


-- On January 26 

located some 15 miles east of Colombo 

late-night arson attack. No injuries were reported 

part of the building was damaged. No arrests have been 
made to date. 


-- On January 18 

Hokandara 

attacked. There were no injuries in the incident. 
Police have not made any arrests to date. 


-- On January 15 
the vicinity of Homagama 
attacked. There were no injuries nor any arrests. 


3. (SBU) (Note: As outlined in Ref A 

Christian Evangelical Alliance of Sri Lanka 

reports that there were over 100 attacks on religious 
organizations and places of worship in 2003. Of those 
reported attacks 

December 2003 timeframe. NCEASL asserts that there were 
over 30 attacks in January 2004. Mission continues to 

try to confirm the reported incidents listed by NCEASL. 

End Note.) 


4. (SBU) President Kumaratunga continues to publicly 
speak out in condemnation of the attacks. Prime 
Minister Wickremesinghe and other GSL officials have 
also publicly condemned the attacks. Despite the 
outcry 

in these cases. (Note: Mission has heard a report that 
one person may have been arrested in one of the attacks 
and then released on bail.) There was one case of 
discipline being meted out 

police chief was transferred for not taking preventive 
steps in the connection with the Mattegoda attack 
mentioned above. 


5. (C) When asked about the situation on January 30 by 
the Ambassador 

Constitutional Affairs Minister 

of no prosecutions in any of the cases. Peiris felt 

there was local pressure on the police not to pursue the 
investigations 

higher-level officials. As he has with many other GSL 


Column 3 

officials 

the attacks and underscored that it was necessary for 
the government to take steps against those responsible. 
Other interlocutors have also suggested that the lack of 
police action stems from the reticence of local 
authorities to be seen questioning (the extremist) 
Buddhist monks 

Other contacts report that local Christian officials are 
also reluctant to press charges 

their community may become a target for further acts of 
violence. 


6. (C) While the attacks on Christian groups continue 
there are indications that some of the pressure for the 
GSL to enact legislation against so-called \"unethical 
conversions\" may be abating. (Note: Draft legislation 
on this topic was developed last year and has been 
Vunder review\" in the Attorney GeneralVs office for 
several months -- See Ref B.) One reason for the 
decrease in pressure may be the following: local 
committees consisting of representatives of various 
religious groups recently set up by the PM to discuss 
tensions (see Ref B) have been meeting and evidently 
have had some success in defusing some of the fervency 
of Buddhist concerns. Moreover 

the conversions matter may have also been funneled into 
a 31-member committee of Buddhist monks recently 
established by W.J.M. Lokubandara 

Affairs. According to contacts 

barbs at each other in the committee 

members pitted against moderate monks. 


7. (SBU) Coupled with these developments 

also been a significant reaction in the local press and 
in Colombo \"elite\" circles against the spike in 

religious tensions. Civil society commentators have 
called for greater interfaith dialogue and have 
characterized the draft legislation as misguided and 
counter to Sri Lanka\'s reputation for religious freedom. 
As for the press 

representative of the many recent editorials and op-eds 
in local English-language papers expressing concern 
about the religious freedom situation: 


-- A February 1 editorial in the SUNDAY OBSERVER 
government-owned English weekly 
of places of worship and the destruction of sacred 
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symbols cannot serve the interest of reviving or 
sustaining religion and community. It only further 
undermines civilization and the religious traditions of 
the perpetrators.\" 


-- An editorial in the January 29 ISLAND 

English daily 

burning. Anonymous posters with anti-religious 
overtones are still appearing...these are forces that 
have to be tracked down. V 


-- An op-ed in the ISLAND on January 29 stated that V'the 
adoption of legislation to regulate a change of 

religious belief or faith is not...a measure the 

government should take. It is neither practicable or 
desirable to try to legislatively define conversions by 
“unethical! means. 


8. (C) Not wanting their country to become a religious 
battleground (it is already ethnically divided) 

Lankans 

the church attacks. Given the depth of these concerns 
Sri Lanka may be slowly turning a corner on religious 
freedom. That said 

to be reckoned with. Until the government arrests and 
prosecutes someone 

deterred in their attacks. In the ongoing milieu of 
cohabitation turbulence 

calculating that they can get away with the violence. 

In light of the threat to civil peace 

clearly needs to be much more vigilant and forceful in 
its response. END COMMENT. 


9. (U) Minimize considered. 
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PREPARE THEMSELVES FOR THE WALL COURT CASE. END SUMMARY. 


2. UNDER THE HEADLINE \"DON\'T BELIEVE SHARON 
ARAB DAILY \"AL-KHALEEJ\" EDITORIALIZED 02/03: 


VTHE WAR CRIMINAL SHARON CANVT STEP ONE STEP TOWARDS A SETTLEMENT 
BECAUSE A PERSON WHO IS ADDICTED TO COMMITTING MASSACRES AGAINST 
PALESTINIANS 
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SOMETHING THAT IS AGAINST HIS HISTORY! AND FOR WHAT REASON?. BUT 
SHARON\'S TALK ABOUT A PLAN TO EVACUATE ALL SETTLEMENTS IN GAZA 
AND THEY ARE SEVENTEEN 

SHARON IS DOING IS FOR THE EYES OF THE PEOPLE IN THE WHITE HOUSE 
AND IS AIMED TO TAKE THE LAND FROM THE PALESTINIANS 

IN A TIME OF AMERICAN OCCUPATION IN THE REGION AND ARAB SILENCE 
TOWARDS ANYTHING HAPPENING 

THE WHOLE ARAB REGION.\" 


3. COMMENTING ON THE ISRAELI WALL CASE IN THE INTERNATIONAL 
COURT OF JUSTICE THE END OF FEBRUARY AND NOTING THAT THE ARABS 
SHOULD PREPARE THEMSELVES FOR THIS 

\"AL BAYAN\" EDITORIALIZED 02/03: 


VWILL THE ZIONIST ENTITY ESCAPE VINTERNATIONAL JUSTICEY AND 
CONTINUE BUILDING THE DISCRIMINATING WALL? ARE THE ARABS READY 
FOR THE LAWSUIT BATTLE THAT WILL HAPPEN IN THE INTERNATIONAL 
COURT OF JUSTICE IN THE HAGUE ON THE TWENTY-THIRD OF THIS MONTH?. 
THE VWALLY BATTLE REQUESTS ARABS TO START POLITICAL AND MEDIA 
ATTACKS AGAINST ISRAEL DURING THE COMING DAYS AND BEFORE THE 
TWENTY-THIRD OF FEBRUARY. WHAT IS REQUESTED IS A QUICK ARAB MOVE 
BEFORE IT IS TOO LATE. WE COULD BE SURPRISED BY THE DECISION OF 
THE INTERNATIONAL COURT JUDGES THAT THE WALL CASE IS NOT ONE OF 
THEIR AFFAIRS. AND THIS JUDICIAL DECISION WILL LEAD TO ISRAEL 

DOING WHATEVER THEY WANT IN THE OCCUPIED ARAB LANDS IN PALESTINE 
LEBANON 


4. NOTING THAT THE U.S. 
THE ISRAELI WALL CASE 


V. THE WALL CASE HAS BECOME AN INTERNATIONAL POLITICAL BATTLE 
AFTER THE U.S. 

IN ANNOUNCING THAT THE INTERNATIONAL COURT OF JUSTICE HAS NO 
RIGHT IN LOOKING INTO THE LEGITIMACY OF THE BUILDING OF THE WALL. 
THE BATTLE OF THE WALL HAS REALLY STARTED 

COUNTRIES 

PROVIDE SUPPORT AND ALL DOCUMENTATION." 
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REF: SECSTATE 022174 


1. THE PUBLIC AFFAIRS SECTION REQUESTS A FUNDED VOLUNTARY 
VISITOR PROGRAM FROM MARCH 1-9 

JORDANIAN SCHOLARS ON \"RELIGIOUS TOLERANCE AND COEXISTENCE.\" 
THE REQUEST SUPPORTS THE MISSION\'S LONG TERM OBJECTIVES OF 
VDEMOCRACY AND HUMAN RIGHTSW AND \"U.S. SOCIETY AND VALUES.\" 
FUNDING IS REQUESTED TO COVER PER DIEM AND DOMESTIC TRAVEL. 
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WE ALSO REQUEST ONE ESCORT-INTERPRETER TO ACCOMPANY THE 
GROUP. THE PARTICIPANTS WILL COVER THE COST OF 
INTERNATIONAL TRAVEL. 


2. THE FOUR PARTICIPANTS RECEIVED \"COUNTRY TEAM APPROVAL\" 
FOR THEIR PARTICIPATION IN THE PROGRAM 


3. FOLLOWING IS THE PARTICIPANTSY BIODATA: 


START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 

: THE FOLLOWING DATA IS IN A FIXED FORMAT WHICH ENABLES 

: AUTOMATED PROCESSING IN WASHINGTON AND SHOULD NOT BE 
: EDITED EXCEPT BY MEANS OF THE POST-EVDB SOFTWARE. 
EXPORT-SOURCE: POST-EVDB 

VERSION: 3.0.5 

POST-EMAIL: BAMAWI@PD.STATE.GOV 

TRANSMITTING-POST: PAS AMMAN 

TRANSMITTING-POST-ID: 2887 

EXPORT-TYPE: BIO DATA 

START NOMINATION: 

ECA-OFFICE: E/VFA 

PROG-AGENCY-NAME: 

POST-PROJ-ID: 156 

ECA-PROJ-NO: E/VFA-2004-0153 

PROJ-NAME: RELIGIOUS TOLERANCE AND COEXISTENCE 

START MEMO PROJ-DESC: 

THE PROGRAM SHOULD FOCUS ON RELIGIOUS TOLERANCE 
COEXISTENCE 

STATE. THE PROGRAM SHOULD INCLUDE VISITS TO CHURCHES 
MOSQUES AND SYNAGOGUES; MEETINGS WITH REPRESENTATIVES OF 
CENTERS OF ARAB AND ISLAMIC STUDIES 

MUSLIM-CHRISTIAN UNDERSTANDING AT GEORGETOWN UNIVERSITY; TO 
THINK TANK AND MEDIA OUTLETS. THE VISITORS SHOULD ALSO BE 
BRIEFED AT THE DEPARTMENT OF STATE ON THE FORMULATION AND 
IMPLEMENTATION OF U.S. FOREIGN POLICY. 

END MEMO PROJ-DESC: 

PROJ-TYPE: INDIVIDUALS TRAVELING TOGETHER 

PROG-TYPE: VOLUNTARY VISITOR 

FY: 2004 

DEPART-POST: 02/29/2004 

SESSION-DATE: 03/01/2004 

RETURN-POST: 03/10/2004 

NO-OF-PART: 4 

RANK-ORDER: 1 

START MEMO POST-OBJ: 


THE JORDANIAN INTERFAITH COEXISTENCE RESEARCH CENTER 
ESTABLISHED IN 2003 

DOMESTICALLY AND INTERNATIONALLY 

DIALOGUE AND INTERNATIONAL TIES 

CHRISTIAN 
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SUPPORTS THE MISSION GOAL OF DEMOCRACY AND HUMAN RIGHTS AND 
TO ALESSER EXTENT 

REGIONAL STABILITY. IT WOULD EXPOSE THESE JORDANIAN 
RELIGIOUS AND SOCIETAL LEADERS TO AMERICAN SOCIETY 
PROGRAMMATIC EMPHASIS ON RELIGIOUS FREEDOM AND TOLERANCE 
AND PROMOTE ENDURING CONTACTS WITH AMERICANS ON THESE 
ISSUES. IN ADDITION 

OPPORTUNITY TO STRENGTHEN U.S. ENGAGEMENT WITH JORDANIAN 
LEADERS ON RELIGIOUS TOLERANCE IN THE REGION 

VALUE. 

THE PARTICIPANTS ARE UNIQUELY SUITED TO BENEFIT FROM THIS 
PROGRAM. NABIL HADDAD 

A MELKITE PRIEST 

POLITICAL SECTION. HE HAS PROVED AN IMPORTANT SOURCE OF 
INFORMATION THROUGH HIS INVOLVEMENT IN HUMAN RIGHTS AND 
RELIGIOUS FREEDOM ISSUES 

THIS PROGRAM WILL BOTH INCREASE HIS ENGAGEMENT CAPACITY AND 
EXPAND HIS ABILITY TO PROMOTE INTERFAITH DIALOGUE. H.E. MR. 
IZZEDDIN AL TAMIMI IS JORDAN\'S SENIOR ISLAMIC JUDGE AND 
SERVES IN A NUMBER OF OTHER GOVERNMENTAL AND NON- 
GOVERNMENTAL CAPACITIES. THEREFORE 

ON GOJ POLICY AND WOULD BENEFIT THE USG WITH HIS INCREASED 
KNOWLEDGE OF AND TIES TO THE U.S. MR. SAMI GAMMOH 
GOVERNMENT MINISTER WITH EXTENSIVE EXPERIENCE IN THE U.S. 
WOULD BENEFIT THE USG WITH HIS INCREASED EXPOSURE TO THIS 
ASPECT OF AMERICAN SOCIETY AND VALUES AND MS. MAVAYTA IS THE 
PRESIDENT OF THE PIONEER WOMEN CENTER 

CONSULTATION AND FORMER PARLIAMENT MEMBER. THE CHRISTIAN- 
MUSLIM COMPOSITION OF THE GROUP IS INDICATIVE OF THE 
DIALOGUE IT PROMOTES. 


END MEMO POST-OBJ: 
START MEMO POST-RCMD: 


PARTICIPANTS WOULD LIKE THE PROGRAM TO INCLUDE THE 
FOLLOWING: VISITS TO THE WHITE HOUSE (THEY WOULD LIKE TO 
DELIVER A COPY OF THE SHEIKH\'S AL MAMIMI BOOK IN 
APPRECIATION OF THE PRESIDENT\'S EFFORTS ON BEHALF OF 
INTERFAITH COEXISTENCE) 

INTERNATIONAL RELIGIOUS FREEDOM OFFICE 

CLUB AND THE MIDDLE EAST INSTITUTE IN WASHINGTON 

ZERO IN NYC AND CHURCHES AND THE JEWISH COMMUNITY. 

H.E. MR. AL TAMIMI WOULD LIKE TO PRESENT HIS BOOK ON \"ISLAM 
AND MODERN ISSUES\" THE ENGLISH TRANSLATION. THIS COULD BE 
DONE IN COOPERATION WITH THE JORDANIAN EMBASSY IN 
WASHINGTON 

WE ALSO RECOMMEND VISITS TO THE FOLLOWING CENTERS: 
HARTFORD INSTITUTE FOR RELIGIOUS RESEARCH 

HARTFORD THEOLOGICAL SEMINARY IN HARTFORD 

ISLAMIC SOCIETY OF BOSTON MOSQUE IN CAMBRIDGE AND THE 
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ISLAMIC CENTER OF BOSTON MOSQUE IN WAYLAND 

RELIGION AND THE PRESS ON AMERICANS\' ATTITUDES TOWARDS THE 
CONFLICT IN THE MIDDLE EAST 

PASADENA (THE LARGEST TRAINING GROUND FOR THE EVANGELICAL 
PROTESTANT MINISTRY IN THE U.S.) 

CENTER FOR MUSLIM-CHRISTIAN UNDERSTANDING 

AMERICAN ISLAMIC RELATIONS (CAIR) 

ISLAMIC INSTITUTE 

COMMITTEE (ADC) 


END MEMO POST-RCMD: 
ECA-OFFICE-ID: 1029 
PROG-AGENCY-ID: 
PROJ-TYPE-ID: ITT 
PROG-TYPE-ID: 30 
NOMINATING-POST-ID: 2887 
FUNDING-CNTRY-ID: 2887 
STATUS: N 

ORIGINATOR: P 
SUBJ-DISC: RELIGION 
START BIO: 

PREFIX: MR. 

F-NAME: IZZEDDIN 
M-NAME: K. 

L-NAME: AL TAMIMI 
SUFFIX: 

POSITION-CODE: 350 
PRINCIPAL?: YES 
M-ADDR1: INTERFAITH COEXISTENCE PROGRAM 
M-ADDR2: P.O. BOX 811633 
M-ADDR3: 

M-CITY: AMMAN 11181 
M-STATE: 

M-CNTRY: JORDAN 
M-ZONE: 

M-ZIP: 

M-PHONE: (962-6) 462-3057 
M-FAX: (962-6) 462-3057 
M-EMAIL: 

M-CNTRY-ID: JO 
M-ADDRTYPE: 

GENDER: M 

DOB: 01/01/1928 
MAR-STAT: M 

BIRTH-CITY: HEBRON 
BIRTH-CNTRY: WEST BANK 
CITIZ-CNTRY: JORDAN 
RES-CNTRY: JORDAN 
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START MEMO POSITION: 

SUPREME JUDGE AND ADVISOR TO HIS MAJESTY FOR ISLAMIC AFFAIRS 
END MEMO POSITION: 

START MEMO OTHER-POSITIONS: 


END MEMO OTHER-POSITIONS: 

START MEMO PREV-POSITIONS: 

TEACHER 

JORDAN 

MINISTRY OF ENDOWMENTS AND ISLAMIC AFFAIRS AND HOLY PLACES 
JORDAN 

DEPUTY OF THE MINISTRY OF ENDOWMENTS 
HOLY PLACES 

COUNCIL 

MUFTI OF THE JORDAN 

ISLAMIC AFFAIRS AND HOLY PLACES 

END MEMO PREV-POSITIONS: 

START MEMO US-TRAVEL: 


END MEMO US-TRAVEL: 

START MEMO OTHER-TRAVEL: 

MOST OF THE ARAB AND ISLAMIC REGION 

END MEMO OTHER-TRAVEL: 

START MEMO EDUCATION: 

RELIGOUS STUDIES 

DEGREE 

SHARIF UNIVERSITY 

CERTIFICATE 

END MEMO EDUCATION: 

START MEMO MEMBERSHIPS: 

CHAIRMAN 

DEVELOPMENT CORPORATION; DEPUTY CHAIRMAN OF THE COUCIL OF 
EDUCATION; CHAIRMAN OF THE LEGAL OPINION PROVIDING COUCIL; 
MEMBER OF THE ROYAL COMMITTEE FOR HUMAN RIGHTS; MEMBER OF 
THE BOARD OF TRUSTEES OF THE AL AL BEIT FOUNDATION; MEMBER 
OF THE BOARD OF TRUSTEES OF THE HASHEMITE JORDANIAN 
CHARITABLE ORGANIZATION 

END MEMO MEMBERSHIPS: 

START MEMO PUBLICATIONS: 

WORTE ABOUT TWENTY BOOKS AND STUDIES ON THE FOLLOWING 
TOPICS: 

ISLAM AND CONTEMPORARY ISSUES; SOCIAL DEFENSE IN TE MIRROR 
OF ISLAM 

FAMILY JURISPRUDENCE IN ISLAM 

PREACHERYS MISSION 

WITH THE COMMUNITY; WORK IN ISLAM 

END MEMO PUBLICATIONS: 

START MEMO SPEC-CONSID: 

NO PORK 

END MEMO SPEC-CONSID: 

FIRST-LANG: ARABIC 
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ENGL-READ: 2 

ENGL-SPEAK: 2 

ENGL-COMP: 2 

START MEMO NOM-POST-OBJ: 


END MEMO NOM-POST-OBJ: 
START MEMO NOM-POST-RCMD: 


END MEMO NOM-POST-RCMD: 

START MEMO VIS-OBJ: 

--TO PRESENT THE JORDANIAN MODEL OF TOLERANCE AND 
COEXISTENCE TO THE U.S. INTITUTIONS 

--TO INTRODUCE THE CENTERVS AS THE FIRST JORDANIAN NON- 
GOVERNMENTAL 

DEAL WITH INTERFAITH ISSUES OF COOPERATION IN JORDAN AND 
ABROAD 

- TO ESTABLISH RAPPORT 

RELATIONSHIPS BETWEEN THE CENTER AND OTHER PERSONALITIES IN 
SIMILAR INSTITUTIONS TO SERVE AND PERPETUATE INTERFAITH 
COEXISTENCE EDUCATION TOLERANCE AND HUMAN RIGHTS 

--TO PROMOTE THE JORDANIAN-U.S. RELATIONS FROM AN INTERFAITH 
PERSPECTIVE TO PROMOTE THE CULTURAL UNDERSTANDING AND 
EDUCATION. 

END MEMO VIS-OBJ: 

START MEMO VIS-REC: 


END MEMO VIS-REC: 
NOMINATING-OFFICER: POL 
START MEMO NOMINATING-JUSTIFICATION: 


END MEMO NOMINATING-JUSTIFICATION: 
NOM-OFF: POL 
SPEAKER?: YES 
NOTIFY-EMB: YES 
MEDIA?: NO 

HOME-STAY: NO 
HOME-HOSP?: YES 
E-I-TYPE: INTERPRETER 
NOMINEE-ID: 301 
PERSON-ID: 299 
BIRTH-CNTRY-ID: WB 
CITIZ-CNTRY-ID: JO 
RES-CNTRY-ID: JO 
FIRST-LANG-ID: AR 
E-I-TYPE-ID: I 
NOM-POST-ID: 2887 
NOM-FUNDING-CNTRY-ID: 2887 
NOM-STATUS: N 
DS2019-ACTION: 1 
DS2019-SUBJECT: 38.0201 
SPONS-FUNDS: 0 
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SPONS-AGENCY1: 
USGOVT-AGENCY1: DOS 
US-AGENCY-AMT1: 0 
USGOVT-AGENCY2: 
US-AGENCY-AMT2: 0 
INTL-ORG1: 
INTL-ORG-AMOUNT1:0 
INTL-ORG2: 
INTL-ORG-AMOUNT2: 0 
VIS-GOVT-AMT: 0 
COMMISSION: 0 
OTHER-AMOUNT: 0 
VIS-AMOUNT: 0 

VIS-CAT: 5 

END BIO: 

START BIO: 

PREFIX: MR. 

F-NAME: SAMI 

M-NAME: IBRAHIM 
L-NAME: GAMMOH 
SUFFIX: 
POSITION-CODE: 330 
PRINCIPAL?: YES 
M-ADDR!1: P.O. BOX 3253 
M-ADDR2: 

M-ADDR3: 

M-CITY: AMMAN 11181 
M-STATE: 

M-CNTRY: JORDAN 
M-ZONE: 

M-ZIP: 

M-PHONE: (962-6) 465-7339 
M-FAX: (962-6) 464-3805 
M-EMAIL: 

M-CNTRY-ID: JO 
M-ADDRTYPE: 

GENDER: M 

DOB: 01/01/1940 
MAR-STAT: M 
BIRTH-CITY: AL SALT 
BIRTH-CNTRY: JORDAN 
CITIZ-CNTRY: JORDAN 
RES-CNTRY: JORDAN 
START MEMO POSITION: 
CHAIRMAN 

COMPANY; INTERNATIONAL INDUSTRIES CO.; SILICA INTERNATIONAL 
INDUSTRIES CO; UNITED GROUP CONSULTING CO. 
END MEMO POSITION: 
START MEMO OTHER-POSITIONS: 


END MEMO OTHER-POSITIONS: 
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START MEMO PREV-POSITIONS: 

MINISTER OF TRANSPORT 

MINISTER OF FINANCE 

INTERNATIONAL MONETARY FUND 

BOARD 

BUDGET DEPARTMENT 

BEREAU 

AMBASSADOR 

YORK 

ECONOMIC UNITY COUNCIL 

COUNSELOR 

GENERAL MANAGER 

LECTURER 

END MEMO PREV-POSITIONS: 

START MEMO US-TRAVEL: 

YES 

END MEMO US-TRAVEL: 

START MEMO OTHER-TRAVEL: 

MOST OF EUROPE AND THE ARAB WORLD 

END MEMO OTHER-TRAVEL: 

START MEMO EDUCATION: 

B.A. 

ECONOMICS 

1965-1967; SEVERAL SEMINARS IN ECONOMIC DEVELOPMENT AND 
PUBLIC FINANCE WITH THE IMF AND WORLD BANK 
END MEMO EDUCATION: 

START MEMO MEMBERSHIPS: 

MEMBER OF THE BOARD OF DIRECTORS OF SEVERAL PRIVATE AND 
PUBLIC COMPANIES; MEMBER OF THE BOARD OF TRUSTEES 
NOOR FOUNDATION 

END MEMO MEMBERSHIPS: 

START MEMO PUBLICATIONS: 


END MEMO PUBLICATIONS: 
START MEMO SPEC-CONSID: 
NONE 

END MEMO SPEC-CONSID: 
FIRST-LANG: ARABIC 
ENGL-READ: 4 

ENGL-SPEAK: 4 

ENGL-COMP: 4 

START MEMO NOM-POST-OBJ: 


END MEMO NOM-POST-OBJ: 
START MEMO NOM-POST-RCMD: 


END MEMO NOM-POST-RCMD: 
START MEMO VIS-OBJ: 


END MEMO VIS-OBJ: 
START MEMO VIS-REC: 
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END MEMO VIS-REC: 
NOMINATING-OFFICER: POL 
START MEMO NOMINATING-JUSTIFICATION: 


END MEMO NOMINATING-JUSTIFICATION: 
NOM-OFF: POL 
SPEAKER?: YES 
NOTIFY-EMB: YES 
MEDIA?: NO 

HOME-STAY: NO 
HOME-HOSP?: YES 
E-I-TYPE: NONE 
NOMINEE-ID: 302 
PERSON-ID: 300 
BIRTH-CNTRY-ID: JO 
CITIZ-CNTRY-ID: JO 
RES-CNTRY-ID: JO 
FIRST-LANG-ID: AR 
E-I-TYPE-ID: N 
NOM-POST-ID: 2887 
NOM-FUNDING-CNTRY-ID: 2887 
NOM-STATUS: N 
DS2019-ACTION: 1 
DS2019-SUBJECT: 38.0201 
SPONS-FUNDS: 0 
SPONS-AGENCY!: 
USGOVT-AGENCY1: DOS 
US-AGENCY-AMT1: 0 
USGOVT-AGENCY2: 
US-AGENCY-AMT2: 0 
INTL-ORG1: 
INTL-ORG-AMOUNT 1: 0 
INTL-ORG2: 
INTL-ORG-AMOUNT2: 0 
VIS-GOVT-AMT: 0 
COMMISSION: 0 
OTHER-AMOUNT: 0 
VIS-AMOUNT: 0 

VIS-CAT: 5 

END BIO: 

START BIO: 

PREFIX: MR. 

F-NAME: NABIL 

M-NAME: DEEB 

L-NAME: HADDAD 
SUFFIX: 

POSITION-CODE: 330 
PRINCIPAL?: YES 
M-ADDR1: INTERFAITH COEXISTENCE CENTER 
M-ADDR2: P.O. BOX 811633 
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M-ADDR3: 

M-CITY: AMMAN 11181 

M-STATE: 

M-CNTRY: JORDAN 

M-ZONE: 

M-ZIP: 

M-PHONE: (962-6) 462-3057 

M-FAX: (962-6) 462-3057 

M-EMAIL: 

M-CNTRY-ID: JO 

M-ADDRTYPE: 

GENDER: M 

DOB: 02/08/1954 

MAR-STAT: M 

BIRTH-CITY: SAMAD 

BIRTH-CNTRY: JORDAN 

CITIZ-CNTRY: JORDAN 

RES-CNTRY: JORDAN 

START MEMO POSITION: 

ASSISTANT TO ARCHBISHIP SABAL YOUAKIM; ARCHBISHOP FOR THE 
ARCHDIOCESE OF JORDAN 

END MEMO POSITION: 

START MEMO OTHER-POSITIONS: 

ELEVATED TO THE TITLE OF EKONOMOS (MONSIGNOR) BY THE LATE 
PATRIARCH MAXIMOS V IN 1994 

END MEMO OTHER-POSITIONS: 

START MEMO PREV-POSITIONS: 

PARISH PRIEST IN MARJ AL HAMAM AND NAOUR 
PARISH PRIEST 

1996; DIRECTOR GENERAL 

THE COURT OF APPEAL 

JORDAN; CHIEF 

VISIT OF HIS HOLINESS POPE JOHN PAUL TO JORDAN 
COORDINATOR 

PILGRIMAGE TO BAPTIMS SITE 

END MEMO PREV-POSITIONS: 

START MEMO US-TRAVEL: 


END MEMO US-TRAVEL: 

START MEMO OTHER-TRAVEL: 

MOST OF EUROPE AND THE ARAB WORLD 
END MEMO OTHER-TRAVEL: 

START MEMO EDUCATION: 

THEOLOGY AND PHILOSOPHY STUDIES 
CENTER 

SEMINARY 

END MEMO EDUCATION: 

START MEMO MEMBERSHIPS: 

MEMBER OF THE CARITAS REGIONAL COMMITTEE FOR MIDDLE EAST AND 
NORTH AFRICA 

CHURCH 
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RIGHTS 

INTERNATIONAL 

RIGHTS 

END MEMO MEMBERSHIPS: 

START MEMO PUBLICATIONS: 

ACTIVE IN PROMOTING ISLAMIC-CHRISTIAN DIALOGUE AND 
UNDERSTANDING IN JORDAN THROUGH VARIOUS ACTIVITIES 
CONFERENCES AND WORKSHOPS. WRITES IN LOCAL NEWSPAPERS. 
END MEMO PUBLICATIONS: 

START MEMO SPEC-CONSID: 

NONE 

END MEMO SPEC-CONSID: 

FIRST-LANG: ARABIC 

ENGL-READ: 3 

ENGL-SPEAK: 3 

ENGL-COMP: 3 

START MEMO NOM-POST-OBJ: 


END MEMO NOM-POST-OBJ: 
START MEMO NOM-POST-RCMD: 


END MEMO NOM-POST-RCMD: 
START MEMO VIS-OBJ: 


END MEMO VIS-OBJ: 
START MEMO VIS-REC: 


END MEMO VIS-REC: 
NOMINATING-OFFICER: POL 
START MEMO NOMINATING-JUSTIFICATION: 


END MEMO NOMINATING-JUSTIFICATION: 
NOM-OFF: POL 

SPEAKER?: YES 

NOTIFY-EMB: YES 

MEDIA?: NO 

HOME-STAY: NO 
HOME-HOSP?: YES 

E-I- TYPE: 

NOMINEE-ID: 303 

PERSON-ID: 301 
BIRTH-CNTRY-ID: JO 
CITIZ-CNTRY-ID: JO 
RES-CNTRY-ID: JO 
FIRST-LANG-ID: AR 
E-I-TYPE-ID: 

NOM-POST-ID: 2887 
NOM-FUNDING-CNTRY-ID: 2887 
NOM-STATUS: N 
DS2019-ACTION: 1 
DS2019-SUBJECT: 38.0201 
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SPONS-FUNDS: 0 
SPONS-AGENCY1: 
USGOVT-AGENCY1: DOS 
US-AGENCY-AMT 1: 0 
USGOVT-AGENCY2: 
US-AGENCY-AMT2: 0 
INTL-ORG1: 
INTL-ORG-AMOUNT1:0 
INTL-ORG2: 
INTL-ORG-AMOUNT2: 0 
VIS-GOVT-AMT: 0 
COMMISSION: 0 
OTHER-AMOUNT: 0 
VIS-AMOUNT: 0 

VIS-CAT: 5 

END BIO: 

START BIO: 

PREFIX: MS. 

F-NAME: NUHA 

M-NAME: MAHMOUD 
L-NAME: MA\'AYTA 
SUFFIX: 
POSITION-CODE: 310 
PRINCIPAL?: YES 
M-ADDR!: 

M-ADDR2: 

M-ADDR3: 

M-CITY: AMMAN 
M-STATE: 

M-CNTRY: JORDAN 
M-ZONE: 

M-ZIP: 

M-PHONE: (962-6) 4670-325 
M-FAX: (962-6) 5412660 
M-EMAIL: NOHAM@HOTMAIL.COM 
M-CNTRY-ID: 
M-ADDRTYPE: B 
GENDER: F 

DOB: 11/24/1951 
MAR-STAT: M 
BIRTH-CITY: IRBID 
BIRTH-CNTRY: JORDAN 
CITIZ-CNTRY: JORDAN 
RES-CNTRY: JORDAN 
START MEMO POSITION: 
PRESIDENT OF THE PIONEER WOMEN CENTER 
CONSULTATION 

END MEMO POSITION: 
START MEMO OTHER-POSITIONS: 
REGIONAL COORDINATOR 
CHILDREN AS SOLDIERS 
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PRESIDENT 

MAY 1999 

UNIVERSITIES WOMEN IN JORDAN 

END MEMO OTHER-POSITIONS: 

START MEMO PREV-POSITIONS: 

PRESIDENT 

BRANCH 

END MEMO PREV-POSITIONS: 

START MEMO US-TRAVEL: 

YES 

END MEMO US-TRAVEL: 

START MEMO OTHER-TRAVEL: 

JAPAN 

END MEMO OTHER-TRAVEL: 

START MEMO EDUCATION: 

B.A. 

EDUCATION 

END MEMO EDUCATION: 

START MEMO MEMBERSHIPS: 

FOUNDING MEMBER OF THE EMPOWERMENT FOR UNIVERSITIES\' WOMEN 
IN JORDAN 

FOR UNIVERSITIES\ WOMEN; MEMBER OF THE ANTI-SMOKING 
ASSOCIATION; MEMBER OF THE FAMILY PLANNING ASSOCIATION 
END MEMO MEMBERSHIPS: 

START MEMO PUBLICATIONS: 


END MEMO PUBLICATIONS: 
START MEMO SPEC-CONSID: 


END MEMO SPEC-CONSID: 
FIRST-LANG: ARABIC 
ENGL-READ: 4 

ENGL-SPEAK: 4 

ENGL-COMP: 4 

START MEMO NOM-POST-OBJ: 


END MEMO NOM-POST-OBJ: 
START MEMO NOM-POST-RCMD: 


END MEMO NOM-POST-RCMD: 
START MEMO VIS-OBJ: 


END MEMO VIS-OBJ: 
START MEMO VIS-REC: 


END MEMO VIS-REC: 
NOMINATING-OFFICER: POL 
START MEMO NOMINATING-JUSTIFICATION: 


END MEMO NOMINATING-JUSTIFICATION: 
NOM-OFF: POL 
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SPEAKER?: NO 
NOTIFY-EMB: YES 
MEDIA?: YES 
HOME-STAY: NO 
HOME-HOSP?: YES 
E-I-TYPE: INTERPRETER 
NOMINEE-ID: 305 
PERSON-ID: 76 
BIRTH-CNTRY-ID: JO 
CITIZ-CNTRY-ID: JO 
RES-CNTRY-ID: JO 
FIRST-LANG-ID: AR 
E-I-TYPE-ID: | 
NOM-POST-ID: 2887 
NOM-FUNDING-CNTRY-ID: 2887 
NOM-STATUS: N 
DS2019-ACTION: 1 
DS2019-SUBJECT: 38.0201 
SPONS-FUNDS: 0 
SPONS-AGENCY1: 
USGOVT-AGENCY1: 
US-AGENCY-AMT 1: 0 
USGOVT-AGENCY?2: 
US-AGENCY-AMT2: 0 
INTL-ORG1: 
INTL-ORG-AMOUNT1:0 
INTL-ORG2: 
INTL-ORG-AMOUNT2: 0 
VIS-GOVT-AMT: 0 
COMMISSION: 0 
OTHER-AMOUNT: 0 
VIS-AMOUNT: 0 
VIS-CAT: 5 

END BIO: 

END NOMINATION: 

END FIXED-FORMAT TEXT: 
GNEHM 
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EUROPE\" PRONOUNCEMENTS IN TBLISI 


1. (U) Sensitive But Unclassified. Please treat 
accordingly. 


2. (SBU) Recent statements by EU officials in Tblisi 
suggesting a more concrete role for the South 


Column 3 

Caucasus countries in the \"Wider Europe\" initiative 
incited an unusual surge of Euro-friendly political 
posturing in Armenia. GOAM officials and 
politicians went so far as to characterize the 
January 28-30 visit of EU Special Representative 
Heikki Talvitie as a sign of Armenia\'s \"privileged\" 
place in BrusselsY South Caucasus agenda. Talvitie 
told us January 29 that a policy of simultaneous 
visits to all three South Caucasus countries was 
important to maintain equity and avoid accusations 
of favoritism. End summary. 


3. (U) The EU\'s January 27 statements suggesting a 
more concrete role for the South Caucasus states in 
the \"Wider Europe\" initiative incited an 
unprecedented surge of public statements regarding 
Armenia\'s EU policy by Armenian politicians. MFA 
officials welcomed the announcement with the 
traditional pro-Europe talking points but added 
stronger language asserting ArmeniaVs position as 
forerunner for eventual EU membership. FM Vartan 
Oskanian\'s statement following the visit of EU 
Special Representative Heikki Talvitie linked the EU 
initiative to the successful lobbying efforts by 
President Robert Kocharian during his December visit 
to Brussels. Comment: The unusually aggressive 
tone of the MFA statements appeared to be a face- 
saving measure after Javier Solana and EU leaders 
did not visit Yerevan while in the region for the 
inauguration of Georgian President Saakashvili. End 
comment. 


4. (SBU) Even politicians not normally vocal 
regarding European integration entered the fray in 
late January. Pro-government newspaper Golos 
Armenii 

Europe 

declaration of quasi-EU-membership.\" Opposition 
leaders took a different approach. They used the 
opportunity to criticize the GOAM for \"sluggishness\" 
in adopting new laws and Council of Europe 
commitments. Dashnaksutiun (ARF) newspapers carried 
editorials ranging from skeptical to mildly 

enthusiastic about Armenia\'s possible role in an 
expanded Europe. Some ARF leaders remarked that 
GOAM efforts toward European integration must not 
\"water down\" the governments approach to the 
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Nagorno-Karabakh conflict or relations with Turkey. 

ARF member and National Assembly Foreign Relations 
Committee Chair Armen Rustamian\'s comments were more 
optimistic. He took advantage of the debate to 

credit traditional Armenian allies such as Greece 

and France with championing Armenia\'s cause as a 
potential European partner. 


5. (SBU) EU Special Representative for the South 
Caucasus Heikki Talvitie told us during a January 29 
meeting with the Ambassador that he was cautiously 
optimistic about the role of countries like Armenia 

in the Wider Europe initiative. He said that GOAM 
leaders had been receptive to his visit and 

generally realistic about the implications of the 
\"Wider Europe\" initiative. He commented 

that maintaining a perception of parity between the 
three South Caucasus countries was more important 
than ever for his office. Visits to the region 
henceforth would likely include stops in all three 
capitals in light of government sensitivities or 
perceived favoritism. He credited recent events in 
Georgia with hastening the EU\'s warmer approach to 
the region. He reported 

EU were taken aback by the Georgian governments 
fervor when hoisting the EU flag as part of 
Saakashvili's inauguration ceremony. According to 
Talvitie 

Georgia\'s membership in the Parliamentary Assembly 
of the Council of Europe) 

symbolized the dangers involved with runaway 
expectations regarding EU membership in the 
Caucasus. He 

observer 

a distant goal 


6. (SBU) Most of our GOAM interlocutors are quite 
realistic on the prospect of EU membership. They 
see this prospect as useful over the next few years 
as a principal driver of the economic reform agenda 
and ensuring that Armenia retains its free market 
orientation. In addition 

gradually conforming Armenia\'s reform efforts to EU 
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and European standards -- a useful exercise even if 
membership is a distant 

Given that background 

public eruption of Euro-enthusiasm could be 
counterproductive if it generates unrealistic 
expectations that cannot be achieved soon -- or 
perhaps ever. 


7. (SBU) COMMENT (continued): The recent flurry of 
political commentary demonstrates that issue of 
closer relations with Europe has matured into a 
permanent domestic political issue in Armenia. 

While it is unclear to what extent political parties 
understand the EU accession process or the 
timeframes involved 

issue\'s cachet with Armenians at home and abroad. 
In urging Talvitie and the EU to continue to manage 
expectations with the Armenians in order to avoid 
future misunderstandings or disappointment we should 
also urge them to point out the more intangible 
political benefits of ArmeniaVs current Euro- 
enthusiasm. With the exception of hard-line 

skeptics who link Euro-friendly policies with 
concessions on N-K or Turkey 

European stance will be de rigueur in Armenian 
politics for the foreseeable future. 

ORDWAY 
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Armenian regulatory agencies. End summary. 


3. (SBU) The United States and Russia maintain the 
largest counter-terrorism (CT) assistance programs to 
Armenia. Other CTAG states have limited their CT- 
related support to security assistance at Zvartnots 
International Airport in Yerevan 

within the NATO Partnership for Peace framework. 
Following is the current CT support provided by CTAG 
members to Armenia: 


France 
- France has a small program at Zvartnots International 
Airport it began in 2003 to combat the use of 
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fraudulent travel documents. 


Germany 

- Germany has a cooperative program with Russian Border 
Guards and Armenian Passport Control (OVIR) at 
Zvartnots International Airport to combat fraudulent 

travel documents. 


- Germany maintains joint military cooperation programs 
with the Armenian Ministry of Defense to train the 
Armenian peace-keeping detachment. The program has a 
limited CT-training component. 


Italy 
- An Italian Embassy representative reported that they 
have no current CT-related assistance programs. 


Russia 

- Russia has an extensive CT partnership with Armenian 
within the framework of the Commonwealth of Independent 
States (CIS). Russia and Armenia participate in 
intelligence sharing and joint military and law 

enforcement training programs through the CIS anti- 
terrorism center. 


- Russian and Armenian authorities routinely hold bi- 
lateral meetings to discuss joint CT initiatives. 


- Russia and Armenia cooperate on border security 
initiatives. Russian Border Guards patrol ArmeniaVs 
borders with Turkey and Iran. Armenian and Russian 
Border Guards seek increased inter-operability. 


- Russia donates and sells large amounts of military 
and law enforcement equipment to Armenia for CT 
efforts. 


United Kingdom 
- The United Kingdom has no current CT-related 
assistance programs in Armenia. 


United States 

- RSO reported that Armenia became a participant in the 
Bureau of Diplomatic Security\'s Anti-Terrorism 
Assistance Programs in April 2002. Under these 
programs 

training to approximately 250 Armenian law enforcement 
officials of the National Police and National Security 
Service. 


- The EXBS Program Advisor reported that approximately 
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USD 1.3 million in CT related assistance programs in 
2004. EXBS reported extensive cooperation with the 
Armenian National Security Service 

Service 

Emergency Management Service 

Agency to enhance border security and anti- 
proliferation efforts. EXBS has coordinated large 
equipment donations 

generators and vehicles 

directed primarily at points of entry into Armenia. 
EXBS hopes to expand its training programs to include 
Russian Border Guards in the coming year. 


- DAO reported that the United States and Armenia have 
developed increased military cooperation in the past 

two years. The United States provides military 
assistance programs primarily focused on developing an 
Armenian peace-keeping unit. Some military training 
has a limited CT-related component. 


4. (SBU) GOAM representatives from the Ministry of 
Foreign Affairs 

Service 

attended the coordination meeting. The GOAM officials 
expressed gratitude for the CT assistance CTAG members 
had provided to date 

cooperation. Arman Israelyan 

Security Division 

CT assistance to the GOAM: 


- Further CT training programs that support GOAM 
efforts to develop a coordinated response to terrorist 
incidents among agencies. 


- Provision of equipment to promote GOAM CT efforts. 
- Increased intelligence sharing and coordination. 


- Assistance in preventing a continued \'brain-drain\' of 
Armenian scientists 
the Soviet weapons of mass destruction research and 
development sector. 


- Help in strengthening Armenian regulatory agencies 
particularly those involving nuclear power and export 
control. 
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- Assistance to GOAM bodies in developing effective CT 
legislation and implementation measures. 


5. (SBU) CTAG members agreed to meet in several months 
to discuss new initiatives and further plans for CT 
cooperation. 


ORDWAY 
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Heraldo" on 1/31 entitled \"The big lie\". V'At this point in 
time 

invasion and aggression to Iraq under the false pretense of 
the existence of weapons of mass destruction in Iraq. 
Besides 

attacks of 9/11 

proven to be false.\" 


\"Bush lied and keeps lying to the American public and the 
international community. However 

emerging 

realization that it\'s been a victim of a colossal lie that 

has provoked the destruction of Iraq 

mutilation of thousands of people 

while the transnational corporations tied to the highest 
imperial bureaucratic elites are collecting the profits of 
huge contracts in Ігаа.\" 


\"Under the notion of pre-emptive war 

himself to intervene anywhere in the world 
fundamentalist right-wing politicians who are now part of 
the American political elite feel that their country\'s 
national security is being threatened.\" 


\"There\'s no doubt that truth and honesty have also been 
victims of this terrible and dramatic expansionist 
adventure.\" 


Palmer 
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borders.\" The United States remains a key partner for 
Nigeria\'s reformers 

number of human rights milestones despite ongoing major 
problems. Years of authoritarian misrule diminished or 
destroyed most national institutions 

rotted the civil service and most parastatals. Nigeria is 
beset by religious and ethnic divisions 

violent 

of the problems as of the solutions. Our major priorities 
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have been: to assist consolidation of democracy and 
improvements in its effectiveness and transparency; to 
strengthen civil society participation in governance 

processes; to work closely with the government and civil 

society to improve their ability to monitor 

prevent human rights abuses nationwide and communal conflict 
in areas of known ethnic or religious tension; and to reduce 

and remedy trafficking in persons. 


During this election year 

advocate of democratic processes and reforms inside and 
outside the Nigerian government. The Embassy has reported on 
numerous human rights abuses committed by security forces 
and helped human rights organizations and the media more 
effectively play their roles in democracy. INL continued its 
train-the-trainers program on police reform with three 4-week 
programs to improve the professionalism 

performance of the Nigeria Police Force (NPF). Human rights 
including such topics as excessive use of force and 
extrajudicial killings 

a 6-month program for 500 new NPF recruits 

training on Human Rights and Law Enforcement 

Policing 


The Embassy has worked long and hard to help Nigeria improve 
the professionalism of its military 

for human rights 

for civilian rule. Congress has put sanctions on military 

aid to Nigeria 

response to the massacre of approximately 200 civilians in 
Benue State in 2001 by the Nigerian army. Secretary Powell 
and Assistant Secretary Kansteiner added personal demarches 
this year to a continuing Embassy campaign of pressing the 
Nigerian Government to hold a proper and honest 

investigation 

Office of Defense Cooperation (ODC) sponsored a Defense 
Institute of International Legal Studies seminar for Nigerian 
military and civilian leaders with a focus on human rights 
international law 

of the military. ODC continued to sponsor a high-level 

program at the Ministry of Defense (MOD) 

civil-military relations and assist in the reorganization of 

the MOD. 


The Embassy has worked with civil society 

and the media in an effort to strengthen democracy and the 
rule of law. The Embassy itself played an active observer 

role at the political party conventions 

elections in multiple states 

allegations of election fraud. We provided training to civil 
society and gave speeches in numerous fora to encourage it to 
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play more effective roles in policy advocacy and government 
oversight. We worked with political parties to widen the 
participation of the general public 

the political process. We also assisted government 

officials 

issues underlying violent conflicts in their areas 

formulate strategies to resolve the conflicts. 


USAID committed $3 million to improving governance in 2003. 
One focus was to strengthen the Independent National 

Electoral Commission (INEC) 

parties 

National Information Center was established for civil society 

to transmit \"real time\" data from nearly 12 

monitors. USAID also funded Islamic women\'s groups to serve 
as election monitors for the first time 

monitors. Aid to State Assemblies trained staff in technical 

and procedural matters; 56 new pieces of legislation were 
passed nationwide for legislative management 

constitutional requirements 

issues such as infrastructure 

mitigation and security. USAID-trained legislative 

associates (interns) were embedded in State Assemblies 

the National Assembly assumed management of its USG-funded 
computer resources center. The Embassy\'s Public Affairs 
Section made two Funds for Civic Education program grants for 
public education in democratization and civil rights. 


The Embassy is expanding its efforts to make rule of law more 
effective 

management and judicial ethics 

investigative capacity and independence of Nigerian 
government agencies charged with investigating corruption and 
monitoring procurement. USAID committed $1.25 million in 
judicial strengthening activities to improve management and 
dissemination of court information 

and expand public access to justice through Alternative 
Dispute Resolution (ADR). Nigeria\'s second multi-purpose ADR 
Center in Abuja will offer civil mediation and arbitration 
services. We helped Chief Judges in pilot state 

jurisdictions create new bar/bench management committees that 
helped produce timely and accurate judicial reports 

the time between litigation 

disposition 

recording inaccuracies. Judges from three pilot 

jurisdictions unanimously ratified a Code of Conduct for its 
Court Employees 

resources; protect confidential information; avoid the 
appearance of impropriety; refrain from using their position 

for personal enrichment; and 

behavior. 
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The Embassy funded several Democracy and Human Rights Fund 
(DHRF) projects to encourage respect for the rights of women. 
In the North 

programs promoting the empowerment and education of Muslim 
women. We also sponsored a televised docudrama aired 
nationwide to educate viewers about the problem of domestic 
violence. We continued working with a domestic NGO to 
educate policymakers in three states on introducing 

legislation for the eradication of female genital mutilation. 

The Public Affairs Section\'s International Visitors Program 

with input from several different sections of the Mission 

sent representatives from Nigeria\'s civil society 

and media to a wide range of U.S. programs 

resolution 

issues 


The Embassy worked extensively on the problem of 
inter-religious violence and religious freedom 

national and local political and religious leaders on 

multiple occasions to gain a better understanding of the 
problems and to advocate resolution. Embassy officers gave 
speeches across the country calling for reconciliation 
travelled extensively to work with state officials and Muslim 
and Christian leaders on promoting peace and ending 
discrimination. USAID committed $1.044 million to support a 
range of conflict management and peace-building activities 
including sponsoring a Christian Pastor and Islamic Imam from 
Kaduna at a peace-building course at the School of 
International Training in Vermont in 2003. The two leaders 
then trained members of the Kaduna Peace Committee 

paid for radio and television programs where the Pastor and 
Imam could discuss conflict issues in Kaduna and Kano. In 
2004 the Pastor and Imam received the prestigious Common 
Ground Award from the well known NGO 

Ground 

efforts. 


Elsewhere in Nigeria 

engaged unemployed and out-of-school Muslim and Christian 
youth in basketball tournaments to create competition without 
violence 

Concerns about the implementation of new laws based on 
ShariVa (Islamic justice) in several Nigerian states led 

USAID partners to establish the ShariVa Stakeholders 
Consultative Group. The Group served as both rule of law 
advocate and information source in the landmark Amina Lawal 
adultery/capital crime case. USAID and the Embassy have 
funded various programs to help bring peace to the oil-rich 
Niger delta 

and displaced thousands of Nigerians. 
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Finally 

Nigeria combat trafficking in persons 

million commitment from the State Department. The Department 
of Justice provided another $350 

Criminal Investigative Training Assistance Program (ICITAP) 
and Overseas Prosecutorial Development 

Training (OPDAT) program to train prosecutors 
enforcement 

forwards our rule of law and anti-corruption interests. An 
additional $500 

shelters for victims of trafficking. The Department of Labor 
provided financial backing for the International Labor 
Organization\'s \"Program to Eliminate the Worst Forms of Child 
Labor 

anti-trafficking programs. USG officials traveled to Nigeria 
in 2003 to help raise public awareness 

Officials 

Affairs Section published magazine articles on trafficking in 
women and children 

Trafficking in Persons with officials of the Human Rights 
Commission 

advocacy groups 

Lawyers 

Roberts 
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4. (C) In the meeting with Foreign Minister Dr. Mohammed 
Al-Sabah 

Bloomfield and Flory went into much greater detail on U.S. 
requirements and activities in Iraq. Mohammed emphasized 
that Kuwait wanted to be helpful in these activities and he 
did not balk at the number of 458 million gallons (compared 
to 482 million gallons consumed in 2003). Rather 
emphasized that the U.S. needed to help the GOK in its 
relations with Parliament. What the Finance Minister needed 
was some sort of \"cover\" to account for the great expenses 
which he was making on behalf of U.S. forces. In the 
separate meeting which followed at the inter-ministerial 

level 

primary focus of the GOK. The representatives of the 
Finance 

12-month projections for categories of fuels which 
Bloomfield 

the requirement to account for the fuel allocations in a 
\"contract\" between the Finance Ministry and the Kuwait 
Petroleum Corporation. Bloomfield suggested that the 
Embassy 

to these projections in the months ahead in order that the 
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Kuwaitis might better anticipate the actual amounts required. 
The Kuwaiti officials were sanguine about the prospects for 
resolving the bureaucratic impediments to continue fuel 

support to the U.S. 

kicking-off these discussions in such a positive and 

productive way. Charge emphasized that the Embassy remained 
available to facilitate any further questions and to pass 
information which might be needed 

meeting took that on board. 


5. (C) COMMENT: While no one has made any firm commitment 
to any set amount 

shut down for the next eight days for the Eid Al-Adha 

holidays 

fuel taps. The GOK Is also looking for the best available 

estimates of our fuel needs that it can work within its own 
budgeting process. END COMMENT. 


6. (U) Assistant Secretary Bloomfield has cleared this 
message. 


URBANCIC 
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3. (u) The $1 billion pipeline 

Gas Pipeline 

eventually end in the Syrian port of Banyas. According 
to the plan 

Lebanese natural gas power plant in Zahrani by 2005 
to the Syrian-Lebanese pipeline 

Banyas 

According to the press 

of Egypt\'s large proven natural gas reserves (1 

billion cubic meters 


4. (u) An Egyptian consortium of Egypt Holding Gas 
Company 

second stage through al-Fajr Company 

firm that groups Jordanian 

investors. Al-Fajr will construct and operate the second 
phase of the pipeline on a build 
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transfer (BOOT) basis. The agreements also sets the 
criteria for purchasing gas from Egypt and selling it to 
the power plants in Jordan to generate electricity. 


5. (u) King Abdullah and Egyptian President Mubarak 
last July inaugurated Phase One; a 265-kilometre pipeline 
that starts from the offshore gas fields in Egypt\'s al- 
Arish area 

Jordan\'s Minister of Energy and Mineral Resources 
Khreisat 

pipeline currently provides Aqaba Thermal Power Station 
with natural gas to generate around 650 megawatts of 
electricity 

current maximum generation capacity of 1 

According to the Ministry of Energy and Natural 
Resources 

through conversion: currently four out of the five units 

at the station are running on natural gas and the fifth 

unit is still under conversion 

up to three more months to complete. 


6. (sbu) This pipeline is one of several that have been 
proposed in recent years for transporting Egyptian gas to 
the Levant and eventually to Turkey and the European 
natural gas network. A route via the Gaza Strip 

then northward 

impractical for now. Another path would have served 
Cyprus by a direct marine pipeline from Egypt. Agreement 
on the Jordan route is good news in terms of diversifying 
Jordan\'s energy supply sources. However 

increased supplies of natural gas will help Jordan meet 
growing electricity generation needs 

reduce crude oil imports 

need to import at a growing rate in order to meet demand 
for gasoline and other refined products. Jordan will 
however 

of fuel oil that was previously used to fire electricity 
turbines and for which it has not found a viable export 
market. 

HALE 
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general Iraq reconstruction conference focused on the Arab 
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private sector 

International Private Sector Conference for Rebuilding Iraq." 

The Citizens\' Network for Political Action is in the planning 

stages of organizing a conference focusing on Ігад\'ѕ agribusiness 
sector 
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625-650. He said times had been hard (a truck had been 
hijacked 

informed workers before December 16 that the company would 
have difficulty making the mandated Christmas bonus payment. 
Mr. Alexander claimed to be a good employer 

second-place award from VESTEX 

normally visited the factory regularly 

return. 


-- According to Mr. Alexander 

payroll and bonus was missed 

Management employees walked out of the factory on December 
17. His local general manager and legal representative 
Andres Vielman Rosales 

committee of workers sold off bolts of fabric and reportedly 
started looting the factory and scuffles broke out 

intervened to secure the factory. Mr. Alexander said he was 
in the process of determining his legal and insurance 
responsibilities and the current condition of the factory 
which is a rented facility. He has heard that his sewing 
machines were strewn outside the factory and may be 
irreparably damaged. 


-- LabAtt encouraged Mr. Alexander to meet his legal 
obligations to his workers and to contact worker 
representatives 

seeking the assistance of local counsel or VESTEX to help 
communicate with his workers. Mr. Alexander said he would 
probably be in touch with Guatemalan authorities shortly 
perhaps through new legal counsel. He is concerned about 
taking responsibility for his rented facility from the police 

and securing it. 


-- Mr. Vielman did not attend a meeting with Labor Ministry 
inspectors on January 19 

inspectors cited him to attend a conciliatory panel meeting 
on January 27 

if he does not appear. When Mr. Vielman did not appear 
personally on January 27 

his place 

person on February 5. 


-- LabAtt met with worker and CALDH representatives on 
January 21; they requested LabAtt assure Robert Alexander 


Column 3 

they would guarantee his safety if he were to return to 
Guatemala to negotiate an amicable resolution of the dispute. 
LabAtt conveyed this message to Steven Alexander by TelCon 
on January 22. Alexander did not reveal any intention to do 
so. 


-- So far 

MOL is seeking an amicable resolution. If that does not 
happen 

workers will be free to go to court. The workers claim they 
would prefer to avoid that if the Alexanders are willing to 
negotiate. 


Comment 


3. We are unclear what legal obligations might be 
enforceable in the U.S. in these cases 

to the U.S. owners fears for their security should they 
return to the Guatemala. Embassy appreciates the 
Department\'s ongoing review of legal options in cases of 
labor violations by U.S. employers abroad 

how to proceed. 


4. Itis clearly in the USG interest to send a consistent 

signal on labor rights enforcement. Encouraging the 
Alexander brothers of Florida to address the complaints of 
their former workers now would advance the USG (and the 
company\'s) interest by resolving the case before it enters 

the tortuous labor justice system. Experience with past 

cases (e.g. DYMEL 

intervention in labor disputes to prevent delayed justice 

(and escalating costs to the employer). Anything less risks 
sending an ambiguous signal to the GOG at a moment we are 
pressing for its commitment to enforce labor law in Guatemala. 


HAMILTON 
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in Favor of CICIACS.\" An agreement was signed between the UN 
and the GOG to create the CICIACS on January 7 

agreement would use international experts to investigate and 
prosecute cases involving links between attacks on human 

rights defenders 

narco-traffickers in Guatemalan courts. It awaits 

Congressional approval and Constitutional Court review. 


4. When in March 2003 MINUGUA published evidence of the use 
of torture by state agents against three narco-traffickers in 

Rio Hondo 

and the Minister of Defense to investigate the allegations 
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and punish any GOG officers found to be responsible. The 
ministers agreed to take measures to prevent any recurrence 
of torture 

sanction individuals responsible for this incident. 


5. To foster more professional security forces and reduce 

human rights abuses 

Defense Ministry to incorporate human rights training into 

the Army\'s Civil Affairs curriculum. Partly as a result 

Minister of Defense opened a human rights office in June 2003 
and provided it with permanent staff. Members of SOUTHCOMVs 
Human Rights Division will visit Guatemala in February 2004 

to discuss the GOG\'s implementation of a regional human 

rights initiative. In 2004 

project to strengthen civilian-military relations 


U.S. Efforts to Strengthen Democracy and the Rule of Law 
Civil Society 
and Other Institutions 


6. The Embassy fielded approximately 40 official observers 
under the OAS Electoral Observation Mission for the November 
and December 2003 rounds of the general election. The USG 
provided a total of $2.8 m. for the election 

USAID. USAID is now considering providing technical support 
to the new Congress 

electoral reforms to increase voter participation. 


7. USAID continued to support ($4.2 m. over three years) 
grassroots human rights promotion 

human rights promoters 

the Office of the Human Rights Ombudsman (limited training 
and equipment) 

coalition of human rights NGOs. A key Movement leader 
LaRue 

Presidential Human Rights Commission in January 2004. Under 
this program 

campaign to raise public awareness of the recommendations of 
the Historical Clarification Commission 

issued its report. Since 1999 

fund exhumations of clandestine cemeteries dating to the 
civil conflict 

USAID also funded negotiations between civil society and the 
government on the creation of a National Reparations Plan 
which was established to compensate victims of the civil 
conflict. 

8. To improve the country\'s judicial system 

(approximately $2 m. in 2003 

planned for 2004) the expansion of a network of Justice 
Centers to improve access to justice and modernize the 
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justice sector by implementing oral debate in pre-trial 
hearings and administrative reforms to promote efficiency and 
transparency in judicial operations. The Embassy sent 
journalists 

on International Visitor Programs in 2003 on topics including 
human rights 


U.S. Efforts To Encourage Respect for the Rights of Women 
Children 


9. USAID supported the creation of a Presidential Commission 
Against Racism and Discrimination Against Indigenous Groups 
in 2002 under a $250k four-year program. In 2004 

considering providing $50k to the Commission for the 
development of a strategic plan of action and a similar 

amount to a human rights NGO to develop a draft national 
policy against discrimination and racism. USAID also 
supported a National Indigenous Congress held in August 2003 
which promoted indigenous political participation through the 
creation of a National Indigenous Assembly 

currently in formation. The Mission participates in a donor 
dialogue on indigenous issues to prevent duplication of 

efforts. 


U.S. Efforts to Promote Religious Freedom 


10. Religious freedom is generally respected in Guatemala. 
Embassy officers expressed USG support for religious freedom 
while meeting with religious leaders and GOG authorities to 
prepare the annual human rights report and the report on 
international religious freedom. 


U.S. Efforts to Strengthen Workers\' Rights 


11. In 2003 

project to promote labor rights education and strengthen 

labor inspectorates in Central America. The USG negotiated 

a regional free trade agreement (CAFTA) with Central American 
nations which incorporated labor rights protections. If 

ratified 

the Generalized System of Preferences (GSP). An inter-agency 
USG delegation conducted bilateral labor consultations in 

May; USTR held hearings on open GSP labor petitions in 
October. In all these exchanges 

concern about the need for the GOG to fully investigate past 
violence against trade union leaders; reform its labor 

justice system; and reinstate workers illegally fired for 
unionizing activities. In November 
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concern to the GOG over the potential for anti-union violence 

at a maquila where a new union 

been organized. The GOG responded quickly and violence was 
avoided. The GOG successfully encouraged the negotiation of 
collective bargaining agreements at the Choi 

Shin/Cimatextiles plants 

agreements to take effect in this sector. 


U.S. Efforts to Combat Trafficking in Persons 


12. Guatemala was rated a Tier Il country in the 2003 U.S. 
Trafficking in Persons Report to Congress. The Embassy and 
G/TIP briefed the GOG on the implications of the report in 
July 2003 

prevent 

GOG formed an inter-institutional group comprised of 
ministries 

Offices 

efforts. At the Embassy\'s urging 

authorized the creation in 2004 of a new anti-TIP prosecution 
unit in the Office of the Special Prosecutor for Women. 
Embassy DHS worked closely with GOG immigration officials to 
seek victims of TIP in brothels in and near the capital. 

Several under-age victims were found 

traffickers that remain to be prosecuted. The Embassy has 
urged the GOG to stiffen sanctions against TIP. USAIDVs HIV 
program has supported an NGO providing job training to TIP 
victims and is considering supporting a regional TIP victim 
support network of NGOs. 


Addendum: USG-funded (over 100K) Human Rights or Democracy 
Programs 


13. USAID Electoral Support: 


$750 K - TA to the Supreme Electoral Tribunal (TSE) 
$500 K - Domestic Electoral Observation 

$368 K - International Electoral Observation 

$100 K - Election Monitoring/Assistance 

$300 K - TSE Public Information Campaign 

$200 K - Municipal candidate debates and forums 

$100 К - TA to TSE Magistrates 

$210 K - Health Advocacy (electoral) 

$250 K - Electoral forums and candidate radio interviews 


Other USAID Support: 


$305 K - Indigenous Projects 
$2 m. - Justice Modernization Programs 
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$4.2 m. - Human Rights Support to Grassroots Human Rights 
Promotion (for NGOs 

Rights Ombudsman) 

$4.3 m. - Support for exhumations and mental health programs 
HAMILTON 
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two weeks until the Prosecution adjourns in the hope that a 
substitute judge 

to get up to speed on the case by the time Milsovic begins 
his defense. (Comment. Embassy legal officers had not 
noticed a significant change in Judge May\'s behavior 

have press observers. While the reports of May\'s illness are 
credible and corroborated 

will not be possible to assess the full impact of his 

condition on the case. End comment). 


3. (C) A trial chamber order granting the prosecution\'s 
request to add Biljana Plavsic as a witness remains under 
seal 

she would testify against Milosevic on February 10 

(originally scheduled for February 4). See reftel. Her 
testimony has become another point of contention between 
senior prosecutors on the Milosevic team 

understand that Chief Prosecutor Carla Del Ponte has insisted 
on seeking the subpoena that will bring her to The Hague to 
testify. 


4. (C) Embassy legal officers also learned that the courting 
of Momcilo Perisic ended in failure 

calling Perisic\'s interviews in The Hague \"terrible.\" There 
had been some hope within OTP that Perisic -- a one-time 
senior military adviser to Milosevic 

between Milosevic and Mladic on military matters 

potential indictee in his own right -- would provide 
substantial evidence against his former boss. The interviews 
conducted in The Hague proved otherwise 

displaying a truculence that led him to being quickly 
returned to Belgrade. His status as an investigative target 
will be reported septel. 


5. (C) The intensity of focus on the closing weeks of the 
prosecution case has not distracted the lead prosecutors from 
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their long-running clash over the prosecution itself. The 
main source of friction 

lead prosecutor Geoffrey Nice and senior trial attorney (for 
the Bosnia portion) Dermot Groome 

once the prosecution rests. Embassy legal officers have 
learned that the chief prosecutor has decided to pull Groome 
from the case once the prosecution rests and will ask Groome 
to focus attention on Stanisic and Simatovic and take control 
from Nice of the Perisic investigation/indictment. Groome 
disappointed by the move 

reconsider 

his contract in May should he be taken off the Milosevic 
team. 


6. (SBU) Dean Manning (OTP Investigator): The prosecution 
called OTP Investigator Dean Manning to testify about a 

report he prepared at the request of OTP on mass graves found 
in and around Srebrenica. Manning has been investigating 
mass graves around Srebrenica for over five years. He 

testified that 2541 individuals have been found in the mass 
graves. He noted 

conservative number because the Serbs dug up and transported 
bodies from primary grave sites using heavy machinery 
crushing the bodies and making accurate counts very 

difficult. Milosevic suggested that the majority of the 

bodies found in the mass graves around Srebrenica were those 
of men killed in combat 

as to the gender and age of the victims 

acknowledge the fighting that occurred in the area. Manning 
countered Milosevic\'s assertion by testifying about the 

forensic evidence - noting that many of the victims were shot 

in the back or the head 

their hands were tied 

from the same cuts of fabric. 


7. (SBU) Reynaud Theunens (ICTY Military Analyst): The 
prosecution called ICTY military analyst Reynaud Theunens to 
testify about a report he prepared at the request of OTP that 
analyzed the role of the Yugoslav People\'s Army (JNA) in the 
Croatian and Bosnian conflicts 

and control of Serbian armies 

volunteer groups. Theunens testified that the JNA developed 
into a mainly Serb force whose goal was to consolidate 
SerbiaVs control over Serb-populated regions of Bosnia and 
Croatia. He stated further that this transformed JNA trained 
supplied 

and Bosnia 
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that Serb TO (territory defense) units and staffs operated 
under single 

witness further testified that JNA assistance was authorized 
at the highest levels of the JNA army and the Yugoslav 
presidency 

Milosevic. Notably 

that Milosevic received a daily combat report of the army of 
the breakaway Serb republic 

which included information on what material support had been 
provided to the RSK by the JNA. 


8. (SBU) Theunens also testified about documentation that 
showed that retired and active duty JNA officials served in 
Serb armies in Bosnia and Croatia while continuing to receive 
pay 

went on to testify that JNA support was critical in Bosnia 

as the breakaway Serb republic 

no independent war production capability. On cross 
examination 

intermediary that was separating warring factions in Bosnia 
and Croatia 

the Serb armies and paramilitary units. He also tried to 
discredit the witness 

ICTY as motivation for bias. Ultimately 

voluminous military documents introduced through Theunens 
provided significant evidence linking Serbia and the JNA to 
the military actions committed by Serb forces in Bosnia and 
Croatia. The testimony provided the Chamber with a fuller 
understanding of the command and coordination between the JNA 
and the multitude of Serb military 

volunteer forces in Bosnia and Croatia. Most importantly 
the testimony indicated that Milosevic was far from ignorant 
of this huge military apparatus and was in fact influential 

in its decision-making. 


9. (SBU) General Ferenc Vegh (Expert witness on military 
command and control): Like Theunens 

was called to testify about a report he prepared at the 
request of OTP 

structure of the JNA army. Vegh is the former commander of 
the Hungarian army 

the U.S. Army War College. The prosecution\'s primary 
interest in Vegh was his finding that Serb military and 
paramilitary units in Bosnia and Croatia lacked the ability 

to carry out independent military activities. From passing 

out munitions to local forces 

offensives 

superior orders from the JNA 

tool for Serbia to achieve its political objectives. 

Milosevic\'s cross-examination broadly attempted to couch the 
JNA\'s activities as simply \"raising the level of combat 
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readiness\" in light of the proliferation of hostile 

organizations such as the Croatian National Guards Force and 
the Patriot League (an armed coalition of Muslim soldiers in 
Bosnia). It was clear to the Chamber 

was using his cross-examination time to speech-make to the 
gallery (which was packed to capacity for the first time in 
several months due to visiting model-UN teams) about Bosnian 
and Croatian militarization. Judge Robinson delivered an 
unusual scolding to Milosevic 

your requests for time-extensions... | will not do so this 

time.\" 


10. (C) The Milosevic trial faces a new and very tough 
challenge in the form of Judge May\'s undisclosed illness. In 
a courtroom of large personalities 

the dominant personality -- holding the prosecution to 
schedules 

allowing him reasonable room to represent himself 
generally maintaining decorum in the face of a difficult 
environment. His absence would be a significant loss 

if a substitute judge were to be appointed. Moreover 
decision to proceed with a substitute judge is subject under 
the Tribunal Rules to an appeal directly to the full bench of 
the appeals chamber. Even if such an appeal were denied (as 
is more likely than not) 

may well be tainted. 


11. (C) In the trial chamber itself 

juxtaposition of the two sides of the Milosevic prosecution: 
On one side 

expert witnesses designed to explain to the chambers the 
complex nature of Milosevic\'s relationship to Bosnian crimes 
and Belgrade\'s military relationship with Bosnian Serb 
forces. On the other 

between Nice and Groome continued to roil the prosecution 
team. The options for Carla Del Ponte 

play one off against the other and thereby contributed to 

this tension 

(extremely unlikely) 

removal of the public face of the prosecution would prove to 
be a story of some note. Yet if she removes Groome 

lose the prosecutor most versed in the Bosnia counts -- which 
are 


12. (C) Despite the personnel crises 
questions concern how the prosecution will rest. Placing 
General Morillon last on the witness list ensures that the 
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prosecutors will leave the chambers with a strong impression 
created by an important witness. Yet the possibility exists 
that Plavsic\'s testimony this week could set off fireworks 
that ultimately undermine the prosecution\'s case. The 
selection of Plavsic as one of the last witnesses suggests 

at the least 

anything but confident about some key aspects of their case. 
End comment. 

SOBEL 
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3. (C) Asked about plans for Arab League summit action on 
the peace process 

Moussa and other Arab leaders at Davos about this subject. 
Muasher opined that Arab states need to play a constructive 
role and that 

an Arab League resolution consisting of four parts 

had already drafted. First 

civilians by both sides 

suicide bombings. According to Muasher 

provide \"Arab cover\" for the Palestinians to take action 
against the organizers of suicide operations. Second 
statement supporting efforts to reach a comprehensive and 
permanent hudna 

restart peace negotiations. Third 

its acceptance of the roadmap without conditions. Fourth 
reaffirmation of the Arab League\'s peace initiative from the 
Beirut summit. 


4. (C) Muasher acknowledged that he was unsure if he could 
persuade Arab League members to support such a resolution. 
He had already spoken to Saudi FM Saud about his plan 

got only a lukewarm reaction. While Saud wasn\'t opposed to 
the idea 

as \"registering\" the language of the Beirut initiative with 

the UN 

irrelevant given numerous UNSC endorsements of the Beirut 
document. Muasher intended to pursue his resolution idea 
with Saud and others at the February 14 meeting of 
\"neighboring states (to Ігад)\" in Kuwait. 


5. (C) Concerning the status of the Arab League summit in 
Tunis 

wanted to host it. He said that the Tunisians were afraid 
that the summit might be seen as a failure 

reflect badly on President Ben Ali during an election year. 
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The Tunisians were also concerned about possible security 
threats. The summit could be moved to the League\'s 
headquarters in Cairo 

King Abdullah that he was not keen on this since he was not 
planning to go to Tunis 

summit if it were held in Egypt. 


6. (C) During the January 25 visit of Syrian Prime Minister 
Otri to Amman for the signing of a regional gas project 
Muasher said 

urged Otri for better communication and coordination between 
their two governments to help overcome current \"barbs\" in 
Jordanian-Syrian relations. Five days later 

gave Muasher a V'very friendly" call to say that President 
Bashar Asad had been briefed on these remarks 

wants to coordinate more closely with Jordan on issues of 
common concern. Shara added that Asad was looking forward to 
King Abdullah\'s upcoming visit to Syria to inaugurate the 
Wahda (Unity) dam. 


7. (C) According to Muasher 

King Abdullah continue on to Damascus after the ceremony at 
the dam. King Abdullah 

Damascus without a commitment by the Syrians that Asad will 
make a return visit to Jordan. The King has made several 
trips to Syria without any reciprocal travel by Syria\'s chief 

of state and he feels that it is only fair for Asad to now 

visit him. While Muasher said he believes recent signs that 
Asad clearly wants to further open up his country 

Skeptical whether Asad can pull the old guard and the Syrian 
bureaucracy in line with him. 


8. (C) Muasher said he was very worried that 
Jordanian-Israeli relations could V'spin out of control. V In 
concluding a prisoners release deal with Hizbollah 

that the Israelis did everything that they said they could 
not do for Jordan. Muasher stated that there were 24 
Jordanians being held in Israel for \"security-related\" 
offenses 

murder prior to the Israel-Jordan peace treaty. He explained 
that Jordanian officials had met with each of the detainees 
and that seventeen of them wanted to return to Jordan 
including \"the four 
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prepared to release even more Jordanian prisoners 

said that these others were \"criminals\" and that the GOJ 
frankly did not care whether they were freed. Prior to 
Israel\'s deal with Hizbollah 

prisoner release agreement with Israel except for the issue 
of \"the four 

defer until later. However 

transformed the prisoner issue for Jordan. 


9. (C) According to Muasher 

FM Shalom to visit Amman as scheduled in January 
announcement of the deal with Hizbollah two days before the 
visit \"put us in an impossible situation.\" That same day 

the Israeli ambassador to Jordan called Muasher and asked 
about a meeting between Shalom and King Abdullah. Muasher 
said that this had never been promised and that 

opinion 

that Shalom would not come to Amman if he could not see the 
King. Later 

welcome in Jordan. Muasher responded that he was very 
welcome 

he didn\'t meet with the King. Muasher then asked Shalom how 
he thought the King would look if he met with the Israeli FM 
after public disclosure of Israels agreement with Hizbollah 

and no similar release of Jordanians. 


10. (C) Muasher emphasized that Israel must now come up with 
a prisoner release deal for Jordan that includes V'the four. V 

If such an agreement is reached 

be rescheduled and the King will receive him. Otherwise 

after talking things over with King Abdullah 

that both he and the King would refuse to meet with Shalom. 
While Jordan wants to improve its dialogue with Israel 

Muasher stated that this was not possible in the current 
environment and that Israel was clearly taking Jordan for 
granted. 


11. (C) The Israeli security wall is a V'vital issue\" to 

Jordan 

He assured Satterfield and the Ambassador that Jordan\'s 
filing with the ICJ (a copy of which he offered to provide) 

was V'very legal\" in its approach and focused on the fact that 
the wall was being built in V'occupied territory 

to V'disputed territory" As such 

obligation to preserve the territory\'s status/integrity and 
must reverse the walls construction. Israel's argument that 
the wall was an act of self-defense 

valid if the wall was built on Israel\'s own territory. 
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12. (C) Muasher also stated that the filing did not go into 
other issues and that Jordan would wait to examine all the 
briefs before deciding whether it would participate in oral 
debate before the court. Satterfield took note that Jordan\'s 
filing had stuck to legal questions 

matters 

opinion with Jordan on the ICJ case. 


13. (C) Muasher said that the GOJ had closely examined the 
most recent U.S. proposal for an Article 98 agreement. While 
this proposal reflected the real progress achieved by 
negotiations 

regarding the possible transfer of population. Jordan\'s 

latest proposal had \"put us in trouble with the ICC 

Muasher. The GOJ was now waiting on the U.S. response and 
ready to reconvene talks in March. Satterfield responded 

that the U.S. was carefully examining the Jordanian proposal. 
He assured Muasher that any disagreements on the Article 98 
issue would not harm U.S.-Jordan relations. 


14. (C) Muasher was satisfied with preparations for the 
meeting in Egypt on Arab reform to build upon earlier 
discussions in Aqaba. According to Muasher 

office was doing a good job following-up with NGOs 
womenvs groups 

that the meeting would cover all the issues that Jordan hoped 
it would address (i.e. 


15. (C) Both Kuwait and the UAE 

failed to provide any money to Jordan this year to help 

Jordan purchase oil. He worried that the two Gulf countries 
might not even deliver funds for the last three months of 

2003 as agreed. The Saudis had kept silent about their 
intentions since King Abdullah\'s visit 

optimistic. 

16. (C) Turning to Iraq 

opposed to the idea of federalism and that he would discuss 
this issue with Iraqi Foreign Minister Zebari during the 
upcoming \"neighboring states\" meeting in Kuwait. Satterfield 
said that the coalition believed it would be able to meet the 
concerns of ShiVa leader Ayatollah Sistani and the U.S. would 
not change its timeline for the creation of a transitional 
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government this summer. Satterfield also welcomed a UN role 
in the transition process. 


17. (C) Muasher was relaxed and cordial during the 
approximately 80 minute meeting at his home. His statements 
on the prisoner release issue with Israel in the wake of the 
Hizbollah deal are of particular concern. They represent a 
hardening of Jordan\'s previous stance. 


18. (U) NEA DAS Satterfield did not have an opportunity to 
clear this cable. 

Visit Embassy Amman\'s classified web site at 
http://www.state.sgov.gov/p/nea/amman or access the site 
through the State Department's SIPRNET home page. 
GNEHM 


13709 

13710 

in the car at the time 

bodyguard 

Police believe that the attack was either (a) linked to 
threats (made public January 24) targeting Lobo for 
assassination by gang members due to his strong support for a 
controversial anti-gang law 

not a targeted attack. Whether or not this attack was an 
attempt to assassinate Lobo 

seriously threats of violence by gangs/narcotraffickers 
toward senior GOH officials. End Summary. 


2. (SBU/NOFORN) Unknown gunmen using AK-47s shot at the car 
of Porfirio \"Pepe\" Lobo 

of February 1 on Highway 15 

Juticalpa 

of Francisco Morazan and Olancho. Unlike Highways 39 and 41 
in Olancho that are subject to highway robbery (as mentioned 

in the Consular Information Sheet) 

15 is heavily traveled and not known for banditry. Police 
reportedly found four AK-47 shell casings at the crime scene. 
Lobo was not in the Chevrolet Suburban at the time 

driver 

in the car were unhurt. Lobo is entitled to security as 

president of Congress 

was in the car. There are conflicting reports 

indicate that Lobo had planned to make the trip by road but 

at the last minute went by helicopter instead 

the attack. 
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3. (U) Police believe that the attack may be linked to 

threats 

for assassination by gang members due to his strong support 
for a controversial anti-gang law. On August 8 

National Congress approved a bill banning membership in 
street gangs and other groups that associate for the purpose 
of committing crimes. The bill prescribed prison terms for 
those convicted of being gang members 

from three to 12 years depending on the individual\'s level of 
involvement and seniority (ref B). Press reports indicated 
that the Ministry of Public Security and the Ministry of 
Defense believed the threats to be credible. 


4. (S) However 

told Law Enforcement Assistance Coordinator at the time that 
while Lobo had been advised to take the threats seriously 
Alvarez did not believe the threats were credible. (Note: 

It would be unusual for a politician to receive credible 
deaths threats linked to a general political action 

opposed to personal involvement in a controversial private 
issue. It is worth noting that over the last six months 
there have been several allegations and/or incidents 
involving members of Lobo\'s extended family involving 
narco-related crime. While Lobo himself has not been 
implicated in these allegations/incidents 

potentially put him at risk for a targeted killing. End 

Note.) 


5. (U) An alternate theory that police are investigating is 
that his car was targeted by bandits 

10 

de Maduro (ref C) 

Police are investigating both theories. 


6. (U) The anti-gang law has been popular with the public 

but has been criticized by human rights organizations and 
challenged as unconstitutional (so far unsuccessfully 

two separate cases being dismissed). The Maduro 
Administration has trumpeted the law as being key to recent 
successes in reducing the number of violent crimes 

murder (ref A). Observers have estimated there are upwards 
of 100 

being Mara Salvatrucha and 18 (diez y ocho) 

much of the blame for the country\'s astronomical murder rates 
and violent narcotrafficking on gangs. 


7. (U) Lobo himself has used the law\'s popularity as a 
launching pad for his nascent presidential campaign. He is 
considered by most observers and polls to be running second 
to Tegucigalpa Mayor Miguel Pastor for the National Party 
presidential slot for the election in 2005. President 
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Ricardo Maduro 
reelection. 


8. (C) Comment: Whether or not this attack was an attempt to 
assassinate Pepe Lobo 

violence by gangs/narcotraffickers toward Lobo (and senior 
Ministry of Public Security officials) seriously 

this specific threat may not have been credible. A culture 

of impunity fueled by a weak rule of law 

the pervasive influence of narco-corruption helps make 
Honduras a very violent country. Meanwhile 

law has become a cornerstone of the Maduro Administration\'s 
war on crime. It remains to be seen 

gains against gangs will mean a long-term improvement in 
reducing the level of violence. End Comment. 

PALMER 
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Guatemalan Migrants 


10. Top officials in the Berger government are keenly 
interested in President Bush\'s proposed immigration 
reform and are well aware that the U.S. Congress plays 
a key role in defining who may benefit. We have been 
pointing out that debate on immigration reform in an 
election year will be robust and the initiative will 

be subject to change. You may be asked about 
extending the special immigration benefits of 
Temporary Protected Status (TPS) to Guatemalans 

we have discouraged the Guatemalans from thinking is 
in the cards. El Salvador and Honduras do benefit 
from TPS and the issue has acquired some importance 
for the Berger government 

of migrant communities in the U.S. during his campaign 
and pledged to press their concerns. 


HAMILTON 
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Respect for Human Rights 

improve the administration of justice and thereby provide 
firmer guarantees of due process and access to justice. 
Judges 

system will be trained in case management 

more effective enforcement of human rights standards in an 
effort to lessen the number of illegal detentions and untried 
cases 

human rights abuses. The program supports civil society 
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initiatives to align national laws and procedures with 
international human rights standards and norms of due 
process. In addition 

for activities to enhance government accountability 
transparency 

separate program 

grant support to the Association of District Development 
Committees to provide more transparent and 
corruption-resistant government. In FY 04 the USG is 
providing USD 150 

develop a curriculum. In December 2003 the Department of 
Justice organized a workshop for 35 public prosecutors on 
ways to reduce workloads 

enforcement agencies 

Through the Department of Justice 

90 

remote areas of Nepal. 


8. Since FY 01 the USG has supported a USD 1.6 million 
four-year program to combat human trafficking. The program 
includes economic alternative programs for vulnerable groups; 
education programs; rights-based training for GON 
anti-trafficking task force members 

leaders 

transport workers; improvement of anti-trafficking laws; 
psychological counseling services for victims; development 
and dissemination of information and educational materials; 
strengthening of national and regional networks and 
cross-border activities; and support for relevant research. 
Achievements include a policy to protect the rights of 

migrant workers; increased convictions for traffickers; 
increased interception of potential victims at the community 
level; and successful rescue/repatriation of Nepali girls and 
women from Indian brothels and circuses. In September 2003 
the USG hosted a roundtable with representatives from the 
GON 

the U.S. Victims of Trafficking and Violence Protection Act 

of 2000. The USG is also assisting Daywalka Foundation to 
set up a law library focused on anti-trafficking resources. 


9. The USG has committed USD 5 million for a comprehensive 
three-year 

of child labor. The program is implemented through the 
International Labor Organization and the NGO World Education. 


10. Through small grants 

women\'s empowerment programs 

become financially independent. (One such program helped 
train women to become trekking guides--a field traditionally 
dominated by men--thereby enabling them to break into the 
lucrative tourism industry. In addition 
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to provide funding (approximately USD 2 million) to expand 
the political roles of women. Since late 2001 

coalitions have engaged in advocacy campaigns on a wide 
variety of issues 

elected positions 

percent of local budgets for women\'s development 
combatting the dowry system. 


11. The Embassy 

to urge a reconciliation between the GON and protesting 
political parties as the best way to restore representative 
democracy. The Embassy presses both sides to resume dialogue 
with one another to identify an expeditious resolution to a 
protracted stalemate gnawing at the fragile roots of Nepal\'s 
democratic institutions. To upgrade the capacity and 
professionalism of the political parties 

the National Democratic Institute 

development activities. In FY 03 the USG also obligated USD 
100 

from voter education to curriculum creation to book 
translations. In late 2003 

600 

electoral reform and elections assessment as the first step 

in a program intended to enhance GON election planning 
capacity. 


12. In FY 03 the USG funded senior officials from NepalVs 
judiciary and anti-corruption agency 

civil society 

The USG also funded travel of two members of the official GON 
delegation that signed the UN Convention against Corruption. 

In addition 

senior members of the judiciary to attend judicial reform 
conferences in the U.S. 


13. The USG provided a USD 599 

strengthen community based alternative dispute resolution in 
11 conflict-affected districts. Since late 2002 

60 master trainers and over 1 

have been trained to help resolve minor disputes. 


MALINOWSKI 
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diplomatic note because the Yemenis understand that state 
aircraft are not obliged to notify them of flights through or 
over international airspace. Although the MOD requested 
notification of patrols or circular flight patterns 

general they believe the problem is already being addressed 
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by the informal arrangement for U.S. aircraft to respond to 
hails from Yemeni air traffic controllers (ATC); an 
arrangement that appears to be honored in practice by U.S. 
pilots. Some of the MOD response may be attributed to delays 
in responding officially to the August 26 letter from Yemen\'s 
Chief of Defense Staff 

(ref b). MG Saleh also said 

additional incidents in the past month -- which may relate to 
aircraft not following clear flight paths -- and have been 
promised a letter documenting the specifics. 


2. (s) Director for Air Operations Brigadier General Abdul 
Ghani Bin Audel 

Chairman of YemenVs Civil Aviation and Meteorological 
Authority (CAMA) Hamed Ahmed Farag 

the Defense Military Institute 

also at the meeting. Touching on the issue of a pending 
review of the status of Sanal'a International Airport (i.e. 
government or private) 

the issue of airport landing and service fees 

provide information requested previously concerning a 
schedule of fees. End Summary/comment. 


MOD WANTS ACKNOWLEDGMENT THAT AIRSPACE PROBLEMS ARE BEING 
ADDRESSED 


3. (s) Major General Saleh said that he is \"very 

sorry" that the USG has not said V'thank you 

routinely grants clearances for all flights in domestic or 
international airspace 

requests that state aircraft identify themselves. He 
repeated several times that the ROYG did not \"deserve\" the 
letter 

meeting. He explained that they are well aware of the 
international law 

aircraft to identify themselves. (Comment: MG Saleh\'s 
remarks do not take into account that there is still not a 
meeting of the minds on the meaning of flying with \"due 
regard\" in international airspace (ref b). End comment). 


4. (c) Director for Air Operations Brigadier General Audel 
and Colonel Awad of Command and Control complained that U.S. 
aircraft do not notify Yemeni ATC of changes to flight plans. 
Citing safety and the need to control airspace over 
international and domestic waters in a post-9/11 environment 
they requested that pilots identify themselves 

when flying patrols or in circular patterns. They insisted 

that Yemen does not require clearances for aircraft in 
international airspace 

to ATC calls. A/DATT explained that U.S. aircraft operate 
under international aviation law and fly with V'due regard\" 
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for safety and that pilots have been responding to Yemen ATC 
hails 

Saleh acknowledged that there is no need for aircraft to take 
the initiative to identify themselves 

is better if they do so within Yemen\'s area of responsibility 
(presumably a reference to Yemen\'s Flight Information Region 
(FIR)). 


5. (c) Major General Saleh also stated that there have been 
several incidents of airspace violations or changes in flight 

plans since the demarche was delivered to the MFA on December 
23 (ref a) 

promised to provide a letter 

been drafted 

problems. 


SANA\'A INTERNATIONAL AIRPORT - NO FEES IF GOVERNMENT 
CONTROLLED 


6. (c) Major General Saleh and CAMA Director Farag both 
raised the issue of airport fees. Saleh conceded that 

overflight fees are not an issue 

should be paying for landing and services. (Note: This is a 
long-standing issue and relates to a pending airport 
assessment. CAMA is responsible for Sanal'a Airport 

because CAMA is an V'independent government agency!" dependent 
on income from airport fees 

that the airport should be deemed private. End note.) 

A/DATT and DCM both noted that the USG is reviewing the 
designation of Sana\'a Airport as government-controlled 

that the U.S. has not yet officially received the Yemeni 
responses to U.S. questions regarding the operation of the 
airport (Note: Pol/Econ Chief received the responses 

unofficially from CAMA in December and they have been passed 
back to Washington through DIA channels). A/DATT made clear 
that the USG will pay for services only to the extent that 

such payments are consistent with U.S. policy 

that it is improper for one government to tax another 
government. 

MISENHEIMER 
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such as attending international conferences and \"cooperating\" 
with the international community -- would fall to the MFA. 

IOM also told us that the chair of the Croatian Helsinki 
Committee met with Kosor immediately following her 
appointment 

for Human Rights must be replaced. In our meetings with 
Human Rights Office staff 

uncertainty about the future of the office. We have made the 
point in our meetings with GOC interlocutors that 
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coordination and cooperation is necessary and good 

new government must begin to take action soon to implement 
anti-trafficking activities. 


Comment 


5. (C) The new government is still in the early stages of 

filling positions and assigning responsibilities 

focused the new Government early on TIP as an important USG 
interest 

the former governmentVs National Action Plan to combat 
trafficking. The Ambassador raised TIP in his initial 

meetings with the Prime Minister 

familiarity with the issue and promised to provide us with a 
point of contact for further discussion. The meeting with 
Deputy Prime Minister Kosor focused almost exclusively on 

TIP 

of contact on TIP-related issues 

substance to say during the Ambassador\'s January 30 meeting 
with her. Bekic\'s eagerness to meet on TIP may indicate an 
expanded willingness on the part of the MFA to be involved on 
the issue. Previously only the MFAVs Department of Human 
Rights engaged with us on TIP 


purpose of challenging the basis on which Croatia was 
included in the DepartmentVs annual TIP report (Ref C 
9c). 

FRANK 
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schools that had UNICEF-assisted potable water projects 
sanitary latrines 

habits regarding toilets 

safe food. With diarrhea the second-leading killer of 
children after malaria 

fundamentals can save lives. 


4. (U) DIPLOMATS AGAINST BRAIN DAMAGE 


UNICEF has a very successful program to iodize Burmavs salt 
supply. The group visited a salt evaporation company and 
inspected the iodine-adding process. Thanks to UNICEFVs 
efforts 

of goiter and related problems 

damage 

printed for our visit with the admonition V'Prevent Brain 
Damage emblazoned across the front. NOTE: This gaggle of 
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diplomats probably caused some confusion and amusement among 
locals as we later visited many villages 

caps bearing this slogan. 


5. (U) \"I visited a prostitute and now have AIDS\" 


UNICEF provides teachers in rural schools with training in 
special life skills dealing with sensitive issues like 
reproductive health and HIV/AIDS. We witnessed a 
role-playing class in a middle school in which students were 
tasked with acting out difficult situations. One seventh 
grader got up in front of his classmates and the foreign 
visitors and said 

there | visited a prostitute. Now | have AIDS.\" The 
role-player hung his head in sadness 

applauded his presentation 


6. (SBU) A MON PTA 


We met with the Parent Teacher Association at Wargaru Primary 
School. None of the parents spoke a word of Burmese 

alone English. We had a spirited 

discussion about their aspirations for the community 

families 

Burmese military escort got out of their trucks and deployed 

in defensive positions in the woods around the school. None 

of the children spoke any Burmese when they started 
kindergarten. None of the government-supplied teachers spoke 
Mon and there was no printed material in Mon in the school. 
We later visited the neighboring high school and saw a 
language lab and computer room donated by an expatriate Mon 
living in the United States. The high schools students 

despite starting school without speaking Burmese 

higher than average on the national high school exam. 


7. (SBU/NF) VOLUNTEER \"MICROSCOPIST\" WANTS OUT 


UNICEF provides supplies and equipment (a traditional 
doctor\'s \"black bag 

volunteer health assistants in rural clinics who support the 
salaried nurses and rare doctors. Nurses recently had their 
salaries doubled to about $10 per month; the volunteers work 
for tips. We met one volunteer who was trained to work with 
a modern microscope to identify malaria in blood samples. 
She proudly showed off her microscope and rudimentary lab to 
the UNICEF group and accompanying GOB health officials. 
After the group moved on 

examine the lab. At that point the young microscopist 
grabbed both diplomats by the arm and pleaded in English 
want to go to another country.\" 


Column 3 

8. (SBU/NF) COMMENT: Unlike UNDP 

prohibited from working with elements of the Government of 
Burma. Indeed 

water sectors almost by definition must involve at least 

local authorities. UNICEF has been very effective in most of 
its programs 

administratively lax. This may have been due to its 
partnership with elements of the GOB (for some of which 
\"administratively lax\" would be а big improvement) or to past 
UNICEF management practices. With a new 

Director on board 

we expect UNICEF to continue or expand its ongoing good 
works 

Martinez 
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bank officials to transfer some 
Comment. 


Credito Emiliano - Gawad Asim 
USD equivalent of 46.24 was unfrozen and transferred to the 
Development Fund for Iraq. 


Arab Bank Corporation - Rasheed Bank 
Transfer to Development Fund for Iraq completed. 


Unicredito Italiano SpA - Central Bank of Iraq 
970 


Unicredito Italiano SpA - Rafidain Bank 
USD 662.34. Transfer to Development Fund for Iraq completed. 


SEMBLER 
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RAPID TESTING. THESE MAY OR MAY NOT BE H5. THE FIGURES 

ALSO INCLUDE \"SUSPECT\" CASES OF FEVER AND RESPIRATORY 
SYMPTOMS IN HUMANS THAT ARE BEING INVESTIGATED BUT THAT MAY 
OR MAY NOT BE INFLUENZA. CDC HANOI CONFIRMS THAT OVER 50 
CASES OF SUSPECTED OR POSSIBLE INFLUENZA ARE BEING 
INVESTIGATED BY MOH (OFTEN WITH THE ASSISTANCE OF THE WHO 
INVESTIGATIVE TEAM); MOST OF THESE WILL NOT HAVE INFLUENZA 

AS SEVERAL ARE BEING RULED OUT DAILY. 


FOOT AND MOUTH DISEASE 
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2. (U) There is also an active foot and mouth outbreak in 
Vietnam. This alone is not alarming as Vietnam regularly 
suffers from foot and mouth outbreaks several times per 

year. However 

vulnerable to both avian and human influenza 

of a risk in mixing the viruses leading to human-to-human 
community spread. 


3. (U) REGARDING INFLUENZA IN BIRDS 

PROVINCES REPORTING BIRD DEATHS RELATED TO AVIAN INFLUENZA 
HAS INCREASED TO 53 (OF 64). THE LOCAL PAPERS DESCRIBE 
CULLING EFFORTS ON THE FRONT PAGE; HOWEVER 

INVESTIGATIVE TEAM MEETINGS INDICATE THAT WITH THE EXCEPTION 
OF A FEW PROVINCES 

BIRDS. AVAILABILITY OF PERSONAL PROTECTIVE EQUIPMENT (PPE) 
REMAINS LIMITED. INCENTIVES FOR POULTRY GROWERS TO 
SURRENDER BIRDS ARE ALSO LIMITED. 


4. (U) ACCORDING TO A SPREADSHEET DEVELOPED BY THE MINISTRY 

OF AGRICULTURE AND RURAL DEVELOPMENT\'S DEPARTMENT OF ANIMAL 
HEALTH 

DECEMBER 2003 IN 11 PROVINCES SCATTERED AROUND THE COUNTRY. 
THE NUMBER OF REPORTED AREAS AFFECTED HAS INCREASED RAPIDLY 
IN RECENT DAYS AT BOTH THE PROVINCIAL AND COMMUNE LEVEL 
POSSIBLY BECAUSE OFFICIALS HAVE RETURNED FROM THE WEEK-LONG 
TET HOLIDAYS AND ARE DOING MORE REPORTING 

BECAUSE THE MEDIA HAS FOCUSED ATTENTION ON THE ISSUE. 
BURGHARDT 
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days prior to their introduction to the floor. After being 
unavailable to interested parties 

a special gazette issued December 5 but dated November 28 
and was under consideration by the Parliament less than 14 
days after the date of actual publication. The Parliamentary 
Legal Committee issued an adverse report on the bill by 
mid-December 

16 (dealing with compulsory acquisition of property) and 
Section 18 (guaranteeing protection of law) of the 
Constitution. Debate on the bill was uncharacteristically 
sharp and detailed 

and Minister of Justice 

Patrick Chinamasa figuring prominently. Invoking a law 
denying MPs with direct pecuniary interest in legislation the 
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opportunity to speak or vote on the legislation 

Minister for Legal Affairs David Coltart moved on January 21 
to have all MPs who had been allotted farms under the GOZ\'s 
land reform be excused from debate and the vote on the bill. 
He presented a list of MPs with farms (including several 
alleged multiple farm owners) but his motion failed after a 
lengthy furor involving chaotic shouting matches and 
temporary adjournment. 


4. (U) The AML Bill passed without significant debate just 
one day after its second reading (three readings are required 
before passage). By its own terms 

steer more cash into the national banking system and to 
enhance state powers to suppress money-laundering. The Bill 
establishes a special investigative unit under the Reserve 
Bank Governor to implement the law with support from the 
police. It prohibits settlement in cash of debts exceeding 

five million Zimdollars (approx. USD 1 

parastatals and traders to bank surplus cash. It imposes 
record-keeping requirements and limits on fees and cash 
withdrawals at financial institutions. The Unit Director is 
empowered to require institutions to disclose any records and 
information on any transaction. Inspectors or police are 
empowered to search any person and to seize any cash 
suspected to be held unlawfully 

hearing before a magistrate. Parliamentary staff told us 

that the Budget and Finance Committee played a meaningful 
role in the billVs crafting 

banking and finance experts that convinced the Minister of 
Justice (and Acting Finance Minister) to make constructive 
changes before its passage. We have conveyed the BillVs full 
text to AF/S and to Treasury. 


5. (SBU) COMMENT: At least two impetuses lie behind the LAA. 
First 

land reform that heretofore were unlawful -- essentially 
invalidating innumerable court orders held by evicted 

property holders. In this regard 

assertion at Abuja and elsewhere that farm owners may retain 
one farm. Second 

of GOZ nationalization of Zimbabwe\'s assets: indeed 
proceedings and forcible evictions of owners of 
agribusinesses 

are vigorously underway. Real parties in interest behind the 
evictions usually conceal their identities but uniformly have 
turned out to be ruling party cronies when known. Following 
on the heels of December\'s executive order permitting seizure 
of agricultural equipment from former property owners (ref 

B) 

dimension of the GOZVs evolving campaign to bring the 
country's assets under the effective control of the ruling 
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party elite. The parliament\'s prominent role in this 
reflects its growing significance as a debating forum and 
institution in form 

appendage of the ruling party. 


6. (SBU) COMMENT (CONT\'D): The GOZ''s war on corruption is 
the publicized impetus behind the AML Bill. In addition 
understand that the need to extend a few statutory 
instruments that were about to expire and a priority on 
dealing with foreign currency pricing of services added some 
urgency to the bill's fast track. Perhaps most salient 
however 

control the considerable segment of society here that 
operates outside the sometimes draconian and often 
nonsensical vagaries of Zimbabwe\'s formal economy. The 
enhanced powers afforded the State (liberalized warrantless 
searches 

selected business rivals and political opponents of ruling 
party principals 

SULLIVAN 
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heard the U.S. is putting on new members regarding Turkey. 


--NATO-EU: Bot should hear specific ways in which he can 
protect transatlantic equities. The Dutch are Berlin Plus 

purists and can be counted on to help prevent EU straying 
assuming the UK stays on message. Bot told me that German 
FM Fischer is eager to find concrete ways of restoring the 
situation. To be close to the U.S. is ssential 

said. Bot said the French professed a similar desire to 

find substantive issues for transatlantic cooperation 

that as conversations went longer with FM Villepin and 
Giscard d staing 


--Counter-terrorism: Bot needs to know how important Dutch 
leadership was on container security and portal monitors 

and be asked to show leadership in next steps between the 
EU and U.S. He needs to hear that we need Dutch help in 
developing better processes of communication and 
cooperation. 


--Other Europe: Bot can be asked to help synchronize U.S. 
and EU policy on frozen conflicts 

Gap with Russia. The Dutch term as OSCE chair was 
characterized by intensive dialogue with Russia 

Caucasus and Central Asia. 


--Africa/HIV: Bot can encourage others in the EU to more 
closely coordinate their programs on Africa and HIV 
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following the Dutch example. The Netherlands and the U.S. 
are coordinating their HIV assistance in several countries 
and the Dutch have made Africa a priority 

and the Great Lakes region. They are an important player 
on the continent and the third largest donor. 


3. (C) On all these issues 

role. However 

is willing to stake out a position and lead the EU versus 
waiting to see which way the EU winds blow. His 
calculations might be based more tightly on his perception 
of Dutch national interests than on principle. Last week 
despite massive parliamentary objections 

opposition to lifting the China arms embargo. He explained 
his decision to me in classic terms: the Dutch risked 
being locked out of China for years if they tried to block 
the EU. Furthermore 

Dutch taking stands that isolate it within the EU. 


Pushing Bot on bilateral issues: Iraq 
Narcotics 


4. (C) The Dutch need to hear that they should do even more 
in Iraq and Afghanistan. The Dutch are actively 

discussing whether they can offer special forces to OEF and 
PRT leadership or whether to try to get away with less 
difficult tasks in Afghanistan. Bot cited the cabinet 

January 31 decision 

to send Apache helicopters to 

Afghanistan as nough for now. e should be thanked but 
given the message that the helos are not enough. Bot said 
PRTs remain under consideration but that he needs to go 
step by step with parliament. PRTs are a poignant test of 
the Dutch conflict between wanting to be a player that 

takes on serious responsibility and fearing taking or 

causing casualties 

in Srebrenica. Many parliamentarians 

opposition 

to expand and yet do not want Dutch troops deployed in 
unsafe areas. They will want to know what the extraction 
plan is and will feel most confident if under the 

protection of U.S. or UK forces. 

5. (C) As for Iraq 

suggesting publicly that Dutch troops need to stay beyond 
July; Bot should hear Washington endorse this 

ask for more development and reconstruction assistance. Bot 
is more sympathetic than others in the Dutch government to 
increasing assistance to Iraq 
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budget woes. It is also useful to talk about NATO future 
role in Iraq. Bot and the Dutch perm rep have been 
cautious; we should push him. 


6. (C) CT/Drugs/TIP: We should push him for further 
cooperation on counter-terrorism issues 

effectively address continuing problems regarding 
trafficking in people and narcotics. 


7. (C) Ben Bot makes all the right professions of faith in 

the transatlantic relationship 

a decision that risks angering larger EU partners. He 

cites his deceased American wife as one strong link to the 
U.S. Transatlanticists who have known him throughout his 
career say that he is indeed a classic Dutchman who sees no 
conflict between being a committed Atlanticist and a 
committed European. His comments on Villepin also suggest 
he has no illusions about the French. However 

playing on the European stage 

decade 

remarks to me about U.S. indifference to the EU. In giving 
him real work to do when he is in Washington 

not only to advance U.S. objectives but also to get a 

clearer picture of how capable and courageous he is. It 
could be that he is the ideal man to run the Dutch EU 
presidency because he might be even better than de Hoop 
Scheffer at jumping EU hurdles. We should take advantage 
of his energy and ambition to be a serious player 

should gauge how much water he will be able to carry during 
the Dutch presidency. PM Balkenende has given him the 
lead; thus 

depend largely on this man abilities and attitudes. 

SOBEL 
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completely in their hands 
hopeful that the Libyans have put together a suitable program. 


3. (C) DG Pfirter has made clear to Ambassador Javits that 
he intends to utilize the visit to publicly welcome Libya as 

a State Party to the CWC 

on Tripoli 

Libya in meeting those requirements. He also wants to 
introduce to the Libyans his \"team\" that will be handling the 
detailed work on a myriad of issues 

questions of inspections and verification. The DG is fully 
aware that personal relationships with key Libyan officials 
will be important in accomplishing those tasks 
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wants to be sure that Reeps in particular 

important members of his staff meet Libyan counterparts. The 
DG has promised to provide Ambassadors Javits and Budd with a 
read-out on the visit on February 9. 


4. (C) Finally 

with Grossi to emphasize the importance of handling the 
public affairs aspects of the visit properly. Grossi took 

the point that while the substance discussed on February 5 
will obviously be important 

just as 

an organization like the OPCW 

the IAEA 

conveys the image that it is cognizant of its 

responsibilities arising from the Libyan decision 

the OPCW is ready to and will handle those responsibilities. 


5. (U) Javits sends. 
SOBEL 


13724 

\"Official Use Only\" by his government 

protect the information he provided. According to Kraniotis 
chemical antidotes and detection equipment ordered from 
domestic and international suppliers are starting to come 
on-line. This includes chemical sensors to be placed at some 
Olympic venues. The military hospital in Athens has the lead 
in responding to any suspected attack 

have been tasked with preparing to treat victims and provide 
other assistance. 


2. (C) Kraniotis said that Greek officials are consulting 

with the OPCW 

countries 

consultations have expanded beyond a core Counter-Terrorism 
group to include Olympic officials and numerous government 
departments involved with preparations for the games. To 
avoid heightening public fears 

plan to highlight these preparations in advance of the games. 
However 

will publicly recognize the OPCW contribution to security 
when the games have ended. 


3. (U) Huang Yu 

External Relations Division hosted a January 13 meeting to 
discuss and possibly refine the concept of Points of Contact 
(POC) in the Action Plan. Four States Parties (SP) had 
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nominated POCs: Chile nominated two individuals in its 
National Authority; Mexico nominated the office responsible 
for international organizations in its MFA; Poland nominated 
Krzysztof Paturej 

noted; and the U.S. Huang reported that no SP had yet 
volunteered as a POC for African or Asian countries who had 
yet to join the CWC. The TS officials questioned the need 
for continued facilitations by Consuelo Femenia (Spain). 
They also reported receipt of recent voluntary contributions 
from Norway 

that Huang had met with the Libyan Ambassador that morning 
and discussed possible TS assistance with its national 
implementation efforts. Huang noted that the workshop for 
National Authorities in Senegal would include universality 
elements 

attend. 


4. (U) Several other countries raised consideration of 
nominating a POC: France (in conjunction with its EU 
partners) 

Among the topics discussed were the lack of detail regarding 
how the POC efforts would work 

organizations other countries had nominated 

plans to structure and coordinate the POC effort. 
Netherlands 

while the UK and Russia asked for continued flexibility 
noting that one size does not fit all. 


5. (U) China 

POC issue 

elements and requesting updates on those issues as well. 
China stated it was hosting the second regional meeting of 
Asian National Authorities and that universality issues would 
be included. Finally the Netherlands reported the EU had 
sent demarches to all non-SPs 

result. 


MEETING OF EXPERTS TO REVIEW SCIENTIFIC ADVISORY BOARD 
RECOMMENDATIONS 


6. (U) The OPCW hosted a January 28-30 meeting to review the 
Note by the Director General\'s note on the Report of the 
Scientific Advisory Board (SAB) on Developments in Science 
and Technology and the recommendations of the SAB for the 
first Review Conference. Of particular importance was 

India\'s obstruction of the entire process as well as the 

subject matter 

draft Chairman\'s Report of facilitator Steve Wade (UK). 

India indicated that it would reopen various issues during 
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the paper\'s presentation at the 36th Executive Council 
meeting 


7. (U) Delegations concurred with the SAB recommendation 
that relevant new chemicals be monitored but that the 
schedules of chemicals should not be amended at this time. 
They agreed that the SAB should continue to monitor trends in 
new chemical production technologies. Delegations were 
divided regarding the advisability of increasing the number 

of compounds referenced in the OPCW Central Analytical 
Database (OCAD) 

expansion. Delegations recommended that the SAB look for 
alternatives to GC-MS 

during OCPF inspections. Delegations agreed that the SAB 
should consider how S&T developments might affect TS training 
programs and welcomed suggestions on how these developments 
might be incorporated into future training programs. 


8. (U) Delegations also generally supported the SAB 
recommendation that the number of OCPF inspections be 
increased 

overall effectiveness of the verification regime (note: this 

also was supported by India). Delegations also welcomed 
continued SAB review of possible ways to improve activities 
associated with Article Vl-related verification activities as 

well as those associated with verification of CW destruction 
programs. Delegations concurred that gaps in protective 
capabilities need to be identified 

consideration of ways to improve OPCW outreach to the S&T 
community. Finally 

OPCW International Cooperation and Assistance efforts 
specifically how S&T developments might impact ICA programs. 


9. (U) India 

work in general 

initiatives in the political context in which they would be 
reviewed by States Parties. Canada intervened 

the SAB exceeded its authority by broaching political 
subjects and that in the future it should focus only on S&T 
work 

representative Ralf Trapp responded that the SAB was an 
independent advisory body that is responsible for advising 
the DG on science and technology developments that could 
impact the CWC. Iran raised its concerns about 
implementation of Article XI 

SAB consider the issue of chemical transfers for peaceful 
purposes. 


NATIONAL INSTITUTE OF SCIENCE AND TECHNOLOGY (NIST) 
CHEMICAL DATABASE 
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10. (U) At the request of the Technical Secretariat 

Mallard 

software (InCHI) for Carlos Trentadue (TS/DEB) on January 12 
as a potential way to augment TS outreach efforts to 
resource-challenged States Parties. The software allows for 

an end-user to input any number of synonyms (chemical names 
structural formulas 

a yes/no result for declaration purposes. The TS was very 
interested in the product and noted that such a database 

could assist States Parties lacking chemical/technical 

expertise in identifying Article VI-monitored chemicals for 
declaration purposes. 


11. (U) Discussions on procedures for Sampling and Analysis 
held on January 12 

divided over the presence of an observer (UK and 
Austria/Swiss on one side -- all the rest on the other side). 
The facilitator (Wills 

facilitated and Brandon Williams sat in the chair. Del 
worked with the UK before the meeting to request them to 
reconsider 

they do not want an SP to influence the selection of a 
laboratory 

the other side 

(France 

50 

collected to support compliance judgments. Discussion 
concluded with no progress achieved. 


12. (U) COMMENT: Del notes that the two sides focused on 
the presence of an observer and not the underlying reason why 
the observer is necessary 

to: 1) be ensured of seal/sample integrity and 2) timely 
access to raw data to allow for sufficient response (in 
alternative documentation 

findings 

challenge inspections 

to inspector notebooks 

anomalies or questions on-site through additional/alternative 
records or physical access 

teams of preliminary findings on-site. Basically 

SPs are offered the opportunity to address concerns as they 
arise and be provided evidence against them to allow for 
sufficient response. Del suggests Washington evaluate 
whether options exist that address the two main points that 
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do not involve a \"look over the shoulder" 

accommodate the inspected SPs need for sufficient information 
and security. 


13. (U) In a January 22 lunch hosted by the French 
delegation 

Gregoire Diamantidis 

Division 

him. In response 

moving the general from his current consultancy on 
optimization of verification activities to a Director 

position at the OPCW was tepid at best. They noted that 
Paris might take a different view 

no instructions on this matter. 


14. (U) Javits sends. 
SOBEL 
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settlements in Gaza and \"exchange\" territories with 
the Palestinians. Another lead story highlights 
decisions by President Bush and Prime Minister Blair 
to authorize investigations into pre-war intelligence 
reports about WMD in Iraq. 


Editorial Commentary 


-- VWithdrawing from Gaza: a test or a political 
tremor? V 


Semi-official 

editorializes: \"It would not be an exaggeration to 

say that Sharon\'s mysterious proposal for withdrawing 
from the Gaza Strip 

political tremor throughout the Israeli and 

Palestinian arenas that is likely to extend to the 

entire region and the international arena should 
Washington intervene and support the move.. It may be 
too early to discern the potential success of Sharon\'s 
plan 

the way Sharon is reading the current Palestinian 
Israeli and international status quo encourages such a 
risky but calculated maneuver in order to appear as a 
"man of peace\' and avoid political downfall.. There 
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is plenty of time to figure out the response to 
SharonWs plan 

holding the reins again and is able 

proposal 

and Palestinian arenas as well as the regional and 
international arenas.\" 


-- VThe unilateral separation plan\" 


Center-left 

(02/04) editorializes: \"One cannot view the 
unilateral separation plan 

now being divulged by Israeli Prime Minister Sharon 
in isolation of the political timing and the difficult 
circumstances that Sharon is going through.. The 
Israeli Prime Minister wants to reshuffle the cards 
and get everyone into an illusionary whirlpool that 
portrays him as the one with the vision for the 
solution with the Palestinians.. It is natural for 

the Palestinian Prime Minister to welcome the 
dismantling of the settlements іп Gaza. It is 
inevitable. Everyone may also welcome Israel\'s 
intention to isolate itself behind barricades of its 
choice. But this approach is nothing more unilateral 
measures that have nothing to do with the peace 
process that should be founded on ending the 
occupation 

in 1967 

an independent 

West Bank and Gaza Strip. Anything other than that 
would not be a peace project. Thus 

understood of the separation plan is that it means 
turning Israel into a state living behind a wall 

all the inherent difficulties that poses of 
communicating with it on anything.\" 


-- \"A new maneuver or a link in the chain of Israel\'s 
final-status solution?\" 


Daily columnist Urayb Rintawi writes on the op-ed page 
of center-left 

(02/04): \"Sharon has the habit of announcing measures 
to improve the life of Palestinians before every visit 

to the U.S. 

that he is working for peace 

about implementing the measures once the visit is 
over. This may be another such scenario. But it is 
more likely a genuine attempt to force a unilateral 
settlement based on Sharon\'s vision 

Palestinian territories would be reduced to Gaza and 
about 42% of the West Bank 
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apartheid wall. This will not satisfy the nationalist 
aspirations of the Palestinians 

able to prevent the implementation of the program 
would they make an effort to prevent Israel from 
leaving any Palestinian territory. However 

cannot succeed because Israelis themselves would 
reject such territorial concessions 

they may be.\" 

-- Sharon\'s new proposals\" 

Daily columnist Jamil Nimri writes on the back-page of 
independent 

(02/04): \"It is as if Sharon is racing with time 

All this dynamic activity and strategically inclined 
projects indicate that the man wants to specify the 
direction in which the final solution is heading 

before he leaves 

the other hand 

and continuing confrontation has been exhausted. 
Sharon succeeded in freezing the roadmap and rendering 
all initiatives before it a failure. He has also 
neutralized all international powers and therefore has 
nothing to worry about in terms of pressures 

(were he to order) the expelling of Arafat 

seems not to be advantageous to Israel anyway.. And 
so 

disengagement as well as the establishment of the 
racist separation wall.. We wrote more than once 
saying that Sharon\'s plan is frighteningly realistic 

and that he does have the means to implement it. 
Unfortunately 

strategy. Sharon seems not to want to miss this 
opportunity of getting everything he wants 

come up with the idea of resolving the demographic 
problem that has been keeping the Jewish entity awake 
at night in the same deal. He suggested annexing some 
Arab villages in Israel to the Palestinian entity 

within the framework of "the exchange of 

territoriesV.. What is this ingenuity of employing 

the concept of exchanging territories in this manner! 
More confiscation of Arab lands and liberation of 
Israel of Arab inhabitants! We will assume that this 
just another one of Sharon\'s tests. However 

not forget that his maneuver is based on the genuine 
anxiety that is common to all political powers in 

Israel 

not forget that what sounded like a far-fetched 
illusionary proposal in the past was made possible by 
the Israelis.\" 
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Burma policy 

considerations that the Netherlands must bear in mind. In 
taking a position 

improvement of the political and human rights situation in 
Burma.\" 


4. Bot noted that the debate on tightening EU sanctions 
against Burma continues 

supplemental sanctions. The Netherlands is prepared to 
consider all options. Important factors for the GoNL 
include: developments in Burma 

Road Map 

would truly affect the junta and not the population. 


5. On the issue of support to Burmal's civil society and 
democratic political parties 

supports Burmese human rights groups and civil society 
capabilities wherever possible. For example 

may submit proposals for projects to the Dutch Embassy in 
Bangkok 

additionally possible via the MFA\'s Human Rights Fund. This 
year 

general UNAIDS budget 

in Burma. The Dutch are closely involved with this program. 
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far from being a unified bloc and Berlusconi 

authoritative 

executive. U.S. interests could take a small hit if 

speculation that anti-GMO Agriculture Minister Alemanno could 
be given authority over food safety pans out. End Summary. 


2. (SBU) As we foreshadowed in ref A 

Italy\'s EU presidency has forced PM Berlusconi to treat 
seriously the longstanding request by two of his junior 
coalition partners for a reexamination of government 
responsibilities. The push for a government check-up 
(verifica) was set into motion by Vice PM Gianfranco Fini 
following the center-right\'s poor performance in local 
elections last May. Fini argued that his National Alliance 
(AN) party needed more visibility on public 
policy--especially economic decision making--to convince 
voters that AN could deliver concrete benefits. Fini was 
joined in this mini-crusade by Marco Follini 

moderate UDC (Union of Christian Democrats of the Center). 
Bush-league political maneuvering over the check-up is 
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turning an outpatient exam into a protracted operation that 

is consuming the governmentVs energy and checking its ability 
to map out a way forward post-EU presidency. 


3. (SBU) Each demandeur 

Vice PM is overshadowed by key ministers 

in accruing more decision making authority in a government 
whose economic policy has been dominated by a \"directoire\" 
composed of PM Berlusconi 

Italia) 

The divide within the coalition is not only personal 

also ideological and geographical. The National Alliance and 
UDC tend to represent southern-based interests with a strong 
stake in the Welfare State. On the other hand 

and to an extent Forza Italia 

northern Italy 

to public policy issues is somewhat more pronounced. 


4. (SBU) What has been a tortured and opaque process may be 
nearing the end game. At this stage 

certainties: there will not be a major cabinet reshuffle 
Tremonti 

Parmalat debacle (ref B) 

maker on economic policy. While Berlusconi has an interest 
in appeasing Fini (Note: A loyal ally and increasingly 

popular politician whose party commands at least 12 percent 
of the national vote 

and 

amenable to other Forza Italia heavyweights and the League. 
Press reports and discussions with our contacts suggest that 
multiple and not necessarily mutually exclusive outcomes are 
possible. 


5. (SBU) Fini could be given direct responsibility over the 
obscure but at times important Interministerial Committee for 
Economic Programming 

setting price controls on public services 

roads and electricity rates 

Adolfo Urso (AN) 

Produtive Activities Antonio Marzano 

ministerial rank with sole responsibility for a new 
independent trade bureaucracy -- boosting the party 

not Fini personally. Fini replacing Marzano now seems less 
likely than one week ago. Creation of a kitchen cabinet 
(gabinetto di consiglio) made up of the coalition\'s party 
leaders who would have some undefined influence over economic 
policy is still on the table. Whether such an inner core 


would be buttressed by turning the weak economics department 
attached to the PM\'s office into an NEC-equivalent 
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new body might lash up to the Finance Ministry are unclear. 
One troubling possibility is that anti-GMO Agriculture 
Minister Gianni Alemanno (also AN) could be given authority 
over food safety 

Ministry. The UDC 

to gain a few more undersecretary positions. 


6. (SBU) FiniVs dilemma is that a mere shifting around of 
portfolios could well seem like meager gruel to an electorate 
anxious about holding on to publicly-financed privileges. Nor 
would it be much of a follow-up to his dramatic repudiation 
of AN\'s Fascist roots during a historic trip to Israel last 
November. With the June 13 European Parliamentary (EP) 
elections now in plain view 

-- and certainly more visibility -- to make a convincing case 
to AN\'s key constituencies (national and local bureaucrats 
military officials 

party can impact policies affecting their interests. 


7. (SBU) The Vice PM will get some bounce out of a revised 
government program that reportedly will include a paean to 
\"collegiality in economic policy making\". The current 
patchwork of options available to Fini 

should allow him to finesse the check-up into a minor 
victory. We think a possible outcome is that Fini will take 
half a loaf now 

elections (Note: To this end 

a U.S. political consulting firm. End Note.) 

likely re-open the bidding. 


8. (SBU) Comment. The difficulty in concluding the 
check-up is indicative of the governments persistent 
heterogeneity. We repeat our past refrain that the 
center-right is at no risk of breaking apart. Nevertheless 
on internal issues it has yet to find a set of guiding 
principles (as it has successfully done on foreign policy) 
that naturally lead to a discrete set of policy outcomes. 
The governmentVs failure on February 3 to push through 
Parliament a revised broadcast reform bill (ref C) 

in Committee 


9. (SBU) Comment Cont. Continued emphasis on party identity 
and visibility--manifested in the center-rightVs inability to 

form a unified government list for the EP elections--suggests 
that the governing coalition will remain a collection of 
self-interested groups rather than a unified bloc. One 
immediate impact on U.S. interests is that Berlusconi 

and away the dominant player in the government 

more a mediator and ultimate reconciler of competing 

interests than chief executive. As we have seen on biotech 

this can result in some of our equities taking a back seat to 
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the need to keep peace within the coalition. End Comment. 
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entity\" that claims to represent private creditors 
reportedly in harsh language 

integrity and motivation of its members. While Stock took 
umbrage at these remarks 

moral high ground and not responding to these attacks. 


ARGENTINA OFFERS A QUARTER. 


4. (U) Argentina has offered 25 cents to the dollar of debt 
held by private creditors - a 75 percent discount from the 
bonds\' face value 

of net present net 

statements 

stated that Argentina will not budge from this line. 


5. (SBU) The GCAB argues that by drawing a line in the sand 
Argentina is not demonstrating its good faith in negotiating 
with private creditors. Stock stated that 25 cents on the 
dollar is an \"insult\" to the tens of thousands of individual 
investors who trusted in the economic policy of the Argentine 
government. The GCAB has no fixed offer for creditors in 
mind: the 25 cents figure could be a starting point 

absolutely not the end point 

that the GCAB is willing to negotiate in good faith; and for 
this reason 

against Argentina. 


ITALY SUPPORTS BONDHOLDERS AT THE PARIS CLUB AND THE IMF. 


6. (SBU) As reported ref b 


Club consensus in the December meeting to invite Argentina 
for official debt negotiations in March. The GOI insisted 

that individual investors receive better repayment treatment 
before it would join consensus. 


7. (SBU) Stock also met with Italian Foreign Minister 
Frattini on January 23 to explain the GCAB\'s position. The 
Ministry of Foreign Affairs issued a press statement 
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following this meeting to say that \"Frattini confirmed the 
Italian Government's commitment to encourage an equitable 
solution to the question both on the bilateral level as well 
as in the context of international financial institutions. 

The Government intends to safeguard Italian investors 
that end 

initiatives in the spirit of the tradition of friendship 

between Argentina and Italy.\" On January 28 

of eight IMF board members to vote against the IMF\'s first 
review of Argentinas performance under its Stand-by 
Agreement 

reversed its previous decision to support. 


8. (SBU) Stock expressed puzzlement at the IMF\'s treatment of 
Argentina. He said that the draft IMF conditions for 

Argentina are far more lenient than those imposed on Brazil 
and Turkey in their recent IMF agreements. Argentina was 
given a Vprimary surplus\" target of three percent of GDP in 
2004 

imposed 

defines primary surplus as current account deficit minus 

interest payments as a percentage of GDP. End Note.) 


SEEKING SUPPORT FROM THE U.S. 


9. (SBU) Stock and his counterpart from the Argentine 
Bondholders Committee 

Hans Humes 

Snow requesting an appointment this month to seek U.S. 
agreement to: 

-- recognize the GCAB as a legitimate representation of 
creditors; 

-- press the GOA to negotiate with the GCAB in good faith; 
and 

-- lobby the GOA against any unilateral Argentine agreement 
in favor of Argentine domestic bondholders over its foreign 
bondholders. 


10. (SBU) Comment: The issue of repayment of privately-held 
debt is a sticky one for the Italian Government. More than 

100 

Parmalat\'s fraud 

Government will address their rights (ref a). Another 

investor test for the government 

important 

regarding Argentina. End Comment. 
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sector regulation and pricing and on co-generation at a large 
sugar mill. 


Focus on Power 

3. (SBU) Ambassador congratulated Gonzalez on recent 
comments to the press concerning the need to respect 
contracts with electrical generators and distribution 
companies. Gonzalez said that his entire focus was on 
attracting private investment 

respecting the contracts of existing investors. He was fully 
aware of the terms of existing power purchase agreements 
(PPAs) and the functioning of the Central American merchant 
market. He would like to try to lower PPA costs if contracts 
could be renegotiated to the satisfaction of all parties 

it was clear to him that the real problem in the price 

structure was the subsidized \"social tariff\" for users of 

less than 300 KWh per month. (Note: The IMF has recommended 
the social tariff\'s elimination.) 


4. (SBU) Gonzalez had told the press that the V'social 

tariff" subsidy had to be removed or reduced for all but the 
poorest of users 

increasing rates gradually 

first 100 KWh/month 

KWh/month 

determined. The overall effect would be to reduce the cost 
paid by small businesses and larger household consumers by 
requiring the middle class to pay its fair share. 300 KWh 

was simply too high for the social tariff 

relative handful of small businesses and wealthier households 
bore the burden of a subsidy for the vast majority of 
Guatemalans 

negotiate competitive rates with the private merchant 
generators. Market signals were being subverted and not 
conveying the proper incentives to market participants. 
Ambassador commented that all the minister had said coincided 
with our thinking. 


5. (SBU) Gonzalez said that he had President BergerVs 
agreement in principle to reduce the social subsidy 

President had asked him to wait 30 or 45 days before acting. 
Comment: A little delay is probably a good thing. It 

provides time to make the public case for why reform is 
necessary and allows the government to deliver some positive 
results in its social services agenda 

not have rate hikes its first concrete action. End Comment. 
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Gonzalez Welcomes AID\'s Assistance 

6. (SBU) Gonzalez had just met with AID contractor PA 
Consulting 

regulatory options for the ministry. He welcomed AID\'s 
assistance and was delighted to hear that AID was willing to 
continue collaborating. EconCouns noted that Guatemala 
served as the model for regulating the interconnected 
regional energy market and said that it was important that 
the market-oriented regulatory framework in Guatemala not 
fall prey to populist initiatives of the sort the Congress 

had been discussing over the course of the past year. 


Regulatory Board and Former Minister Did Well 

7. (C) The Ambassador asked Gonzalez\'s opinion of the 
national electrical energy regulatory board (CNEE). Gonzalez 
said that the FRG government had interfered with the board 

and forced changes in its membership 

had maintained their independence and made decisions on sound 
technical criteria. He recounted how the FRG had forced one 
member to resign and replaced him with one of its 

congressmen 

months when he realized he couldn\'t cause any mischief. 
EconCouns commented that we remembered the story exactly the 
same way. He also congratulated the minister for his 
graciousness in complimenting his predecessor Raul Archila in 
remarks to the press. Gonzalez said that Archila (not an FRG 
member) was \"a hero\" for protecting the ministry from harm 

from a government that was otherwise a disaster. 


Wants to Meet with U.S. Investors in Guatemala 


of U.S. energy and mining interests 

to know them as quickly as possible and hear their concerns. 
Ambassador said we would like to arrange such an event and 
would be back in touch shortly. 


Comment 

9. (SBU) Gonzalez is personable 

with us closely 

we discussed. He was not yet up to speed on his mining 
portfolio 

project in San Marcos Department (Glamis is headquartered in 
Reno Nevada. The Marlin site has initial estimated reserves 
of 1.4 million ounces of gold associated with ten times that 
of silver. Investment is estimated at close to $100 

million.) The only deterrent to a longer and more detailed 
discussion was the ministerVs insistence on practicing his 
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English 

hadn\'t been practiced recently. We anticipate a good and 
fruitful relationship with him (and hope that his English 
comes back or he decides that Spanish is fine). 
HAMILTON 
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REESTABLISHING A PUBLIC SECURITY FORCE PRESENCE THROUGHOUT 
COLOMBIA. IN AUGUST 2002 

OF COLOMBIA\'S 1098 MUNICIPALITIES (EQUIVALENT TO U.S. COUNTIES) 

HAD NO POLICE PRESENCE 

FACTO CONTROL OF COLOMBIA\'S TERRORIST GROUPS. THE COLOMBIAN 
NATIONAL POLICE (CNP) 

PUBLIC SECURITY PROJECT 

PERMANENT POLICE UNITS TO ALL OF THE COUNTRY\'S MUNICIPALITIES. 

THE LAST THREE MUNICIPALITIES (MIRAFLORES IN GUAVIARE DEPARTMENT 
AND CARURU AND TARAIRA IN VAUPES DEPARTMENT) WERE REOCCUPIED 
BETWEEN JANUARY 31 AND FEBRUARY 4 

FORCE CONDUCTED WELL-PLANNED AND -EXECUTED JOINT OPERATIONS TO 
ACCOMPLISH THIS TASK. NO FRIENDLY COMBAT LOSSES WERE REPORTED 
AND THE FARC APPEARS TO HAVE WITHDRAWN IN THE FACE OF 
OVERWHELMING GOVERNMENT FORCE. SEPTEL WILL PROVIDE PLANNING AND 
OPERATIONAL DETAILS. 


2. COMMENT: MIRAFLORES 

AND CARURU ARE PARTICULARLY SIGNIFICANT GAINS FOR THE GOC AND 
STRATEGIC AND SYMBOLIC LOSSES FOR THE FARC. MIRAFLORES HAS BEEN 
AT THE CENTER OF FARC DRUG TRAFFICKING IN GUAVIARE DEPARTMENT AND 
WILL SERVE AS A VALUABLE FORWARD OPERATING LOCATION FOR AERIAL 
ERADICATION OPERATIONS IN THAT REGION. CARURU HAS BEEN A PRIMARY 
AIRFIELD USED BY ILLEGAL AIRCRAFT SUSPECTED OF NARCOTRAFFICKING; 

A POLICE PRESENCE THERE WILL FACILITATE COLOMBIAN AIR BRIDGE 

DENIAL OPERATIONS ALONG THE COLOMBIA-BRAZIL BORDER. END COMMENT. 
WOOD 
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Classified By: COM Carmen Martinez for Reasons 1.5 (b 


1. (С) SUMMARY: A two day seminar on V'Understanding Myanmar" 
on January 27-28 was certainly the first time we have seen 

the government willing to discuss its policies in even a 

reasonably open forum. However 

opportunity to publicly push important issues with the often 
senior-level panelists. All sessions were characterized by a 

lack of substantive presentations from the panels (expected) 

and generally laudatory remarks and overwhelming support of 
Burma\'s V'recent efforts\" by the non-diplomat conference 
attendees. The seminar was useful in some ways: we received a 
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clearer picture of the purported mechanics of the roadmap; it 
illustrated that the comfort zone that the regime has 
constructed among its ASEAN neighbors and China 

India extends deeply into the academe of the region and it 
shows that in its own clumsy way 

for greater public relations efforts. END SUMMARY. 


Khin Nyunt - Ready for Prime Time 


2. (C) Before an audience of diplomats and carefully selected 
friendly academics from around the world 

General Khin Nyunt kicked off a two-day conference on 
\"Understanding Myanmar\" on January 27. The PM spoke in 
English 

unbelievable statistics purportedly demonstrating Burma\'s 
alleged advances in health care and higher education. The PM 
also stressed the country\'s \"steady course in its effort to 
promote a market-oriented system in spite of the unilateral 
sanctions instituted by some Western countries.\" The PM 
(resplendent in his military uniform and surrounded by a 
large entourage 

themes 

and stability as prerequisites for a transition to a 

democratic system. The PM took no questions after his circa 
20-minute speech 

he remained in the meeting hall shaking hands and chatting 
with diplomats and academics amidst the glare of camera 
flashes (FYI: A reliable embassy contact with very good 
access to the highest levels of the SPDC told the COM later 
that the PM and his entourage had wanted to appear in 
national dress rather than military uniforms 

exhaustive attempt to convince Senior General Than Shwe of 
the public relations benefit of this tactic 

the military regalia). 


We Have the Roadmap - Here\'s How to Read It 


3. (U) Throughout the address on the regime\'s road map 
\"Burma Road Map to Democracy: The Way Forward 
Deputy Foreign Minister Khin Maung Win 

mention at all of the NLD or its leader Aung San Suu Kyi 
(ASSK). However 

only direct allusion to the NLD and ASSK 

previous National Convention had failed because of the 
\"activities of one person and one political party\". 


4. (U) The DepForMin mercifully did not read a prepared 
paper 

around 40 minutes and smoothly 

addressing questions such as the significance of the road map 
(\"it is a demonstration of our commitment to democratic 
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principles\") 

year\") 

democracy that does not adversely effect historical 

traditions or national unity\"). The DepForMin provided an 
outline of the envisioned future Burmese democratic state 
which will include an executive president limited to two 
five-year terms; a bicameral legislature 

national vote and the other comprised of equal numbers of 
representatives from each of Burma\'s states; regional 
legislatures headed by Chief Ministers; and judicial organs 
at the center and in the regions. The DepForMin asserted 
that Burma would not go back to a one-party state and would 
have a multi-party system based on the \"universal principles 
of liberty 

the National Convention 

a continuation of the previous one (a point he reiterated 
several times) and that its composition would not change. In 
terms of party delegates 

individual parties to determine who to send to the reconvened 
Convention. 


5. (C) After the DepForMin concluded his presentation 

were several interventions in which participants from several 
ASEAN countries as well as China and Japan read universally 
laudatory prepared statements regarding the road map. In the 
ensuing Q and A session 

policies were being developed and what measures would be put 
in place to give its citizens the knowledge and confidence to 
express their needs and opinions in a free and open manner. 
But he was spared answering when the panel chairman declared 
the session closed. During the break between sessions 
DepForMin told the COM he could not answer this publicly but 
there would be programs to advise the citizens of their right 

to express their opinions \"as long as they did not adversely 
affect the stability of the country.\" 


Peace and Stability - What It Takes to Get Them Back In the 
Fold 


6. (U) During the session on \"Efforts for the Prevalence of 
Peace and Stability\" 

Office of the Chief of Military Intelligence Head of 
Department and chief interlocutor on drug issues 

what he described as the indispensable role of \"genuine\" 
peace mediators during the Government\'s negotiations with 
Burma\'s various insurgent groups. In conclusion 

stressed that success depended on the commitment of both 
sides and that the Government maintains an open door policy 
in regard to talking to remaining armed insurgent groups. 
One of the panelists 

ethnic Karen who was identified as having played a 
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significant role in the KNU negotiations 

interesting albeit vague remarks about the importance of both 
trust and \"gentleman\'s agreements\" in achieving positive 
results. Neither the presenter nor the panelists mentioned 
the importance of a tripartite dialogue to the achievement of 
lasting peace or stability. 


Suppression of Narcotic Drugs - It\'s a Myanmar Problem 


7. (SBU) Perhaps the most professional and straightforward 
presentation was that of Police Colonel Hkam Awng 
Secretary of the Central Committee for Drug Abuse. Col. Hkam 


SIPDIS 

Awng is our key police contact and has worked closely with 
DEA for many years. His presentation 

English 

the joint US/Burma opium yield surveys that have been taking 
place since 1993. He emphasized that precursor chemicals for 
amphetamine and heroin production are not manufactured in 
Burma and that cultivation and production were steadily 
declining. The presentation was notable in its emphasis on 
Burmavs responsibility for the situation and for the detailed 
explanation of its efforts to combat its narcotics problem. 

There was little attempt to blame the US or other western 
countries. The only reference to external influences was 

that \"...the much lower level of inflow of external 

assistance has\" not \"diminished MyanmarVs determination\" to 
overcome the problem 

countries...join hands with Myanmar.\" 


Foreign Relations -- Metaphors and Allusions 


9. (SBU) Director General of the MOFAVs Political Department 
U Thaung Thun led the first session on January 28 on 
\"Priorities in Burma\'s Foreign Policy.V In contrast to the 
Deputy Foreign Ministers presentation the day before 

did not stray from his prepared remarks and gave little more 
than a historical overview of significant events in Burma\'s 
recent history 

the British. The highlight was the somewhat dated example 
given to illustrate Burma\'s independent foreign policy -- the 
stand Burma took in 1956 UN voting on the Hungarian issue 
(pre-dating the military\'s seizure of power in 1962). The DG 
did make several enigmatic and unscripted remarks during his 
speech 

a house of BabelV' in regards to the national races issue and 
\"if it is true that whoever rules the heartland rules all 

Burma is the heartland 

location of Burma between south and southeast Asia. 
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How Many Bridges Does it take To Build an Economy? 


10. (C) The presentation on Burma\'s economic and development 
situation was equally fatuous. The main speaker 

of Burmavs Institute of Economics 

performance as a talking head giving a stupefying 40 minute 
regurgitation of the SPDC\'s propaganda (roads and bridges 
equal development). He insisted the current government had 
taken great strides in economic reform 

up with one example -- the loosening of restrictions on the 
private sector for trading and exporting rice. 

Unfortunately 

liberalization not three weeks ago. The most useful 
contribution came from one of the designated discussants who 
gingerly proposed that the private sector in Burma needs 
better Wenabling conditions and more stability" and that 
Burma\'s system needs to provide a social safety net for 
people and for businesses that fail. 


The United Nations - Cooperation Burmese Style 


11. (SBU) The MOFA\'s Director General for International 
Organizations and Economic Affairs U Win Mra gave a 
presentation on \"Cooperation with the United Nations.\" He 
talked mostly about human rights rather than UN cooperation 
bemoaning the \"undeserved!" foreign criticism of Burma\'s human 
rights record 

protects human rights by providing food and shelter to the 
people. U Win Mra proudly noted that Burma was the first 
country to sign the 1949 Universal Declaration on Human 
Rights 

the declaration.\" He neglected to mention that the 1949 
signature was made by a new democratic government. The DG 
said globalization has brought exposure to human rights in 

the country 

like this in the past 

step by step -- gradually.\" On forced labor 

announced the GOB has brought laws into line with 
international expectations 

of action. On AIDS 

\"we aren\'t giving enough money to fight HIV/AIDS -- we are!\" 


12. (C) Conveniently 

little time for real discussion or questions. However 
Malaysian attendee managed to squeeze in a final word 
lauding the GOB on its labor practices 

do other countries care about using porters when Asian 
militaries and the British used them for years.\" When 
Emboffs buttonholed the DG after his presentation 

agreed that it would be better for Burma if the GOB allowed 
diplomats and press to travel and report on what is really 
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happening in the countryside 

reliance on Burmese exiles in Thailand for news. Regarding 
the March release of the Human Rights Report on Burma 

Mra seemed genuinely interested in updating the Embassy next 
time around on positive actions the GOB has taken in reported 
cases of rapes in ethnic areas 

military doesn\'t want to be embarrassed by an international 
investigation such as the one Special Rapporteur Pinhiero has 
proposed. 


Human Rights - Nobody Likes Me 


13. (C) The most disappointing and cliche\'d performance was 
that of Burma\'s Ambassador to the UK 

the theme of a Burma intent on pursuing an independent 
foreign policy and reliant on its own resources as set out by 
the Prime Minister and echoed in the presentations of the 
DepForMin and others 

endlessly detailed litany (complete with Power Point) of 
Burmavs victimization by the US and others through a 
corruption of the mechanisms of the UN. He also 
characterized political opposition to the regime as merely a 
Vreflection of the desires of western countries." At the end 

of his presentation 

allowed (one by a British invitee who lauded the governmentVs 
strides in addressing the need for training in human rights 
labor rights 

lambasting the US for the trade ban which he claimed 
destroyed his business) 

session quickly by eyeballing the audience and claiming there 
were obviously no questions. 


14. (C) However 

insisted on asking questions to the dismay of the session 
chair. The COM asked Kyaw Win why his presentation 
portrayal of Burma as a victim rather than as a country 

intent on pursuing an independent foreign policy 

odds with the vision presented by the Prime Minister and 
other members of the senior leadership. Kyaw Win at first 
pretended he did not understand the question (he speaks 
flawless English) and when the COM repeated her question 
said he just wanted to V'explain the evolution of the UN 
process\" and would say no more. The UK Ambassador then rose 
to challenge his point about the democratic opposition being 
a reflection of the West 

reflection of the will of the Burmese people as expressed in 
the 1990 elections. The UK Ambassador also said she would 
welcome the chance to continue this debate in the session or 
in the press 

possible as there is no free press. The session was 
immediately brought to a close. 


Column 3 
Comment 


16. (C) This was certainly the first time we\'ve seen the 
government willing to discuss its policies in even a 

reasonably open forum. However 

opportunity to publicly push important issues with the often 
senior-level panelists. All sessions were characterized by a 
lack of substantive presentations from the panels (expected) 
and generally laudatory remarks and overwhelming support of 
BurmaVs \"recent efforts\" by the non-diplomat conference 
attendees (disappointing). Although several academics asked 
questions and made minor suggestions which could have been 
construed as being (at least a teeny 

the regime there was no genuine dialogue or exchange of 
ideas. Even the Indian Ambassador 

be sympathetic to the regime\'s performances 

COM how \"inappropriate\" it was for the PM and his entourage 
to show up in uniform and behave as if it was a \"state 
occasion\" when the event was purported to be an academic 
seminar. He also remarked that a conference on Burma during 
which no one mentioned the NLD or Aung San Suu Kyi was not a 
real conference. Burma specialist Dr. Robert Taylor commented 
that \"he had learned little\" from the seminar. Interestingly 
many of us were apparently in a a different seminar from 
former UK Ambassador to Thailand Derek Tonkin 

intervention praising the seminar as \"the non-governmental 
face\" of the Bangkok Process 

for democracy.\" 


17. (C) The seminar was useful in some ways: we received a 
clearer picture of the purported mechanics of the roadmap; it 
illustrates that the comfort zone that the regime has 
constructed among its ASEAN neighbors and China 

India includes academia as well as governments; and it shows 
that in their own clumsy way 

public relations efforts. It also shows that Senior General 
Than Shwe can tell PM Khin Nyunt what to wear. 

Martinez 
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occupied Palestinian territory\" (the Fence Case). While the 
statements varied in their attention to the legality of the 
fence 

between those which argued that the Court should not provide 
an opinion in the case and those that argued that the Court 
should find the Fence to be illegal under international law. 
While the names of all of the submitting parties -- 

forty-four states 

League 

-- may be found at the ICJ website (ref a) 
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intention that the written statements themselves remain 
confidential at least until February 23 


SIPDIS 

the hearings in the case are scheduled to commence. The UN 
submitted what it described as a factual statement but 

advised that it will not participate in the oral hearings. 

The Court also rejected (13-1) Israel\'s challenge to the 
participation in the case of Egyptian Judge Nabil Elaraby. 

End summary. 


2. (SBU) On Tuesday 

to all UN Member States represented in The Hague copies of 
the statements submitted in the Fence Case (full set sent by 
DHL to L/UNA). Among the submissions 

note: 


-- The UN submitted \"factual information\" in order \"to 
supplement\" the Secretary General\'s report of November 24 
2003 (A/ES-10/248). At the same time 

the SYG informed the Court \"that the United Nations will not 
present oral statements and comments to the Court during the 
hearings\" of the case. 


-- Palestine submitted a three volume statement consisting of 
an approximately 300 page written statement 

several maps and photographs of the fence 

documentary annexes. It asks the Court to find 

things 

Geneva Convention; that Israel \"has no right to construct and 
operate the Wall"; that the fence violates international 
humanitarian and human rights law; that its construction 
involves unlawful confiscation of property; and that it is 
discriminatory. Describing IsraelVs actions as \"grave 
breaches\" of international law 

find the fence violates Palestinian rights of 

self-determination and that Israel is bound to cease 
construction of and dismantle the fence 

damage and injury 

community.\" Palestine also argues that other States are 
obliged to cooperate so as to bring an end to the fence. 


-- Many of the statements are strongly supportive of the 
Palestinian submission and argue that the Court should find 
the fence to be illegal under international law. These 
include Egypt 

Arabia 

North-South demarcation line on the Korean peninsula) 
Malaysia 

Lebanon. Several others submitted short (one or two page) 
submissions reaffirming views they expressed during UN 
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General Assembly (UNGA) debates in support of the Palestinian 
position. 


-- Israel submitted two volumes consisting of an 

approximately 120 page written statement and a documentary 
annex. Its argument focuses on the propriety of the ICJ 
addressing the request submitted by the UNGA. The submission 
focuses on issues relating to what it sees as the \"fairness\" 

of the proceedings as well as the jurisprudence of the Court 
which 

lacks jurisdiction over the request or that it must decline 

to answer the request on grounds of propriety. 


-- While no other state defends the legality of the fence 
several submitted statements arguing that the Court should 
decline to issue an opinion for reasons of propriety (though 
some added that 

counterproductive or illegal). These include 

the USG (ref b) 

Czech Republic 

Greece 

Islands and Palau. 


-- As expected (ref c) 

its views on the illegality of the fence. At the same time 

it associates with the position of the European Union 
Ireland 

follows: \"the EU believes that the proposed request for an 
Advisory Opinion . . . is inappropriate. It will not help 

the efforts of the two parties to relaunch a political 
dialogue. V" 


-- Russia submitted a statement which essentially quotes its 
own statement made during the UNGA vote on the advisory 
opinion 

the General Assembly\'s request 

give an advisory opinion 

additional obstacles for (a) negotiating process or make the 
two-State solution impossible.\" 


-- Switzerland submitted a statement in which it found no 
decisive reason for the Court to refuse to issue an opinion 
in the case and focused on the applicability of instruments 
of international human rights and humanitarian law in the 
territories. 


3. (SBU) On January 30 

decision an Israeli request that Egyptian Judge Elaraby not 
participate in the case due to his previous involvement in 
similar issues while posted to the Egyptian Mission to the UN 
in New York. The Court found that Israels request did not 
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point to any instance of Judge Elaraby having expressed a 
view on the questions posed to the Court in this case. As a 
result 

participating in the present case.\" Judge Buergenthal 
(American) dissented. 

SOBEL 
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Comunidade Mocambicana de Ajuda (CMA) of Maputo Province 
Amount obligated: $ 3 

Disbursed amount: $ 3 

Balance: $15 

Location: Bairro Alto Mae 

Status: The project is completed and de-obligation of the 
remaining amount will be requested. 

SSH 03-656-005 - United in Poverty Eradication 

Missao de Sao Tiago Maior of Zambezia Province 
Amount obligated: $ 7 

Disbursed amount: $ 7 

Balance: $8.82 

Location: Namarroi District 

Status: The project is completed and de-obligation of 
remaining amount will be requested. 

SSH 03-656-006 - Water Pump Rehabilitation 

Conselho Municipal de Chimoio of Manica Province 
Amount obligated: $ 4 

Disbursed amount: $ 0.00 

Balance: $ 4 

Location: Manica 

Status: Currently 

director informed Post that they are looking for a quotation 
that is within the project budget. 

SSH 03-656-007 - Reparacao de Cisterna Consular 

Lar Sao Francisco Xavier of Nampula Province 

Amount obligated: $ 9 

Disbursed amount: $ 2 

Balance: $ 6 

Location: Ilha de Mocambique village 

Status: The project is active and we are expecting to 
receive more proforma invoices to spend the remaining 
amount. 

SSH 03-656-008 - Potable Water and Improved Latrines for 
Gorongosa 

Christ the King Mission of Gorongosa of Sofala Province 
Amount obligated: $ 4 

Disbursed amount: $ 4 

Balance: $0.00 

Location: Gorongosa District 

Status: The project is completed. 

SSH 03-656-009 - Community Library 
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Escola Secundaria Herois Mocambicanos de Moatiza of Tete 
Province 

Amount obligated: $ 8 

Disbursed amount: $7 

Balance: $375.51 

Location: Moatiza District 

Status: The project is near completion. 

SSH 03-656-010 - Magoanine Women\'s Training Center 
AMUJOVIC of Maputo Province 

Amount obligated: $ 8 

Disbursed amount: $0.00 

Balance: $8 

Location: Magoanine District 

Status: Currently 

project quotations. 

SSH 03-656-011 - Classrooms Construction 

Escola Secundaria 1 de Maio of Inhambane Province 
Amount obligated: $ 9 

Disbursed amount: $ 0.00 

Balance: $ 9 

Location: Chicuque District 

Status: The project will soon be implemented. 

SSH 03-656-012 - Expansion of a Poultry Building 
AVIMAS 

Amount obligated: $ 2 

Disbursed amount: $ 2 

Balance: $ (9.00) 

Location: Maputo District 

Status: The project is completed and de-obligation of the 
remaining amount will be requested. 
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proposals for consideration by the President and the 
Prime Minister." Janadasa Peiris 

President's Media Unit 

Vthe UNP is now taking a different approach and is 
looking for possible ways to compromise" with the 
President. (Note: The positive tone of PeirisV 
comments were a far cry from a long 

issued by the Presidents Office on February 3 that 
accused the PM and the UNP of working to prevent a 
cohabitation agreement.) 


5. (SBU) In other potentially positive signals 
President KumaratungaVs speech at Sri LankaVs National 
Day ceremony on February 4 stressed the need for 
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cohabitation cooperation and was less combative in tone 
than usual. The President stated 


VI wish to stress here that the responsibility for 
ensuring the end of negative political culture lies with 
the leadership of the two main political parties...| 
believe that all political forces should be united to 

find solutions to the serious problems our nation faces. 
Although the task of forming an alliance between the 
People\'s Alliance and the United National Front for this 
purpose has failed so far 

People\'s Alliance to rally around it several other 
political forces with this view. This is the first step 

we have been able to take towards forming a grander 
national alliance.\" 


6. (C) The President went on to note that she had not 

yet been able \"to secure the agreement of the 
government\" to her proposal for political cooperation 

but that she would keep trying. In her speech 
Kumaratunga also underscored her support for the peace 
process. She stated: \"The nation appreciates the 
ceasefire agreement that has continued for two years. 

Yet let us not forget that the absence of war is not 
peace...The process of dialogue must be inclusive and we 
must work toward a pluralist and democratic solution 
within a united Sri Lanka.\" (Note: The President made 
her address on a dais she shared with PM Wickremesinghe. 
The two appeared to get along amicably 

was the case -- is good news given their abysmal 
personal chemistry. The PM also attended the 
President\'s National Day reception late February 4 at 

her residence 

of tensions.) 


7. (C) Despite the relatively positive indicators 

Lanka is not out of the woods quite yet. Members of the 
President\'s Sri Lanka Freedom Party (SLFP) continue to 
make a strong push for parliamentary elections 

example. Contacts have confirmed press reports that the 
SLFP Executive Committee met late February 2 to discuss 
next steps. In that meeting 

pressed President Kumaratunga -- who chairs the regular 
meeting -- to dissolve Parliament right away and 
announce elections that would take place simultaneously 
with the Provincial Council elections slated for April 

2004. Kumaratunga apparently listened carefully 
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was noncommittal in her response. In the meantime 
SLFP\'s electoral ally 

Peramuna (JVP) 

The National Unity Alliance (NUA) 

which recently joined the SLFP/JVP alliance 

called for early elections. There are unconfirmed 
reports that the President is reluctant to call 
elections because she feels that the SLFP has not yet 
collected enough funds for a campaign (Sri Lankan 
elections are very expensive). 


8. (C) Overall 

November 2003 

several occasions 

the cohabitation situation 

highly charged and volatile (indeed 

almost certainly remain stressful even if a deal is 
reached). There appears to be a reluctance on the part 
of the President to go for parliamentary elections. 

That is good news 

resolve much. That said 

lot of pressure to call elections. The situation could 

go either way 

leaning toward accommodation between the parties for the 
moment. END COMMENT. 


9. (U) Minimize considered. 
LUNSTEAD 
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\"one-for-one\" matching funds requirements be relaxed to a 
\"two-to-one\" ratio. Fields said their organization would 
have 40-50 projects open in Ghana in the coming years 

had high praise for Ghana\'s efforts in working with ADF. 


4. D/S Allen encouraged Kufuor to contact Senator Bill Frist 
who has made frequent trips to Africa offering medical 
services 

Allen would also contact the Senator\'s office as well. Allen 
also pledged that HHS would \"take a look\" at Ghana\'s brain 
drain 

good work on Polio eradication 

to assist Ghana on many health care concerns. Allen closed 
by noting Ghana\'s potential for qualifying for MCA funds 

its need to improve its performance on various criteria. In 
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particular he focused on Ghana\'s business climate 
Ghana needed to do more 

Work 

and better qualified for MCA funding. 


Media Coverage 

5. D/S Allen and ADF\'s visit enjoyed wide press coverage 
both in state-owned and private media. Most reporting 
focused on ADF\'s contributions to Ghana. President Kufuor 
even mentioned these when listing GhanaVs 2003 successes іп 
his January 22 State of the Nation speech. Allen\'s praise 
for Ghana\'s democratic achievement 

rate 

President Kufuor also received extensive media attention. 
Several private papers did note that Ghana is not a recipient 
of the USG\'s 2002 USD 15 billion pledge to fight HIV/AIDS 
tuberculosis and malaria 

information in Ghana. Allen also gave a lengthy interview 
with the Daily Graphic\'s Health Editor 

possible future U.S.-Ghana links in the area of health. 


Meeting with Ministry of Health (MOH) 

6. During a January 19 meeting with Deputy Minister of Health 
Moses Dani-Bah 

between the two countries 

of Ghanaians 

U.S. Dani-Bah acknowledged the benefits accorded to Ghana 
through remittances 

care skills through higher education in the U.S. 

Nevertheless 

\"brain drain\" of health-industry workers by providing or 
funding capacity training for health personnel and trainers. 
Allen noted Ghana 

legislation 

reform on Medicare 

the private sector in contributing to objectives and ensuring 
that public funds are use efficiently and appropriately. 
Dani-Bah cited geographic and financial access to health 
services/care as its biggest concern. He also asserted that 
while HIV/AIDS prevalence in Ghana is relatively low 

would remain vigilant. 


Meeting with Global Fund Representatives 

7. D/S Allen me with local members of the Global Fund Country 
Coordinating Mechanism (CCM) to discuss programs in Ghana and 
gauge how the process is working. CCM members explained that 
while the GoG initially took the lead on establishing the CCM 

and pushing forward Global Fund activities 


Column 3 

encouraging greater private sector participation. Of the 44 
current CCM members 

although the GOG\'s Ghana Health Service is leading the 
process. USAID\'s representative on the CCM commented that 
Ghana is one of the countries where the CCM process is 
working well. In fact 

has experienced were due to slow disbursements and changing 
guidelines from Geneva. The CCM just received funding for 

its malaria programs 

Ghana\'s malaria drug policy. They set up two HIV/AIDS 
treatment centers and anti-retroviral drugs just arrived. 

They are also implementing a TB program 

private sector. One weak area of the local process is that 
NGOs do not coordinate well 

Fund money could be used to improve NGO cooperation. Allen 
responded that capacity-building funds may be available 

he would look into it upon his return to Washington. 


Lunch with Health and Faith-Based Organizations 

8. D/S Allen lunched January 19 with representatives of MOH 
Ghana Health Service 

Nuncio 

Country Rep 

discussion focused on HIV/AIDS 

that they fight the stigma of AIDS in Ghana through 
dissemination of information 

of HIV/AIDS 

available. The discussion also touched on social change 
interventions targeting cultural practices 

c8 approach (\"abstinence 


9. The role of faith-based organizations in addressing 
individual practices is important 

that this is a difficult area given deep cultural traditions 

that transcend religious principles. Much has been learned 
from Africa\'s experience in combating HIV/AIDS to date 
particularly the significant contribution of abstinence and 
being faithful 

interventions largely target women\'s empowerment 

a major contributor if not driver of the epidemic. More 
needs to be done to instill male responsibility 

an important role for prevention education among the youth to 
begin instilling a change in behavior. All agreed that more 
work is need to strengthen institutional capabilities of 
on-the-ground organizations working with the infected (or 
affected). 


10. Ghanaian representatives asked what insights U.S. 
institutions could provide on Buruli ulcer 
disease involving the skin 
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in Ghana. D/S Allen indicated he would pursue this with NIH. 


January 19 HIV/AIDS Site Visits 

11. D/S Allen traveled to the Coca-Cola (CC) bottling plant 
in Accra to learn about its workplace HIV/AIDS policy. CC 
views HIV/AIDS as a business issue 

employees 

workplace policies to halt the spread and effects of the 
virus and ensure a healthy and safe work environment for 
maximum productivity. CC 

programs 

peer educators. CC also runs an on-site clinic and pays all 
but 10 percent of HIV treatments. D/S Allen also traveled 
just outside Accra to see a site where Living Water 
International (LW1) 

drinking water to a facility for disabled children and 

adults 

with OPIC-financed equipment. 


ADF Programs in Ghana 

12. ADF is supporting 17 projects in Ghana in its effort to 
support grass-roots economic development to help alleviate 
poverty. It recently designed and funded four new projects: 
tomato processing and canning 

organic citrus peel and juice processing 

furniture manufacturing. ADF officials and Ambassador Yates 
participated on January 20 in a high profile 

ceremony for the tomato processing company. Finance Minister 
Osafo-Maafo 

Development Minister Bartels participated for the GoG 
(Comment: Such high-level engagement is unusual 

sign of GoG support for ADF\'s work in Ghana. End Comment). 
ADF President emphasized that ADF is committed to increasing 
its funded-projects in Ghana over the next ten years 

maximum grant support of approximately USD 20 million. 
Including the four recent projects 

eight to ten new projects in Ghana by summer 2004. 


ADF Focus on HIV/AIDS 

13. On January 21 D/S Allen and ADF reps visited a community 
in Accra where the ADF-funded group YPEP (Youngsters Peer 
Education Project) promotes adolescent reproductive health 
and development through peer education and youth-friendly 
integrated services. YPEP is a youth AIDS education project 
where educators provide information on health issues and 
HIV/AIDS. The goal is to promote responsible sexual behavior 
and control the incidence and spread of HIV among youths. 
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Comment 

14. With the extensive media coverage of the HHS/ADF visit 
especially during D/S Allen\'s meeting with President Kufuor 
the trip served to raise awareness in Ghana of health issues 
specifically those related to HIV/AIDS 

efforts to assist Ghana in the health sector. The GoG showed 
itself an enthusiastic partner in the ADF programs in Ghana 
and appears eager to support efforts to increase ADF 
investment into the country. Also useful was D/S Allen\'s 
message to President Kufuor that Ghana needs to move past the 
rhetoric of \"The Golden Age of Business\" and take concrete 
steps to improve its investment climate if it is to compete 

for MCA funds and attract greater foreign investment. End 
Comment 
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who is reportedly in custody in Malaysia. Is there any 
info you can share? (POL) 


A MORE MILITARIZED NATIONAL DAY PARADE 


4. (C) FYI. The Ambassador attended yesterday\'s 
National Day ceremony. As you will see in our front- 
channel today 

was less combative than usual. The parade itself 
however 

the military was reportedly represented and there were 
tanks 

The V'heavy with weapons!" aspect of the parade was 
probably not meant as a menacing message to the LTTE (we 
doubt the group would have been frightened 

case). Rather 

on the part of the military that the peace process is 

far enough along that it can bring some of its weapons 
back from the north and east to Colombo (at least 
temporarily). In the meantime 

regular V'black flag" ceremonies throughout the north and 
east to protest national day. (POL/DAO) 


LUNSTEAD 


13745 

with demonstrators and that POSA bookings were a V'waste of 
time." (Comment: Historically 

pretext to arrest and detain regime opponents briefly but not 
to convict or imprison them for any length of time. End 
comment.) The lawyer expected all those detained to be 
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released on February 5 or 6 
fines. 


3. (SBU) Beaten but not arrested was NCA President Lovemore 
Madhuku 

beaten severely by police before being dumped 
semi-conscious 

later in the day by supporters 

to hospital out of fear that authorities would come after him 
again 

bruises all over his body 

pains. Madhuku told a foreign diplomat February 5 that the 
police beating him had said that they would have to 
\"eliminate\" him at some stage 

helping him to staunch his bleeding before they dumped him 
out of their truck. He told the diplomat that he planned to 

go back to work on February 6. 


4. (C) COMMENT: Keeping to form 

non-violent opposition event with just enough brutal but 
non-lethal force to disperse the event quickly and to project 

a deterrent message. The Law and Order UnitVs reported lack 
of enthusiasm suggests an ambivalence among many police 
toward Zimbabwe\'s frequent but modest efforts at civil 
disobedience. Indeed 

has become ritualized 

familiar with their roles and with each other that they joke 
among themselves on the margins of many events and at the 
police station. Such ambivalence and chumminess 

alarms the heavily politicized higher police echelons 
reportedly are responding with personnel moves to politicize 
the department\'s mid-ranks more deeply in an effort to assure 
a more disciplined reaction to opposition activities. 

Concerns for police discipline and capacity also fuel the 
GOZ\'s reportedly increasing reliance on the military and the 
youth militia to suppress opposition activities 

political campaigning. 


5. (C) COMMENT (CONT\'D): The NCA continues to be one of the 
more confrontational of ZimbabweYs numerous non-violent 
politically oriented NGOs. Some of the opposition MDC 
party\'s principals are former principals of the NCA 

NCA made a strong solidarity statement at December's MDC 
party conference. The NCA nonetheless openly opposes any 
constitutional talks between the MDC and ZANU-PF and 
self-consciously distances itself from the MDC at times. The 
iconoclastic constitutional scholar Madhuku 

arrested ten times for acts of civil disobedience 

counted on to continue his public campaign for a new 
\"people\'s\" constitution with varying degrees of coordination 
with the MDC. For its part 
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having the NCA and civil society bear the brunt of the GOZ\'s 
brutal intolerance as it continues to evaluate the 
environment for a party-engineered mass action. 
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thumbprints or establish norms for the next stages of the 
process suggest more delays are imminent. End Summary. 


2. (C) National Electoral Council (CNE) progress verifying 
signature drives to convoke recall referendums on President 
Hugo Chavez and 67 National Assembly deputies continues at a 
slower than expected pace. The CNE announced January 29 that 
they had started the transcription of signatures collected to 

recall President Hugo Chavez on January 28 

seven-stage process in the signature verification process. 

By February 2 

Coordinator (CD) claimed Jorge Rodriguez 

President of the CNEVs National Electoral Board (JNE) 

them the transcription process for the Chavez drive was 
completed. (Note: OAS observers inform us that 90 

380 

have not been transcribed as they are awaiting reviews by the 
Superior Technical Commission.) 


3. (C) CNE employee (Civil and Electoral Registry Commission) 
Diego Acevedo told poloff January 29 that the signature forms 
to recall opposition deputies were more than half way through 
the transcription process (Stage 2 of verification). 

However 

those signatures to go through the initial physical 

verification stage again because they had been approved using 
a less strict standard than the signatures gathered to recall 
Chavez. The CNE was almost finished physically verifying 
signatures collected to recall pro-GOV deputies on January 

29 

already been invalidated to discount 11 of the 30 pro-GOV 
deputy drives. 


4. (C) Jorge Rodriguez confirmed publicly February 2 that the 
number of rejected signature collection forms suddenly spiked 
upwards during the physical verification of presidential 

recall signatures. He said the source of the \"abnormalities\" 
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has been determined and employees involved have been fired. 
Acevedo claimed some Chavista transcriptionists were applying 
stricter standards to anti-GOV signature forms 

overvigorously rejecting signatures because of transposed 
identification numbers 

quality and were altering data 

spaces. He suspected CNE employees would overrule the 
\"sabotage\" committed by temporary workers during the next 
stages of the verification (cross-check 

Superior Technical Committee review) 

the process in a mountain of unnecessary work. 


5. (C) OAS observers told us transcription delays are caused 
by lack of a consistent supply of signature forms to 
transcribers 

problems with software and technical support. Staffing is 


particularly problematic for the night shift. Acevedo 

claimed significant delays are caused by absenteeism 
(estimated at 15 to 20 percent by an OAS source 

deliberately slow work by Chavista employees who make up 
about 70 percent of the workforce in the physical revision 

and transcription stages of the process. Carrasquero claimed 
80 percent of the regular CNE employees were allied to the 
opposition in response to recent criticism that the CNE was 
sending qualified employees on \"vacations\" and hiring hoards 
of Chavistas in an attempt to pack the CNE. OAS reported 
January 31 that the Quality Control process had not started 
for any of the drives. The 40-person Superior Technical 
Committee (CTS) 

signatures 


6. (U) During his weekly televised address February 1 

praised National Assembly Deputy Luis TasconVs efforts to 
obtain certified copies of the signature forms requesting a 
presidential recall. Chavez promised to dedicate an upcoming 
address to exposing the supposed fraud. Tascon is 
spearheading efforts by the GOVVs electoral organizers 
VComando Ayacucho 

signature collection fraud 

deceased 

that are not accounted for on daily tally sheets (actas). 

Tascon announced January 31 that the CNE agreed to oversee 
the photocopying of opposition signature forms with both 
opposition and GOV observers present 

Ayacucho will cover the cost. He estimated the copies would 
be completed by mid-week. OAS reports confirm that 
photocopying started January 31 at the unanimous consent of 
the CNE directors and related the concern that this could 
further delay the process. Comando Ayacucho plans to collect 
complaints February 6-8 at voting centers national-wide from 
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citizens who suspect their signatures were used illegally. 
Tascon said a report documenting the \"megafraud\" will be 
presented at a press conference tentatively planned for 
February 12. (Comment: The CNE plans to publish the identity 
numbers of those who signed the petitions. Hence 

operation seems designed to generate public attention for the 
GOV\'s \"megafraud\" theory. End comment.) 


7. (C) No decisions have been made regarding verification of 
thumbprints on signature forms. According to the February 1 
edition of daily El Universal 

it would take at least three weeks to verify 500 

prints. The article also questioned the technical ability 

and resources of another potential contractor 

verify the thumbprints. According to a November 2003 report 
from the Ministry of Interior and Justice 

records with citizen thumbprints which would be used to 
verify the signature form prints have not been labeled or 
filed. 


8. (U) Following Chavez\'s January 15 statements that he would 
respect the CNEVs decision \"whatever that decision may be 
GOV leaders have consistently badgered the opposition to make 
a similar claim. Vice President Jose Vicente Rangel 
characterized the CDVs response as \"a grave insult to the 
members of the CNE ... by inferring that they will produce a 
decision thatVs neither transparent or lawful.\" CD spokesman 
Americo Martin said February 1 that it would only respect the 
results of the CNE\'s verification process if it was 

\"transparent 

leaders the previous week. The CD has taken no formal 
position on whether or not it will unconditionally accept the 
CNE\'s verdict. (Comment: In his January 30 Diplomatic Corps 
greeting speech 

and even step down if he lost the referendum 

this was done with respect for the constitution and without 
pressure (chantaje)\" -- a message not dissimilar to the 
opposition\'s 
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9. (U) Members of the opposition alliance Democratic 
Coordinator (CD) met February 2 with Rodriguez to urge the 
JNE to stick to the February 13 deadline to conclude the 
verification process. On January 30 

Carrasquero confirmed the CNE would not complete the 
verification process by February 14 

time limit for verification that officially started January 

13. He added the CNE was in the process of \"readjusting\" its 
timetable and a new deadline would be announced within days. 
Rodriguez announced January 29 that a new CNE committee would 
release an exact date and new schedule within 24 hours. A 
formal announcement had not been made by February 4. 


10. (C) US President Jimmy Carter predicted a March 1 
conclusion of the process after meeting with the CNE on 
January 27 (ref a). Acevedo predicted a final announcement 
between Feb. 29 and the first week of March. From the 
opposition perspective 

opposition delivered the Chavez signatures December 19. The 
CNE has pointed to the immense workload and unforeseen 
difficulties incumbent to overseeing more than 60 referendum 
drives 

institution. 


11. (U) The civil organization Sumate unveiled a computerized 
database of 388 

Chavez\'s recall. Petition signers can use their 

identification numbers to locate the digitally scanned forms 
they signed. After comparing the data with the Permanent 
Electoral Registry (REP) and accounting for entry errors and 
blank entries 

signatures were collected. During the last week of January 
Sumate showed the database to the diplomatic corps 
journalists 

plans to deliver copies of the database to the OAS and Carter 
Center. 


12. (C) The CNE continues its beleaguered march toward 
signature verification. Symbolic of the one step forward 

two steps back verification process 

Superior Technical Committee showed progress 
undermined by an absence of rules the group needs to start 
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its job. The elusive fingerprint check and the publication 

of seven million identity numbers also remain significant 
hurdles. International observers - notably the Carter Center 
- continue their public support for the CNE. Our message 
should continue to be one of support for the CNE as the 
independent arbiter of the process. 

SHAPIRO 
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[group set up in 1993 to fight drug trafficking at Schiphol] 
were involved and he had personally recruited and paid them. 
According to him 

Koninklijke Marechaussee (KMar - military police) staff were 
taken into consideration when importing cocaine from South 
America. Press reports stated KMar\'s own investigation 
bureau had found evidence during the summer of 2003 that 
some of its staff may have been involved in drug smuggling 
and there was sufficient basis for further investigation by 
the Rijksrecherche (state criminal investigation office - 

like Internal Affairs). 


2. Acting Customs/ICE Attache Vicente met on January 29 with 
Bert Mellema 

Intelligence Group of the Rijskrecherce. Mellema did not 
offer details of the ongoing investigation into corruption 

at Schiphol 

investigation. He also noted there were many more problems 
with airport security (handled by a private company) and 
ground crew personnel 

being handled by his office since they did not involve Dutch 
officials. He lent credence to the smuggler\'s claims of 

using the internet to provide courier identification to 

airport security. Mellema noted there had been four major 
investigation into Schiphol corruption over the past 2 

years. Vicente offered to put Dutch officials in touch with 
American law enforcement officials who have dealt with 
similar offenses in order to exchange best practices. 

Mellema did not take up the offer immediately 

would consider it. 


3. Confirming Mellema\'s assessment of problems with the 
ground crew personnel 

Recherche) arrested 11 KLM employees who worked in the 
secured baggage handling area on suspicion of cocaine 
smuggling at Schiphol on Feb. 3. These employees had 
passes 

They allegedly picked up suitcases containing cocaine from 
the baggage area and carried the drugs out in backpacks 
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bags and boxes. This ongoing \"Primera\" investigation 
involves coordinated action by local 

financial (FIOD-ECD) police 

Schiphol Airport. International in scope 

investigators seized 117 kilos of cocaine at Schiphol and 
Aruba airports. In Belgium 

104 kilos of cocaine in his car. A spokesperson for the 

Public Prosecutors\' Office told the Embassy more arrests are 
expected. 
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signing. Turkey continues to negotiate with Jordan ona 
possible FTA. Outside the region 

to negotiate an FTA with Mexico 

characterized as closed to Turkish exports following the 
EU - Mexico FTA. 


3. (SBU) Kayalar told us that Turkey is pressing 
Brussels to intercede with its FTA partners on the need 
to negotiate with Turkey. Turkey would prefer that the 
EU and Turkey negotiate new FTAs with third parties in 
parallel 

requiring that the third party negotiate an FTA with 
Turkey. Note: In adopting Europe\'s common external 
tariff under the customs union 

unilateral cuts in tariffs on third country products 
including on those from the EUVs FTA partners. Those 
partners will thus realize relatively small gains in 
Turkish market access under an FTA with Turkey 

have to give up relatively high levels of protection 
against Turkish imports. This 

said 

out FTA negotiations and diverts trade. End Note. 


Neighboring Countries 

4. (SBU) Kayalar said Turkey is keen to liberalize trade 
in border regions with Syria and Iran. He predicted 
that Turkey and Iran would soon come to agreement on a 
border trade scheme 

considering a similar arrangement. To relieve 
congestion at the Habur border crossing 

like to trade fuels with Iraq by rail through Syria. 
However 

continued Syrian insistence on high transit fees (ref 
B). 
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Textiles and the QIZ 


5. (SBU) The Undersecretary told us that he had not as 
yet received a readout on the Prime Minister\'s 
Washington meetings and was not sure whether Qualifying 
Industrial Zones (QIZs) had been raised. He 
acknowledged that MFA took the position that Turkey 
should pursue a QIZ excluding textiles and other import- 
sensitive goods. However 

the Turkish apparel industry could benefit from the QIZ 
largely because U.S. tariffs outside that sector were 

very low or nonexistent. He did say that one Turkish 

fish processing company had expressed interest in a QIZ 
but this did not appear to be feasible unless the QIZ 
could consist of a single factory. 


6. (U) Kayalar remarked that Turkey\'s apparel 
manufacturers were investing abroad. He noted that he 
had visited Uzbekistan earlier in January 

country has garnered about USD 300 million in Turkish 
investment 

the Loom. 


Data Exclusivity 


7. (SBU) EconCouns raised Assistant USTR NovelliVs 
letter to Kayalar urging implementation of data 
exclusivity protection for pharmaceuticals. Kayalar 
stated that the GOT was considering delayed 
implementation (at the end of 2007). EconCouns replied 
that this would be perceived negatively in Washington 
and could result in Turkey\'s elevation in the Watch List 
system in the 2004 Special 301 cycle. Kayalar said he 
would represent the USG position to others in the GOT 
but added that no action was likely before the municipal 
elections in March 2004. 


Turkey\'s Trade Deficit 


8. (SBU) Kayalar told us he was pleased with Turkish 
exporters\' record sales in 2003 
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lira was beginning to put a dent in future orders. He 
characterized the level of imports 

billion in December 

the central bank\'s dedication to cutting inflation 
through a strong lira 

exports could not continue to compete globally at 
current exchange rates. 
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the meeting. Turkey and the TRNC reportedly agreed to back 
the UN Secretary General\'s efforts. Turkey has signaled to 
UNSG Annan its eagerness to restart the negotiations. Annan 
has invited the Greek and Turkish Cypriot leaders to New 
York on February 10 for new negotiations on the 

reunification of Cyprus. A UN statement said that the 
objective of the negotiations would be to put a completed 

text to referenda in April 2004 

Cyprus to accede to the EU on May 1 

that he could make territorial concessions in order to 

prevent 100 

Dailies report that Secretary Powell put pressure on the 

Greek Cypriots to join the UN-sponsored peace talks. 
Meanwhile 

Powell and President Bush that Marc Grossman should join the 
Cyprus talks as a US observer 


Kurds deny Turkey\'s involvement in terror attacks: Northern 
Iraq's КОР and PUK released a joint statement rejecting 
allegations that Turkey was to blame for the twin suicide 
attacks against their offices in Erbil on February 4. The 
blasts caused at least 109 deaths and more than 200 
injuries. The MFA condemned the attacks and offered 
assistance in treatment of the wounded. Mainstream media 
believe that al-Qaida is responsible for the bombings. 
Thursday\'s papers report that Ensar al-Sunnet 

organization reportedly close to the terrorists Ensar al- 
Islam 


Amnesty offered for terrorists expires: The amnesty offered 
by the Turkish government to defectors from terrorist 
organizations will expire on February 6. Ankara 

expected about 5 

set up special centers along Turkeys\' borders to receive 
those returning to Turkey. However 

already been captured and were in prison applied to benefit 
from the law. \"Cumhuriyet\" criticizes the release of 389 
members of the fundamentalist terror organization Hizbullah. 
The paper also claims that the US had pressured the Turkish 
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government to enact the law 
action against PKK militants in northern Iraq. 


Al chairman due in Turkey: Amnesty International Secretary 
general Irene Han will be visiting Turkey for meetings with 
NGOs and government officials February 8-14. The Al 
delegation will meet with victims of human rights violations 
in Istanbul February 8 

after meeting with Prime Minister Erdogan and Foreign 
Minister Gul in Ankara on February 10. 


EDITORIAL OPINION: WMDs/lrag; Cyprus 


\"Chutzpah\" 

Fehmi Koru argued in the Islamist Yeni Safak (2/5): \"The 
real story about weapons of mass destruction in Iraq proves 
the absolute distortion of the facts by the American neo- 
cons 

to the world that Iraq never had weapons of mass 
destruction. He also blamed US intelligence units for 
misinforming the administration. The absence of WMD in Iraq 
demonstrates that there was no reason for the Iraq war 

to mention the senseless loss of innocent lives. The 
international community has started to grumble about this 
disinformation 

suffering politically. . Richard Perle is among the leading 
figures in the US war-mongering lobby. His counter to David 
Kay\'s statement is rather interesting. Perle says he had 
always been aware of the inefficiency of US intelligence 
efforts in the Gulf. Yet the very same Richard Perle was 
advocating a war in Iraq by using false intelligence. . The 
neo-cons used every administration agency for their selfish 
interests and strongly advocated a war that was without 
basis. They bear all the moral and political 

responsibility 

shortcomings could serve as a definition for chutzpah.\" 


\"Grossman will be the observer for the Cyprus talks V" 

Murat Yetkin noted in the liberal-intellectual Radikal 

(2/5): V'The US is expected to send an observer when the 
Cyprus talks are restarted. According to diplomatic 

sources 

talks is Under Secretary of State Marc Grossman. The Bush- 
Erdogan meeting produced a very encouraging atmosphere for 
the fate of the Cyprus negotiations. It is believed that 
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the Turkish Cypriot side will remain committed to the 
negotiation process regardless of DenktasV personal views. 
There is speculation that Turkish Cypriot PM Talat will step 
in as negotiator in the event that Denktas resigns from that 
position. In the meantime 

his approach after the official invitations from UNSYG Annan 
have been issued.\" 
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Rights and Democracy: the U.S. Record.\" 


2. (U) Turkey is a constitutional republic with a multiparty 
parliamentary system and a president with limited powers 
elected by the single-chamber parliament 

National Assembly. In the November 2002 parliamentary 
elections 

majority of seats in a free and fair election and formed a 
one-party government. In March 

Erdogan was named Prime Minister. In 2000 

elected Ahmet Necdet Sezer as President for a 7-year term. 
The military exercised indirect influence over government 
policy and actions in the belief that it was the 

constitutional protector of the State. The Constitution 
provides for an independent judiciary 

courts acted under a declared policy of independence; however 
there were credible claims that the judiciary was sometimes 
subject to influence by the military and bureaucracy. 


3. (U) Members of the Mission routinely meet with 
representatives of various political 

cultural 

conditions and relations between these groups and the Turkish 
State. Mission officials also meet regularly with members of 
the bureaucracy 

to encourage broad reforms 

EU accession criteria. The Mission focused on a broad range 
of human rights fields 

practices; religious freedom; freedom of expression; 
government ethics; trafficking in persons; and the right of 
return for internally displaced persons. 


4. (U) In compliance with the Leahy Amendment 
Attache Office worked closely with the Ministry of Defense to 
vet military units for U.S. training and checked candidates 
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with other Embassy offices. 


5. (U) The GOT formally signed a USG memorandum of intent 
(MOI) for anti terrorist training for law enforcement. Under 

the MOI 

principal in the absence of a formal agreement for almost a 
decade 

Mission while the GOT screens training candidates for human 
rights violations. 


6. (U) The Mission has emphasized the importance of 
eliminating the climate of impunity for police who commit 
torture by prosecuting and convicting police 

them to jail terms. An indirect result of this pressure was 

a court ruling to convict all 10 police defendants in the 
high-profile Manisa torture case and sentence them to prison 
terms. In addition 

lengthening the statute of limitations for torture and 

prohibiting courts from suspending or postponing sentences in 
torture cases. 


7. (U) The Mission works closely with NGOs to strengthen 

civil society in Turkey. An important issue for Turkish NGOs 
is their legal status vis--vis the GOT. The Mission 

supported a conference on the NGO Legal Framework organized 
by the Third Sector Foundation of Turkey (TUSEV) to enhance 
advocacy for creating a regulatory framework friendly to 

civil society. Douglas Rutzen 

D.C.-based International Center for Non-Profit Law (ICNL) 
spoke at the conference and a series of meetings to help 
TUSEV demonstrate to the government that its relationship 
with NGOs could be mutually beneficial. 


8. (U) The Mission worked with TUGIAD (the Young 
Businessmen 

and Government with IIP-sponsored Speaker David Apol 
Associate General Counsel in the U.S. Office of Government 
Ethics. The seminar was designed to raise public awareness 
of ethics issues and build support for the establishment in 
Turkey of an office to implement a government ethics program. 
Apol made a presentation at the AK Party headquarters and 
was interviewed by the Turkish press. 


9. (U) An American Council of Young Political Leaders 
delegation visited Turkey for programs in Ankara and Istanbul 
in conjunction with the ARI Movement 
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democracy building. The visit was funded by the 
Department 


10. (U) The Mission provided an Embassy officer 

defense attorney 

Police workshop on crime scene investigation in the city of 
Elazig in central Anatolia. Organizers were particularly 
interested in the U.S. rules and procedures for handling 
evidence gathered at the crime scene as it moves through the 
criminal justice system 

The speaker approached the topic within the framework of the 
U.S. Constitution 

of law" and \"сһаіп of custody.\" 


11. (U) The Embassy 
topic of Turkish political 
major Turkish foreign policy association in Istanbul. 


12. (U) The Mission helped bring two U.S. academics to the 
International Political Science Association Meeting at 
Bogazici University in Istanbul 

Systems 

University Forensic Science Institute 

the keynote address for the Third European Academy of 
Forensic Science Triennial Meeting. 


13. (U) English instruction in Turkey helps build a 

foundation for introducing Western concepts such as critical 
thinking 

conflict resolution. The Mission has placed English Language 
Fellows at eight universities throughout Turkey and the 
Turkish military academy in Ankara. The single-country 
English Language Officer conducts a full program of seminars 
workshops and speaker programs. 


14. (U) The Mission works closely with the American Studies 
Association of Turkey to strengthen teaching about the United 
States at Turkish universities. The Fulbright Program in 
Turkey 

all levels 

scholars and includes high school teacher and administrator 
exchange projects that take Turkish teachers and student 
teachers into American classrooms and vice versa. The 
Fulbright Program offers educational advising to Turkish 
students who wish to study in the U.S. Turkey ranks number 
eight among countries sending students to the U.S. During 
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International Education Week 2003 
outreach on study in the U.S. in southeastern Turkey. 


15. (U) The International Visitor Program continues to 
provide opportunities for professionals in all fields to be 
introduced to the United States and American counterparts. 
Two thirds of the 2003 IV participants joined projects 
related to democracy and human rights (see appendix). 
Single-country projects on Civic Education 

Government in the U.S. 

NGOs and Municipalities were designed to give Turkish 
contacts a focused look at democratic practices and human 
rights issues. 


16. (U) In 2001-2003 

Institute for the Study and Development of legal Systems 
(ISDLS) on the Turkey-U.S. Legal Exchange Project to examine 
Turkish and U.S. perspectives on freedom of expression 
police conduct 

justice process through a series of exchanges and seminars 
with funds from DRL and the Office of Citizen Exchanges. 
This in turn created an opportunity for a joint U.S.-Turkish 
reform effort aimed at these issues. Justice Mustafa Bumin 
President of the Turkish Constitutional Court 

in the ISDLS project 

visited Turkey to evaluate the project. ISDLS later proposed 
a Turkish Legal Reform Initiative to the Office of Citizen 
Exchanges 

functioning of the judiciary 

2004. 


17. (U) Through the Book Translation Program 

the translation of important American works into Turkish 

many works on democracy and human rights have been available 
in Turkish to the general public. In 2003 

were either published or brought to the printing stage for 
imminent publication. A list is provided in the appendix. 

The Ambassador established a relationship between the 

Istanbul University Law School Alumni Club and the University 

of Virginia Alumni Club whereby the Virginia Alumni Club 

donates books to Istanbul University. 


18. (U) The Ambassador 

meet regularly with Justice Ministry officials to improve 

judicial treatment of Turkey 

Convention on Child Abduction and ensure that Amcit child 
abduction cases move as swiftly as possible through the court 
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system. 


19. (U) The Mission has also stressed the need to allow free 
religious expression for all faiths. An indirect result was 

the decision by Edirne authorities to rescind an order to 
expropriate a property sacred to followers of the Baha 

faith. The Ambassador and other Mission officials continue 
to urge the GOT to re-open the Halki seminary on the island 
of Heybeli. 

20. (U) Mission officials urged the GOT to take greater 
measures to combat trafficking in persons (TIP). Asa 
result 

earning a promotion from Tier III to Tier Il in the 

Department 

GOT to follow up on these initiatives. 


21. (U) Speakers and Programs: 


-- May 17 - 31: Special visitor program to U.S. for Justice 
Mustafa Bumin 

to familiarize him with U.S. judicial practices and human 
rights issues. Grant to Meridian International Center from 
Post funds ($28 


-- September 17-18: Turkish National Police Crime Scene 
Investigation Workshop 

Blaha on V'Crime Scene Investigation in the U.S.: Police 
Practices and Legal Considerations 


-- September 22-27: U.S. Speaker James Lebeau 

Center for the Study of Crime 

Southern Illinois University 

European Academy of Forensic Science Triennial Meeting 
organized by Istanbul University Forensic Science Institute. 
FY03 I-Bucks. 


-- October 2-3: Institute for the Study and Development of 
Legal Systems delegation visit to review 

DHRL-funded 2001-2002 Judicial Exchange Project. Grant to 
ISDLS from Post funds (($31 


Column 3 


-- October 13-15: Support for International Political Science 
Association meeting 

Lawson 

University of Chicago 

and Political Parties Youth Branches 

Bogazici University from Post funds ($2 


-- November 1-11: ACYPL (American Council of Young Political 
Leaders) delegation visits to Istanbul and Ankara; program in 
conjunction with ARI Movement on democracy building and 
participatory democracy. Funded by ECA Office of Citizen 
Exchanges grant. 


-- November 3-7: U.S. Speaker David Apol 
Government Ethics 

\"Ethics and Government 

I-Bucks. 


-- November 22: Political Counselor John Kunstadter delivers 
address on Turkish reform to Arraoya Bir Foundation in 
Istanbul. 


-- December 10-13: Speaker Douglas Rutzen 

President of International Center for Non-Profit Law (ICNL) 
for TUSEV (Third Sector Foundation of Turkey) and History 
Foundation conference on NGO Legal Framework 

Grant to TUSEV from Post funds ($2 


22. (U) International Visitors Projects: 


-- EYIPISIREN 
\"Foreign Policy and Human Rights Issues 
February 6 


-- YALCINTAS 
Development Party (AKP): MRP \"Accountability in Government 
and Business 


-- KAYA 
International Relations 
\"Multi-Culturalism in a Democratic Society 
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-- CEYHAN 
Insurance Company: 
MRP \"Grassroots Democracy 


-- TURKTAS 

(ANAP) Party: MRP \"Young Leaders: U.S. Political 
Cultural Issues 

-- AYDIN 

Dept. of English Language and Literature 
Erzurum: \"American Studies 

-- DUMAN 

Board of Education 

Expert on Civic Education Programs 
Ministry of Education; KAVRUK 

Park 

Guler 

project on \"Civic Education in the U.S. 
2003. 


-- BILENSER 
of Erzurum; YAVAS 
Government in the U.S. 


-- ESEN 
KOCAK 
Assembly 
Legislation 


-- BINLER 

Directorate of Foundations; BIRDEN 
Project Coordinator 

KARAKUS 

Metropolitan Municipality; SUCU 
Commission 

Municipalities 


-- KABASAKAL 
Relations 
Education 


-- DEGER 
Party (CHP) 
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\"Law and Civil Society 


23. (U) Book Translation Program Projects: 


-- Human Rights and You 
Quinn (PAS). 


-- The Third Wave: Democratization in the Late Twentieth 
Century 
Reprinted in FY03. 


-- Democracy and the Market 
Democracy Foundation). Reprinted FY03. 


-- Doing Democracy: The MAP Model for Organizing Social 
Movements 
Movement). 


-- Human Rights in International Relations 
(Ankara University Press). 


EDELMAN 
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4. (SBU) The decisions say less about the state of the 
independent press. The AIPPA decision dealt a blow to media 
hopes but was not unexpected and does not change the de 
facto operating environment. It undermines some but not all 
of TDN\'s legal arguments for its February 18 hearing 

decision on which may say a lot more about the fate of 
Zimbabwe\'s beleaguered independent press. 


13753 

the civil courts.\" He thereby declined to entertain the 
complaint lodged with him in November by the Central Bank 
legal team. Within 24 hours Central Bank attorneys took 
advantage of a procedural mechanism to file their criminal 
complaint directly with the administrator of courts. The 
administrator has assigned the case to a judge of 
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instruction 

to determine if there is sufficient grounds for a full 
criminal trial. If so 

will be assigned to hear the case. 


(C) This unusual procedural posture became the Central Bank\'s 
only recourse to pursue a criminal case after the District 
Attorney\'s refusal to bring charges. As reported in November 

in our Banking Series #2 

warrants for Bancredito officials Arturo Pellerano and his 

vice president Mendoza but withdrew them on the next working 
day at the instructions of President Mejia and Attorney 

General Victor Cespedes. At the time 

Attorney General and District Attorney all said they would 

study the evidence and charges 

dropped. They took their time. During the December holidays 
Mejia told a Central Bank attorney the case would move 

forward by January 3rd. Nothing happened until the District 
Attorney\'s disappointing announcement at the end of the month. 


(U) The press put a spotlight on the District Attorney\'s 
decision not to prosecute. The Central Bank legal team 
countered the coverage with a scathing ad in the dailies 
scolding Aristy for failing to consult or study the evidence: 
\"The decision of the prosecutor has opened a new avenue for 
the VpowerfulV of our country to enjoy impunity.\" All four 
attorneys signed the letter with its declaration that they 
refused to stand by and let case go unprosecuted. 


(SBU) Bancredito president Pellerano has been in the United 
States since shortly after the Central Bank first filed its 

case in November. He is attending to the gravely ill 

patriarch of the Pellerano clan. The Pelleranos have been 
hard hit by the bankruptcy of TRICOM 

multinational telecoms operator 

exchange but currently in restructuring with accord of 
bondholders. Their minority share holdings are worth just 
about zero and they have had no management oversight for some 
time. Pellerano may be attending to other family business 
taking advantage of his liberty to shield other assets. 


BANINTER - Judge challenged 


(C) At a time when banking frauds have ignited inflation and 

peso devaluation for the presidential campaign 

Attorney\'s decision not to prosecute on Bancredito combines 
uneasily with last Christmas Eve\'s release of Baninter 

accused Ramon Baez and Marcos Baez Cocco. The investigation 
against them is currently suspended 

petition to the Supreme Court asserting that investigating 
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Judge Eduardo Sanchez Ortiz is biased. Last week the 
Attorney General filed a brief opposing the removal of Judge 
Sanchez. Until the Supreme Court examines the petition 
Judge SanchezVs hands are tied. He cannot even file for his 
sixth extension of the time allotted for investigation of 

this complex and highly political case. The Baez defense team 
moved its petition into the public spotlight on February 4 
when it placed full page ads in local dailies with Judge 
Sanchez\'s photo and a listing of the defense position on why 
Judge Sanchez should be removed from the case. 


(C) Dominican expectations of mishandled justice may yet be 
proven wrong. For one thing 

privately 

another 

January 30 

its finger directly on the wound in a single paragraph 

we quote 

deterioration of its economy was aggravated by a fraud 
totaling USD 2 billion in one of the most important banks in 
the country!" The Central Bank team is tenacious and ready 
to go public 

officials is unlikely 

presidential campaign. Hope rests in the last instance 
however 

ability in these circumstances to resist pressure and bribery. 


2. (U) Drafted by Angela Kerwin and Michael Meigs. 
HERTELL 
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prosecution (e.g. 

Ambassador and DAS Peter DeShazo urged Uribe to neither lift 
the arrest orders on top paramilitary leaders 

Carlos Castano and Salvatore Mancuso of the AUC 

to change extradition laws (see para 3 reftel). Uribe 
stressed he would not modify extradition. Uribe added that 
if demobilized paramilitaries were to be given a temporary 
safe conduct in concentration zones they would need to be 
engaged in social service type activities. Uribe noted that 
since he took office (August 2002) 

been captured and an additional 435 had been killed. 


2. (C) Ina January 27 meeting with Ambassador and members 
of the Core Group (reftel) 

indicated that the GOC would not formally lift arrest 

warrants for paramilitary leaders 

freedom of movement in designated zones in order to 

facilitate demobilization (and OAS observation efforts). 


3. (C) Comment: Uribe is firm on his commitment not to 
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touch extradition in the event of a collective paramilitary 
demobilization. We will continue to work with the Uribe 
Administration to find a satisfactory way to deal with the 
issue of AUC members who already have arrest warrants. 
Additional items discussed in the February 4 meeting with 
Uribe will be reported septel. 

WOOD 
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COMMERCE WORKSHOP FOR LOCAL BUSINESSWOMEN. AROUND 60 PEACE 
CORPS VOLUNTEERS PROMOTED HUMAN RIGHTS IN GENERAL BY WORKING 
NATION-WIDE ON EDUCATION 

DEVELOPMENT PROGRAMS WITH MARGINALIZED GROUPS. 


THE EMBASSY LOBBIED THE GOVERNMENT TO PAY GREATER ATTENTION 
TO HIV/AIDS. USAID PROVIDED 425 

ACTIVITIES INCOUNTRY TO ASSIST THE GOVERNMENT AND LOCAL 

NGOS TO FIGHT DISCRIMINATION TOWARD PERSONS INFECTED WITH 
HIV/AIDS 

COUNSELING AND TESTING TRAINING 

TO PROMOTE INSTITUTIONAL CAPACITY BUILDING. THE EMBASSY 


PARAMARIBO 00000104 002 OF 002 


PUBLIC 

AWARENESS CAMPAIGNS BY FOUR LOCAL NGOS AND TO CO-SPONSOR 

NATIONAL CONSULTATIONS ON HIV/AIDS 

COMPLETION OF THE NATIONAL STRATEGIC PLAN TO COMBAT 

HIV/AIDS. WITH THE ASSISTANCE OF THE EMBASSY AND OTHER 

STAKEHOLDERS 

NATIONAL STRATEGIC PLAN 

STRENGTHEN ITS CASE TO OBTAIN FUNDS FROM THE GLOBAL FUND. 

PEACE CORPS CONTRIBUTED TO THESE EFFORTS BY ASSIGNING AT 

LEAST TEN VOLUNTEERS TO WORK PRIMARILY ON HIV/AIDS RELATED 
PROJECTS. IN ADDITION TO THESE EFFORTS 

WITH SEVERAL GOVERNMENT OFFICIALS PRIVATELY TO RELAY HER 

CONCERNS ABOUT HIV/AIDS AND PENNED AN OP-ED ON THE NEED TO 

INCREASE EFFORTS AGAINST HIV/AIDS 

COVERAGE IN LOCAL DAILIES. 


THE EMBASSY ENCOURAGED THE GOVERNMENT TO ADDRESS HUMAN 
TRAFFICKING -- SURINAME WAS INITIALLY DEEMED A \"TIER 3\" AND 
LATER A TIER 2 COUNTRY ON THE STATE DEPARTMENTVS 
TRAFFICKING IN PERSONS 2002 LIST. AS A RESULT OF THIS 
PRESSURE 

COMMISSION COMPRISED OF VARIOUS MINISTRIES AND A LOCAL NGO 
HEADED BY THE MINISTRY OF JUSTICE AND POLICE TO STUDY 
TRAFFICKING. IN ADDITION 

AND THE POLICE ESTABLISHED A REGISTRY OF ALL BROTHELS AND 
THEIR EMPLOYEES BY NATIONALITY. THE PUBLIC PROSECUTOR\'S 
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OFFICE 

SERVICES PROVIDED TO VICTIMS OF DOMESTIC VIOLENCE TO 
POSSIBLE TRAFFICKED VICTIMS AND IN MAY ESTABLISHED A 
\"SPECIAL VICTIMS\' UNIT\" AND A TELEPHONE HOTLINE TO HANDLE 
ALL CASES FROM THE COMMERCIAL SEX INDUSTRY. THE MISSION 
SECURED 92 

BY THE DEPARTMENT OF JUSTICE OFFICE FOR PROSECUTORIAL 
DEVELOPMENT ASSISTANCE TRAINING TO ASSIST SURINAME IN ITS 
FIGHT AGAINST HUMAN TRAFFICKING. 


END TEXT. 


BARNES 
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concern 

infrastructure (for both man and beast) would be very hard 
pressed to effectively contain any new epidemic. Likewise 
it is very unlikely that the GOB will provide adequate 
equipment or training for personnel assigned to taking care 
of the problem. However 

with Burma\'s chickens 

an outbreak 

assistance to address the problem extremely unlikely. End 
comment. 

Martinez 
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TALIBAN NOR AL-QAIDA 


Classified By: CLASSIFIED BY A/DCM CLAUDIA ANYASO FOR REASONS 1.5 (B & 
D). 


1. (C) Summary: Political 

Yobe State told Econoff in late January that what government 
officials and media initially labeled a radical Islamist 
organization or V'Taliban 

Group and probably had no links to foreign terrorist groups 

or to the almost defunct 1980s Nigerian Islamist group 
Maitatsine. Taking their name from the V'withdrawalV to 
Medina of the Islamic prophet Mohammed 

mostly urban 
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to a commune-like village to set up their own isolated 

society. The Hijra Group may have used Islam as a battle cry 
in attacking government institutions 

they had no weapons nor likely espoused extremist Islamic 
doctrine. The late December 2003-early January 2004 attacks 
on government installations were likely provoked by a 
communal incident 

the Hijra Group had seized considerable amounts of arms from 
police stations. With poverty and political corruption 
omnipresent in Nigeria 

breeding ground for Hijra-like sects as well as radical 

Islamic groups. End Summary. 


Who Were the Hijra? 


2. (U) According to press 

Officials 

Group was made up of individuals from wealthy Islamic 
families in Borno State 

friends and colleagues from other states including Ogun and 
Lagos. Several sources told Econoff during a late January 
reporting trip to Yobe and Borno that the Hijra Group were 
individuals who \"fled a corrupt society\" to pray and fast 
settling in an isolated fishing area on the outskirts of a 

small village in the wetlands of northern Yobe State near the 
Niger border in early 2003. An official in Yobe stated the 
group was unconventional but left largely on its own due to 
connections many of its members had with the Borno and Yobe 
notables. Nonetheless 

kill policemen over a four-day period. 


3. (U) According to local sources 

neither been armed nor espoused extremist Islamist teachings. 
Government and local sources told Econoff that the group had 
lived peacefully and often met with local villagers to trade. 
Those sources believe the start of the problem was likely a 
request from a local chief to pay him a sum of money 

the custom for fishing in the area. Perhaps they did not 

pay. Local leaders asked the Hijra members to leave the area 
where they had been living in tents and mud structures 

the police allegedly arrested several Hijra members on 
December 20. Group members 

for other unknown reasons 

December 31. 


4. (U) Local officials confirmed to Econoff that Hijra 

members overpowered police in Kannama (near Niger in northern 
Yobe) and took at least five police AK-47 rifles. Locals 

said the Hijra had not called itself \"Taliban 

referred to under that name until the Governor of Yobe called 
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them that in the wake of published pictures showing an 
\"Afghanistan\" bumper sticker on a vehicle Hijra members had 
used in an attack. Other press reports called the group the 

Ahlul Sunna Waljama Islamic movement. Under whatever name 
from January 1 to 3 the group then attacked other police 

stations in Yobe State before being stopped by police in the 
state capital 


Yobe State Governor 


5. (U) Yobe State Governor Alhaji Bukar Abba Ibrahim told 
Econoff on 26 January that the so-called sect comprised 
misguided youth who settled in northern Yobe State to 
practice Hijra. Governor Ibrahim 

was emulating the Prophet Mohammed in | a corrupted society 
to find a place where they could worship God as they pleased. 
Two sources in Borno said that Governor Ibrahim\'s son was 
among the 50 to 60 Hijra members. Ibrahim denied it 
claiming that the police captured or captured 47 out of 54 
Hadjira and none were originally from Yobe State. Governor 
Ibrahim bristled at Econoff\'s questions 

Group left a black mark on all the government was trying to 
do in Yobe 

blown this story out of proportion. 


Not Maitatsine Followers 


6. (U) Post has seen other media and GON reports that the 
Yobe Hijra Group members belonged to the mostly defunct 
Maitatsine organization of the 1980s. When questioned 

and GON sources confirmed there was no/no connection to 
Maitatsine. (Note: Alhaji Muhammadu Marwa established a 
quasi-Muslim fringe group called Maitatsine that appealed to 
Kano State\'s poor and uneducated in the late 1970s by 
teaching that the modernity and the Nigerian leadership had 
corrupted true Islamic values. After the Emir of Kano banned 
Maitatsine from religious life in Kano because of Marwa 
opposition to the role of traditional rulers 

regrouped and sparked religious riots in Kano 

Borno in the early and mid-1980s. Marwa died during a 1980 
disturbance in Kano where over 4 

Maitatsine are now disbanded 

whenever Muslims use violence 

of a many young Muslims" rejection of Nigeria\'s ruling 
religious and political class. End note). 


Potential For Religious Violence on the Increase 
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7. (C) On January 27 

from the University of Maiduguri 

Yobe Hijra group. Professor Abdulmumin SaVad 

known sociologist 

the Hijra group 

son was a member. SaVad said the group was likely on an 
\"idealistic outing in Yobe State 

other groups like it could easily turned violent and adopt 
extremist ideology or foreign ties. Other professors at the 
university stated that there has been an increase in sects 
starting on universities over the last few years -- 

Christian 

across the nation sects are on the rise in universities 

while radical Islamist groups are also emerging from 
unemployed academics looking to make sense of their corrupt 
society. With Nigeria sinking into economic despair 
opined 

to Islamic extremism to strike back at economic and political 
injustice. 

Poverty 


8. (C) COMMENT: Throughout northern Nigeria 

continue to mobilize their followers to reject secular 

Nigerian politics and society. Small sects like the Hijra 
Group seem to be more usual now than larger political 
organizations like that of the Zaria-based Muslim leader 
Ibrahim Zakzaki 

government and often travels to Iran. Zakzaki had been able 
to mobilize thousands of his followers to civil disobedience 

in the past 

state and federal governments. A small sect could easily 
turn to terrorism 

terrorist groups. Over 14 police and military checkpoints 
were in place on the road in and out of Damaturu. The GON 
has launched an official investigation into the group which 
will be reported septel. 

Roberts 
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--On January 26 

in Pokhara (popular tourist center in central Nepal) to 
protest the police suppression of a student debate the 
previous day regarding the relevance of the monarchy. 
--On January 29 

Lalitpur District (adjacent to Kathmandu) to protest police 
entering a campus dormitory the previous day to arrest 
demonstrators. 


3. (SBU) Most of the protests are estimated to draw a few 
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thousand participants. (Note: When other party members 
joined the students\' protest on January 30 

to an estimated 8 

detained in the course of such protests--and 

routinely released within a few hours 

the movement\'s leaders. A student leader reported to us that 
those detained are treated courteously while in police 
custody and that although some of the protesters have 
sustained minor injuries during clashes with police 
required long-term medical care. 


4. (SBU) While the students have been able to keep their 
members on the streets for six weeks 

successful in articulating the aims of their programs. The 
initial agenda was to press the King to limit himself to the 
role played by the previous king after 1990 of a 
constitutional monarch aloof from politics. More recently 
this has been radically modified to include calls for the 
abolition of the monarchy (Ref B). When asked to identify 
the reason for this change 

the Nepal Student Union (affiliated with the Nepali Congress 
party) claimed it was a spontaneous outburst 

\"now the streets are determining the agenda\" of the protests 
not the political parties. This newly radical rhetoric 
whatever its genesis 

attention to the flagging movement 

place in daily headlines and local news broadcasts. Thapa 
claimed that since adding the anti-monarchical theme 

at the rallies have swelled to include politically 

unaffiliated and disaffected youths. However 

Thapa\'s claim that the student protest programs are 
independent of the political parties 

admitted that the student groups receive financial support 
from their respective parties and that the parties retain the 
power to appoint and dismiss student union leadership. Other 
savvy political observers report that the leaders of the main 
parties continue to prescribe the rhetoric and tactics of 

their student wings. 


5. (SBU) The studentsY anti-monarchial rhetoric has captured 
the attention of the Government of Nepal (GON) and security 
forces. Security forces 

ordered to suppress any rally in which participants defame or 
otherwise question the role of the monarchy. (Note: There is 
a legal prohibition against criticism of the King). Thus 
anti-King slogans and banners are a sure-fire way to provoke 
the police into a baton charge--thereby ensuring sensational 


Column 3 
photos and sympathetic headlines in the next day\'s press. 


6. (C) It is difficult to fathom 

new-found antipathy to the monarchy is an indication of 
actual popular sentiment or political expediency. Thapa\'s 
own responses 

toward the institution 

ambivalence. The monarchy is primarily important as a 
counterweight to Indian influence in the country 

Nepal without a king might quickly find itself subsumed by 

its large neighbor 

suggested 

then-Crown Prince killed the King 

seven other members of the royal family 

Nepalis to ponder a previously inconceivable question: is the 
monarchy really essential to NepalVs national identity and 
survival? The question has gained particular currency among 
members of the younger generation 

increasingly believe they owe no loyalty to a system that has 
failed to provide them sufficient educational and employment 
prospects for the future. But whatever its provenance 
students--and their elders in the partiesY Central 
Committees--obviously believe the anti-monarchial theme has 
captured public and Palace attention 

to tone down their provocative rhetoric. NSUVs Thapa pointed 
out proudly that the numbers of demonstrators had swelled 
since adopting the anti-king slogans 

anemic turnout attracted to earlier rallies. The student 
movement V'had to do something to break the apathy of the 
people 

and the press coverage they generate 

provide the winning formula. 


7. (SBU) The adult leadership of the five protesting 
parties 

have lost popular support and hoping to capitalize on the 
attention generated by their surrogate student wings 
forces with the youth groups on January 30 in a demonstration 
against the Government (Ref B). In latching on to the 
students movement 

effort to emphasize they are not calling for an end to the 
monarchy 

monarchy. In their discussions with us 

portray the student movement as an irresistible tide that 
they can do little to stem and that the King would be well 
advised to heed. Not surprisingly 

immediate compliance with their call for an all-party 
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government and/or revival of Parliament is the best way to 
turn back this \"spontaneous\" cry from the streets. 


8. (C) It is likely that many young people do not feel the 
same reverence for the institution of the monarchy 
especially after the grisly 

2001 

people feel frustrated by the lack of opportunity available 

to them and may perceive the protracted political deadlock 
between the parties and the Palace as partially responsible. 
That said 

the current situation necessarily translates into a genuine 
deep-seated desire for radical change. Despite their claims 
that Vthe street" is determining the agenda of their 
movement 

parent parties for money 

legitimacy suggests they are receiving more direction--and 
approbation--from the senior political leadership than either 
is willing to acknowledge. Despite their disclaimers 

parties seem perfectly willing to exploit for their own 
purposes whatever momentum their student wings movement сап 
generate. Unable to reach an understanding with the King 
through other means 

abetting their students\' anti-monarchial campaign--while 
maintaining a facade of deniability--as a cynical ruse to 
pressure the King. End Comment. 

MALINOWSKI 
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suffered a \"heavy setback.\" More than 200 Maoists have 
surrendered since the announcement of the Government of 
Nepal\'s (GON) amnesty program. The governments of Nepal and 
India emerged from a two-day meeting publicly proclaiming 
their commitment to fight terrorism and cross-border crime 
but failed to cement an agreement on an extradition treaty. 
On February 2 

mass meeting in New Delhi on February 15. Representatives 
from Amnesty International (Al) told reporters that the 
Government of Nepal should \"take immediate steps to invite 
the UN\" to visit as soon as possible to prevent a human 
rights catastrophe. Maoists reportedly have plans to 

declare a \"Maoist Central Government\" under the leadership 
of Maoist ideologue Baburam Bhattarai. Maoists reportedly 
murdered four civilians. The Nepal Tourism Board said 
tourist arrivals increased. End Summary. 


SENIOR MAOIST INJURED IN CLASH? 
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2. On February 1 

Maoist spokesman Krishna Bahadur Mahara was possibly injured 
in air raids carried out by security forces on January 19. 
Mahara reportedly received bullet wounds to his knee. 
Twenty-four insurgents reportedly were killed in separate 
clashes: on February 5 

Kaski; on February 4 

the eastern districts of Dolakha and Rautahat 

central district of Kaski 

of Kailali; on February 3 three insurgents were killed in 

the central districts of Gorkha and Dhanusha and another in 
Nawalparasi; on February 2 three rebels were killed in the 
western districts of Bajura and Bardia 

eastern district of Sindhuli; and four others died in the 
western district of Rukum on February 1. 


3. On February 3 

far-western district of Banke. Thirty Armed Police Force 
(APF) personnel and two civilians 

old child 

traveling in the western district of Kailali. 


RNA CHIEF VISITS MAOIST HOT SPOTS 


4. On February 2 

Thapa visited troops in the \"Maoist Heartland\" in the mid- 
western districts of Nepal. Thapa traveled to the districts 
of Salyan 

considered the headquarters of the Maoists. Security 
personnel have been conducting search operations in the 
heartland for several weeks. On February 5 

showed a videotape of soldiers entering the Maoist 
strongholds as part of an offensive in the western 
highlands. RNA spokesman Colonel Deepak Gurung said the 
rebels have suffered a \"heavy setback.\" 


MAOIST SURRENDERS TOP TWO HUNDRED 


5. On February 4 

Pandey said that 212 Maoists had surrendered since the 
announcement of the Government of Nepal\'s (GON) amnesty 
program. Pandey also told reporters that forty-six of the 
surrendered Maoists had begun training at a rehabilitation 
center in the central district of Tanahun. Minister for 
Information and Communication Kamal Thapa praised the 
rehabilitation efforts and said the Government of Nepal 

(GON) wants to resolve the Maoist problem by changing their 
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way of thinking 


INDIA-NEPAL TERRORISM PLEDGE 


6. On February 3 

Pandey said the governments of Nepal and India were 
committed to fighting terrorism 

agreement on extraditing Maoists listed on Interpol notices 
or on Indias request that Nepal agree to extradite third 
country nationals to India. The two-day talks between the 
Home Secretaries of India and Nepal yielded public 
agreements to curb and control cross border terrorism 
illegal trade and criminal activities. In addition 

sides agreed to set up integrated check posts along the 
border 

intelligence personnel to provide training to Nepalese 
police personnel. 


7. Home Ministry Joint Secretary Umesh Mainali said that 
persistent differences regarding an extradition treaty had 
stalled its signature 

Gopalaswamy said the treaty V'could be a reality" depending 
on the pace of future proceedings. Despite a general 
consensus to cooperate 

their response to extraditing senior Maoists. Indian Home 
Secretary K. Gopalaswamy said V'we must have timely and 
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specific information on their whereabouts 

explained that some might not have been extradited because 
they were not found to have been \"involved in objectionable 
activities in India.\" Officials with India\'s Special 

Services Bureau refuted allegations that India has not been 
cooperative 

in India had been extradited. 


8. On February 5 

on the issue too 

\"misunderstandings\" regarding Maoist issues. Saran again 
denied allegations that India was not cooperative 

that Vwhen we arrest Maoist leaders in India 

outcry in Nepal\" for apprehending them during a period of 
peace negotiations. (Note: Saran was referring to the 
arrest of Maoist leader C.P. Gajurel 

Chennai while trying to board a plane to London using a fake 
British passport. He remains in custody in India. End 

note). 


9. On February 2 
hold a mass meeting in New Delhi on February 15. The 
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meeting is one of many activities planned to commemorate the 
start of the so-called V'PeoplesY Wan" eight years ago. The 
Nepali press has not reported an official response by the 
Government of India. 


Al: NEPAL NEEDS UN INTERVENTION 


10. On February 4 

International (Al) told reporters that the Government of 
Nepal should \"take immediate steps to invite the UN\" to 
visit as soon as possible for guidance on human rights 
issues. The two-member team said urgent action was 
necessary to prevent a human rights catastrophe. AI 
condemned both the GON and the Maoists for a multitude of 
human rights abuses 

rights accord drafted by the National Human Rights 
Commission (NHRC). Following investigative trips to several 
districts throughout Nepal (during which the two visitors 
received the full cooperation of the RNA) 

findings alleging V'extra-judicial executions\" by security 
forces 

disappearances\" as part of their counter-insurgency 
offensive. Al has demanded an independent and impartial 
investigation into the disappearances and killings. On 
February 5 at a press briefing 

Army\'s Human Rights Cell 

Sharma 

unnecessarily 

usually released after a simple and short interrogation. V" 


11. AlVs report also condemned the Maoists for the 
abduction and killing of civilians 

recruitment and indoctrination of students 

separate investigation will be conducted into recent reports 
of mass abductions from schools. Sixty-two schools in the 
far western district of Achham have closed indefinitely 

since Maoists started abducting schoolchildren. Eighteen 
students were abducted on January 31. The AI report called 
on the Maoists to stop any use of children in activities 
associated with the insurgency. 


12. On February 2 

Union (EU) issued a statement calling on the GON to take 
Vurgent steps" to improve the \"seriously deteriorating human 
rights situation. The EU urged the GON and the Maoists to 
declare a ceasefire and resume peace negotiations. In a 
statement issued on February 4 

his V'party welcomes concerns shown by the United Nations 
the European Union 

organizations on NepalVs current situation.\" The Maoist 
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leader reportedly also said his party might be willing to 
resume talks under UN mediation. Royal Nepal Army (RNA) 
spokesman Colonel Deepak Gurung dismissed Prachanda\'s 
statements as propaganda 

to buy time to regroup due to heavy losses. 


MAOISTS WANT CENTRAL POWER 


13. On February 3 

declare a \"Maoist Central Government\" under the leadership 
of Maoist ideologue Baburam Bhattarai on February 8. 
Maoists already have declared nine \"Autonomous Regional 
Maoist Governments\" throughout Nepal. Rebels reportedly 
initiated extortion campaigns soon after the declarations 
threatening villagers who refuse to comply. 


MAOIST VIOLENCE 


14. On January 28 

reportedly ordered two hundred families to leave their 

homes 

subsequently set fire to the health post. On February 2 

Maoists detonated two bombs on that same day at the house of 
the mayor in Saptari District. 


15. On February 2 

civilians in the eastern district of Dhanusha 

down another civilian on January 31 in the Maoist stronghold 
of Dang District. 


TOURIST ARRIVALS UP 


16. According to the Nepal Tourism Board (NTB) 

arrivals by air increased by forty percent in January 
compared to totals in January 2003. Chinese tourists 
accounted for the majority of arrivals. However 
Immigration Office also noted that visitors from the United 
States and United Kingdom also showed increases. NTB 
officials expect the numbers to continue on the upswing 
particularly from India due to the upcoming religious 
holidays in February. 
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sold their land would not receive any land or compensation; 
Category Il returnees would be treated \"like foreigners 
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forced to reside in \"detention\" camps 

freedom of movement 

allowed to work as \"a road laborer;\" none of the appeals 
submitted by Category III refugees would be overturned; and 
Category IV returnees would be taken immediately into police 
custody upon return to Bhutan while their families must 
reside in separate camps. 


-- The Bhutanese JVT spoke \"good\" Nepali during the briefing. 
(According to GON officials 

verification interviews and in bilateral negotiations.) 

However 

dimunitive/lower status (\"timi\") form to address the 

refugees 

provocative. 


-- The briefing seemed intended to discourage refugees from 
voluntarily returning to Bhutan. 


-- The refugees\' angry reaction to the Bhutanese JVTVs 
presentation was spontaneous. Neither the GON 

refugees were aware that the Bhutanese JVT would brief the 
refugees on repatriation conditions until the night before 

the briefing. 


-- Reports from inside the meeting hall suggested that no 
violence occurred inside the hall 

refugees 

tried to hit them with bamboo sticks while they attempted to 
leave the camp. The Nepali JVT members present at the 
briefing did not feel threatened and regarded the violence 
and injury to the Bhutanese JVT members as unfortunate 
minor. 


-- It remains unclear who arranged the logistics for the 

briefing at Khudunabari Camp: UNHCR assumed it was the GON\'s 
Refugee Coordination Unit (RCU) 

it was the Bhutanese JVT. 


Government Officials: 
Bilateral Process Is the Only Way Forward 


3. (C) In a January 19 meeting 

noted that 

expressed interest in \"getting the process back on track.\" 
He hoped that meetings between the two governments on the 
sidelines of BIMSTEC in Thailand would help to move the 
process in the right direction. Acharya indicated that the 
GON had proposed sending mid-level officials to Thimpu to 
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resolve any misunderstandings over the December incident 
had received no response from the RGOB. 


4. (C) Acharya emphasized that 

agreement 

determining repatriation conditions or communicating them to 
the refugees. He was disappointed that the December briefing 
\"did not meet expectations\" and went \"well beyond\" the terms 
and conditions outlined in July 2003. \"Our sense of euphoria 
is gone 

intentionally sought to discourage repatriation after 

realizing that large numbers of refugees intended to return 

to Bhutan. According to Acharya 

encouraged the RGOB to involve the refugees and/or the 
international community in the bilateral process 

avail. Although the RGOB has said it remains committed to 
repatriation 

process will depend upon the RGOB revising the conditions of 
return 


5. (C) Both Joint Secretary Sushil Rana 

JVT 

separate meetings on January 20 and 23 indicated that the 
Bhutanese had designed their briefing to provoke a negative 
reaction. Rana was discouraged by the many deadlocks and 
delays in the bilateral process. Like the other GON 

officials 

repatriate large numbers of refugees. Rana explained that 
the GON\'s only role would be to ensure a voluntary 
repatriation. The process is now in the hands of the RGOB 
and the refugees 

benefit from confidence-building measures. 


6. (C) On verification 

responded negatively to the GON proposal that both 
governments appoint a second JVT in order to complete 
verification of the six remaining camps within two years. 
Rana was uncomfortable with UNHCR\'s decision to phase-down 
assistance in the camps and worried that this would harm the 
repatriation process. He emphasized the continued need to 
include a reliable third party in the process and to clarify 
conditions of repatriation 

easy." Rana was extremely reluctant to discuss local 
integration of refugees in Nepal 

must precede plans for local integration. 


7. (SBU) Reporting on security in the refugee camps 
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Sub-Office Head Milagros Leynes denied that there is any 
connection between Nepal\'s Maoists and the refugees. 
However 

Communist Party (BCP) has launched recruitment efforts in all 
seven camps 

targeting youths who are dissatisfied with camp life and have 
little hope for the future. One refugee leader later 

estimated that perhaps as many as 2 

support the BCP cause. 

8. (SBU) Because UNHCR is not involved in the verification or 
repatriation process 

gradually to reduce care and maintenance in the camps. 
Certain food products 

cut already from the program because of their lack of 
nutritional value 

ground in Jhapa District in Eastern Nepal to plan a 
socio-economic survey 

of self-reliance 

head-count and family profiling. Through the re-registration 
exercise 

best be served through third-country resettlement. (Note: In 
a later meeting 

estimated that the head count and basic biodata could be 
gathered by end-March 

through individual interviews would not be complete until the 
end of CY 2004. End Note.) Leynes commented 

the UNHCR team from Geneva agreed separately 

refugees have shown specific interest in resettlement abroad 
and most still wish to return to Bhutan. 


9. (C) On January 21 

leaders S.B. Subba and Hari Adhikari. Besides discussing the 
December 22 incident in Khudunabari Camp 

six core refugee demands: 1) repatriation to their own homes 
with safety and dignity; 2) involvement of the international 
community; 3) assistance from the Indian government; 4) 
respect for their human rights by the RGOB; 5) restoration of 
citizenship; and 6) safety 

the returnees. They both felt that the RGOB should adopt a 
\"softer stance\" than was portrayed by the Bhutanese JVT in 
December and that a compromise solution could be found. The 
refugee leaders preferred the Government of India (СО!) as a 
third-party facilitator 

aftermath of the RGOB\'s crack-down on Indian insurgents in 
Southern Bhutan 

Adhikari also looked to the USG to press Bhutan to soften its 
position and to the UN Human Rights Commission or Amnesty 
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International to act as third-party monitor. In their view 
ICRC would not be an impartial or effective third party 
because that organization has been active in Bhutan since 
1993 and is required to maintain confidentiality with host 
governments. 


10. (SBU) Refugees in both Khudunabari and Sanischere camps 
expressed the view that the verification and repatriation 

process has been designed in such a way to prevent the return 
of refugees to Bhutan. They continue to reject the 
categorization of refugees into four categories 

only two categories should exist: Bhutanese and 

non-Bhutanese. Many refugees were also concerned about their 
safety and security upon return to Bhutan. On one hand 
refugees generally mistrusted the RGOB\'s intentions 

the other hand 

their homeland. Of utmost importance to the refugees was 
involvement of a third-party. They felt strongly that a 

meeting between the RGOB and refugee groups could go far to 
further repatriation efforts. 


11. (C) The December 22 incident in Khundunabari Camp has 
exacerbated already existing tensions and mistrust between 
the RGOB and GON on one hand 

on the other. The refugees clearly have grievances they have 
not been able to express through the bilateral process until 
this unfortunate confrontation. Under the conditions 

described by the Bhutanese JVT 

refugees will decide to return voluntarily. The refugees 

need an avenue not only to communicate their concerns to the 
RGOB and GON 

accommodated. Detailed 

conditions for both repatriation and local integration should 

be provided to the refugees at the earliest opportunity. 
Third-party involvement may be essential to assist in opening 
channels of communication between the refugees and the RGOB. 
End Comment. 
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the right to follow any religion \"or none.\") For many 
Vietnamese 

tapestry 

worship 

mythology 

military leaders 

adherence (to varying degrees of formality) to a major world 
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religion (Buddhism 

esoteric religions (Cao Dai or Hoa Hao). Virtually all 

homes 

which small tributes of fruits and incense are regularly 
made. Rural villages often have not only temples or 
churches but also local \"shrines\" dedicated to one of these 
indigenous figures or myths. 


3. (U) Recent years have witnessed a notable revival in 
public displays of devotion and ritual. Some are well-known 
internationally and attract hundreds of thousands of 
participants 

the Hoa Hao FoundersY Day. However 

Vietnamese folk religious festivals are equally or even more 
popular among Vietnamese believers. Their variety is 
impressive 

residents who stage increasingly elaborate ceremonies. A 
few 

-- the Keo Pagoda Festival in Thai Binh province 
twice a year pays honor to Khong Lo 

once cured King Ly Thanh Tong of a disease; 

-- the Phu Ung Festival in Hung Yen province 
General Pham Ngu Lao of the Tran Dynasty 

against Chinese invaders; 

-- the Phu Giay Festival in Nam Ha province 
Princess Lieu Hanh 

Nation\"; 

-- the Hung Temple festival in Phu Tho 

Hung kings; 

-- the Dau Pagoda Festival in Bac Ninh 

Man Muong 

-- the Giong Festival in Hanoi\'s outskirts 

the \"Giong Genius 

-- the Chem Temple Festival in Hanoi 

Vietnamese war hero from the first millennium; 

-- the Tu Lien Village Festival in Hanoi 

local patron saints of Bao Trung 

Mai Hoa; 

-- the Ok Om Bok Festival 

the Khmer people in the Mekong Delta; 

-- the Phuong Do Temple festival in Thai Nguyen 

of a local patron saint 

-- the Ha Thach Village Festival in Phu Tho 

local patron saints including Hung King 

Vien 

-- the Vong La Village festival in Hanoi 

saints Cung Muc 

King the 18th; 

-- the Co Le Pagoda Festival in Nam Dinh 

and local monk Khong Minh Khong; and 

-- the Trang Temple festival 
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Binh Khiem 
competition in 1535. 


4. (U) Common to these festivals are parades featuring 
figurines mounted on traditional palanquins 

tributes (food 

kowtowing by local venerables (usually older residents of 
the near-by village) 

representatives 

for the ladies 

The events themselves are almost always organized based on 
the lunar calendar 

the rituals 

(usually a type of wrestling and/or tugs-of-war) and 
cultural performances 


February 5 


5. (U) The first full moon of the lunar new year (Year of 

the Monkey) took place on February 4/5 and was the occasion 
of religious festivals and celebrations throughout the 

country. According to media 

participants attended a festival at the Buddhist Ba Temple 

in Binh Duong 

Buddhist temples in and around Hanoi were packed with 
worshippers offering fruit and incense and making wishes. A 
small traditional shrine devoted to mothers in Ha Tay\'s Son 
Tay district attracted a parade of 70-something female 
villagers giving thanks to their past fertility. 


6. (U) Poloffs also attended a major festival in Ha Tay at 
the Va Shrine (Den Va) in Ba Vi District. This shrine is 
devoted to the \"Tan Vien Genius 

spirit who once defeated the \"Flood\" or \"Water\" Genius in 
this flood-prone plain in the Red River Delta. Processions 
each representing a different near-by village 

and ao the-clad elders escorted offerings aboard elaborate 
palanquins upon the shoulders of young men (sporting ancient- 
style military tunics) en route to the 500-year old shrine. 

At the shrine 

presentations and kowtows. According to local security 
officials 

over the previous night when the moon was at its fullest 
many as 30 

offerings 

decades of betel nut chewing or actual dyes in the interest 
of \"fashion\") grandmothers dressed in their finest ao dais 
and jewelry positively giggled with delight as they 
approached the shrine or sat waiting their turn to make 
offerings in the shrine itself. 
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7. (U) Virtually everyone in the crowds and in the 
processions proudly claimed that this year\'s celebration was 
the largest ever 

festival in 2005 (a more auspicious year in a three year 
cycle). One member of the organizing committee noted that 
the festival really only resumed in 1999 after a forty-year 

gap 

years.\" Other villagers indicated that the festival had 

never entirely died out 

inter-village processions now a major hallmark of the event. 


8. (U) In addition to the worship rituals 

speeches by local officials 

leadership of the Communist Party as well as the local and 
provincial People\'s Committees 

the support (moral rather than financial 

provincial Departure of Culture. The Provincial Vice 
Chairman sat in the front row of dignitaries but -- somewhat 
unusually for Vietnam -- did not speak. 


9. (U) Surrounding the shrine itself was a makeshift 
county fair atmosphere 

lacquered flowers 

delicacies 

(darts 

merry-go-round. Crowds of school-aged youth roamed these 
areas 

grounds of the shrine itself 

sites designated for various villages (each featuring 
different kinds of local liquor for the consumption of the 
males). 


10. (U) Comment: The importance of folk beliefs and 
rituals in Vietnam is the often under-rated side of 

religious life and practice important to many Vietnamese. 
The resurgence of these traditional practices is clearly 
welcomed by the Vietnamese for both religious and cultural 
reasons. The GVN and Communist Party -- to their credit -- 
have been sensitive enough to permit 

encourage such manifestations of local belief 

trying to usurp the indigenous organizational underpinnings 
that make each of these events so unique. 
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been able to work with the Vietnamese Embassy in Kuala 
Lumpur and with Malaysian Royal Police to uncover fraud 
cases. Ho had no details to offer on these cases 

Second 

women from the Mekong Delta region trafficked to brothels in 
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Cambodia. Ho said that Vietnamese and Cambodian police 
cooperated in battling this kind of trafficking 

confirmed that there had been cases of Vietnamese 
traffickers brought to justice in Vietnam. However 

again lacked specifics 

criminal traffickers in northern Vietnam recruit women from 
poor and rural areas and sell them to Chinese customers as 
wives. China\'s one-child policy had resulted in a lack of 
women 

impossibly expensive proposition for some Chinese men. This 
created a market for Vietnamese women. Fortunately 
Vietnam had some success in working with the Chinese police 
on these cases following a bilateral agreement. In 2002 

the two sides had cooperated and cracked a TIP case after 
receiving information from the victim and the family 
reported. Since then 

information to initiate a joint case with Chinese 

authorities. He attributed this to the deep unwillingness 

of Vietnamese trafficking victims and their families to 

reveal details of their experiences out of fear of social 
shame and humiliation. 


7. Ho apologized for the lack of hard data on the number of 
TIP cases underway 

prosecutions 

recommended asking the newly-created office of statistics in 
the Supreme People\'s Procuracy for data. [Note: Embassy has 
made requests to this office already 

deflected until the new office is more firmly established. 

End note.] When asked for his recommendations about steps 
the international community could take to assist Vietnam in 
combating TIP 

approach that tracked the GVN\'s own efforts: first 
international community should help Vietnam reduce the 
social causes of trafficking 

social and economic opportunity and education. Development 
of poor areas and expansion of economic options for women 
would reduce the fertile trafficking ground of rural 

Vietnam. Second 

groups about the danger posed by traffickers\' seductive 
promises would be a strong step in addressing the problem. 
Finally 

tasked with combating TIP - particularly MPS and the Border 
Army - should be combined with technical assistance to MOJ 
and the Supreme People\'s Procuracy in making and enforcing 
TIP laws to enhance the prosecution side of the TIP problem. 
He expressed a hope that the U.S. could match the GVN\'s 
determination in tackling the problem of trafficking in 

persons in Vietnam. 


MOLISA on labor exports 
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8. Holliday also met with a delegation from MOLISA 
including representatives from the Department of Social 
Evils Prevention (Deputy Director General Nguyen Van Minh) 
and the Department of Overseas Labor (Deputy Director 
General Nguyen Ngoc Quynh) 

General Nguyen Manh Cuong from the Department of 
International Cooperation. Cuong said that MOLISA was 
familiar with the G/TIP office and understood its mandate 
and had read the TIP report each year it had come out. 
MOLISA wanted to emphasize that neither the law nor the 
political will in Vietnam tolerated trafficking in persons 

and that the GVN was committed to cooperating with the 
international community in the best way possible to combat 
the problem of trafficking in persons. 


9. Cuong emphasized that the primary agencies for combating 
TIP from the law enforcement standpoint were MPS and the 
Border Army. MOLISA\'s role was to create employment and 
reduce poverty in order to lower the number of families and 
communities at economic risk of being trafficked. When 
victims were trafficked 

play in integrating them back into their communities. 


10. DDG Quynh reviewed the status of the current GVN labor 
code 

Vietnamese law on trafficking does not include provisions 
related specifically to labor export and exploitation 

are covered by other criminal statutes. End note.) He 
emphasized that labor export businesses wanting permission 
to conduct labor export activities had to meet certain 

criteria 

resources 

license to export labor could they begin negotiating 
contracts with foreign companies. Contracted labor would 
then receive training 

training normally included: 

-language of the destination country 

-laws of the destination country and Vietnamese labor laws 
-traditions and customs of the destination country 
-conditions of the contract and contact information of the 
Vietnamese Embassy in the destination country. 

11. Quynh added that under the code 

had to maintain representatives in the destination countries 
to help workers deal with emergencies. In the event of 
emergencies involving exploitation or abuse of workers 
code and GVN policy stated that the labor export company 
MOLISA 

responsibility. The new labor decree established a fund to 
provide financial aid to deal with unexpected problems faced 
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by Vietnamese workers overseas 

of implementation of that fund were still being worked out 
Quynh said MOLISA anticipated that the fund would be of the 
most use in cases where the employer was bankrupt. To 
attend to the problems of Vietnamese workers overseas 
GVN had created 6 labor attache offices overseas to assist 
laborers in trouble in the countries that had the most 
overseas Vietnamese workers 


12. Quynh said that the Vietnamese labor code owed a lot to 
the PhilippinesV labor export regulations 

trip to the Philippines by MOLISA officials and a month-long 
consulting trip to Vietnam by the former head of the 
Philippines labor export office. Quynh said he believed the 
Vietnamese law was better at protecting worker rights than 
the Philippines law 

training on local laws and language than the Philippines 

did. He added that Vietnam exceeded the Philippines in the 
requirement that the sending organization must have a 
presence in the destination country. Quynh said that there 
were two kinds of abuse MOLISA was concerned about: one 
involving unlicensed labor export companies sending workers 
abroad 

the rules. In both cases 

Vietnamese law enforcement to deal with the problem. He 
added that 

most of the complaints MOLISA heard involved Vietnamese 
workers who felt that the sending companies had not honored 
the terms of their contracts. In \"quite a few cases 

MOLISA had sanctioned errant labor export companies through 
permanent withdrawal of labor export licenses 

licenses 

only. If the labor export company were found to be actually 
trafficking in humans 

of the license and subsequent law enforcement action 
pledged. 


13. When asked about cases where representatives of labor 
export companies had reportedly gone to the family members 
of Vietnamese workers who had complained about abuse 
Overseas 

only occurred when a worker had left a contract and was no 
longer in contact with the employing or sending business. 

In those cases 

the families in order to get in touch with the worker and 
convince him to return to work and not break the terms of 

his contract. In reality 

contact families was to V'expedite solutions to problems.\" 
Quynh said he did not see a potential conflict of interest 

in having a labor export company investigate abuses in an 
employing company with which it had a labor export contract. 
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In some extreme cases 

Vietnamese Embassy or even MOLISA to get involved in a case. 
He himself had been to Malaysia in 2003 to look at issues 
involving working conditions for Vietnamese workers and to 

talk to workers. MOLISA did not do that on a regular basis 

he emphasized 

reason emerged 


IO and NGO projects going well 


14. Holliday also met with the project managers of UNODC\'s 
U.S.-funded antitrafficking project and officials in a rural 
northern commune in Lang Son province who are implementing 
an OXFAM Quebec antitrafficking project. The UNODC project 
staff reported great progress in the initial phase of their 

project 

experts and an interagency team within the GVN to review 
Vietnamese antitrafficking legislation and recommend changes 
or amendments that would allow Vietnam to sign the UN 
protocol on trafficking. The UNODC team had just come from 
the first day of a five-day seminar at the Ministry of 

Justice 

with the Vietnamese ministries involved. Hoang Van Lai 
national project coordinator 

legal review could be completed and recommendations sent up 
the line in as little as three months. This could result in 
legislation changes by mid-2005. Lai opined that 

trafficking in persons was the area in which the GVN was 

most committed to cooperating with the international 
community. He looked forward to beginning the second phase 
of the project 

courses for Vietnamese law enforcement 

Army units in trafficking hotspots such as Quang Ninh and An 
Giang provinces. 


15. The Women\'s Union and the People\'s Committee of the 
commune of Hoang Van Thu in Lang Son province (a 
mountainous 

Mr. Holliday. According to Hoang Quoc Hoi 

the People\'s Committee in the commune 

suffered for years from trafficking in persons. Women were 
trafficked to China to become wives of Chinese men 
teenagers left the commune to go to Ho Chi Minh City to 
work. They were sometimes trafficked by strangers 

people they knew 

Kieu Van 

credited the awareness raising and economic opportunity 
program run by OXFAM Quebec 

attention to education and economic development from the 
central level and the province 
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trafficked women and children in the commune from an average 
of 8-9 per year from 1990-2002 down to zero in 2003. 
According to Ms. Ngo Thi Thuy 

local chapter of the Vietnam Fatherland Front 

of 15 volunteers (mostly from the local Women\'s Union 
including returned trafficking victims) had been trained in 
anti-trafficking awareness raising and had held large 
awareness-raising meetings in all the villages of the 
commune. They had reached hundreds of people 

a thousand 

that the message had reached most of the commune. That 
message 

that the government brought to the isolated valley 

what had reduced trafficking to zero in 2003 

Thi Ha of the district Women\'s Union. The officials 

Holliday met were familiar with Decree 766 against 
trafficking in persons 

that reviewed the five-year progress of the decree and urged 
greater action. The group said it was proud of Lang Son\'s 
accomplishments and thought the commune\'s success could be 
replicated elsewhere in the province. [Note: Embassy Hanoi 
has submitted a Lang Son-based awareness-raising project 
similar to this for funding consideration under the 2004 EAP 
Women\'s Initiative. End note.] 


16. In adinner with representatives from trafficking- 
focused NGOs such as the International Organization for 
Migration (IOM) 

the Asia Foundation (TAF) and UNICEF 

those organizations\' TIP projects and observations on 
working with the GVN on trafficking. IOM described its 
efforts in Ho Chi Minh City to work with returned victims of 
trafficking 

abroad were not subject to \"reeducation\" or forced into 
rehabilitation centers. However 

reintegration was complicated by the severe social stigma 
felt by returnees. ILO representative Rosemary Greve noted 
that ILOVs trafficking project 

regional trafficking project 

waiting for the second phase to begin. TAF Representative 
Jonathan Stromseth cited its awareness-raising and victim 
assistance programs in the high-risk provinces of An Giang 
and Quang Ninh 

officials were often the best 

on TIP. UNICEF Representative Anthony Bloomberg said that 
his organization had success in working with all levels of 
the GVN on trafficking 

UNICEF had worked with the General Department of Police 
(within MPS) to produce reports on the trafficking situation 
in the north and in the south. The report on the north had 
been released in January 2003 
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was due to be released shortly. These reports 
contained extensive research and data on victims and 
traffickers 

situation. In his opinion 

trafficking statistics was likely based on a lack of 
organized data rather than an unwillingness to cooperate 
evidenced by MPS participation in and distribution of the 
reports containing statistics from 1999-2002. 


17. Comment: There were some disappointments in Mr. 
Holliday\'s trip. The central-level Women\'s Union 

example 

event in Dien Bien city far to the northwest 

unit recently assigned to combat TIP was unable to attend 
the meeting held at Interpol\'s main office. But the rest of 
Holliday\'s meetings were productive and reflected the hard 
work and effort Vietnam is putting into the fight against 
trafficking. The 9/03 interagency conference on 

trafficking 

MPSY new unit to focus on trafficking 

UNICEF-MPS reports 

northern trafficking front were all welcome signs that the 
GVN takes TIP seriously and is making progress in combating 
it. 


18. Holliday has/has not cleared this message. 
BURGHARDT 
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end of February. Provinces have been instructed to take 
all necessary measures 

instructed to make AI their most urgent and central task. 
The GVN reported that 10.7 million birds have been infected 
and 14.2 million birds have been destroyed. When infected 
birds are discovered 

birds in a three-kilometer radius. This is to take place 
within two days in a rural setting or within seven days in 

an urban setting. All cullers must wear Personal Protective 
Equipment. Ministerial forces will halt the transportation 

of poultry - this includes the Ministry of Public Security 
(which includes the police) 

V market forces V'. 


3. (U) The GVN further thanked all present for the support 
and assistance received already 

CDC 

noted that they look forward to further assistance now 
(highlighting as needs: diagnostic equipment for the 
Department of Animal Health 

veterinarians 
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the future (to help restore the poultry industry.) The GVN 
particularly noted that they will seek international 
cooperation to improve the agricultural sector and change 
current practices to more sustainable practices. 


4. (U) WHO provided a briefing to the diplomatic corps in 
HCMC similar to the meeting in Hanoi 

information of note included comments on vaccinating 
poultry. WHO indicated that while the vaccine for birds 
might prevent birds from getting sick 

them from carrying or transmitting the disease. WHO also 
noted that the GVN sees the outbreak as an agricultural 
disaster and tourist problem 


5. (U) KENTUCKY FRIED CHICKEN RESTAURANTS ARE SUFFERING 
UNDER THE BAN ON THE SALE OF CHICKEN AND CHICKEN PRODUCTS. 
THEY HAVE BEEN EXPLORING THE POSSIBILITY OF IMPORTING 

FROZEN 

HAVE BEEN GIVEN CONFLICTING RESPONSES. INITIALLY 
AGRICULTURAL ATTACHE (FAS) WAS TOLD THAT NO IMPORTS OF 
CHICKEN PRODUCTS WOULD BE ALLOWED BECAUSE OF A VERY MINOR 
VERY LOW-PATHENOGENIC (CONTAGION) STRAIN OF Al THAT IS 
PRESENT IN THE US. WHEN FAS TRIED TO PUSH THE ISSUE 

TOLD THAT NO CHICKEN OR CHICKEN PRODUCT IMPORTS WOULD BE 
ALLOWED AT ALL - FROM ANY COUNTRY. IN THE GVN BRIEFING FOR 
AMBASSADORS 

ALLOWED 

ONLY ARE BANNED. CHICKEN AND CHICKEN PRODUCTS CAN CONTINUE 
TO BE IMPORTED TO VIETNAM FROM NON-AFFECTED COUNTRIES. FAS 
WILL CONTINUE TO FOLLOW THE ISSUE. 


6. (U) HCMC ECON OFFICER SPOKE WITH CARGILLYS COUNTRY 
REPRESENTATIVE 

THE COMPANY TO LOSE SEVEN HUNDRED THOUSAND TO ONE MILLION 
DOLLARS IN VIETNAM DUE TO Al. ANTICIPATED LOSSES WILL BE 

DUE TO THE EXPECTED CULLING IN THE DONG NAI HATCHERY 
RESTOCKING OF EGGS 

THE CARGILL HATCHERY IN DONG NAI HAS NOT BEEN CULLED 

LOCAL AUTHORITIES HAVE YET TO ASK THEM TO DO SO. TRUONG 
REPORTED THAT 

AND CHICKEN PRODUCTS 

BIRD FEED. THIS COULD RESULT IN REDUCED PRODUCTION BY THREE 
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TO FOUR THOUSAND TONS PER MONTH 

TON. HE DID NOTE 

HAVE INCREASED IN THE CURRENT ENVIRONMENT. CARGILL HAS 
CONSIDERED VACCINATING THEIR POULTRY 

ALLOWING THEM TO DO SO 


7. (U) FAS NOTES THAT THE MAJORITY OF CARGILL SALES IN 
VIETNAM ARE IN PIG AND FISH FEED AND BELIEVES THAT THE GVN 
BAN ON SALE OF CHICKEN FEED IS AN ATTEMPT TO LIMIT MOVEMENT 
OF TRUCKS FROM FARM TO FARM AND DISCOURAGE THE RAISING OF 
CHICKENS. THE UNINTENDED EFFECTS MAY BE THAT FARMERS 
PRODUCE LOW-QUALITY HOMEMADE FEED OR SLAUGHTER HEALTHY 
CHICKENS. 

BURGHARDT 
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Nechirvan Barzani\'s reported statement demonstrate 
Turkish-led Peace Monitoring Force (PMF) in northern Iraq 
continues to be an irritant that has outlived its usefulness. 
Iraqi Kurdish leaders and 

like to see it disbanded as soon as possible. The PMF 
sole purpose was to monitor the 1997 cease-fire between the 
KDP and the Patriotic Union of Kurdistan 

nothing 

foreign-led force of armed Iraqi Turkmen and Assyrians 
outside the CJTF-7 chain-of-command and that of the Iraqi 
security structures. As noted Ref C 

in other channels 

not to press for an end to the PMF 

would unilaterally disband the force by the end of 2003. 
During VCJCS General Pace\'s early December visit here 
declared the PMF a success story and proposed that it be 
incorporated into the new lraqi security structures possibly 
to train new recruits (Ref B). As we enter the second month 
of 2004 

ask the Turks to bring the PMF to an end 


2. (S/NF) RECOMMENDATION: As previewed in Refs B and C 
recommend that the Department instruct a bilateral approach 
to the Turks at a senior level making clear that the USG 

CPA 

disbanded 

approach quietly and allow the Turks to claim that they are 
unilaterally disbanding the force after its successful 
completion of its mission. We should assure the Turks that 
no Iraqi party has been informed of the demarche and that it 
is not being carried out at the request of any Iraqi party 

but because the end of the PMF is in the interest of the US 
and lraq. If we are not explicit about this point 

will assume that we are requesting this at the behest of the 
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Iraqi Kurds 

irritated that yet again 

with the lraqi Kurds over Turkey. As recommended Ref B 
could suggest that the individual Iraqi PMF members be 
encouraged to enlist in the new Iraqi security structures 

and assure the Turks that the coalition would publicly 

welcome the application of PMF members for positions in those 
structures. 


3. (U) Baghdad Minimize Considered. 
EDELMAN 
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UNHCR unprecedented access to former conflict areas in Karen 
(Kayin) and Mon States and in Tenasserim Division. Jean 
Marie Fakhouri 

visit Burma February 12-14 to sign the final agreement. 


3. (C) Kapur said that UNHCR has been pushing for access to 
the eastern border areas for the past three years. The 
region 

produced hundreds of thousands of internally displaced 
persons and refugees who have fled to neighboring Thailand. 
UNHCR has been anxious to assess conditions for eventual 
repatriation operations 

much of the region highly sensitive and strictly off limits 

to diplomats 

Kayah State is still considered sensitive and will not be 
included in the UNHCR agreement. 


The Boss Weighs In 


4. (C) According to Kapur 

worried about rumors that UNHCR will soon close its Burma 
operations upon completion of resettlement activities in 
Rahkine (Arakan) State on the western border with Bangladesh. 
Given the massive refugee problem on Burmavs eastern 
borders 

Burma and demonstrate GOB cooperation with the international 
community. Rajiv confided to us that he did not discourage 

the rumors of a UNHCR pullout 

essential to get into the East 

States. 


5. (C) The issue of UNHCR access to the East came to a head 
in mid-January 

cease-fire talks with the rebel Karen National Union (KNU) 
(reftel). Kapur said that the SPDC/GOB was split on allowing 
the UNHCR short-term access 
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Immigration and Foreign Affairs in opposition due to their 
concerns over UNHCR\'s leading role on protection issues. 
According to Kapur 

the call in favor of UNHCR and directed the Minister of Home 
Affairs to provide full support. This was followed by a late 
night exchange of letters between the Home Ministry and 
UNHCR 

Khin Nyunt has instructed his deputies to ensure that the 
arrangement with the UNHCR \"does not complicate talks with 
the KNU.\" 


Don\'t Open the Floodgates - Yet 


6. (C) Kapur stressed that UNHCR does not plan to establish 
field offices 

\"encourage\" refugees to return to Burma (note: Kapur said 
that the RTG is already \"spreading the word\" that the UNHCR 
has an access deal with the GOB 

impression that there is already a repatriation agreement in 
place. \"We must rein in the Thai 

representative. End note). UNHCR\'s intentions are to send 
assessment teams into the eastern border region to establish 
a full understanding of current conditions 

future needs for hypothetical resettlement (protection 
monitoring 

repatriation plan should the GOB pursue one at a later date. 


7. (C) The final agreement signed next week will give UNHCR 
full access to the region 

future operational bases in the population centers of Pa\'an 
Tavoy 

a detailed database on Thailand-based refugees and has a 
decent idea of where most repatriated refugees would intend 
to resettle. However 

particularly complex because many Karen refugees originally 
fled from Irrawaddy (Ayeyarwady) and Bago Divisions (further 
west 

SPDC is highly unlikely to allow refugees to resettle. 


8. (C) Kapur said that repatriation and resettlement in the 
eastern region will be very difficult due to the large 
numbers involved and the extremely isolated and difficult 
terrain. Furthermore 

ravages of war and neglect 


9. (C) According to Kapur 

donors for а V'supplementary operation" budget to conduct the 
UNHCR assessment in the eastern border areas. He said the 
refugee organization wants V'to start small and just get some 
people on the ground.\" UNHCR has not yet developed a full 
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budget 

$1 million and would target current donors who already 
support operations in Rahkine (Arakan) State including the 
United States 


Meanwhile 


10. (C) At the end of our meeting 

the situation in Rahkine (Arakan) State. He said that UNHCR 
hopes to tackle the Burma-Thailand border refugee problem 
with its experience in successfully repatriating over 236 
Muslim Rohingya refugees from Bangladesh to western Burma. 
He said the GOB has become increasingly flexible with the 
Rohingyas 

residency cards and Burmese language instruction for 
returnees as a way to help meet requirements for future 
citizenship. Very few refugees who want to return to Burma 
Kapur said 


11. (C) However 

progress in establishing freedom of movement for the 
returnees and 

third-class citizens. \"The SPDC wants to keep the Muslims in 
check 

extremists.\" Furthermore 

actively spreading propaganda among the predominantly Muslim 
returnee population 

carrying out a plot to create tensions between Buddhists and 
Muslims in Burma as a way to destabilize the country.\" Kapur 
said that senior SPDC officials have been engaged in 
perpetuating these claims 

who recently visited northern Rahkine (Arakan) State. 


Comment: Rare Access 


12. (C) At the end of February 

three-day visit to the western border of Rahkine (Arakan) 

State for a closer view of repatriation operations. However 

our general view is that UNHCR has been doing important work 
in Burma 

issues. We would encourage PRM and the Department to respond 
favorably to an appeal to support an assessment of the 

eastern border region. Few outsiders have had access to 
these areas over past decades and UNHCR will have the 
opportunity to make important recommendations on the future 
of several hundred thousand displaced persons. End comment. 
Martinez 
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funds will gain traction. 
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Biosafety\") 

approve 

consumer and environmental safety. CTNBio is attached to 
the Ministry of Science and Technology. There is no blanket 
legal prohibition on the use 

Brazil 

the pending court case 

products. 

9. Under the 1995 law 

biotech products must receive approval from CTNBio and 
authorization to market from one of three regulatory 
agencies under the Ministry of Health 

Environment depending on the nature of the product. 
Monsanto\'s Roundup Ready Soy was the first biotech product 
to receive CTNBio approval in 1998 

case and injunction effectively halted further biotech 
projects in Brazil. Thus 

never been exercised 

authorities (CTNBio) has not been secured. In the interim 
only a few Embrapa biotech research projects have been 
approved through the Ministry of Environment. The Ministry 
of Agriculture has granted limited approval for biotech 
products for use as animal feed 

for poultry producers in the northeast of Brazil. However 
entry of these products has always been obtained through 
court injunction. 


10. No testing system for biotech content of shipments of 
agricultural products existed under the 1995 law. The GoB 
is not seriously contemplating a traceability system at this 
time. 


Labeling requirements 


11. Executive Order Number 4 

products to be marketed in Brazil and establishes 

article 2 

modified organisms in bulk products 

human or animal consumption. It also allows the CTNBio the 
prerogative to change the percentage referred in article 2 ona 
case-by-case basis. The order states that the lack of 
compliance will entail the penalties foreseen in the Code of 
Consumer Defense and other applicable rules. 


12. For packaged products or those sold in bulk or in natura 
(raw) 
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label in conjunction with the approved GMO logo (a large black 
\"T\" inside of a yellow triangle): \"(name of product) 
transgenic\" 

transgenic (s)\"or \"product produced with (name of product) 
transgenic\". The order also requires that the consumer be 
informed of the specie of the donor gene in the place reserved 
for the identification of the ingredients. All of the label 

biotech information on the label must also appear on the 
invoice so that it can follow the product or ingredient in all 
steps of the productive chain. 


13. The food and ingredients produced from animals fed with 
feed containing transgenic ingredients must have labels printed 
on the front panel with the following wording: \"(name of 
animal\") fed with feed containing transgenic ingredients\" or 
\"(name of ingredient) produced from animal fed with feed 
containing transgenic ingredient.\" 


14. Food and food ingredients that do not contain or are not 
produced from genetically modified organisms will have earned 
the right to use the labeling \"(name of product or ingredient) 
free of transgenic\" once there are similar transgenic products 
on the Brazilian market. 


15. There are special provisions for products produced from 
soybeans harvested from the 2003 crop. The labeling 
requirements go into effect on February 26 


HRINAK 
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Savannah\" and was well known as a commercial and agricultural 
center before it was made a state in 1996 by the Abacha 
regime. It is quickly becoming a real success story for 
development. Agricultural output is growing 

commercial farms 

by its crossroads location 

efforts of its new governor 

to improve the environment for business. Goje has gradually 
won widespread support among Gombe\'s citizens since his 
disputed election in 2003 

higher office over the next decade. END SUMMARY. 


GOVERNOR GOJE 


2. (SBU) PolCouns met with Goje 

Society leaders 

Gombe and other cities January 12-13 as part of a trip to the 
northeast Nigerian states of Gombe 

Benue. Governor Goje\'s election last April was marred by 
complaints of irregularities. The Election Tribunal threw 
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out his opponent\'s complaint on technicalities 

claim the election was massively rigged in his favor. His 
political opponents point to VP Atiku as the man behind 
Goje\'s election 

since. Upon taking office 

of dexterous political tactics and skillful managerial 

policies to concentrate on state issues. He blamed most of 
the states woes on his ANPP predecessor not finishing a raft 
of development projects 

speech in his opponent\'s hometown recently pointing out 
improvements the audience could see that his predecessor 
promised but Goje delivered. 


3. (U) Goje made similar points to PolCouns 

that roads \"neglected by the previous administrations\" were 
being repaired. Sure enough 

construction workers busy clearing and expanding all of the 
roads for several miles in each direction from the city. The 
dust generated by all the construction work 

strong Harmattan haze 

Gombe V'Jewel of the Savannah" to V'Hidden Jewel on the 
Savannah.\" 


4. (SBU) Goje was a businessman and former national Minister 
of State for Steel and Power before running for Governor. 
Like most Nigerian politicians 

during his days at the Anmadu Bello University. After 
graduation in 1980 

split into Bauchi and Gombe states) before resigning to win a 
seat in the State Assembly in 1983. Goje and the other 
elected politicians lost their jobs when Buhari overthrew the 
Second Republic in a bloodless military coup in December 
1983 

Gombe political base as he built his personal business. 


5. (SBU) Goje returned to politics 

under the banned United Nigeria\'s Congress Party (UNCP) in 
1997. With the death of Abacha 

the PDP when legal political parties were formed and became a 
federal MinState. He was rewarded with the MinState position 
in 1999 for two years 

promote his political structure at home. His connecting 
Gombe State\'s major towns to the national electric grid 
facilitating the rise of Gombe natives to Federal 

appointments were important political investments in Nigerian 
politics. PDP top brass and other party supporters in the 
State welcomed his 2003 candidacy 

slim victory against ANPP candidate and incumbent governor 
Abubakar Hashidu. 


BUILDING GOMBE 
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6. (U) Goje appointed good professionals and allowed them a 
free hand to run their various departments. Goje gave 
considerable time to a one-on-one meeting with PolCouns 

he also made sure a variety of state government professionals 
-- not their politician bosses -- each gave time for separate 
meetings. The result of this professionalization has been 
great strides in building infrastructure. State agricultural 
administrators made much of the success they have had in 
attracting banks 

provide loans to commercial farmers. 


7. (U) The banks 

sufficient infrastructure for them to take advantage of the 
commercial opportunity. In addition to connecting Gombe 
cities to the electric grid and building roads 

Abuja connections to improve telecommunications. He invited 
mobile phone provider MTN to build in Gombe; \"MTN told me | 
was the first Nigerian Governor to visit them and made such 

an appeal. MTN built and ECONET followed 

of the few rural states to have widespread phone availability. 


8. (U) The banks 

marketing infrastructure and farm extension education have 
made Gombe one of the few states in Nigeria where more people 
are starting commercial farms than leaving them. Gombe 
officials claimed growth in overall farm employment as well 

and the success of commercial farming was evident as 
PolCounsY party crisscrossed the state from one end to the 
other by road. Dealers and truckers told PolCouns 
unannounced visit to the refurbished central wholesale 

market 

Burkina Faso and Cameroon 

Nigeria. PolCouns saw six trucks being loaded with large 
quantities of beans 

and the turnaround was roughly one eighteen wheeler every 40 
minutes. 


9. (U) Goje lamented that after the discovery of oil 

Nigerian administrations have neglected agriculture and 

farmers elsewhere are abandoning farms to chase contracts. 
VFarming has checked the rural-urban migration in Gombe State 
and created successful middle class 

emphasized. While other states had been unable to pay for 
most of the seats allocated to them for this years Muslim 
Pilgrimage 

already paid for 1 

State. 


REDUCING TENSION & CONFLICT 
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10. (U) Governor Goje has made some other astute political 
moves. One was to dismiss the traditional leaders committees 
and limit the Local Government Areas! hiring that had soaked 
up much of the state government budget for what were 
essentially unproductive patronage jobs. 


11. (U) He also invested time in healing communal conflict 
that had plagued the state in the past 

integrating newcomers instead of allowing the continuance of 
\"sabon gari\" segregated housing districts for them. People 
who moved to the state for economic opportunities 

Nigerians refer to as \"non-indigenes 

in Gombe as they are in much of Nigeria. But leaders of NGOs 
told PolCouns at separate meetings that the now friendly and 
accommodating spirit of the citizens provides comfort and 
security to non-indigenes. Dr. Alhassan 

and the Rotary Club District Governor 

point and felt quite at home despite being a non-indigene. 
Other (assumedly indigene) NGO leaders in the room criticized 
him for even using the term. 


FUTURE LEADER? 


12. (SBU) Nothing succeeds like success 

residents\' focus has shifted from the controversy over 
Governor Goje\'s election to acclaim for his administration. 
Goje\'s office is both small and humble 

he had no political ambitions past succeeding as a governor. 
His age (47) 

the VP 

and we will keep our eye on him as a future leader. When 
asked about the next generation of leaders in Gombe 

said he believes Deputy Governor John Lazarus Yoriyo will 
likely succeed him. Goje said the Christian and non-indigene 
Yoriyo has been quite popular since he too became a state 
assemblyman 

part of Gombe State meshes with Goje\'s. 

ANYASO 
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ramshackled 
revenue every day.\" 


5. According to Yankari rangers 

estimated 20 

2000. Low prices in the park have made Yankari one of the 
best travel bargains in Nigeria 

has not likely reaped huge revenues from park visitors over 
the years. Park entrance is only USD 1.25 

poor as it may be) is only USD 5 to 75 anight. Meals cost 
only USD 2 to 3 for lunch and dinner. A 2 hours game drive 
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in the park is a mere USD 2 

with a ranger guide costs USD 10. According to park 
management 

years 

revenues and a small federal stipend 

losing money for the GON. 


Comment: Yankari\'s Uncertain Future 


6. Kenya and South Africa have adopted two-tiered pricing 
schemes for local and international visitors 

three times the rate of local patrons. Nigeria does not get 
many international tourists 

Major hotels in Lagos and Abuja can cost between USD 190 to 
USD 250 a night 

bargain with good service and somewhat adequate facilities. 


7. Nonetheless 

Nigeria 

\"cash cow\" back to the states. With proper management and 
pricing Yankari could easily become Nigeria\'s premier tourist 
destination 

while doing a better job of preservation. Money and 
management attention from Bauchi and Gombe States would 
likely help Yankari 

ANYASO 
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successful she must also be ready to challenge the 
authorities and forcefully assert her agenda and 
prerogatives. Her track record suggests she is one of 
the best qualified persons in Armenia for this task. 
End Comment. 


8. (U) Larisa Alaverdian 

Baku 

Baku from 1961-1966 

and served on the Supreme Soviet in 1991. She is 
married. She has held positions at the National 

Service for Statistics and the Supreme Council of 

Armenia 

recently on the President\'s Commission on Human Rights. 
ORDWAY 
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ownership" of efforts to combat and prevent trafficking 
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in persons in Armenia. Despite the GOAM\'s willingness 
to participate in various events developed by local 

NGOs and international organizations 

both in Armenia and abroad is that the GOAM is not 
taking its own initiatives. This is an important 

nuance that has been lost on many key GOAM officials to 
date. Overall 

well received and has helped to reinvigorate GOAM\'s 
attention to this critical issue. END COMMENT. 


ORDWAY 
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serious attention\" given recent GOAM concerns over 
bird flu and SARS. 


2. (U) USAID-Yerevan Health Advisors will raise the 
issue and deliver similar talking points to the 
Ministry of Health the week of February 9-13. 


ORDWAY 
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SUPPORTIVE OF THE U.S. POSITION 

OFFICIALLY SAY AS MUCH 

PROCESS HAD NOT YET BEEN COMPLETED.\" (NOTE: THE 
MINISTRY OF TRANSPORT SOLICITS THE OPINION OF TWO FIELD 
EXPERTS 

PAVLIHA 


2. (SBU) COMMENT: WE EXPECT THE GOS OFFICIAL POSITION 
TO BE SUPPORTIVE OF OUR POSITION AS LONG AS IT IS LINE 
WITH OTHER EU MEMBERS STATES 

PRIORITY ISSUE FOR IT. END COMMENT. 


YOUNG 
NNNN 
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\"proper data collection and analysis.\" Poku specifically 
noted poor contingency planning regionally 

of emergencies being particularly wanting on the Ghanaian 
side. He also spoke of the difficulties with border control. 
Poku generally spoke of Ghana\'s need for data analysis 
infrastructure 

monitor events in the region. He said that the various 
security services were collating their needs 

prepared to discuss them at the next CTAG meeting. Poku 
mentioned that 

security for the presidential and parliamentary elections in 
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December 

devote to anti-terrorist activities as he might wish. \"We 
must use our limited resources appropriately.\" 


4. (C) Ambassador Yates offered a listing of USG 
contributions to law enforcement in Ghana generally 

overt anti-terror needs specifically 

arrival and departure data system for all border posts in 
Ghana. She encouraged the assembled chiefs of missions to 
present their own listing of programs and assistance at the 
next CTAG meeting 

requirements now being compiled. 


5. (C) The Italian Ambassador provided a copy of a 
confidential document which indicated the following: 


SIPDIS 


Threat Assessment: 

--Ghana appears to become a transit point for drugs and arms 
trafficking and presence of an active Muslim community 
(Lebanese and Islamic NGOs supported by Iran and Saudi Arabia) 
--Will to cooperate: Ghana has ratified the 12 UN Conventions 

on terrorism 


Needs Assessment: 

--A special law on financial means for counter-terrorism 
actions under discussions 

--Introduction of a new identity card system to fight against 
forged documents 


Ongoing Assistance: 

Airport Security: USA 

Immigration: UK 

Transnational Crime: Italy 

Customs Assistance: Japan 

Central Bank/Finance Ministry: USA 


6. (C) The Italian Embassy is one of the few G-8 members in 
Ghana which has an intelligence operation. The Italian 
Ambassador urged that a mosque and newspaper associated with 
it 

fundamentalist or extremist trends. 


Lanier 
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two-fold. First 
of contentious 
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characterize the EU-Russian relationship 

possible recommendations for action. The second goal is 
damage limitation: to impose stricter policy discipline on 
member states to prevent future EU presidency leaders from 
repeating Berlusconi\'s freelancing. The EU hopes to complete 
this exercise by the time of its May summit with Russia. The 
EU is open to U.S. ideas 

draft of the assessment could be ready for EU Foreign 
Ministers to consider at the February 23-24 GAERC. End 
Summary. 


Rome Summit: Catalyst for Policy Review 

2. (C) According to Kees Van Rij (protect) 

advisor for the CIS 

Sofia Moureira de Sousa and Carl Hartzell (also protect) 

last year\'s EU-Russia summit in Rome drove home the need to 
reassess EU policy toward Russia in two major ways. First 

the EU found Putin and the Russians increasingly intransigent 
and hard-headed on a wide range of issues -- from Chechnya to 
EU enlargement to Kyoto. EU frustration on this score is 
according to our contacts 

which feels the EU is ignoring its concerns. Second 

PM BerlusconiVs shameless defense of Putin during the summit 
press conference last November took the teeth out of an 

agreed EU policy to press Russia to address human rights 
concerns about Chechnya 

economic reforms 

the frozen conflicts in Moldova and the Caucasus. 


EU Ministers Criticize Italy; seek policy discipline 

3. (C) According to our contacts 

following the Rome summit with Russia 

criticized Italy for having undermined agreed EU positions 

and abandoned its obligations to subsume bilateral views to 
those agreed among members. The ministers called for the EU 
to assess its Russia policy prior to the May 2004 EU-Russia 
summit. Privately 

member states were furious over Berlusconi\'s performance at 
the Rome summit 

calls to eliminate the EU\'s current six-month rotating 
Presidency. Kees Van Rij has often expressed to us his 
frustration that every EU presidency since Putin was elected 

-- with the notable exception of Denmark on the issues of 
Chechnya and Kaliningrad -- has talked tough on Russia right 
up to the summit meeting 

dumped all tough language and have sought to woo Putin. For 
Van Rij 

purpose of reassessing EU policy towards Russia is to 
reinforce internal EU discipline in order to limit future 
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presidency countries\' ability to depart from agreed policy at 
Russia-EU summits. 


EU frustration at long list of issues going nowhere 

4. (C) The second stimulus behind the EU\'s review of its 
Russia policy also arose at the Rome summit. At Rome 

found the Russians to have adopted much tougher positions 
than previously on a wide range of issues. The increasingly 
sterile dialogue has led to a growing list of outstanding 
contentious issues between the EU and Russia. These include: 


-- Enlargement: The Russians continue to press for 
\"compensation\" from the EU for what it claims will be the 
economic costs of EU enlargement. This issue is a 
non-starter for the EU 

bringing a huge lucrative market to Russia\'s doorstep 

who assert that every study they've seen shows enlargement 
will result in a net economic benefit for Moscow. 


-- Partnership and Cooperation Agreement (PCA): As a 
consequence of enlargement 

ratify the PCA with the ten accession countries. Russia has 
delayed 

for Russian citizens to EU countries 

accession terms. The EU contends that unless this issue is 
resolved by May 1 

the EU will have no basis for formal relations with Russia. 
Russia has recently indicated it is considering a temporary 
extension of the PCA after May 

\"compensation\" issue. EU exasperation on this issue cannot 
be overestimated -- Van Rij commented that continued Russian 
insistence on this issue will force the EU to choose between 
relations with Russia or EU enlargement. \"What\'s more 
important?\" he asked 

choose EU enlargement.\" 


-- Chechnya: The EU has gotten nowhere with its repeated 
demarches to Moscow on the need 

delivery of EU-funded humanitarian aid to Chechen refugees. 
The Russians allege that NGO\'s in the region are sympathetic 
to the separatists and their mission is anything but 
humanitarian. 


-- Near Abroad: Russia resists all attempts by the EU to put 
issues related to Belarus 

on the bilateral agenda. On Belarus 

EU to trust in Russian influence to civilize Lukashenko. On 

Moldova 

border that will result from enlargement (after Romania and 
Bulgaria join in 2007) gives the EU a legitimate interest -- 
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and voice -- in resolution of the Transnistrian conflict. 


-- Kyoto: RussiaYs announcement in Rome that it does not 
intend to ratify Kyoto pulled the rug out of EU efforts to 
bring the protocol into force 

of the EU\'s highest-profile environmental policy goals. 


EU objectives and timetable 

5. (C) Moreira de Sousa said the purpose of the assessment 
is to catalogue and analyze the challenges to the 

relationship -- the list of outstanding issues -- set 

objectives and 

to engage Russia to achieve EU goals in each area. The 
timetable is short: to be ready for the next EU-Russia 

summit in May 

for ministers to consider at the February 23-24 GAERC. They 
acknowledge this deadline may be missed 

March 22-23 GAERC the EU will have completed its assessment. 
EU goals for the exercise are threefold: to resolve 
outstanding enlargement issues; develop a positive dialogue 
with Russia on the near abroad 

and WTO related issues with Moscow. 


Frozen conflicts: what about Northern Ireland? 

6. (C) For example 

the EU raises issues such as Moldova/Transnistria 

Russians say they want to put Northern Ireland and Cyprus on 
the agenda. The EU has resisted this 

presidency agreed earlier this year to discuss Northern 

Ireland with Russia 

Russia not to engage on issues in the near abroad. 


EU open to U.S. influence 

7.(C) EU officials are open to engaging with the U.S. as 

they assess their relations with Russia. U.S.-EU COEST 
Troika talks on February 9 (Caucasus and Central Asia) and on 
March 16 (Russia 

opportunities to do so 

Working back from the May summit 

approach will have to gel by late February or early March. 


Comment: Venus and Mars 

8. (C) In spite of the current hiccups in EU-Russian 
relations 

important for both sides to allow a major disruption. The EU 
is Russia's largest trading partner 

15-20 percent of Europe\'s energy supplies. Both of these 
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indicators will increase with enlargement. However 

sides are frustrated by the extra level of effort required to 
maintain an increasingly sterile dialogue. The EU sees 
enlargement as an internal issue and a fait accompli that is 
coincidentally beneficial to Russia 

less than Russian acquiescence. The Russians appear to view 
their acceptance of EU enlargement as a major concession and 
expect the EU to offer a quid pro quo. With enlarged borders 
that join Russia 

considers its stake in the stability of these countries to be 

equal to Russia\'s. Russia has not accepted this. EU 
Enlargement is shifting the economic and political balance of 
power in the EU-Russian relationship in ways neither side has 
fully grasped. We expect both sides will seek to come to 

terms 

enlargement during the May summit. But enlargement means 
that the EU\'s horizons have moved eastward -- and now overlap 
plenty of areas the Russians consider their natural zones of 
influence -- so tensions similar to those we are seeing now 

will persist for some time. 
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up in New York with a ‘protest paper\' in hand. Papers 
report that State Department Spokesman Boucher denied 
Turkish press stories claiming that the US aspires to set up 
a military base in Cyprus. 


Amnesty offer for terrorists expires: The Turkish 
government\'s amnesty offer for defectors from terror 
organizations expires today. The law was passed under 
American pressure 

economic and military action against the PKK following 
today\'s deadline 

up a special unit headed by General Kalyoncu to push the 
Americans to take military action against the terror 
organization. Ankara has reached an accord with Syria and 
Iran for prospective military operations against fleeing 
terrorists. 


US tailors new security role for Turkey: The US is 

preparing Turkey to take an active role in its strategy of 
military intervention in the Middle East and its outposts 
according to \"Cumhuriyet.\" Washington will consider ways to 
reinforce the military presence of NATO on the Ankara-Cairo 
axis. With seven new members to join NATO at the Istanbul 
Summit in June 

Morocco-Afghanistan axis. Turkey will take a role similar 
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to that of West Germany during the Cold War 
different geographical area 


EDITORIAL OPINION: Iraq; Cyprus 


\"The Aftermath of the Erbil Terror Attack\" 

Sami Kohen wrote in the mass appeal Milliyet (2/6): \"The 
recent terrorist attacks against KDP and PUK headquarters in 
northern Iraq have resulted in much speculation. Among the 
various theories 

likely. Nevertheless 

verify Al Qaida\'s involvement and intentions. For the 

larger picture 

conclusions: Northern Iraq had been the safest part of Iraq 
since the beginning of the war. The Erbil incident marks a 
new beginning in this respect 

dangerous place where Pandora\'s box has been opened. The 
terrorist attacks in Iraq so far have targeted the UN and 

the coalition partners 

attack shows that local institutions as well as local people 
have become new targets for terrorism. . The bloody 
incidents in Erbil have accelerated the nationalist tone 
among the Kurdish population. Many Kurdish leaders are 
using the Erbil incident as a pretext to argue the urgent 

need for Kurdish autonomy. . If terrorist attacks in 

northern Iraq continue 

the region 

possibility of new PKK attacks.\" 


\"Tough Decision for Denktas\" 

Sedat Ergin noted in the mass appeal Hurriyet (2/6): 
\"Denktas finds himself in a very crucial dilemma. If he 
goes to New York 

in its entirety. If he does not 

blamed for undermining the solution process as well as 
burning his bridges with Turkey\'s AKP government. Ankara 
has given UNSG Kofi Annan a ‘blank check\' in the Cyprus 
negotiations and has been urging Denktas to go to New York. 
. It seems that Athens has taken sides with Ankara and 
accepted the UN conditions for the settlement procedure. 
The two key actors 

trying to see what the other will do. According to Denktas 
Papadopoulos will eventually agree to attend the New York 
meetings 

him" No matter what happens 

period on the Cyprus issue." 
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public image. The couple has been appearing almost weekly in 
newspaper \"personality\" pieces proclaiming undying love and 
admiration for each other 

to solve all problems 


2. (U) On the darker side 

she prefers to be called 

against 26 \"first ladies\" which includes the wives of the 
president 

governors. The ladies are 

being accused of fraud and corruption for the misuse of funds 
through \"foundations\" set up in their names. Although she 
has no verified training or experience in any field 

the first things Mrs. Fayose did when her husband took office 
was to set up the \"Fayose Foundation 

involved in health care 

entrepreneurial 

programs 

program and program to feed people with HIV/AIDS has already 
lowered the number of HIV/AIDS sufferers in Ekiti State -- 
although she does not say how the patients were identified 
how many there were or are now 

\"Foundation\" is financed. 


Fighting to save his office 


3. (U) For his part 

on several fronts. The most important suit was brought in 

the Elections Tribunal by the Alliance for Democracy Party 
(AD) shortly after Fayose was elected in April. This suit 
charges that Fayose presented falsified documents when he 
registered to become a candidate. The case has been 
dismissed or postponed on technicalities three times. When 
the Tribunal finally sat to hear the case on January 27 
courtroom was invaded by armed V'thugs believed to have been 
sponsored by top politicians\" according to police reports. 

The police 

and PDP supporters since Fayose\'s election 

out in force around the courthouse. They were able to disarm 
the protesters and force them from the courtroom. The trial 
was postponed. 


4. (U) When the trial resumed on February 3 

to know why the diplomas and school certificates Fayose had 
presented as a candidate were for a \"Peter Ayodele Oluwayose\" 
and not Peter Ayodele Fayose. Fayose\'s father testified that 
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in 1974 God had told him to change the family name to 
\"Oluwayose\" or he would die. The Governor swore that he only 
changed his name back to Fayose in 1994 

all his school records are in the name \"Oluwayose.\" Lawyers 
for the AD presented results from an investigation they said 
showed \"Oluwayose\" was actually a person who lived in Ibadan 
in Oyo State and was the owner of the diplomas and school 
certificates. They further pointed out that Fayose was 

unable to present any document at all 

driver\'s license 

\"Oluwayose\" at any time prior. A decision is expected soon 
from the Tribunal. 


5. (U) The Governor is also being sued for 5 billion naira by 
Omegabank for damages to its business reputation. The bank 
had been the Ekiti State\'s central bank since the State was 
created. State funds were deposited with Omegabank and the 
bank says it frequently provided loans to the State when it 

was short of funds and paid State employees directly. In 
January 

alleged that the bank had been over-charging the State 
government 500 million naira per year in fees from the 
beginning of their relationship and was now refusing to 
negotiate to reduce the fees. The bank countered saying 

that 

the bank hire some of his relatives and 

that the bank accept his uncle 

chairman of its board of directors. 


6. (SBU) Comment. This is just one example of the sometimes 
farcical nature of state governance Nigerian-style that says 
much about this fledgling democracy. While many politicians 
Vjust don\'t get it\" when it comes to transparency 

civic organizations and businesses do. Bringing suit against 
State Governors and first ladies is a step in the direction 

of demanding accountability from politicians. But only when 
the political high jinks result in certain losses at the 

ballot box 

of democracy in governance. Unfortunately 

long way off. 

HINSON-JONES 
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Honoring Vietnamese Trademarks\" which was hosted by the Chairman 
of the HCMC Peoples Committee and broadcast on primetime 
television. The Festival was a parade of 34 floats representing 

some of the country's most famous trademarks. Several firms were 
given awards. V'This is the way in which we express our gratitude 

to the businesses which have made contributions to the city and 

the nation 
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2. Thousands of people - some ringers for the companies 
participating - lined the parade route and clapped and cheered. 
Floats represented companies such as Trung Nguyen Coffee 
minivan fit inside an enormous sculpted elephant led by a team of 
ethnic minority acrobats. Agifish 

represented by a giant basa fish. Saigon Beer impressed everyone 
with truth in advertising -- their float was preceded by a smiling 
man with an artificially-padded beer belly. It was not just 

bellies that were big - Viet Tien garments had a group of marching 
giant shirts 

local shoe company 

was also treated to a giant wrench 

vehicle-sized t-pot (from Minh Long 1). The most unusual float 
however 

Private and state-owned companies participated 

hedged its bet by erecting a large hammer and sickle atop its 
float that was largely dedicated to foam - its primary product. 
After giant toenail clippers 

marching fashion models 

traditional feel to some of the entries. 


3. The event could not have been mistaken for the Rose Bowl 
Parade 

evidently 

The Chairman of Dapha 

directed his company's float along the parade route. Dressed 
entirely in black 

routine and gave the order to launch the balloons at just the 
right moment. 


4. Crowd control was a bit crude 

beyond the main reviewing stand 

moving crowds back from the parade route. In an isolated 
incident 

which after a few applications 


5. Comment: This parade did not make international headlines 
but it did serve to remind that the HCMC government recognizes the 
important role that business plays in the city\'s development. It 
was a beginner\'s attempt to popularize the concept of trademark 
protection (all of the floats featured \"Quality crafted with pride 

in Vietnam\" seals of approval). The ceremony and parade also 
illustrated that Vietnamese government 

are becoming more brand conscious and are aware of the value of 
protecting brands and trademarks. It is along way from a 
trademark parade to pro-active IPR protection for local and 

foreign rights holders 

\"populist\" effort to educate its residents. 


YAMAUCHI 
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continue the program. The U.S. side secured the GOK team\'s 
agreement to refer USG consumption data and request for a 
continuation of AIK 

Ministries 

Kuwaiti request for a contract remains open. End Summary. 


Grateful for Contributions Made Thus Far 


2. (C) AU.S. delegation led by PM A/S Lincoln Bloomfield 
Jr. 

MG Taguba of CFLCC 

lists at para 19) at the Ministry of Finance on January 27 to 
discuss Kuwait 

subsidy to Coalition forces engaged in Operation Iraqi 
Freedom (OIF). In early December 

had presented Embassy a bill in excess of $82 million for 
fuel supplied during the period of May 1 through December 1 
2003 and had asked for a contractual arrangement with the 
Kuwait Petroleum Corporation (KPC) and a USG entity to cover 
all future fuels supplied to Coalition forces (Reftel). The 
Bloomfield delegation was charged with ensuring the fuel 
supply was not interrupted and that Kuwait understands USG 
expectation that the AIK fuels would continue at the GOK 
expense. 


3. (C) A/S Bloomfield opened the meeting by observing the 
significant role that Kuwait has played both in securing the 
defeat of the Saddam Hussein regime and in the on-going 
Coalition military stabilization campaign and humanitarian as 
well as reconstruction programs for Iraq. He cited the food 
electricity 

bases 

as critical to our efforts. He noted that in partial 

recognition of those efforts 

Major Non-NATO Ally (MNNA) at a March ceremony in Washington. 
He reported that in meetings earlier that day with the Prime 
Minister and Foreign Minister 

the Secretary of State regarding the ceremony and that Mr. 
Flory would do the same later with a letter from Secretary 
Rumsfeld to the Minister of Defense. He said that his trip 

to Kuwait seeking agreement on the continuation of AIK fuels 
indicated the critical importance that Washington attaches to 
our bilateral relationship and to the Iraq operations it is 
supporting. 


4. (U) Bloomfield observed that in the coming months 
largest troop rotation since World War Il would see more than 
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200 

Iraq. Those forces 

were needed to stabilize Iraq. The 26 million people of Iraq 
would not 

of Kuwait. 


5. (U) The costs 

for Kuwait 

said 

military operations alone in Iraq. Even with a budget 
deficit 

supplemental budget requests the past two years. The latest 
supplemental was for $87 billion 

earmarked for lraq\'s reconstruction. This is an enormous 
assistance program that 

financial commitments. The costs are not only financial. 
More than 500 American soldiers have lost their lives in 
Iraq. However 

Iraq and in the earlier liberation of Afghanistan 

million people now are free and at peace with their 
neighbors. 

6. (U) Bloomfield further acknowledged Kuwait 
considerable contribution to regional stability 

generous pledge taken at the Madrid Donors 

the recent agreement to consider a substantial reduction in 
Iraqvs debt to Kuwait. These were big and difficult 
decisions to take 

actions to ensure long-run prosperity and stability. 


Declining Usage Rate 


7. (C) Following these remarks 

comprehensive update on OIF. They described the nature of 
the remaining threat in Iraq 

undertaken by elements of the 101st Airborne 

and 4th Infantry divisions. To provide the GOK team a better 
understanding of the Coalition\'s military activities in Iraq 
CENTCOM described four on-going offensive operations as well 
as three upcoming operations. 


8. (C) Bloomfield said that we anticipate the U.S. military 
forces rotating into Iraq will be a lighter force than the 
units they replace 

would be allowed to decline over the coming months as 
essential services such as the refineries 

roads 

restored. He noted that the Coalition is training over 

200 

facilities protection services and the new Iraqi army. He 
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said our objective is to empower Iraqi security forces to be 
stable 

to their neighbors. This program 

expected to reduce the need for Kuwait AIK fuels; but for now 
the CoalitionVs job is not finished. 


9. (C) Bloomfield acknowledged that in 2003 Kuwait had 
donated approximately 482 million gallons of fuel 

fuel. (Note: That donation accounted for approximately 22 
percent of Kuwait 

GOK revenue from fuel sales overall and 1.2 percent of 
Kuwait 

CENTCOM:-produced projection of fuel needs for 2004 
458 million gallons 

needs spiked in March and April -- in 2003 

in 2004 


10. (C) Bloomfield said that the charts and CENTCOM briefing 
on force structure and deployments illustrated two points of 
importance: 


a) there remains a significant need for continued military 
stabilization operations in Iraq; but 


b) with the changes in force structure from relatively 
heavy combat units to lighter infantry forces 
will trend downward 


Bloomfield asked the GOK team to work with USG to try to 
overcome the domestic political challenges in obtaining solid 
support in the Kuwait Parliament for the continued 
uninterrupted supply of fuel as a contribution to the 

military operation in Iraq. Noting that the trend line for 

fuel use was headed downward even by the conservative CENTCOM 
12-month projection 

updates on usage rates so Kuwait might better anticipate the 
monthly requirement of U.S. forces and thereby regularize its 
production 

providing the fuel. 


11. (C) Bloomfield concluded by saying that Kuwait was 
absolutely entitled to the most accurate accounting of our 

fuel utilization requirements 

and CENTCOM stood ready at any time to explain the basis of 
our projected fuel needs. He added that he had volunteered 
his own availability to the Prime Minister to re-engage at a 
later date should it be necessary to ensure that we remain 
good and complementary allies in bringing OIF to its eventual 
and successful conclusion. He concluded that continued GOK 
support through AIK was V'absolutely critical to stabilizing 
Iraq.\" 
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Kuwait 

12. (C) Chief of the Kuwaiti delegation Acting Ministry of 
Finance U/S Abdullah Al-Mansour came directly to the point. 
He said that Kuwait indeed had made a sizable contribution 
through AIK fuel and other programs in support of OIF. 
However 

than the need for a legal basis for the assistance program. 
He noted that it was V'very difficult" to continue AIK fuels 
without a legal contract with an identified American entity 
responsible for accounting for past usage as well as future 
usage. He said that representatives of the Ministries of 
Foreign Affairs and Defense were present in the room and 
prepared to sign a fuels agreement. 


13. (C) Al-Mansour explained that the agreement the Ministry 
of Finance had arranged between KPC and the Ministry of 
Defense (MOD) had expired on January 1 

understanding had it that MOD would pick up the tab for the 
AIK fuels program until the end of hostilities. The Cabinet 
now had defined that date as May 1 

requirement to have its delivery of fuels covered by 

contract. Al-Mansour said that the issue had been discussed 
in the Council of Ministers and the decision taken to 
regularize the fuels program. 


14. (C) This then was a two-part exercise. First 

American entity would be named to step into the contractual 
position MOD had had with KPC until the turn of the year. 
Second 

of last year and terms arranged for payment for fuel in the 
future. Al-Mansour emphasized that the price for the fuel 
was negotiable and of lesser importance. The problem KPC and 
Ministry of Finance shared was in not having a legal basis 
for continued provision of fuel and in accounting for past 
supplies. He said that the Parliament and Audit Bureau were 
in the process of examining the Ministries 

on the fuel deliveries. 


More and Better Data Offered 


15. (C) A/S Bloomfield reiterated the importance that USG 
attaches to our continued reliance on AIK fuels. He 
reassured the Kuwaiti side that although we could not answer 
all the GOK 

and would do better than we had in the past. He expressed 
full understanding for the internal Kuwaiti requirements for 


Column 3 

accountability and legal arrangements with KPC 

that the GOK revisit the issue at upcoming Council of 
Ministers 

partners were making considerable sacrifices for regional 
stability 

whether it would be \"bureaucratically possible\" to use the 
2004 monthly projected usage rates as a vehicle for the 
government to contract with KPC so as to continue the supply 
of fuel. Usage rates were projected to drop over time 

he expressed the hope that the Council of Ministers might 
consider continuing this vital support. Bloomfield explained 
that our information was spotty before but that we now had a 
track record 

factors that will eventually bring down the requirement for 
AIK fuels. He emphasized that we are in the middle of a 
critical and very serious operation in Iraq; repeated that 

the USG 

$4 billion a month 

other costs. Just as Kuwait seeks relief from its 
contribution 

possible once regional stability is assured and democracy 
launched in Iraq. But we are not there yet. 


16. (C) PDASD Flory seconded Bloomfield 

Kuwait 

Defense Department and Secretary Rumsfeld personally 
\"appreciate everything that Kuwait has done and continues to 
do\" in support of OIF. Without Kuwait 

bases and the disruption in the lives of its citizens 

success in Iraq would not be possible 

that he had visited Kuwait since 1999 and called the GOK/USG 
partnership the key to regional stability. That \"shared 

effort 

ahead. He reiterated the importance we attach to the MNNA 
status Kuwait has earned and pledged greater predictability 
on future fuel usage rates. 


Kuwait Kicks the Can Down the Road 


17. (C) Al-Mansour thanked the US delegation for 
understanding the \"predicament\" KPC 

and Ministry of Finance faced in continuing the supply of AIK 
fuels without an agreement. He said 

reduce the price; but we need a legal contract.\" He said he 
appreciated the US side 

budget process and contracting regulations are similar to 
those of the United States and agreed that continued mutual 
cooperation and respect were vital to success in Iraq over 
the coming months especially. 
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18. (C) Al-Mansour concluded by agreeing to raise the fuels 
projection information with the leadership of the Ministries 
represented at the meeting. He said he would work toward 
using that data as the basis for a formal agreement. He 
repeated that KPC and the Ministries \"must cover ourselves 
with a contract with someone\" to legally provide AIK fuels in 
accordance with Kuwait 


19. (U) Delegations: 
U.S. DELEGATION 


U.S. Department of State 
Lincoln P. Bloomfield 
Asst. Secretary for Political-Military Affairs 
Frank C. Urbancic 
Charge d 
Thomas Williams 
Deputy Director NEA/ARP 
Stephen Carrig (note taker) 
Economic Counselor; Embassy Kuwait 


U.S. Department of Defense 

Peter C.W. Flory 
Principal Deputy Asst. Secretary for Intrn! Security 

Affairs 

MG Antonio Taguba 
Deputy CFLCC 

BG George Trautman 
Deputy J-5 

COL (P) John Mulholland 
OMC-K 

Commander Peter McVety 
OSD Country Director 


KUWAIT DELEGATION 


Kuwait Ministry of Finance 
Abdullah al-Mansour 
Acting Under Secretary 
Maha al-Rsheid 
Controller 
Tahani al-Mazan 
Administrative Researcher 


Kuwait Army General Staff Headquarters 
BG Abdul Rahman al-Othman 

Director 
Colonel Kamel Abul al-Awadi 

Head of Plans and Programming 
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Kuwait Ministry of Energy 
Ahmad al-Sirafi 

Director 


Kuwait Petroleum Corporation 
Mohammed al-Qassem 
Exec. Asst to MD for Sales 


Kuwait Ministry of Foreign Affairs 
Ayham al-Omar 

Counselor ) America 
Ghanim al-Sager 

First Secretary ) Legal Department 


20. (U) Assistant Secretary Bloomfield has cleared this 
message. 


21. (U) Baghdad minimize considered. 
URBANCIC 
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WHAT IS ASKED. AS FOR SLOVAKIA\'S INFLUENCE 

THAT WHILE SLOVAKIA AND UKRAINE HAVE A GOOD DIALOGUE 

SEES ITSELF AS A REGIONAL LEADER THAT 

50 MILLION 

COUNTRY ONE-TENTH UKRAINE\'S SIZE. HISTORICALLY AND 
ECONOMICALLY 

UKRAINE. IF THE UKRAINIAN PARLIAMENT DOES APPROVE THE 
AMENDMENT 

OBSERVED THAT THERE APPEARS TO BE NO OTHER CANDIDATE BESIDES 
KUCHMA WHO HAS ENOUGH SUPPORT TO BE ABLE TO GOVERN UKRAINE. 


3. (C) COMMENT: MFA OFFICIALS HAVE TOLD US IN THE PAST THAT 

THEY WOULD LIKE TO DEVELOP \"NICHE CAPABILITIES\" IN FOREIGN 

POLICY 

NEIGHBORS. POLICY TOWARD UKRAINE 

FORMER STATES OF THE USSR WILL BE A MAJOR THEME OF DISCUSSION 

AT THE MARCH 18-19 BRATISLAVA II CONFERENCE HOSTED BY PM 
DZURINDA. WHILE PRESIDENT SCHUSTERVS VIEW OF KUCHMA (REF A) 

IS COLORED BY THEIR FRIENDSHIP 

ARE PRODUCTIVELY ENGAGING UKRAINIAN COUNTERPARTS ON ISSUES 

SUCH AS BETTER LAW-ENFORCEMENT COOPERATION AT THE BORDER. 

SLOVAKIA CAN\'T INFLUENCE UKRAINE SINGLE-HANDEDLY 

SUPPORT A V-4 

REFORM-ORIENTED UKRAINE LEADERS. 

THAYER 
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cotton) 

of the 2003 overall total. We found Ceara sentiment in favor 
of an FTAA to be strong 

anti-dumping petition was of great local concern. 


2. Ceara shows the possibilities -- but also the hard limits - 
- of what can be accomplished by local government within 
BrazilVs federal structure. On an all-Brazil scale 

seem puny (two percent of the nations area 

population 

export growth 

looks set to stay in Brazil\'s pragmatic 

enterprising 

merits and should reward greater long-term U.S. cultivation. 


CONTENTS: Recession 
Social Welfare and Programs (6-10) 
Ceara to Brasilia on Tax Reform: No Dice (11-13) 
Policy Imperative: Hinterland Development (14-18) 
Export Spectacular (19-21) 
U.S./Ceara Business (22-25) 
FTAA: Enthusiasm 
Shrimp Anti-Dumping Issue (27-28) 
Local Politics (29) 
Other Follow-Up (30-33) 


(END SUMMARY.) 


Recession 

3. EconCouns re-visited Ceara state (147 

million people) in Brazil\'s poverty-plagued Northeast January 
19-21 

Development 

private-sector executives and others. All locals said 2003 had 
been the toughest in memory for CearaVs economy. Its official 
growth figure was worse (-0.5%) than Brazil's preliminary 
national result (+0.3%) 

Recorded joblessness was up 

rate lies the pernicious growth trend of informal (now 51% in 
Ceara 

Moreover 

and services sectors 

its saturation limit 


4. Finance Secretary Jose Mendes told us the state had had to 
cut public investment by 127 million Reals from a total budget 
of under six billion in 2003. January-September revenues were 
down almost 1096 

state budget was discretionary 
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know 

reassured that 

prime indicators (e.g. 

the state budget) remain far below the ceilings allowed by the 
GoB\'s May 2000 Law of Fiscal Responsibility. 


5. All lauded the GoB\'s success in stabilizing macroeconomic 
conditions in 2003 

produce growth in 2004. But on the micro-level they were 

dubious 

consumption could spark any economic upswing. Last year\'s drop 
in the Central Bank\'s main interest rate seems to hold scant 
meaning for business in Ceara. 


Social Welfare and Programs 

6. We asked about social needs and programs. In particular: 
how has the "Zero Hunger‘ initiative 

"Family Stipend 

Social Affairs Secretary Raimundo de Matos replied that state 
social outlays burgeoned in 2003 from 28 million per month in 
2002 to 47 million 

needy. "Zero Hunger\' has been installed in 174 of Ceara\'s 184 
municipalities. Payment goes smoothly via electronic cards 
realized in Caixa-Bank or post-office branches -- failing that 

in national lottery-ticket outlets. Between them 

outlets evidently cover every boondock in Brazil. We learned 
that since last April 

nation-wide has been via nine-person committees 

church 


7. Secretary De Matos had ready figures for the numbers of 
families registered in the specific programs now being combined 
into Lula\'s national "Family Stipend.V In all 

families benefit from some aspect of the social-safety net. 

Old problems with the national \"Cadastro Unico\" registry have 
been largely resolved 

fax and other hardware are the main needs now for social- 
program implementation 


8. Officials freely referred to Ceara being BrazilVs third- 

poorest state 

of its 7.5 million population are deemed below the poverty 

line 

wage per capita (i.e. 

poverty is disproportionately present among the 55% of Ceara\'s 
denizens in the states interior 

deep coastal fringe (which generally escapes the droughts that 
curse the hinterland) 


9. Ceara has its own relief initiatives. At the end of 2003 
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new governor Alcantara pressed through the legislature a tax 
increase adding two percent to the existing ICMS tax rate on 
various products 

Combat Poverty.\' This tax hike was in the teeth of business 
opposition 

Eloquent of the political will involved in this step is the 

fact that Ceara\'s modern repute for being a relative model of 
Brazilian progressive governance is linked to the activism of 

local business circles since 1973; Ref F. END NOTE.) 


10. The new revenues 

35 million) yearly 

\"parallel social development.\" Namely 

tides poor families through current difficulties 

Fund\' is to shore up training 

term self-sufficiency. Each of Ceara\'s municipalities is to 
have a \"House of the Family 

promoting family agriculture. Projects are to be managed by 
citizens\' committees. 


Ceara to Brasilia on Tax Reform: No Dice 

11. We asked about views of the Lula administration\'s national 
tax reform: in particular 

to set their own rates for the basic ICMS tax (Ref B). Ceara 
has been as aggressive as any state in using this power to 
attract or poach industries from abroad or from Brazil\'s south 
(Ref E). Under what assurances might it cease to resist the 
GoB\'s plan to unify the ICMS rates into five national levels? 


12. Finance Secretary Jose Martins\' initial answer was opaque. 
He drew a distinction (totally lost on EconCouns) between a 
state setting a preferential ICMS level and granting \"fiscal 
exemptions.\" But he then said outright that the GoB\'s proposal 
to form regional development funds to compensate states for the 
ICMS reform was unacceptable. Disposition of such funds \"would 
be permanently in the hands of Sao Paulo and Brazil\'s 
industrialized south.\" This would wreck Ceara\'s prospects to 
induce foreign investment 

whole sectors of Ceara\'s economy would (already) have lost 
competitiveness and be extinct." Other interlocutors echoed 
this sentiment. Bottom line: officials avoided confirming 

that Ceara would oppose ICMS reform 

conclusion was possible. (NOTE: Former Governor 

Tasso Jereissati has become one of Congress\'s key figures in 
the GoB\'s tax-reform campaign and was instrumental in putting 
off the ICMS issue at the end of 2003. END NOTE.) 


13. What about another aspect of the GoB\'s tax-reform debate: 
the suggestion to ease constitutionally-mandated state outlays 
on health and education? Secretary Mendes said that item was 
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now off the GoB tax-reform table. However 

transpire inevitably in the longer term. In his words 

GoB Ministries of Health and Education have disappeared from 
BrazilVs states 

municipal government. Ceara now spends 27-28% of its revenues 
on health 


Policy Imperative: Hinterland Development 

14. Officials\' supreme theme was the need to staunch migration 
from Ceara\'s interior to its urban littoral. Time after time 

they spoke of preempting this \"irreversible\" process with all 

its sociopathic effects. Hence the state\'s core strategy of 
fostering interior \"poles of development.\" Development 
Secretary Dias described the Nike factory with 1 
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300 kilometers from Fortaleza 

(Veven a bicycle dealership!\") that have grown up around it. 
Only by being able to implant such industrial reefs can 

Brazil\'s Northeastern states abate socio-economic migration to 
urban favelas 


15. Planting new factories inland is a pre-condition to this 
end 

agriculture viable. In this regard 

of Waters!" irrigation project 

linking canals designed to end the region\'s being prey to fatal 
droughts (Ref F 

import. (COMMENT: Indeed 

illuminate why the goal of bolstering family farming ranks so 
high in current Brazilian policy formulation at all levels -- 

with all that may imply for GoB attitudes on FTAA negotiations. 
END COMMENT.) 


16. What about the GoB\'s PPP initiative (Public-Private 
Partnership 

private investment in infrastructure projects)? Finance 
Secretary Martins replied that Ceara has submitted its own 
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state-level bill to approve rules for PPPs. But he and others 
also said flatly that PPPs \"are not applicable\" to Ceara. Road 
or other public-transport concessions would not be commercially 
viable: volumes of use are too low. Official PPP ambitions in 
Ceara are for: a convention center 

project in the large fan of land between Ceara\'s most-recently 
completed mega-dam and Pecem port; and a smelter at Pecem. 


17. NOTE: Ceara may be atypical in this respect. Since Tasso 
Jereissati\'s first election as governor in 1986 
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benefited from World Bank 

for new ports 

governance record. END NOTE. 


18. COMMENT: Ceara has been governed for almost two decades 
by the PSDB 

all our meetings there was no hint of negative assessment of 
Lula\'s PT administration -- even of shortcomings linked with 
Zero Hunger that have been raised by media throughout Brazil. 
It seemed officials could not have been more positive if they 
had been PT themselves. At worst 

volunteered his worry that LulaVs national administration \"may 
simply not have a design or measures for projecting longer-term 
growth." Media cavils aside 

does not yet admit of political attack. END COMMENT. 


The Good News: Spectacularly Booming Trade 

19. General recession notwithstanding 

export boom actually accelerated in 2003. Exports rose 40% 
almost double Brazil\'s national increase of 21% 

million. From 1991-1999 

340 million; the 2003 figure amounts to Reals 2.2 billion 
drastically devalued exchange rate 

Ceara overtook Maranhao as second largest exporter of the 
NortheastVs nine states 

half the regions six billion-dollar total. Coupled with a 15% 
drop in imports 

1993 -- of USD 220 million. The decade\'s previous best result 
was the USD 70 million deficit/deficit of 2002. Ceara\'s top 
sectors: leather/footwear (33.596 of the total or $255 million 
in 2003 

4396); Vcrustaceans 

million); and traditional cashews (14.796 

as late as 1998 accounted for 4096 of gross exports. 


20. Official and business sectors alike predicted Ceara\'s 
record will only strengthen 

production; steady branching into new overseas markets; and 
increasing activity of small or medium enterprises. The 
Industry Federation (FIEC) president noted that Ceara exports 
more than 600 individual products 

increase іп the V'Other Products" category in 2003 mainly to 
SMESsY activity. The state government\'s official aim is to 
raise the export total a further 2096 in 2004. The FIEC 
president is boosting the goal of USD one billion in 2005. 


21. Various contacts contrasted Ceara with Pernambuco state 
which has a larger economy and superior human capital 

and education indices 

million less 
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under-achievement to un-enterprising historical reliance on a 
sugar-cane economy. Other than with recovering Argentina 
Ceara\'s intra-Latin-American trade is negligible. Its sights 
are set elsewhere 

The FIEC executive-director spoke of how a recent trade visit 
by six businessmen from Cape Verde 

with West Africa (\"just four hours flight from our airport 

kept hearing) reaped a million dollars of on-the spot sales. 


U.S./Ceara Business 

22. The U.S. has been Ceara\'s biggest market for sixty years. 
Through the late 1990s 

lobsters) accounted for 80% of all U.S. purchases 

scenario has changed 

since 1999. Sales to the U.S. have kept increasing in absolute 
terms 

its 1999 peak of 54% to 40.3% last year. Subtotals for 2002: 
langostinos USD 38.5 million; shrimp 28.5 million; footwear USD 
66.5 million; cashew nuts USD 58.6 million (73% of all CearaVs 
cashew exports); leather 26.6 million (41% of all leather 
exports); \"others\" 30.4 million. Cotton 

prize crop of Ceara\'s interior 

USD 7 million (80% thread 

markets that year: Argentina (6.7%); Canada (6.3); Holland 
Spain and Italy (5.3-5.4% each). (NOTE: For many of the above 
categories 

industry federation\'s. END NOTE.) 


23. Conversely 

2002\'s $220 million to a more historically normal $90 million. 
Local recession 

the partial re-claiming by Argentina of its traditional 

Mercosul monopoly of Ceara\'s wheat market (which it temporarily 
vacated with its 2001 bankruptcy) seem the causes. 


24. A February 2003 study on U.S./Ceara relations by the 
Governor's office calculates that from 1991 to 2002 Ceara\'s 
bilateral imports grew 482% (but see para 23 above) 

exports by 19396. Other items from the study: 


-- From 1995 to 2001 

Amway 

Ceara 

jobs; 

-- U.S. visitors accounted for 11% (20 
tourists in 2002 

flights; 


-- The report notes its concern that Ceara\'s ports 


Column 3 

Pecem 

machines to detect chemical and biological threats 
specified by new USG regulations 

exports may thus suffer delays and loss\"; 


-- It also deplores the discontinuation of direct flights 

between the U.S. and Fortaleza 

devaluation since 1999. 

25. The GovernorVs Office report ends by noting \"that the 
American Embassy in Brazil has suggested that an efficient 
mechanism to increase the economic interchange between the U.S. 
and our State would be (for). the American Department of 
Commerce to designate one of its officers assigned in Brazil to 
serve as the local promoter of US business interests in a more 
permanent basis. Given that the Federation of Industries of 
the State of Ceara (FIEC) already hosts a NUSA office 

are facilities where this officer could operate. The State 
government is looking forward to take whatever steps 

its scope 


FTAA: All In Favor 

26. Utterances of enthusiasm for an FTAA were way up from our 
June 2002 visit and even from Ambassador\'s August 2003 visit 
(Refs E 

FTAA will be decided as if by two outside parties 

USG and GoB 

Not that we heard any hint of discord with current GoB FTAA 
policy. FIEC Executive Director 

Arizona as the best of my life\" and urged greater USDOC efforts 
to present American exports to Ceara 

both sides on FTAA 

USG to have bogged the process down via unreasonable 
inflexibility on the issues of most concern to the other. 


Shrimp Anti-Dumping 

27. All were well-aware of the shrimp anti-dumping petition 
against Brazil and five other nations 

Minister\'s January 15 call on Ambassador (Ref A) 

Minister\'s request that Brazil be dropped from the petition on 
grounds that Brazilian farmed shrimp are not subsidized 
widely echoed. A subsequent January 22 item in national 
business daily ‘Gazeta MercantilV asserted that Ceara shrimp 
prices and contracts have already declined in anticipation of 
the anti-dumping case; there was no such mention during 
EconCounsY visit. American investors own at least two Ceara 
shrimp farms. A single local middleman apparently dominates 
shrimp exports to the U.S. 


28. The GovernorVs Office report on Ceara/U.S. economic 
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relations states that the U.S. bought 80-99% of Ceara\'s shrimp 
exports from 1991-97 

50% since 2001. This 

in North-American imports but a market diversification sought 
out by the Ceara industry. The nine-fold increase in shrimp 
exports from 1999-2002 (sic) \"came from the growing use of 
shrimp-farming 

supply as a result of high productivity and investments in 
technology.\" In 2002 

of Ceara\'s exports to the U.S. 

almost entirely from sales of shrimp and langostinos. In 
contrast to the case with shrimp 

langostino exports has risen from 71% in 1991 to an average of 
95% (USD 35 million) since 1997. The report also notes the 
U.S. Endangered Species Act and worries that if \"one 
irresponsible fisherman is caught in a wrongdoing 

Ceara fishing industry ends up being unfairly punished.\" 


A Little Local Politics 

29. Ceara is famed for having been a relative model of 
progressive governance under continuous PSDB administrations 
since 1986. The PT came within a hair of capturing the Ceara 
governorship on Lula\'s coattails in the 2002 elections 

however 

now acute. During our June 2002 visit 

excoriated the Fortaleza mayor (of the rightist PMDB party) and 
voiced hope he would be turned out in 2004. That mayor has 
since been investigated for diversion of public funds to 
campaign and personal use. The PT believes it can gain city 
hall; rumors are it will swing with other leftist parties 

behind city councilman Inacio Arruda of the Communist Party 
(PcdoB) 

Ciro Gomes 

might presumably follow suit. Ensuing question: will PSDB ex- 
thrice-governor Tasso Jerreissati oppose the PT/Gomes candidate 
on behalf of a PSDB or PMDB alternative? The scene is further 
complicated by Tasso\'s enmity with fellow-PSDB eminent Jose 
Serra. Ceara politics illustrate the snarl of local dynamics 

that constrain Lula\'s efforts at national coalition-building. 


Other Follow-Up (Ref E 

30. A return call on the Jandaia fruit-juice farm/factory (a 
mango 

revealed a new 

construction. It will double Jandaia\'s capacity. Of the 
increment 

Europe and the U.S. Apart from a plan to gain various 
international certifications 

unsure. The U.S. northeast is the first prime target area. 


Column 3 

Russia 

consideration for now 

intrigued at the notion that Russian purchasing power might 
make it a feasible 


31. Conversely 

from Fortaleza 

unfinished white elephant (Ref E 

said the monthly number of vessel-sailings is over fifty (vs 

the reported 15-20 in June 2002) 

Jandaia executives said the extra freight costs of trucking 
their containers of bottled and TetraPak juices to Pecem were 
too high to consider changing from the old port in downtown 
Fortaleza. Oil and fuel corporations likewise all have their 
existing facilities in Fortaleza. Asked if new state-highway 
infrastructure could supply the missing link and boost Pecem 
Development Secretary Dias alluded to the old British-built 
long-disused railroad into Ceara\'s interior dating back to days 
when cotton was king there -- noting that the gauge had 
purposely been different from that of the rest of Brazil 

to keep Ceara isolated. A regional transport net now would 
have to start from scratch. 


32. In Fortaleza itself (pop: 2.2 million) 

hotels had been boarded-up since EconCouns\'s visits in 2002 
and the pre-2001 hordes of Argentinian vacationers have not yet 
begun to reappear 

described as heavy 

staff and taxi-drivers commented on the increase of domestic 
Brazilian tourists 

numbers are up because they have become less able to afford 
foreign holidays. 


33. U.S. tourists may be fewer 

gaining an American accent. Kraft Foods/Philip Morris and 
other outsiders have bought up farms and processing plants 
globalizing CearaVs share of Brazil's 180 

cashew production (including 80% of its cashew-nut exports) 
according to business daily ‘Gazeta Mercantil. Brazil's main 
cashew commercial foe: India. 
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Ganter recognized the high visibility of the Canal as a 
terrorist target 

country 

the greatest interest in doing so. Germany believes it faces 
no threat related to the Canal. Furthermore 

terrorist threat is greatest in Southeast Asia 

is concentrating its CT-related assistance. Germany does not 
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provide any direct CT-related assistance to Panama and 
recently withdrew its LegAtt-equivelant from the region. 


4. (SBU) Italy\'s Commercial Attache Marco Ceasaroni agreed 
with the low terrorism threat assessment on Panama 

that Italy does not provide any CT-related assistance to 
Panama 

between CTAG members and Panama as the best way to help 
Panama help itself and constructively use its limited 

resources. 


5. (SBU) Russia\'s Charge\' Oleg Ostrovskiy confirmed that his 
government does not provide any CT-related assistance to 
Panama 

GOP\'s Financial Analysis Unit (UAF) 

money laundering cases. Ostrovskiy proposed that GOP 
officials be invited to Embassy\'s next mini-CTAG meeting to 
brief the group on Panama\'s needs in the CT field. He asked 
that the mini-CTAG draft a matrix to directly link GOP CT 
priorities (based on the briefing) to possible CTAG member\'s 
assistance. 


6. (SBU) Great Britain\'s Consul Penny Walsh mentioned her 
government\'s donation of two sniffer dogs for use at Panama\'s 
Tocumen International Airport and her embassy\'s cooperative 
relationship with Panama\'s National Police (PNP). However 

the GOGB has not provided any other CT-related assistance to 
Panama. Walsh noted Panama\'s upcoming May 2 general election 
as a possible distraction to CT-related cooperation 

and assistance 


Column 3 
Japan 


7. (SBU) Japan\'s Counselor Tetsuo Hiraide provided the 
mini-CTAG with a detailed nonpaper of the GOJVs worldwide 
CT-related assistance 

immigration 

controls 

financing. However 

Panama was limited to the visit of two subject-matter experts 
to assist the PNP with its telecommunications network. CT 
seminars in Japan were attended by some Latin American 
officials but not Panamanians. Hiraide commented that most 
of the GOu\'s CT-related assistance is focused on Southeast 
Asia. Japan\'s assistance to Panama is mainly in 
humanitarian 

projects. 


8. (SBU) FranceVs Counselor Jean-Luc Wertheimer stated that 
France does not provide any CT-related assistance to Panama 
but in the past has offered law enforcement training 

specifically for Panama\'s Technical Judicial Police (PTJ 
similar to our FBI). He highlighted the presence of a French 
Regional Customs Attache in Bogota 

CT Specialist in San Jose 


9. (SBU) Canada\'s Consul Manuel Mulas said his government\'s 
CT-related assistance focuses on anti-money laundering 
programs 

a regional Central American and Caribbean seminar 

UAF representatives will attend. Mulas also highlighted the 
GOC-sponsored regional seminar hosted in 2003 in Panama on 
the use of the internet in police investigations. 
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10. (SBU) Spain\'s Counselor Salvador Maspoch said his 
government has provided training in-country and in Spain to 
Panama\'s Public Force\'s (PPF) security-focused units. 
However 

CT-related 

Spain does not provide any CT-related assistance to Panama 
Maspoch made a point of expressing Spain\'s willingness to 
help Panama in any joint CTAG efforts. 


WATT 
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1. The bill to establish the GoBYs would-be new energy- 

model has been passed by the Chamber of Deputies and is now 
in the Senate committee-stage (Septel.) Over most of the 
model\'s key detail there continues to hang a heavy fog of 
general unclarity. Increasingly 

independent commentators are tending to pessimistic 
judgments with regard to the GoB\'s designs. A February 1 
2004 column in top leftist daily * Folha de Sao PauloY was 
representative of this growing school of thought. 

Following is Embassy\'s unofficial translation of the column. 


2. (Begin Text of Unofficial Embassy Translation) 
HEADLINE: The Pinocchio Energy Syndrome 


Some statements and events that occurred in 2003 and the 
beginning of 2004 show that (Brazil\'s) energy-sector 
authorities have come down with the Pinocchio syndrome. As 
everyone knows 

prevents him from telling the truth. With great innocence 

and charm 

for his ideas and 

those around him. 


The current energy team 

than Pinocchio 

talk that they are making changes that will assure the 
necessary investments to regain sustainable growth. 


In the electricity sector 

(Ministry of Mines and Energy) team guaranteed that the 
model proposed during the presidential campaign had been 
discarded and that 

opinions of the agents would be considered in the 
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elaboration of the new model. 


The first surprise came in July 2003 

document was divulged. Right away you could see that the 
\"Lula light\" philosophy had not contaminated the MME team. 
However 

even other areas of the government 

that the final version of the model would take into account 

all the suggestions presented. This was because one of the 
principal objectives of the new model would be the 

attraction of private capital. Much to our surprise 

end of last year the MME sent two MPs (provisional measures) 
proposing a centralizing and state model to the President of 
the Republic. In its essence 

two MPs are similar to those that circulated (in the PT 
platform) during the presidential elections. 


Another event that forced the government to reconsider some 
of its positions is the recent energy crisis in the 

Northeast. It is good to remember that during the 

presidential campaign 

of the current authorities in the sector proposed breaking 
contracts both with the emergency thermal-plant operators 

as well as with the PPT. Even some professors who currently 
hold office in the government suggested bringing suits 
against the contracts with the Public Ministry. 


In light of these declarations 

the emergency thermal plants was delayed to the maximum 
obviously with costs to the consumers. However 
worsening of the crisis 

and during the second week of January (2004) 

thermals were turned on 

MWh. 


In the petroleum sector there are two stories. The first is 
the lack of transparency in the policy for gasoline 

and GLP prices. Petrobras claimed throughout 2003 that 
their prices were the same or less than those on the 
international market. However 

of Petrobras with those of American golf 

internal prices were always higher than the external ones. 
This explains 

supply section. In 2003 

sale of derivatives 

profit of the company 


The second story is linked to the bidding on petroleum and 
natural gas blocs. In July last year 

auction in these areas 

Policy) published Resolution No. 08. The resolution 
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contains two points that seem to have passed unnoticed by 
the market. The first took away 

authority to grant concessions. The second created two 
concepts emblematic of the current government\'s 
interventionism: the concept of the ideal relationship (sic) 
between reserves and production 

volume (sic) of reserves in the country. In reality 
resolution strengthens the MME and leaves it to be 
understood that once self-sufficiency is attained 

auctions (concessions) will no longer be necessary. 


In the field of regulation 

alternating between being for and against autonomy and 
independence of the agencies. However 

the government appeared to have opted for building a 
regulatory standard through which the agencies have their 
power reduced and their decisions politicized. This became 
clear with the appointment of a politician with a position 
against the opening of the petroleum and gas sector to the 
ANP board of directors 

of ANATEL for having disagreed with the Minister of 
Communications. 


No matter how competent the government is in the art of 
hiding its true intentions 
everyone all the time. 


In this sense 

work put into achieving macroeconomic stability 
government lets a unique opportunity for attracting private 
investment for the infrastructure sector get away. 


In 2004 

compatible with our real needs. This means separating the 
Entrepreneur-state from the Regulator-state; establishing a 
regulatory and tax model that offers incentives to private 
investment; and stimulating competition. If not 

promoting the break up of our macroeconomic equilibrium. 


(End Text of Embassy Translation) 
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U.S. Launches Robust Campaign against Trafficking in Persons 


13. The U.S. engaged the GODR in a robust campaign to combat 
trafficking in persons. USAID funded an NGO partner to help 
draft comprehensive anti-trafficking legislation 
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passed by the Dominican Congress in July and signed into law 
by the President in August 2003. In addition 

in the Dominican Republic and Haiti received a grant to study 
the problem of Haitian children trafficked to the Dominican 
Republic. The U.S. Government also provided technical 
support to a newly created trafficking unit at the National 
Police. At the Embassy 

also created at the Attorney General 

Additionally 

courses for members of the National Police 

judges on implementing the new law against trafficking in 
persons. In September 2003 a grant was approved to develop a 
curriculum at the USAID-supported Judicial School to improve 
processing of trafficking in persons cases. The U.S. 
continued to meet with key officials to encourage prosecution 
of traffickers. 


Addendum: 
The following are USG funded democracy and human rights 
programs for $100 


USAID - Electoral Assistance: $1 

USAID - Democratization of Political Parties: $500 
USAID - Strengthening the Justice System: $2 
USAID - Anti-corruption Programs: $1 

USAID - Institution Building/Civil Society: $267 
USAID - TIP Joint Project DR/Haiti: $62 

NAS - Police Academies Curricula: $500 

NAS - TIP Curriculum for Judicial School: $108 
HERTELL 
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Organizations\" declared the \"huelga\" a success in marking 
discontent with depressed economic conditions and the 
government\'s policies. The small panel of spokespersons told 
the media they would maintain a set of (unrealistic) demands 
such as the immediate doubling of salaries. President Mejia 
commented 

neediest 


Confrontations 


3. (SBU) The empty streets spoke more about citizen 
discontent than about organized resistance. No marches or 
organized demonstrations occurred (in contrast to the 
enthusiastic parades on January 26 for the PLD and late 
January 27 for the victory of Santo DOmingo\'s baseball team 
Licey in the national series.) In sporadic 

actions in low-income neighborhoods of the capital and in 
towns in the eastern half of the country protestors burned 
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tires 

explosives. Shots were fired. The scattered violence 
petered out by the afternoon of January 30. When heavily 
armed patrols of military personnel and police responded to 
protests 

National Police tell us 8 persons were killed (including one 
policeman) and 212 wounded. Military intelligence say some 
shooting was provoked by local drug traffickers. A National 
Police tally on January 30 included a breakdown of casualties 
by location: 6 dead (3 in the north 

1 in the capital) and 43 injured (33 in the north 

capital 

comparison 

left 8 dead. 


Arrests 


4. (C) Police reported that 325 persons had been detained 
during the two-day stoppage 

on the margins of civil disturbances. Military intelligence 
say some \"huelga\" organizers had been rounded up for 
questioning 

and claimed the arrests had been carried out with a judicial 
warrant. The military acknowledged that some human rights 
had been infringed 

told the Ambassador on February 5 that 1500 arrests had been 
made in order to forestall violence. According to the 

police 

February 5 

February 6. 


Human Rights Abuses 


5. (SBU) The spouse of labor leader Ramon Perez Figuereo 
organizer of the V'huelga 

28 that police had searched her house and sought to detain 
her husband without a warrant -- a practice forbidden under 
reformed procedural guidelines adopted by the justice system 
in 2003. Embassy staff report that in some cases police 
disregarded the constitutional right to the inviolability of 

the home unless judicial formalities have been complied with 
the right to freedom of circulation 

requirement for arrest warrants. 


Organizers Demands 


6. (SBU) The political message was that many Dominicans are 
fed up with the current economic problems and government. 
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Most people just stayed home from work. Opposition 
politicians 

organizations and labor unions expressed sympathy or support 
for the work stoppage 

demonstrations to air grievances or advocate policy changes. 
Some \"huelga\" organizers individually put forward radical 
demands of their own without gathering any mainline support. 
Among their calls were that the Dominican Republic not sign 
its pending IMF agreement or a free trade agreement with the 
United States; that prices of basic necessities and the 

dollar exchange rate be reduced by fiat; that wages be 
doubled; and that President Mejia resign. 


7. (SBU) The government and media commentators dismissed such 
demands and President Mejia rejected the demands as 
Vblackmail.V The only group that might gain something is 

health workers 

hospitals January 27 demanding higher salaries and more 
equipment and supplies. President Mejia agreed that a health 
workers advocacy group could form a committee to suggest 
legislation to finance higher levels of health spending. 


Participating Groups 


8. (SBU) The umbrella V'Coordination Council" member 
organizations included the relatively obscure V'Collective of 
Popular Organizations 

\"Coordinator for Unity and Struggle 

Popular StruggleV' (FALPO) led by Fidel Santana 

for Defense of Barrio Rights 

Peasant Women 

Transport Workers (CNTU) led by Ramon Perez Figuereo. There 
were small leftist parties including the V'Force of the 
Revolution" of Narciso Isa Conde 

Almanzar 

(MIUCA) of Virtudes Alvarez 

of Manuel Salazar 

Sanchez 

Rodriguez 

Jose Adon. And there were community groups such as the 
VCommittee of Popular Action of Capotillo 

barrio in Santo Domingo; the Dominican Association of 
Teachers; and student and youth groups. 


Economic Cost 


9. (SBU) Economic losses from the work stoppage are difficult 
to estimate 
was already in an economic slump and serious financial 
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difficulty. The night before 

nation on television that lost production would total RD 3 
billion (about 60 million dollars). No one publicly 
challenged that figure. 


More Work Stoppages? 


10. (SBU) This action 

timed for a week including a national holiday (Monday was the 
national celebration of independence figure Duarte). The 
\"huelga\" organizers announced follow-up meetings of the 
groups that supported the \"huelga 

26 

military intelligence contact expects future actions to vent 
discontent with the economic situation. 

Comment 


11. (SBU) One success 

to actions of the security forces 

violence. Dominican history has included far worse episodes 
particularly in the 1990s. Perhaps the principal cost was 

the marked further deterioration of the country\'s image 
abroad. In newspapers across the United States and in 
Europe 

armed police in action provided a handy lead for stories on 
economic problems 

the noisy partisan disarray of the presidential election 
campaign. The tourism sector has so far been largely immune. 
However 

destination as V'Punta Cana\" without mention of \"the Dominican 
Republic.\" 


12. (SBU) The rising tempo of election campaign activities 
driven by intense local political loyalties 

alternative opportunities for Dominicans to channel their 
frustrations and push for solutions via the ballot box. The 
coalition of strike organizers may put another stoppage on 
the calendar 

the campaigns. 

HERTELL 
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Circus Guy\'s program included performing live on Radio 
BahrainVs popular weekend music and interview program 
an acoustic performance for critically ill children and 

their families at a local hospital 

the Bahrain Mall 

teenagers congregate on weekends. Emboffs attending 
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Circus Guy\'s performance at the Mall witnessed Saudi 
and Bahraini women in their black \"abbayas\" smiling and 
gently swaying to Elvis Presley along with their 

teenage sons and daughters. The four-member group also 
performed jointly with young Bahraini musicians at 
popular jazz club \"Likwid\" and conducted an afternoon 
guitar workshop for young music students at the Bahrain 
Music Institute. At \"Likwid 

local Bahraini band \"Myoclonic Jerk\" fusing diverse 
musical styles and promoting mutual understanding with 
an audience in the early twenties. All performances 
received good coverage in the Bahraini media. 


2. Post recommends Circus Guy for similar programming 
in the region. The musicians were perfect good-will 
ambassadors 

culturally sensitive with Bahraini contacts 

and easy to program. Since the musicians are in their 
twenties (and two are lraqi-Americans) 

particularly well with youth and families. The 

vocalist is currently studying at the American 

University in Cairo 

Arabic 


3. Post warmly thanks PAS Kuwait for identifying 
Circus Guy and offering to share them with neighboring 
posts 

boggling logistics related to getting four musicians 

and their gear 

funding support provided by PAS Kuwait. Due to the 
continuing resolution 

program Circus Guy without Kuwait\'s cost sharing. 


FORD 


13793 

official from the Religious Affairs Directorate acknowledged 
political mistakes in the handling of the regulation 

defended its content as a much-needed response to public 
demand. He said the regulation will be reintroduced later 
this year. The controversy reflects both a distrust across 
the political spectrum of the ruling AK party\'s motives on 
religious matters and deep-rooted public dissatisfaction with 
official limits on Islamic expression. End Summary. 
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2. (U) Turkey\'s Directorate of Religious Affairs (Diyanet) 
attached to the Prime Ministry and responsible for overseeing 
Islamic education and all mosques in Turkey 

regulations in Nov. 2002 to ease access to organized study of 
the Koran through opening of new Koran courses. Key elements 
of the amendments included: 


-- Night Courses: Night Koran courses could be opened for 
working adults. 


-- Minimum Class Size: A minimum of 10 students would be 
required to open a Koran course; currently 
students is required. 


-- Teachers: In cases where permanent teachers are not 
available 

qualified civil servants from the Ministry of education or 
graduates of imam hatip (preacher) high schools. 


-- Location: In addition to mosques 
taught in empty dormitories or boarding houses. 


-- Summer Courses: The current regulations specify that 
summer Koran courses can operate for two months 

to three days per week; the amended regulations would have 
removed any such limits. 


3. (U) Opponents of the amendments -- including 
left-of-center/statist main opposition CHP 

the State Establishment 

that implementation would threaten Turkey\'s \"secular\" State. 
Opponents also accused ruling AK party of trying to evade 
public scrutiny by issuing the amendments on the eve of the 
end-of-Ramazan week-long Sugar Holiday. In December the 
Diyanet withdrew the amendments for further work. 


4. (U) This tug of war is not a new phenomenon. It comes in 
the context of a century-long 

debate about the place of Islam in Turkish society. Within 
that debate lies an equally fierce struggle among the Diyanet 
and administration of theology faculties 

encumbered by a positivist 

Islam; scores of brotherhoods (tarikat) and lodges (cemaat) 
which compete to impose restrictive visions of how to 
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interpret Islam in the Turkish context; and those 
commentators and theologians who would use critical thinking 
to refine both the understanding of Islam in the contemporary 
world and how to teach it. 


5. (C) Mehmet Gormez 

assistant professor of theology 

Diyanet mishandled the amendment launch. Saying that he and 
his colleagues are scholars 

acknowledging that they had not taken into account political 
factors 

Diyanet\'s seemingly positive soundings with nodes of the 
Kemalist State (NSC 

boomeranged. He sought an explanation in bad timing -- the 
amendments were introduced just days after Islamic terrorists 
conducted bombings in Istanbul. He seemed puzzled when we 
asked why the Diyanet had not coordinated its plans with the 
Cabinet (Istanbul M.P. and Erdogan advisor Bagis told us 
Erdogan had had no idea the amendments were coming) or 
launched a public relations campaign to prepare the ground 
with the public through ministersY appearances on 
broadly-watched talk shows. 


6. (C) In dismissing the idea that one should have an open 
public debate on such questions (e.g. 

awareness) 

suffer from the same elitist perspective as opponents of 
broader religious education. But he insists that opponents 
are distorting the content of the regulation. Following the 
February 28 process (the February 1997 memorandum from the 
military calling on the then-Erbakan government to halt 
Islamist policies and leading to the post-modern coup against 
Erbakan) 

total number from 6 

has been a large 

Gormez said. Under the regulation 

other alternative facilities would only be used in situations 
where there was no appropriate space in the local mosque. 
Without such legislation 

continue to be met by illegal Koran courses outside State 
control. 
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CHP: Regulation Would Expand \"Poor Education\" 


7. (C) Oya Arasli 

CHP 

education 

represents a potential threat to the \"secular\" State. She 

said students in the courses learn only to memorize the Koran 
in Arabic. They don\'t learn the meaning of the Koran 

the courses don\'t help them become better Muslims. (Note: we 
have heard the same criticism from pious critically-thinking 
Turks and give it great weight. End note.) Arasli 
acknowledged that the regulation stated that the courses 
would include instruction on the meaning of the Koran and the 
moral lessons to be learned from the life of Mohammed. But 
she averred that in practice the regulation would just expand 
the existing practice of teaching rote memorization. Arasli 
criticized the article allowing imam hatip graduates to teach 
the courses. Teenagers fresh out of high school 

are not qualified to teach children 

meaning of the Koran. Although the regulation would allow 
imam hatip graduates to teach only temporarily 

in practice many such assignments would become permanent. 


8. (C) Necdet Budak 

believe the regulation is a major issue. Still 

why the AK government is concerning itself with Koran courses 
while facing urgent challenges in areas like Cyprus 

accession 

which is unusual for Budak 

leadership -- he said one can never be sure of AK\'s ultimate 
intentions on religious matters. 


9. (C) Tayyar Altikulac 

Education Committee 

well-intentioned 

mistakes." There is a demand for more Koran courses 
especially night classes for working adults. But there is no 
reason to allow for the use of empty dormitories and boarding 
houses; such facilities are not needed 

raised suspicions among AKVs critics by falsely creating the 
impression that there would be a dramatic increase in the 
number of classes. In addition 
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mosques would be beyond the direct control of the Diyanet 
making it possible for radical elements to exploit the 

courses for their own ends. Altikulac also said the Diyanet 
should have consulted with him on the regulation 

broad experience as a teacher and former Diyanet president. 


10. (C) Mualla Selcuk 

Faculty 

the Diyanet had first consulted experts 

have drafted a regulation better designed to improve the 
Koran courses 

said the regulation seemed to be motivated by politics more 
than religion -- an attempt to curry favor with the AK 
grassroots by increasing the number of classes. 


11. (U) Gormez claimed the Diyanet will reintroduce the 
regulation later this year 

parties and building support. The regulation will form one 
small element of a broad reform of Diyanet policies. The 
principle aim of the reform measures will be to raise the 
standards for imam training. Currently 

hatip high school degree can become an imam. The Diyanet 
plans to require all imams to have a four-year college degree 
by 2007 or 2008. 


12. (C) As far as Altikulac is concerned 

controversy over Koran courses would be nullified if the 
State would simply provide proper religious education in 
schools. He believes all schools should offer an optional 
religion course providing more extensive Islamic education 
than what is now available. If this were done 

for Koran courses would shrink dramatically. In addition 
the imam hatip schools 

families dissatisfied with religious education in traditional 
schools 

educating future imams. \"If the schools don't fulfill the 
demand for religious education 

he said. 
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13. (C) This controversy is yet another example where (1) the 
Kemalist State has held in contempt the aspirations of a 
broad sector of the citizenry (one contact 

February 28 process 

summoned him and said 

write a new Koran\"); (2) many of those pushing for expanded 
religious education 

lodge mentality 

(3) both Kemalists and sectarians have drowned out more 
reasonable voices in the middle. This is not the first time 

the AK government has pulled back a proposal after opponents 
raised accusations of Islamist motives -- we last saw this 
when the GOT shelved a plan that would have enabled imam 
hatip graduates to enroll in university programs other than 
theology. Bad timing and a lack of consultation may have 
helped undermine the Koran course regulation. However 
opposition to the measure is fueled both by a general 

distrust of AK\'s motives on religious matters and by concern 
that the new regulations contained loopholes which would 
weaken the ability to ensure both quality and a spirit of 
tolerance in the teaching. 


14. (C) In Turkey distrust and concern are all too often 
expressions of fear and prejudice rather than reasoned 
argument. In this case 

expressed by MPs Arasli 

leading voices of more pious Turkey such as journalist 
Bedreddin Habiboglu. In the end 

mind that Turks tend to be relatively pious 

majority of the public bridles at the rigid State 
interpretation of \"secularism.\" As long as the debate over 
the definition of secularism 

religion 

remains unresolved 
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(based on initial positive rapid test for influenza A 

without type specific test results) or \"'pending\" (based on 
suspicious clinical symptoms) and as more information and 
test results become available are moved into the confirmed 
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category or eliminated altogether. Currently 

confirmed cases; approximately 60 possible or pending cases; 
several per day might be dropped from the Al-related suspect 
list. 


E. Laboratory surveillance done? 

Laboratory surveillance has not been conducted to date 
it has been discussed for selected cities with capable 
hospital facilities and in conjunction with large poultry 
populations. 


F. Laboratory capacity sufficient? 


CDC laboratory experts have been working with laboratory 
staff in Hanoi and in HCMC to provide training in proper 
procedures and techniques 

equipment is in place and operational. CDC staff in-country 
believe that these goals have been achieved and that the 
local staffs nationals are competent and capable of meeting 
laboratory demands. The labs are 

certain supplies and equipment that has been inventoried and 
listed in detail. Initial arrangements have been made to 
locate and procure these goods to be shipped in the near 
future. 


Е. Results communicated to national offices/ministries ? 


CDC staff members have worked hand-in-hand with laboratories 
for the past 3-4 weeks and believe that adequate systems are 

in place to report specimen results to those with a need to 

know. Although there may have been some delays in 
announcing official numbers of confirmed cases publicly 

there are no indications that results or reports have been 

unduly delayed intentionally. 


l. Communications policies and practices from government 
officials 


The WHO 

in Vietnam in organizing a response to the Al outbreak and 

in maintaining relations with the government on management 
and reporting of the outbreak. They have met regularly and 
openly with GVN officials 

consulates in HCMC 

media representatives. Articles are regularly featured on 

the front page of the Viet Nam News 

language newspaper. WHO officials have been interviewed and 
are seen regularly on local television 

WHO Working Group is in the process of developing an 
informational video to be widely distributed 

informational pamphlet for the general public 
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newsletter targeting veterinarians and commune leaders. 
Reports of increasing government interest and involvement 
are noted daily. 


VIII. (NO #8) 
IX. Experts needed? 


CDC has played a major role in providing epidemiology and 
laboratory expertise to the WHO Working Group. Several of 
the advisors are still in country and are intimately 

involved with the ongoing response to the outbreak. Both 

the Ministries of Health and Ministries of Agriculture have 

been approached and asked about additional experts and have 
indicated their thanks but that additional experts are not 
currently required. The WHO office in Hanoi has coordinated 
personnel requirements and replacements and appears to have 
adequate staffing at this time. A negative response was 

given to a similar query on staffing in a WHO recent 

meeting. They have 

donations of funds 

past two weeks. 


GVN Response: The GVN was slow at the beginning to realize 
the serious nature of the outbreak and the potential 
transmission to humans. There are also some weaknesses in 
follow through at the local level. On the other hand 

GVN did notify the OIE in early January that they had Avian 
Influenza and was the first country to do so. Ministries 

have worked well together and have cooperated well with 
international organizations and advisors from various 
countries. They have acted on the advice received. 


Assistance Requests: The GVN requested lab specialists 
CDC has supplied two for two weeks to understand the 
techniques required to test for the H5 virus. The GVN also 
requested PPE 

the GVN. In addition OFDA/USAID provided $250 

regional donation to WHO regional office in Manila to 
address Avian influenza throughout Southeast Asia. The top 
priorities continue to be protective clothing (PPE) and the 
eventual restocking of Vietnam\'s poultry farms. In a 
briefing for Ambassadors in Hanoi on February 5 
spokesperson highlighted the need for diagnostic equipment 
for the Department of Animal Health 

Vietnamese veterinarians 

cases. As for future needs 

the poultry flocks 

seek international cooperation to improve the agricultural 
sector and change current practices into more sustainable 
ones. About ten days ago 
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Pascale Brudon circulated a letter to donors listing over 20 
items. (Post will fax the list to DOS/EAP/BCLTV.) 


Warden Messages: Yes 
in HCMC are issuing warden messages. End response. 
BURGHARDT 
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stated that it intends to preserve the domination of SOCBs 
by developing them into commercially-oriented financial 
intermediaries. Towards this end 

a restructuring plan for the four largest SOCBs. In June 
2003 

the Mekong Housing Bank 

plan for equitization is to be undertaken. The preparations 
are to include an independent financial and portfolio audit 
based on IAS 

a review of its external policy and legislative environment. 


3. (U) Over the past year 

increased the number of products and services offered to 
clients of SOCBs and raised the share of their credit 
allocated to the private sector. (Note: Despite this 
increase 

lacking access to capital 

cautious about lending to it 

collateralized basis. End Note.) SOCBs still view state- 
owned enterprises 

corporations 

access to credit. This credit is extended mostly on an 
unsecured basis 

implied backing given to those companies. Because financial 
health and credit risk are not adequately assessed 
margins are not properly priced 

the banks profitability. Even though their application 
appears irregular 

to this weak credit risk analysis and unofficial ceilings 
most SOCBs are encountering difficulties implementing the 
recent interest rate liberalization that allows banks to 
freely determine the rates that they charge. 


4. (U) Vietnam chose to retain Vietnam Accounting Standards 
(VAS) and not adopt International Accounting Standards 
(IAS). However 

portfolios to be reclassified based on rules that are close 
international norms. (Note: Previously 

the amount of the missed loan payment. Now 

is missed 

count the entire loan amount as non-performing. End Note.) 
The four SOCBs also completed donor-funded IAS audits for 
2000 and 2001 and improved loan loss provisioning. They 
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began launching a computerized banking system pilot program 
that will allow customers to withdraw money at any branch 
instead of just the one where they opened their account. 

5. (SBU) Although the GVN and SOCBs made some progress on 
resolving NPLs and improving capital adequacy 

especially persist in these areas. The SBV alleges that the 
SOCBs have resolved around 30 percent of their stock of NPLs 
(identified as of December 2000). However 

percentage of NPLs remains difficult to estimate 

many banks are now rescheduling and restructuring loans in 
order to ensure that they meet their NPL targets. Even 

though the SBV has declined to estimate the amount of NPLs 
simply stating that restructuring has reduced the amount 
international experts estimate that NPLs account for between 
15 and 25 percent of Vietnam\'s loan portfolio. Difficulties 

in this area also remain 

collateral 

(SOEs). Therefore 

would trade the debts of SOEs scheduled for equitization. 

Still 

to meet their resolution targets (see septel on SOE reform). 


6. (SBU) After declaring that it would undertake a 
conditional recapitalization based on banks\' reform efforts 
the GVN found the banks\' restructuring plans too dated and 
vague to be practically used for targeting recapitalization. 
Therefore 

at 7.75 trillion VND (approximately a half billion USD) have 
not occurred in a transparent manner 

dealt with underlying problems in the banking system 

were based on separate targets from the Ministry of Finance 
and SBV. The GVN has simply injected more capital into all 
SOCBs without requiring that they address systemic problems. 
If capital structures are not changed 

expenditures will be of little value for the development of 

the banks and may dilute incentives for reform. (Note: The 
World Bank estimates that the actual recapitalization needs 
of SOCBs may exceed five times that already provided if 
current NPL estimates are accurate. End Note.) 


7. (U) Several additional operational changes are envisaged 
in the current restructuring 

to operate in a more market-oriented manner with management 
held accountable for operations and results. The GVN has 
agreed to the importance of separating the GVN\'s ownership 
role of the SOCBs from day-to-day activities. A clearer 
separation of the roles and responsibilities of the Board of 
Directors and the bank management is also to be developed in 
the near future. While the Board will be responsible for 

setting and ensuring compliance with the overall credit 

policies of the bank 
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implementers. Furthermore 

credit and risk management teams. To assist with these 
changes 

that bring together respected international banks and SOCBs. 
Although hope remains high that these programs will help the 
SOCBs 

from achieving their ambitious goals. 


JOINT STOCK BANKS 


8. (U) In Vietnam 

ways taken on the role of local 

Every JSB still has some level of state interest and 

indirect SBV management. End Note.) Following a recent 
series of mergers and liquidations 

operate in Vietnam and account for approximately 12 percent 
of the lending. Primarily geared toward small and medium- 
sized enterprises and private companies 

important role in providing credit and banking services to 
the private sector. In addition 

dynamic and customer oriented than SOCBs. However 
lack extensive networks and expertise in international trade 
and complex transactions. 


9. (U) Although parts of this sector have posted strong 
growth and performance 

encountering problems in these areas. The SBV continues to 
strictly monitor these weaker ones 

merge and revoking licenses when necessary. In addition 
most JSBs have undergone restructuring to increase their 
viability. SBV has provided capacity training for managers 
in order to strengthen personnel management 

SOCBs 

However 

SOCBs remain. Unlike SOCBs 

an extensive branch network. (See reftel for more 
information about a successful JSB.) 


FOREIGN BANKS 


10. (U) Although Vietnam\'s banking services have evolved in 
the past few years 

significantly for different players 

experiencing the greatest limitation on their operations. 
Among other issues 

of banking licenses. At present 

representative offices of foreign banks operate in Vietnam 
accounting for approximately 24 percent of the banking 
system\'s chartered capital 
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around 8.5 percent of the sector\'s assets. Leading foreign 
banks with branches in Vietnam include Citibank 

Chase 

Wachovia recently opened a representative office. In 
addition 

which account for around 3 percent of lending. 


11. (U) With the 2001 U.S.-Vietnam Bilateral Trade 
Agreement (BTA) 

field of financial services. The GVN has generally sought 
to address these obligations through a non-specific 
assurance that BTA obligations take precedence over domestic 
legislation in cases of conflict. Specifically 

stated that BTA provisions shall become effective 
immediately when due regardless of the status of domestic 
legislation. It plans to address this commitment by issuing 
individual regulations each time an obligation comes due 
rather than issuing a \"blanket\" decree. 


12. (U) Among other commitments 

the ratio of deposits in Vietnamese Dong (VND) from an 
original level of 25 percent of the branch\'s legal capital 
under the terms of the BTA. This ratio is to increase 
annually for U.S. banks until full national treatment is 
applied in year eight (starting December 2008). U.S. banks 
are currently allowed to accept Dong deposits at a level of 
250 percent of their legal capital. In addition 

response to significant lobbying from non-U.S. foreign 
banks 

to fifty percent of their legal capital. 


13. (SBU) A number of new products were introduced in a 
limited number of foreign banks and SOCBs in 2003. The SBV 
is now allowing a few banks to offer currency options ona 

trial basis. It also permitted some 

provide interest rate swaps on a provisional basis. In 

general 

when it comes to introducing new products since the SBV must 
approve each one. In addition 

their branch networks 

deposits 

land use rights 

(Note: Under the terms of the BTA 

allowed to take mortgage interest starting in December 2004 
and issue credit cards in December 2009. End note.) They 
therefore 

and concentrate on multinational corporations and foreign 
invested enterprises. This reliance makes their business 
vulnerable to the flow of foreign direct investment. 


POLICY LENDING INSTITUTIONS 
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14. (U) One of Vietnam\'s major reforms in recent years has 
been to move \"policy lending\" out of SOCBs by creating the 
Development Assistance Fund (DAF) and the Bank for Social 
Policy (VBSP). The DAF is a specialized institution aimed 

at conducting policy-based lending to large scale 

and long-term projects. Although the GVN has committed to 
revising the DAF\'s governing framework in 2004 

will remain unchanged. The VBSP is designed to provide 
preferential lending to targeted poor and remote households. 
However 

lending institution 

to invest in the VBSP. 


15. (SBU) These extra-budgetary institutions were created 
to shift the problems associated with policy lending from 

the financial sector. Unfortunately 

significant burden on the budget depending upon the quality 
of the lending and whether final borrowers can service their 
debts. Given the DAF\'s lack of transparency and expertise 
in credit and risk management 

highly likely. This risk is further exacerbated by the fact 

that these institutions appear to be the GVN\'s current quasi- 
fiscal method to maintain SOEs. 


THE STATE BANK OF VIETNAM 


16. (U) The State Bank of Vietnam acts as the supervisory 
and regulatory body for the banking sector. The SBV 
cooperation with a number of donors and international 
financial institutions 

internal processes and enhance the quality of inspection. 

In the past 

institutions complied with laws and regulations whereas now 
it is attempting to analyze asset quality and risk. In 
addition 

supervision of the banks within its jurisdiction. Unlike in 
the U.S. 

continues to operate under government guidance. 


17. (U) In addition to its role as supervisor/regulator 

SBV also acts as the SOCBs\' shareholder even though the 
SOCBs are officially \"owned\" by the Ministry of Finance. 

The SBV is tasked with acting as the state body managing the 
banking system. To that end 

representation on Supervisory Boards and appears 

various appointments 

be involved in such daily activities in SOCBs that are 
essentially powers to be exercised by the owner. This dual 
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role jeopardizes the SBV\'s independence in supervising 
SOCBs 

and makes business decisions difficult to undertake. 


18. (U) Organizationally 

structure 

cracks 

information. Furthermore 

financial institutions to various departments are unclear 
resulting in inefficiencies 

the potential that some data is not reviewed. Finally 

SBV\'s regional structure with 61 branch offices limits the 
central government\'s ability to direct overall operations. 
Experts have recommended that the GVN substantially reduce 
this number and clarify the reporting lines. An expert 
evaluation of nine of the Basel Core Principles identified a 
number of weaknesses 

transparency and accountability in the banking system and in 
the bank supervision process. 


19. (SBU) COMMENT: Unfortunately 

system reforms that Vietnam has undertaken in recent years 
appear to be mere \"window dressing\" rather than an effort to 
address systemically the system\'s weaknesses. The main 
areas of concern - SOCBs 

loans (NPLs) 

Vietnam (SBV) supervision - remain largely unresolved. This 
situation has created significant risks to the system 

are exacerbated by the high current rate of credit growth to 
the economy. (Note: Estimated at around 30 percent for 
2003 

institutions 


20. (SBU) COMMENT CONT\'D: Still 

occurring slowly 

improve 

USAID-funded Support for Trade AcceleRation (STAR) project 
is raising the GVN\'s capacity to implement reforms. 
VietnamVs senior leaders accept that reform in this area 
must take place if future economic growth goals are to be 
achieved. However 

the changes and reform necessitated by international 
commitments and domestic economic conditions rather than 
pushing forward aggressively. While fears about risks and 
challenges remain 

GVN about the need to bring Vietnam\'s economy into 
conformity with international standards 

obligations 

sector and broader economic reform commitments 

those in the BTA 

regarding banking reform and ensure that it continues into 
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articles is a stipulation that only \"Vietnamese citizens who 

are 18 years of age in full or over 

work 

conditions in accordance with Vietnamese laws and the laws 
and requirements of the foreign party may work in a foreign 
country.\" The amendments also include the requirement that 
enterprises have a permit to send workers abroad 

ensuring some measure of government control over the system. 
The changes more clearly detail the rights and obligations 

of both the workers and the enterprises 

enterprise\'s obligation \"to manage and protect the interests 
of laborers during the period of working abroad under their 
contracts in accordance with the law of Vietnam and the law 
of the foreign country;\" \"to pay compensation for damage to 
the laborer caused by the breach of the contract by the 
enterprise; and \"to complain to the authorized State body 
against breaches of the laws in the field of labor export.\" 


5. In July 2003 

implement these provisions. This regulation more 
specifically outlines the rights and duties of the GVN 
enterprises 

\"monitor 

during their time of working abroad\" and \"have cadres for 
the management of the labor depending upon the foreign 
market.\" The enterprises are thus required to regularly 
inspect overseas workplaces both before and after signing 
labor contracts. The information from the pre-inspection 
must be included in the registration of a labor export 
contract submitted to MOLISA. According to one labor export 
company 

inspections of labor export companies. 


6. Specifically 

responsible for the state management of Vietnamese working 
overseas and assigns them responsibility for organizing 

labor management sections (similar to a labor attache 

office) in Vietnamese representative missions in countries 
where a large number of Vietnamese work. MOLISA presently 
has representatives stationed in Korea 

the Czech Republic 

requires that the labor export company first attempt to 

resolve any issues that arise 

responsibility to assist workers if the enterprise does not 
react in a timely manner. In addition 

established a \"fund\" for labor export to 

things 

abroad. In a meeting with G/TIP officer Gregory Holliday 
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February 2 

Overseas Labor Nguyen Ngoc Quynh said that one specific use 
for that fund would be to help defray costs should workers 

need to return to Vietnam due to employer abuses. 


7. The new Decree highlights the conditions for granting 
and revoking licenses for labor export. Presently 

has 154 licensed labor export companies. 150 of these are 
state-owned enterprises \"owned\" by a wide range of 
Ministries and provinces while the remaining four are 
private companies operating under a pilot program. 
According to MOLISA\'s Department of Overseas Labor 
will reissue licenses to labor export enterprises one year 
after the implementation of this new Decree (i.e. August 
2004). MOLISA will use this opportunity to reconsider all 
licenses 

necessary conditions. MOLISA has already used its power to 
revoke the licenses of \"irresponsible\" labor export 
companies ten times between 2001 and 2003. It also 
temporarily suspended eight licenses. For more serious 
abuses of worker\'s rights 

Ministry of Public Security to prosecute violators under 
criminal statutes. 


8. To increase accountability and clarify the 

responsibilities of the Ministries and provinces that \"own\" 
labor export enterprises 

\"manage the activities\" of these companies and instruct them 
on their rights and obligations. In addition 

Ministries and provinces must V'inspect and examine labor 
export activities carried out by enterprises under their 
respective management" and \"identify and timely deal with 
violations related to labor export." As in many other areas 
of Vietnamese law and regulation 

and implementation reduce the effectiveness of the new 
decree. Labor export companies report that ministries and 
provinces are actually minimally involved in the daily 
activities of their enterprises. According to one company 

it must report periodically to its Ministry 

Ministry itself only intervenes if it hears about problems. 
Even in these cases 

attempt to find resolutions on its own. 


9. The GVN strictly limits the fees that labor export 
companies may charge and requires that this information be 
clearly explained to prospective workers. Enterprises may 
demand workers pay a service charge; but 
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Quynh 

wages 

obtains at least a one-year contract. For workers on 
shipping vessels 

Additionally 

visa 

travel to their final destination. Finally 

require that workers pay a deposit. 


10. The state-controlled Vietnamese media has focused its 
attention recently on abuses and problems within the labor 
export system. In the past few months 

newspapers have reported a number of cases in which 
companies either failed to protect their workers or cheated 
potential recruits through false advertisements. In the 

case of the former 

protect the workers and assist them in returning to Vietnam. 
The GVN has addressed the false advertising question 

is much more common 

widely publicizing these cases in order to raise awareness 
of potential scams. Second 

responsible for such incidents. In one of the biggest cases 
to go to trial 

recruiter to life in prison for cheating prospective 

overseas workers in February 2003. 


11. Other countries have different concerns and see the 
breaking of labor contracts by workers to be the most 
significant issue in this arena. The governments of Japan 
South Korea 

the tens of thousands of Vietnamese that have traveled to 
their countries on labor contracts and quit their jobs to 
work there illegally. Labor export companies and the GVN 
therefore 

protect workers abroad but also to ensure that they do not 
undertake illegal employment. 


12. For this reason 

export companies often include contact details for the 
workers\' families so that firms can communicate with 
families should problems arise. Although not specifically 
permitted or prohibited by the law 

consider such contact to be coercion. The GVN has 
downplayed U.S. concerns about potential abuses of this 
system by labor export companies 

interaction as necessary in cases where workers cannot be 
reached otherwise. MOLISA and MPS representatives 
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characterize the contacts with workers\' families as 
Vrequests for assistance\" rather than coercive or 
threatening. 


13. The recent regulatory changes in Vietnam are real 
advances in what is a relatively new labor export system. 
According to the labor export companies 

have clarified both their and workers\' rights and 
obligations in this field 

future abuses. Against this positive assessment is the fact 
that Vietnam is struggling to balance the sometimes- 
contradicting requirements of worker protection and labor 
export promotion. In addition 

list of issues on which the GVN would benefit from improved 
interagency cooperation to address problems and abuses. 


14. Most companies seem to understand the need to ensure 
that workers are not abused 

inspections and maintaining contact with those abroad. 

Still 

not they are \"owned\" by the State 

seeking businesses 

protections and the companies\' bottom lines do exist. The 
International Organization for Migration (IOM) and the 
International Labor Organization (ILO) remain focused on 
this subject and are developing proposals to assist the GVN. 
As part of its overall effort to combat labor abuses and 
trafficking in persons 

assist these organizations to improve Vietnam\'s labor export 
system. 
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February 9 session of the National Assembly. 


The dean of KuwaitVs College of Shariah Law is reported to 
have issued a statement vigorously opposing political rights 
for Kuwait women as inconsistent with Islamic law. The 
report contradicts earlier statements by KuwaitVs Minister 
of Awgaf (Islamic affairs) suggesting that the country\'s 
religious establishment might support such reforms. 


A prominent liberal writer states that if US troops leave 

Iraq too soon 

and that Arab countries must assist Iraq \"in shouldering the 
historic responsibility” of transitioning to self-rule. 
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A number of prominent conservative writers have hailed the 
Hezbollah prisoner exchange as a victory for Hezbollah and 
validation of the organization\'s violent tactics. One writer 

views the prisoner exchange and Sharon\'s proposal to remove 
Israeli settlers from Gaza as cynical political maneuvering 
while another believes the proposed evacuation of Gaza is a 
Vpositive step. if Sharon translates words into deeds.\" END 
SUMMARY. 


2. News stories: The signing of the Trade and Investment 
Framework Agreement (TIFA) between the US and Kuwait in 
Washington DC received front page coverage in both Al-Qabas 
and Al-Watan on February 8. Al-Watan carried a quote by 
Secretary of Commerce Zoellick stating 


SIPDIS 

friend.\" Al-Rai Al-Aam reports that Minister of Trade and 
Industry Abdullah Al-Taweel said the signing of the TIFA 
will Vboost Kuwait\'s economy." 


Al-Qabas reports that MP Ahmad Al-Saadoun announced his 
intent 

National Assembly tomorrow on the \"Halliburton portfolio.\" 
According to Al-Saadoun 

turned into \"one of the sides of a triangle of corruption.\" 


The Dean of the College of Sharia and Islamic Studies at 
Kuwait University 

that it was not \"religiously legitimate\" for women to 
participate in National Assembly elections 

voting or running for office 

February 7 front page. 


Al-Qabas reports on February 8 that \"government sources\" 
state that the issue of redrawing electoral constituencies 

in Kuwait V'is not a priority.\" The National Assembly is 
reported to be \"optimistic\" over the possibility of changing 
the constituencies. 


All papers report this week on rumors of an upcoming 
reshuffling of the Council of Ministers (Cabinet) involving 
three ministers. According to Al-Qabas 

involved would be the Deputy Prime Minister 

State for Cabinet Affairs and Minister of State for National 
Assembly Affairs 


President of the American University of Kuwait 
Al-Ghabra 

graduate students capable of expressing themselves and 
working independently 
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Editorials: 


3. \"Arab Deterioration and Independent Power\" 

Dr. Shafiq Al-Ghabra wrote in independent Al-Rai Al-Aam 
(2/7): VDevelopments throughout the Arab world foretell 
that the situation in Palestine and Iraq will steadily 
deteriorate. The situation will not improve unless Arab 
countries adopt economic and political reforms. If US troops 
in Iraq leave prematurely 

turmoil 

action is for the Arab countries to assist the Iraqis in 
shouldering their historic responsibility.\" 


4. V'Hezbollah: A Model 

Former MP Dr. Abdel-Mohsen Jamal wrote in independent Al- 
Qabas (2/4): V'With great efficiency 

impose a new political formula on the Zionists. In the eyes 
of the Arabs and the whole world 

model for how to handle a ferocious enemy that has no 
respect for the Arab. This ability will impel the Zionists 

into further caution. Hezbollah\'s leader 

become a symbol of successful leadership. 

HezbollahVs success [has]. proved the validity of the 
concept of resistance. V 


5. VSuspect Deal and Evading the Peace Process!" 

Ghazi Al-Jassem wrote in independent Al-Qabas (2/8): V'Ariel 
Sharon is similar to Saddam Hussein 

predict his next move. Governed by our emotions 

inebriated with the sense of victory 

of the real meaning behind IsraelVs release of the Lebanese 
and Palestinian detainees. In fact 

strategic level. [D]espite a respite in Palestinian suicide 
actions that only harm the Palestinians 

proceed with the peace process. He is a man of war 

peace. Today 

settlements 

President Bush. V 


6. \"Withdraw and Build Your Wall\" 

Dr. Ayed Al-Manaa wrote in independent Al-Watan (2/7): \"The 
relocation of Jewish settlements from Gaza 

eventually end the Israeli occupation is good news 
according to Palestinian Prime Minister Ahmed Qorei. It is a 
significant measure 

Palestinian-Israeli conflict. SharonVs proposal may ease 
hostility between the two sides 

to the religious and nationalistic extremists on both sides. 
For peace to succeed 

deeds.\" 
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7. \"My Concern is the Umma [Islamic Nation] 
[Conservative Islamist] Salafi Salem Al-Nashi wrote in 
independent Al-Watan (2/8): \"American cultural hegemony 
over the Islamic world is obvious. Everyone is aware that 
Western culture is enveloping the world 

incorporates the inclusion of Kuwait as a [major] non-NATO 
strategic ally. [CJondemning and vilifying America will not 
benefit the Umma [Islamic Nation]. V 


8. VEliminating Terrorism\" 

Mohammed Musaed Al-Saleh wrote in independent Al-Qabas 
(2/8): V'Almost two and a half years after the events of 

9/11 and since President Bush announced his campaign against 
terrorism 

increased globally. Meanwhile 

situation by labeling those who carry out the Intifada as 
terrorists while Sharon 

carrying the votes of American Jews 

Bush [in Washington DC]. Terrorism will not cease unless 
America changes its foreign policy and stops its policy of 
double standards. The reason behind terrorism is the feeling 
among oppressed people that the greatest country in the 
world does not care to eliminate the injustice they are 
suffering. V 
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religious and co-habitant based marriages. While the new law 
is an important step forward in protecting and promoting 
womenvs rights in Mozambique 

widespread discrimination against women in the workplace and 
with regard to property rights remain significant problems. 

Key to the effective implementation of the new law will be 
educating Mozambicans about the law\'s provisions. The 
Ministry of Women and Social Action Coordination does not 
have adequate technical or financial resources to undertake 
an education campaign about the law. DHRF grants could be 
used to undertake a media and education campaign about the 
law\'s provisions. 


4. C- Trafficking in Persons. Mozambique serves as a country 
of origin for trafficked women and children. South Africa 
serves as the principal receiving country. Poverty 

of child migration 

cultural practices are all factors contributing to 

trafficking. Over the past year 

attention in the press and among government officials to the 
problem of trafficking in persons in Mozambique. President 
Chissano acknowledged the reality of trafficking in persons 
during his New Year's Day address 
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is currently investigating allegations of trafficking in 

children (in the context of organ trafficking) in Nampula 
province. In September 

consultation with civil society on how to enhance the 
country\'s child protection policies 

children. Mozambique does not have anti-trafficking 
legislation 

laws. Additional efforts have included the \"Campaign Against 
Trafficking in Children 

raising awareness of the issue. Post is currently supporting 
several anti-trafficking or related projects through DHRF 
including a series of technical seminars for immigration 
officials. Increased DHRF funding could expand on existing 
programs by providing greater geographic coverage of programs. 
LA LIME 
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host on February 14-15. Jarallah explained that the GOK 
intended to invite the Iraqi delegation Friday February 13 or 
earlier 

communique. This would put them \"in a very strong position\" 
to obtain the other participantsV acceptance. 


3. (C) Action Requested: Department please provide nlt your 
cob Tuesday Feb. 10 any points you wish us to relay to the 
GOK. 


4. (U) Baghdad minimize considered. 
URBANCIC 
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been inactive since the government effectively shuttered them 
following a disastrous run on private banks in February 2003. 
The three other large banks 

investigation for money laundering and ties to 
narcotrafficking 

ultimate fate. Fourteen other very small private banks have 
been operating relatively freely for several months now 
though without official government sanction. These small 
banks were not mentioned in the amnesty 

them to continue their low level business. 


3. (SBU) The decision to release the three banks has been 
rumored to be in the works for nearly six months now (see 
reftel) and it is unclear why the Bank Supervisory Committee 
responsible for \"resolving\" the banking crisis 

to fire the starter\'s gun. The newly freed banks will be 
forced to abide by a long list of stringent new requirements 
though 

some that are new. 
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The New Law of the Land 


4. (SBU) The new regulations aim to keep a bank from getting 
too large and powerful and to limit a customers ability to 
quickly move money in and out of the banks. Some of the regs 
are quite responsible 

allow profitable and customer-friendly banking. We are also 
disappointed to see the government has apparently not 
reformed its own arcane banking regulations 

encouraged the type of profligate lending and dealings that 

led to the crash in the first place. 


5. (SBU) The regulations governing the three banks are as 
follows: 


-- (1) Deposits may not exceed seven times paid-up capital. 
If regulators find a violation of this 

fine equal to 2 percent of the excess amount; 

-- (2) Banks are no longer allowed to accept \"hot money!" call 
deposits (Note: these were very popular with banks 
depositors 

rate 

End note.); 

-- (8) Savings account customers can make only one withdrawal 
and one deposit per week 

-- (4) Fixed deposit terms are now three 

twelve months. Prior to the crash the terms were one 

three 

-- (5) Interbank borrowing is prohibited; 

-- (6) Lending must be based on \"strong\" collateral (not 
further defined except to prohibit the use of gold and 
jewelry); 

-- (7) Banks may not lend to their own directors or 
directorsY spouses or these peoples affiliated companies; 
-- (8) Banks must appoint loan inspectors and \"arrange to 
prosecute\" those who fail to repay loans (Note: the 
government's responsibility in these areas is not clarified. 
End note.); 

-- (9) Banks may not offer credit card services; 

-- (10) Banks must maintain a liquidity ratio of at least 20 
percent 

a loan/deposit ratio of between 70 and 80 percent. These 
last requirements existed prior to the 2003 crash 

poorly enforced. 


Comment: Banks Just Happy to Be Alive 


6. (SBU) Bankers with whom we spoke were pleased to be 
allowed to resume their business no matter the new 
restrictions. However 

not very optimistic that the new 
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environment would allow them to attract back the customers 
who fled during the crash and subsequent mishandling of the 
crisis by the government. In the first day after re-opening 
there were many customers -- to date prevented by government 
regulation from withdrawing more than 100 

($115) -- who rushed in to clean out their accounts. On the 
macro level 

banks will have much lubricating influence on the country\'s 
decrepit economy. Though included in the \"Big Six 

banks held only a tiny percentage of the deposits and loans 
compared to the country\'s two largest 

-- Asia Wealth and Yoma. End comment. 

Martinez 
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BUDGET EXPENDITURES FOR THE COMING FISCAL YEAR 

TEMPORARILY 

REQUIRED STAGE OF BRAZILYS FEDERAL BUDGET PROCESS. THE 
EXPENDITURES IN QUESTION TYPICALLY ARE THOSE FOR INVESTMENT 
PROJECTS ADDED BY CONGRESS DURING DEBATE OVER THE GOB\'S 
INITIAL BUDGET PROPOSAL SUBMITTED IN AUGUST. ONCE CONGRESS 
APPROVES A FINAL BUDGET (WHICH IT MUST DO BY LAW BEFORE 
CALENDAR-YEAR\'S END) 

DAYS. THEREAFTER 

TO DECLARE WHETHER IT PLANS TO SPEND THE AMOUNTS AUTHORIZED 
WHICH IT HAS AUTHORITY NOT/NOT TO DO IN FULL 

IMMEDIATELY UPON ENTERING OFFICE IN JANUARY 2003 

EXAMPLE 

INVESTMENT EXPENDITURE IN ITS "INHERITEDY BUDGET FOR 2003 

AND ENDED UP SPENDING UNDER TWO BILLION THROUGH YEARVS END. 


3. THIS PROCESS ALLOWS BRAZILYS EXECUTIVE TO WALK BACK AT 
LEAST PART OF THE UNREALISTIC REVENUE ASSUMPTIONS AND 
CONCOMITANT SPENDING INCREASES THAT CONGRESS INVARIABLY ADDS 
TO THE GOVERNMENT\'S ORIGINAL BUDGET SUBMISSION. THIS YEAR 
FOR EXAMPLE 

2004 REVENUE PROJECTIONS 

OTHER ITEMS 

GOVERNMENT\'S SUBMISSION. THE INCREASED REVENUE PROJECTION 
WAS THEN USED TO AUTHORIZE EXTRA EXPENDITURE 

HIKE IN THE INVESTMENT BUDGET FROM THE 7.8 BILLION REALS OF 
THE GOB\'S ORIGINAL BUDGET SUBMISSION TO 12.4 BILLION REALS. 


4. LOCAL MEDIA FOR A FORTNIGHT HAVE HEADLINED A SUPPOSED TOP- 
LEVEL INTRA-GOB BACK-AND-FORTH ON THE ISSUE OF SPENDING 
SUSPENSIONS FOR 2004. PALOCCI WAS PRESUMED EX OFFICIO TO 
FAVOR A PARTIAL SUSPENSION. PRESIDENTIAL CHIEF OF STAFF 

DIRCEU REPEATEDLY DECLARED THE 2004 INVESTMENT BUDGET SHOULD 
AND WOULD BE FULFILLED IN FULL. MINISTER OF PLANNING 

MANTEGA 

FOR THE YEAR 
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LINES. SOME PT MINISTERS 

LULA\'S GOB WOULD BE ON SHAKY POLITICAL GROUND IF IT WERE TO 
SUSPEND ANY INVESTMENT 

GOVERNMENTS FOR FAILING TO EXECUTE ALL AUTHORIZED 
EXPENDITURES AND THUS MAKING THE BUDGET \"A FICTION.\" 
UNEXPECTEDLY GOOD JANUARY GOB TAX COLLECTIONS 

1.8 BILLION REALS OVER THE GOVERNMENTVS 2004 BUDGET TARGET 
ALSO UNDERMINED THE MINISTRY OF FINANCEYS CONSERVATIVE 
STANCE 


5. THE UPSHOT: ALL LOCAL MEDIA ON FEBRUARY 6 REPORTED LULA\'S 
DECISION 

GOB EXPENDITURE ON PUBLIC-INVESTMENT IN 2004 OF ONLY THE 7.8 
BILLION REALS LAID OUT BY THE THE GOB IN ITS ORIGINAL BUDGET 
PROPOSAL LAST AUGUST. THE 4.5 BILLION REALS IN ADDITIONAL 
PROJECTS INSERTED DURING THE SUBSEQUENT CONGRESSIONAL DEBATE 
ARE THUS ALL TO BE ALL SUSPENDED. (NOTE: AT LEAST ONE LOCAL 
ACCOUNT INACCURATELY REFERRED TO THE GOB\'S BUDGET \"CUTS\" AND 
THE FIGURE OF FOUR BILLION REALS. END NOTE). IN AN EVIDENT 
ATTEMPT TO MOLLIFY POLITICAL REACTION 

SUPPOSEDLY AIM TO ACHIEVE THESE SAVINGS AS MUCH AS POSSIBLE 
THROUGH ECONOMIES OF MAINTENANCE AND OPERATIONAL EXPENSES 
(\"CUSTEIO\") -- RATHER THAN PURELY BY ELIMINATION OF 
INFRASTRUCTURE PROJECTS IN A LOCAL-ELECTION YEAR. THE TOTAL 
2004 GOB BUDGET FOR \"CUSTEIO\" IS A REPORTED REALS 38 BILLION. 


6. THE FEBRUARY 6 FINANCIAL DAILY "VALOR\ REPORTS THAT THE 
GOB HAD FOUND A WAY TO FURTHER FINESSE THIS POLITICAL FIX 
WHILE MAINTAINING SUFFICIENT CONTROL OVER EXPENDITURES TO 
ENSURE MEETING ITS 4.25% OF GDP PRIMARY-SURPLUS TARGET. 
INSTEAD OF AN OUTRIGHT SUSPENSION 

FORMULA 

LAW AS \"TECHNICAL RESERVES 

ABOVE ITS BASELINE PROJECTION 

ANY \"WINDFALL\" REVENUES COULD THEN BE SPENT BEGINNING IN THE 
LAST QUARTER OF THE YEAR. HENCE 

THAN-EXPECTED TAX REVENUES PROVE A SUSTAINED TREND 

WOULD INCREASE EXPENDITURES COMMENSURATELY FROM THE BASE 
LEVEL IN ITS ORIGINAL BUDGET SUBMISSION 

QUARTER. THIS STRATEGY WOULD FREE THE GOB FROM HAVING TO USE 
THE POLITICALLY SENSITIVE \"CONTINGENCIAR\" WORD. 


7. COMMENT: A CLEAR MESSAGE THROUGH ALL THIS INTRA-GOB 
POLITICAL MANEUVERING IS THAT THE GOB\'S ECONOMIC TEAM 

FIRST AND FOREMOST PRESIDENT LULA AS SUPREME POLICY ARBITER 
REMAIN DEDICATED TO THE 4.25% SURPLUS TARGET FOR THE 2004 
BUDGET 

GROWTH AND JOBLESSNESS IN BRAZILYS LOCAL-ELECTION YEAR. 


HRINAK 
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decided to pay after five Maoists strapped with grenades and 
carrying bombs entered his Lumbini hotel 

it up if payment was not made within 24 hours. The 
businessman said he contacted the municipal and security 
authorities for assistance 

He claimed that at least six other hoteliers in Lumbini paid 
similar amounts to the Maoists during the same timeframe 
with one establishment owned by a Japanese company reportedly 
paying an even higher premium. 


2. (C) Comment: Nepali businessmen readily admit that they 
are regularly subject to extortion. Rarely 

admit (at least to us) that they pay. Our contact\'s unusual 
candor offers a rare window into the scale of demands facing 
business owners--and the pressure they obviously feel to 
comply. Our source\'s information 

some equally rare insight into the sums of money the Maoists 
are able to command from frightened members of the besieged 
business community. End Comment. 

MALINOWSKI 
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or at minus one.\" Given the lack of progress on a range of 
banking sector issues 

strategy. 


Rocky Transitions at Bank Regulatory Agencies 


6. (C) First and foremost among IFI and other contacts\' 
concerns are the management changes at the newly-separated 
bank regulatory agencies: BRSA and SDIF. The GOT pushed for 
the separation 

entirely new SDIF board 

over the SDIF\'s sensitive management of intervened banks and 
their assets. The IMF went along with the separation of the 

two boards 

well-qualified. On January 14 

candidates for the new SDIF board. The GOT\'s candidate for 
chairman was Abdullah Soysal. Soysal 

recently-appointed BRSA Chairman Tevfik Bilgin 

on-site bank inspector (sworn auditor) who also has bank 
management experience. A week later 

appointments of Soysal and one other board candidate were 
rejected by President Sezer. Soysal had been a manager of 
Interbank 

by SDIF. The GOT subsequently proposed Ahmed Erturk 
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member of the Capital Markets Board and former Al-Baraka Turk 
manager 

chairmanship on January 29. 


7. (C) Klingen said that not only the Chairmen but also the 

Vice Presidents 

changed at the two regulatory bodies. The new people seem to 
be less independent-minded and less qualified than their 
predecessors. Klingen pointed out that there are many 
unresolved questions about how the newly-separate BRSA and 
SDIF will work with each other 

past SDIF relied on BRSA in many areas. Klingen raised the 
possibility of a separate asset management agency. 


8. (C) It is striking that five of the seven SDIF board 
candidates originally proposed by the GOT are former sworn 
auditors. Recently-removed BRSA Vice President Fikret Sevinc 
told econoff that BRSA Chairman Bilgin was very close to the 
network of sworn auditors 

from other BRSA and SDIF officials 

communication and coordination problems at BRSA. Central 
Bank officials and the IMF Deputy Resrep have confirmed that 
the sworn auditors are a close-knit faction 

Deputy Resrep said the IMF has been trying to dilute the 
sworn auditors \"monopoly\" on bank inspection. 


9. (C) BRSA and SDIF are also reeling under multiple 
investigations looking for corruption: SDIF V.P. Berberoglu 
recently told econoff that forty-odd investigators--from 
parliament 

bodies--are swarming over SDIF and BRSA 

prior decisions. 


Failure of SDIF Asset Tender: 


10. (C) Another IFI concern relates to the effective death of 

the SDIF asset sales program. Sevinc characterized estimates 
of as much as USD 50 billion for the value of the SDIFVs 
portfolio of seized assets as wildly inflated 

a provision in Turkey\'s bankruptcy law that uses 200 to 300 
percent interest rates to value assets. Sevinc said this 
provision was left over from Turkey\'s hyperinflation days 

when bankers wanted to avoid having the value of their assets 
inflated away during lengthy bankruptcy proceedings. In 

reality 
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about USD 3 billion 
of SDIFVs tender of non-performing loans (NPLVs). 


11. (C) AU.S. Treasury Technical Advisor 

working with SDIF on the asset sales program 

that the program had succeeded in attracting serious bidders: 
Deutsche Bank 

others 

million. The advisor felt that Price Waterhouse 

SDIF 

million. However 

be replaced--then set a Vreserve price\" of over USD 100 
million 

came in at USD 53 million 

The U.S. Treasury advisor believes that the bid--at almost 17 
percent of book value--approaches U.S. FDIC\'s historical 
results and should have been accepted. His advisor 
colleagues and the IMF agree. All agree that this result 
effectively ends the asset sales program for the time being 
since no financial house will take the time and expense of 
bidding in the future. The failure of the SDIF tender 

that of some recent privatizations 

protection from prosecution for government officials for 
their official decisions. Klingen said whenever the IMF 
raises this issue 

on. 


Failed Bank Owners\' Try to Return to Sector 


12. (C) The IFI\'s and many analysts are also perturbed by 
two recent attempts by former owners of failed banks to 
regain control of their old banks. Econoff asked SDIF V.P. 
Berberoglu about press reports that Cukurova Group was trying 
to: a) restructure its debts to SDIF 

control of Yapi Kredi Bank. Note: At the same time 

was part of a consortium bidding on the privatization of the 
state oil refiner 

out to a competing bidder. End Note. Berberoglu confirmed 
that Cukurova had indeed written to SDIF proposing to pay a 
smaller amount to SDIF on both Pamuk and Yapi Kredi 
return for a much shorter repayment period. As for rumors 
that Cukurova is trying to reassert control over Yapi Kredi 
Bank 

violation of the Banking Act\'s requirement that no executive 
of a previously-failed bank be allowed to have a banking 
license. 
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13. (Sbu) On January 26 

that SDIF had rejected Cukurova\'s offer as not in compliance 
with the law. In his public statement 

open the possibility that SDIF might entertain other 

proposals from Cukurova in the future 

be rumors in financial markets that Cukurova will make 
another attempt to get back into Yapi Kredi. 


14. (C) The other 

to the SDIF-ousted former owners of Demir and Kent Banks. 
Klingen lamented the legal can of worms opened by a court 
decision to overturn SDIF\'s earlier takeover of Demir and 
Kent. One of the earlier IMF reforms was to have all bank 
regulatory cases heard by a single chamber of the Council of 
State (Danistay) 

with banking expertise. This chamber had upheld SDIF\'s 
takeover of Demir and Kent 

overturned by the General Assembly of the Danistay. Next 
steps on the Demir and Kent cases are unclear 

Klingen 

what can be done. If the cancellation of the takeover 

stands 

HSBC 

recent years. 


State Banks Grow Larger Amid Delays on Privatization 


15. (C) World Bank Country Director Andrew Vorkink recently 
told Econcouns he sees little prospect that the State Banks 
will be privatized soon. There have been several public 

hints in recent weeks that the GOT and state bank management 
are not expecting to privatize the state banks in the near 
future. According to Keskin of the Bankers\' Association 
Prime Minister Erdogan recently told a meeting of AK Party 
parliamentarians that 

phased out this summer 

banks could shift deposits to state banks. Keskin worried 
about phasing out the blanket guarantee while some banks 
remain under state ownership. Meanwhile 

Director of state-owned Ziraat Bank has been talking about 
his strategy for the year 

might be privatized. At the same time 

has been enlarged by virtue of the transfer of failed Imar 
Bank\'s deposits to Ziraat 

possible merger with SDIF-intervened Pamuk Bank. 
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Comment: 


16. (C) Since coming to power 

both a strong desire to gain control of the independent bank 
regulatory agencies and a reluctance to move ahead on state 
bank privatization. As the banking sector faces a crucial 
transition year 

risks to the sector stemming from the disarray at the 
regulatory agencies and the absence of progress on bank 
privatization. 
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have totally collapsed.\" Independent commentary in all 
languages was critical of the President\'s actions and 
focused on elections. One independent Sinhala editor 
commanded 

and fair election 

V'The fresh elections should not be a barrier for peace... V 
End summary. 


2. (U) On February 7 

Lanka\'s Parliament. In the days after 

headlines echoed independent Sinhala daily DIVAINA\'s lead 
(2/9) 

Nominations from February 17-24; new parliament to meet on 
April 22" Newspaper reporting in (Kumaratunga- 

controlled) government-owned and independent media quickly 
became partisan. Government-owned English DAILY NEWS 
headlined (2/9) 

vernacular sibling government-owned Sinhala daily DINAMINA 
crowed (2/9) 

and government-owned Tamil daily THINAKARAN noted (2/9) 
\"Country welcomes the dissolution of the parliament. V" 
Reporting about the President's decision from non- 
government media sources was more nuanced. Independent 
English website LANKA ACADEMIC headlined (2/8) 

was \'forced\' to dissolve parliament by her party 
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stalwarts.\" Рго- ТТЕ website TAMILNET noted (2/7) 
\"President intervened to save nation from PremierVs anti 
national sabotage - Opposition Leader.\" Independent Tamil 
daily THINAKKURAL lead with (2/9) 

the stalled political situation to change with the 

elections." 


3. (U) The independent press carried Prime Minister 
Wickremesinghe and his UNP party\'s story. Independent 
English weekly SUNDAY TIMES headlined (2/8) 

decision: PM 

DAILY MIRROR continued (2/9) 

UNP.\" Independent Maharajah Television (MTV) reported in 
all languages (2/8) 

will have a negative impact on peace development.\" 
Independent Tamil newspaper coverage was especially 
supportive of the UNP message. Independent Tamil daily 
THINAKKURAL reported (2/9) 

is a signal of war from the south - UNP 

Tamil daily VIRAKESARIVs main headline (2/9) read 

win the elections and form a stronger government and teach 
a good lesson to the President - UNF.\" 


4. (U) In the meantime 

reported on the composition of the government before the 
elections (2/9) 

while independent English DAILY MIRROR asked (2/9) 
Cabinet heads to roll" The President appointed two of her 
closest advisors to the caretaker cabinet. Government- 
owned English DAILY NEWSY photo lead was captioned (2/9) 
V'Two new ministers 

Post and Telecommunications Minister D. M. Jayaratne). The 
Presidents newly appointed ministers quickly found their 
voices. Independent English website LANKA ACADEMIC 
reported the new Media Minister's comments (2/9) 

is a well balanced media- Kadirgamar 

Sinhala daily LAKBIMA did the same for the new Post and 
Telecommunications Minister (2/9) 

address peopleVs issues - D. M. Jayaratne.\" 


5. (U) Newspaper headlines reported concern for free and 

fair elections from both the Presidents and the Prime 
Minister's perspectives. Independent Tamil daily VIRAKESARI 
noted (2/9) 

free and fair election - New Minister Kadirgamar 

independent English daily ISLAND reported Power and Energy 
Minister Karu Jayasuriya\'s comments (2/9) 

need for violence free polls 

Newspapers gave space to coverage of local election 

monitors as well. Independent English DAILY MIRROR wrote 
(2/9) 
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Free and Fair Elections) 
THINAKKURAL continued (2/9) 

local observers at the general election.\" 


6. (U) Not surprisingly 

begun. Independent Tamil daily VIRAKESARI reported (2/9) 
\"Political parties are seriously engaged in setting their 
strategies for the general elections - UNP meets under PM - 
TNA to meet tomorrow.\" Independent English website LANKA 
ACADEMIC reported UNP chairman Malik Samarwickrema\'s 
comments (2/8) 

Malik 

the UNP line (2/9) 

people-friendly program win - UNP Deputy Leader Karu 
Jayasuriya.\" Government-owned Sinhala daily DINAMINA\'s 
headline dismissed UNP optimism (2/9) 

lose this election 

(Minister of Lands Rajitha Senaratne); and went further 

still (2/9) 

UNP.\" 


7. (U) Although independent English DAILY MIRROR reported 
(2/9) 

headlines showed Tamil and Muslim political parties already 
in the fray. Pro-LTTE Tamil daily SUDAR OLI led with (2/9) 
\"TNA to adopt a new strategy at the general elections - no 
preferential votes 

THINAKKURAL cautioned (2/9) 

leaders who think that there should be solution to the 
Tamils\' problems - Elections will further aggravate the 
situation - TNA Secretary General Sampanthan MP.\" 
THINAKKURAL also reported (2/9) 

trying hard to get all Tamil parties to contest under one 
banner 

\"Some of the upcountry Tamil parties to join the UNF.\" The 
LTTE\'s reaction was muted. Pro-LTTE website TAMILNET 
reported (2/8) 

political will and vision 

daily THINAKARAN noted (2/9) 

the Tamils a permanent solution is needed - Vavuniya LTTE 
leader S. Elilan.\" On the Muslim front 

Tamil daily THINAKARAN reported 

elections - Minister Hakeem 

daily ISLAND added (2/9) 

and \"SLMC to go it alone.\" 


8. (U) Concern about the economy and donor money for 
development also dominated media headlines 

the Tamil press. Independent Tamil daily THINAKKURAL 
cautioned (2/9) 

Independent English DAILY MIRROR\'s Financial Times section 
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headlined (2/9) 

leaders - Cohabitation would have seen the nation through; 
Urge next Govt to ensure stability and development oriented 
economy while ensuring peace process." Government-owned 
Tamil daily THINAKARAN noted (2/9) 

will come to a standstill with the dissolution of 

parliament - Minister Karu Jayasuriya.\" Independent 
English daily ISLAND reported (2/9) 

confab in balance 

VIRAKESARI worried (2/9) 

4.5 billion aid - Diplomats and intellectuals.\" 


9. (U) Editorial comment was heavy in both government- 
owned and independent newspapers 

offered wildly divergent opinions. Government-owned 
newspapers in all languages reflected the President\'s 
agenda 

Parliament was the right decision 

wrote (2/9) 

have totally collapsed.\" Government-owned papers noted 
that the President had \"no choice 

\"dangerous situation [Sri Lanka] was pushed into by the UNF 
trying to satisfy the developed nations 

elections as the \"first step toward an independent Sri 
Lanka.\" Independent commentary in all languages was 
critical of the President\'s actions. English commentary 
focused on free and fair elections and the importance of 
international monitoring and the role of the media. 
Independent Sinhala editors fretted over the upcoming 
election and commanded 

to a free and fair election 

characterized the President\'s actions as a \"wrong act\" and 
\"undemocratic 

not be a barrier for peace...\" 


moss Under the headline 

government-owned English DAILY NEWS commented (2/9) 
the country facing near-anarchy due to a breakdown in 
governance... Providentially 

given achance to decide as to who is best suited to rule 

this country and restore peace and stability.\" 


Editorial excerpts. 


With the country facing near-anarchy due to a breakdown in 
governance 

has had no alternative but to dissolve Parliament. The 
collapse of the peace process and the Shylock-like 
irrational demand for the portfolio of defence 

worker unrest for reasons ranging from low wages 
spiralling cost of living to insecurity of employment 
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rampant corruption at levels hitherto unheard of 
prohibitive cost of fertiliser to farmers 

inefficiency 

people and a total disinterest in the rule of law made the 
Ranil Wickremesinghe-led United National Front (UNF) 
governments continuance in office untenable.. 
Providentially 

decide as to who is best suited to rule this country and 
restore peace and stability. 


End editorial excerpts. 


aes Under the headline 

government-owned Tamil daily THINAKARAN commented (2/9) 
\"The President had no other options than to dissolve the 
parliament as the UNF government was inactive.. So 

decision taken by the President to dissolve the parliament 

is correct.\" 


Editorial excerpts. 


The parliament has been dissolved and fresh polls are to be 
held on April 2nd.. The President had no other options than 
to dissolve the parliament as the UNF government was 
inactive.. The UNF ministers 

to hold fresh elections suddenly became silent because a 
survey conducted by the UNP sources showed a negative 
result.. All UNF strategies to postpone the dissolution of 
the parliament failed.. Certain political analysts 

patriotic artistes and many trade union leaders requested 
the President not to fall prey to the UNF ploy 

realized the dangerous situation that the country was 
pushed into by the UNF in trying to satisfy the developed 
nations.. It is the duty of the President to give an 
opportunity to the citizens to decide the fate of an 

inactive government. So 

President to dissolve the parliament is correct. 


End editorial excerpts. 


“=== Under the headline 

politicians 

(2/9) 

play a bigger role in the monitoring of this next election 
from north to south and east to west. Otherwise our vile 
political morons will further plunge this country with so 
much promise into eternal chaos.\" 


Editorial excerpts. 
Now that President Chandrika Kumaratunga has dissolved 
Parliament and fixed fresh elections 
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years 

and fair election without senseless bloodletting.. One 
thing is certain. Virtually all politicians are in this 

foray not for the country 

aggrandisement.. Therefore 

and fair election to really feel the pulse of the nation. 

All recent elections have been marred by violence 
perpetrated by none other than these so-called democratic 
parties. So once again 

call on the international community to play a bigger role 
in the monitoring of this next election from north to south 
and east to west. Otherwise our vile political morons will 
further plunge this country with so much promise into 
eternal chaos. 


End editorial excerpts. 


== Under the headline 

wise decision?\" independent Sinhala daily LANKADEEPA 
commented (2/9) 

government that had the majority in the Parliament? IsnVt 
this act ridiculing the peoples mandate? If this election 
also brings a government of this nature 

eternal elections? ....Now all should pay attention to a 
free and fair election. V 


Editorial excerpts. 


The step to dissolve parliament and hold a general election 
can never be regarded as prudent. Why? This is not the 
time for the Sri Lankan sectors to be at loggerheads. The 
rectifying of bitter political instability that arose since 
November 4 was crucial. Another crucial factor is the 
country's poor economic instability. Conflicts in the 
economic and trade areas with the upcoming election is 
inevitable. investments will be low 

scarce. For years 

suffering. Who can justify the dissolution of a government 
that had the majority in the Parliament? Isn\'t this act 
ridiculing the people\'s mandate? If this election also 
brings a government of this nature 

eternal elections? This dissolution has happened at a time 
when the peace process has halted. What will happen to the 
peace process? Who can give the guarantee that a war will 
not occur? What will happen if it happens? Whatever it 

is 

attention to a free and fair election. This won\'t be 

possible if violence and rigging continues. Who would then 
be penalized? The public. 


End editorial excerpts. 
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== Under the headline 

national problem 

commented (2/9) 

barrier for peace and the new elected government should 
take forward the peace process or else the country will 
face economic hardships.\" 


Editorial excerpts. 


After consulting some of SLFP stalwarts and the Elections 
Commissioner 

her executive powers.. The President has also appointed 
two of her closest allies as Ministers in the caretaker 
government.. Snap polls were expected but not so soon 
judging from the Presidents address at independence 
celebrations.. As in the past 

promises never lasted 

immediately.. The national problem during the last two 
decades was the ethnic problem.. That is the cause of all 
the destruction.. During PM Ranil Wickremasinghe\'s short 
spell as the PM 

problem.. The fresh elections should not be a barrier for 
peace and the new elected government should take forward 
the peace process or else the country will face economic 
hardships.. 


End editorial excerpts. 
Lunstead 
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ministerial changes at the PresidentVs request. Sri 
Lanka\'s political parties are gearing up for what many 
expect will be a hard fought 

Tamil Tigers have called the President\'s decision \"a 
grave setback\" for the peace process 

reiterated support for the ceasefire and peace. The 
elections are expected to delay any possible restarting 
of GSL-LTTE negotiations for another several months. 
Mission believes that the February 17 meeting of Tokyo 
process co-chairs should go ahead. Septels contain 
reports on media play and Mission\'s EAC meeting. END 
SUMMARY. 


2. (SBU) President Chandrika Bandaranaike Kumaratunga 
dissolved Sri Lanka\'s Parliament late February 7 and 
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called for general elections to take place on April 2. 

The elections are several years early (the current 
Parliament was seated in December 2001 and its five-year 
term was set to end December 2006). The PresidentVs 
\"gazette\" order was formally delivered to the government 
printing office in Colombo just before midnight on 
February 7 where it was printed and thus brought into 
effect. The printing office was surrounded by police 
during this process to ensure that there were no 

problems and there were not. In fact 

PresidentVs action 

political violence or other turbulence in the country. 

All in all 

situation in stride so far. This is understandable 
inasmuch as the calling of elections has been mooted as 
a very real possibility since the cohabitation impasse 
between the President and the Prime Minister began in 
November 2003 (see Ref B). 


3. (SBU) (Note: There had been talk that Provincial 
Council 

April as parliamentary elections if the latter were 
called. It now appears that the PC elections will take 
place at some point after the parliamentary elections 
perhaps in a staggered fashion.) 


4. (SBU) With the calling of elections 

government (GSL) remains in place 

Ranil Wickremesinghe 

and Finance Minister K.N. Choksy 

in their positions. The GSL 

\"caretaker\" government 

is formed to take its place after the April elections. 
There are reports that the President is pressing the PM 
to make large-scale ministerial changes. Already 
February 7 

former foreign minister Lakshman Kadirgamar was named 
Minister of Information and Media 

Freedom Party (SLFP 

Jayaratne was named Minister of Posts and Mass 
Communication. (Note: At this time 

Ministry remains in the hands of the President. How to 
allocate this ministry\'s key functions was the focus of 
the cohabitation impasse 

cancelled discussions between the two sides.) 
Kumaratunga 

pressing the PM to take immediate steps to cut down on 
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the number of ministers and deputy ministers in his 
government to a total of 15 (down from the current 60- 
plus). 


5. (C) Sri Lanka\'s political parties are gearing up for 
what many expect will be a hard fought 

campaign. (Note: Over 50 people died in the last 
parliamentary election campaign in December 2001.) Ina 
February 8 conversation with Ambassador Lunstead 
Bradman Weerakoon 

PM and key aides were in a \"war-room\" meeting discussing 
the coming campaign. (In reaction to the news 

has canceled his planned February 9-11 visit to 

Thailand.) In a February 9 conversation with Polchief 
Malik Samarawickrama 

National Party (UNP) 

the party\'s organizers and financial backers. He said 

the UNP was ready with a \"war chest\" of USD 5.0 million 
and he estimated that elections would cost the 
government USD 8.0 million to hold. 


6. (SBU) As the UNP reviews next steps 

its \"United National Front\" (UNF) 

estate Tamil Ceylon Worker\'s Congress (CWC) and the Sri 
Lanka Muslim Congress (SLMC) 

making plans. The SLFP and the radical Janatha Vimukthi 
Peramuna (JVP) 

Freedom Alliance\" (UPFA) 

The key issue that all the parties are focused on in the 
near-term is the drawing up of candidate nomination 

lists which must be submitted to the Elections 
Commissioner between February 17-24. (Note: Septel 

will detail Sri LankaVs election process and 

procedures.) For the UNF and the UPFA coalitions this 
process involves hours of hard bargaining and 
compromises. While the SLFP-JVP linkup seems strong at 
this time 

coalition partners like the CWC and the SLMC are still 

on board and willing to form joint electoral tickets as 
necessary. 


7. (SBU) The pro-Liberation Tiger of Tamil Eelam (LTTE) 
website \"TamilNet\" has been reporting on the situation 
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in the south in a largely factual manner. There has 

been one key thread of commentary 

emerged from Anton Balasingham 

spokesman. Balasingham was quoted on TamilNet as making 
the following comments that are at once sharply critical 

about the situation in the south but reassuring about 

the LTTE\'s continued commitment to the peace track: 


\"The dissolution of the Sri Lankan parliament and the 
call for a snap election constitutes a grave setback to 
the peace process. The decision to seek another mandate 
from the people clearly demonstrates the fact that the 
Sinhala political leadership lacks the political will 

and vision to resolve the country\'s burning issue -- the 
Tamil national question. The irrational power struggle 
and the lack of consensus among the Sinhala ruling 
elites on the resolution of the ethnic conflict have 
plunged the entire country into serious political 
instability and endangers the prospects of peace and 
security of the Tamil people. 

The LTTE leadership has amply demonstrated to the world 
their sincere dedication and commitment to peace and 
peaceful resolution of the conflict. In spite of the 
political turmoil and uncertainty in Colombo 

liberation organization will rigidly observe the 

ceasefire regulations and maintain peace. Since the 
decision to call for elections might further delay the 
resumption of the peace talks 

international community to take immediate measures to 
assist the Tamil people faced with urgent humanitarian 
needs. 


At this critical juncture we call upon the Sinhala 
masses to express their solid support to those forces 
who recognize the legitimate rights and aspirations of 
the Tamil people and are seriously committed to peace 
and peaceful resolution of the Tamil ethnic conflict. 

It is the majority Sinhala people who has the final 
choice in the forthcoming elections to decide as to co- 
exist with the Tamils in peace 

or compel them to seek the path of political 
independence on the basis of their right to self- 
determination.\" 


8. (C) LTTE leader V. Prabhakaran and Political Chief 
S.P. Thamilchelvam have not been quoted by TamilNet on 
the situation as of yet. Thamilchelvam is now in Europe 
and expected to return to Sri Lanka on February 14. In 
other Tamil-related developments 

Alliance (TNA) 

represents about 16 MPs 
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the President\'s action. Senior TNA MP R. Sampathan was 
quoted as stating that the election would only lead to 

more \"confusion\" in the south about policy toward the 
peace process. In a February 7 conversation 
Chandranehru 

that the JVP would gain more seats in the election and 
would work to derail the peace process. 


9. (C) As touched on in Balasingham\'s comments 
downside of the elections is that they are expected to 
delay any possible restarting of GSL-LTTE negotiations 
for another several months. (Note: The talks have been 
on hold since the Tigers pulled out of the negotiating 
track in April 2003. The group indicated that it was 
willing to restart talks late last year 

November 2003 cohabitation crisis intervened.) It is 

not immediately apparent why Kumaratunga chose to go for 
elections at this time 

that the \"Mano-Malik\" talks were on the verge of 
reaching agreement on a mechanism for sharing defense 
powers. Elections will be expensive and probably 

violent 

clarity. It appears that the President threw in her lot 

over the weekend with hard-liners in her party and in 

the JVP 

now. Indian High Commissioner Sen told the Ambassador 
that in his estimation the President was swayed by these 
elements 

of power.\" It is not clear why the SLFP-JVP thinks it 

can win elections; most observers believe 

that there will be a real dogfight that will most likely 

result in a hung Parliament. 


10. (C) Mission believes that the February 17 meeting 

of Tokyo process co-chairs should go ahead. The meeting 
would serve 

that the elections be peaceful 

international community\'s support for the peace process 
and a timely resumption of peace talks 

the need for assistance to all areas. Mission will be 
providing further thoughts regarding the February 17 
meeting shortly. END COMMENT. 


11. (U) Minimize considered. 


LUNSTEAD 


14. (SBU) Though some agreement may be reached this week on 
the distribution of the first $20 million 

generating companies remain very far apart on analysis of the 
sector\'s problems. A solution will probably require months 

of work 

will. 


15. (SBU) For now 

intended as a warning to the companies and as a negotiating 
tactic by the GODR 

miscalculation as the government desperately looks for ways 
to get electricity back on line. While officials have 
downplayed the significance of the appointment of this 
commission 

IFls. Though a military/government commission may be nothing 
more than an action in keeping with local political style 

is not the confidence building measure the country 
desperately needs. END COMMENT. 

HERTELL 
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AND DISHONEST.\" THE RULING COALITION HAS VOWED TO TAKE THE 
MATTER TO THE CONSTITUTIONAL COURT. (COMMENT: THE TACTIC OF 
REFERRING THE ISSUE TO THE CONSTITUTIONAL COURT MIGHT 
BENEFIT THE COALITION BY DELAYING THE REFERENDUM BEYOND 
APRIL 3 

COULD ALSO BE USED AGAINST THE COALITION. THE RULING 

PARTIES WILL MEET FEBRUARY 9 TO WEIGH THEIR OPTIONS.) 


HZDS VICE-CHAIR: REFERENDUM MOMENTUM SLOWING 

3. (SBU) POLOFFS MET WITH HZDS VICE-CHAIRMAN SERGEJ KOZLIK 

THE DAY AFTER SCHUSTER\'S ANNOUNCEMENT. HE ESTIMATED ONLY 35 
PERCENT OF VOTERS WOULD PARTICIPATE 

MOMENTUM CREATED BY PRICE INCREASES AT THE BEGINNING OF THE 
YEAR WOULD BE LOST BY APRIL. AS FOR THE PRESIDENTIAL 

ELECTION 

PUSHED BY HZDS LEADERSHIP AND REGIONAL STRUCTURES AS WELL AS 
PERSONAL AMBITION TO RUN 

HE SAID POLLING NUMBERS FOR EDUARD KUKAN AND IVAN GASPAROVIC 
ARE INFLATED. KOZLIK CONFIRMED THAT HZDS PLANS MORE 
SYSTEMATIC AND VISIBLE OPPOSITION-POLITICS 

HAVE CRITICIZED THE PARTY FOR SEEMING TOO CLOSE TO THE 


Column 3 
COALITION. HOWEVER 
FELLOW OPPOSITION PARTY SMER. HZDS SEES ITS ALLIES IN OTHER 
CENTER-RIGHT PARTIES 
NATIONALIST FACTIONS. KOZLIK WILL RUN THE HZDS CAMPAIGN FOR 
JUNE EUROPEAN PARLIAMENT ELECTIONS 

TURNOUT TO BE VERY LOW. 


BREAKAWAY PARTIES: EXPERIENCE OF PEOPLE\'S UNION 

4. (SBU) POLOFFS ALSO MET WITH VOJTECH TKAC 

PEOPLE\'S UNION (LU) 

SUPPORT FOR LU IN POLLS HAS DECREASED TO BELOW ONE PERCENT 
SINCE THE SPLIT. NONETHELESS 

JOIN THE PARTY WEEKLY. HE EXPLAINED THAT LU HAS BEEN 

WORKING WITH JAN SLOTA\'S SLOVAK NATIONALIST PARTY (SNS) FOR 
PRAGMATIC REASONS 

IDEOLOGY--BOTH LU AND SLOTA SUPPORT IVAN GASPAROVIC FOR 
PRESIDENT. TKAC SAID MECIAR IS NOT A DEMOCRAT AND IS UNABLE 
TO MANAGE THE HZDS MPS. IN ADDITION TO HIS PERSONAL 

AMBITION 

THE SECOND ROUND IN THE PRESIDENTIAL ELECTION. BOTH TKAC 
AND KOZLIK PREDICTED THAT THE REFERENDUM ON EARLY ELECTIONS 
WOULD FAIL AND THAT THE DZURINDA GOVERNMENT WOULD PERSEVERE 
THROUGH THE END OF ITS FOUR-YEAR TERM. 


WOMEN IN POLITICS...NOT 
5. (SBU) MP JOSEF HERIBAN (ANO) HAS PROPOSED MANDATING THAT 
EVERY THIRD CANDIDATE ON A PARTY LIST BE A WOMAN. AT LUNCH 
HOSTED BY THE DCM 
WOMEN HAVE MADE IN THE PRIVATE SECTOR 
BUT SAID THEY LAGGED BEHIND IN PUBLIC OFFICE. MP EVA CERNA 
(ANO) NOTED THE LACK OF A \"WOMEN\'S CAUCUS\" IN PARLIAMENT 
SINCE FEMALE MPYS FOLLOWED INSTRUCTIONS RATHER THAN THEIR 
CONSCIENCES. SHE ADDED THE MEDIA WAS OFTEN MORE INTERESTED 
IN HER HAIRSTYLE THAN HER OPINIONS. THERE ARE LARGE NUMBERS 

OF WOMEN AT LOWER LEVELS IN MINISTRIES 
ARE MADE FROM THE TOP DOWN 
POLICY. SEVERAL PROFESSIONAL WOMEN HAVE COMMENTED TO POLOFF 
THAT SLOVAKIA\'S GENEROUS MATERNITY BENEFITS (UP TO THREE 
YEARS OF GOVERNMENT-SUBSIDIZED LEAVE) MAKE WOMEN UNCOMPETIVE 
ON THE LABOR MARKET 
HIRE WOMEN OF CHILD-BEARING AGE. 
WEISER 
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ShiVa street demonstrators and give Iraqis hope for a better 
future. 
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3. (C) They all stressed that the U.S. should do more to 
integrate the Sunni 

asserting that most Iraqis are secular by nature. Dr. Khuzai 
confided that she had recently met with Ayatollah Sistani to 
gauge his opinion about women\'s roles іп a democratic Iraq. 
She said he was forthcoming and frank and told her he was 
open to Iraqi women playing an important role in the future 

of Iraq. One Jordanian-based friend said she was approached 
recently and encouraged to organize a Sunni political party. 
She said she summarily rejected the offer and asked PolOff if 
the U.S. had a Protestant 

political party. Everyone around the table opined that the 
U.S. is unwittingly perpetuating Saddam\'s \"divide and rule\" 
sectarianism by pitting Iraqi religious sects against each 
other. All the women said they considered themselves Iraqis 
first 


4. (C) Dr. Khuzai asserted that there is a widely held 
perception among Iraqis that CPA Baghdad is demanding a 10 
percent cut on all contracts. She alleged that anyone 

wanting to do business in Iraq goes directly to CPA Baghdad 
and shuns dealing with Iraqis at the ministries. Businessmen 
know 

Most of the other Iraqi women also alleged that service 
contracts are going to non-lraqi Arabs 

provide the services at a fraction of the cost. 


5. (C) Dr. Khuzai and her friends urged the U.S. to initiate 
an Iraqi satellite station to act as a counterbalance to the 
disinformation offered by Al-Jazeera and Al-Arabiyah 
satellite stations. They argued that lraq\'s message is not 
reaching average Iraqis in Iraq or the Arab world. 


6. (C) Comment: We offer these views as one slice of Iraqi 
opinion heard in Amman -- in this case 

anti-sectarian 

be said from this vantage point to reflect a majority view 
among lraqvs ShiVa. 


7. (U) CPA Baghdad minimize considered. 


Visit Embassy Ammanvs classified website at 
http://www.state.sgov.gov/p/nea/amman/ 

or access the site through the State Department's SIPRNET 
home page. 

GNEHM 
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internal one.\" Trade benefits would be limited without 
continuing structural reforms 
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as one part of an overall economic plan 

in the context of other social and economic improvements 
blunting criticism. The A/S stated that the United States 
plans to begin negotiations with Colombia and Peru 

then broaden them to include Ecuador and Bolivia. Botero 
expressed concern the negotiations might be delayed if Peru 
was not ready to begin. He added that the GOC had convened 
the negotiators from the other countries to begin 
consolidating their positions 

continue to take the lead. 


5. (SBU) Botero said FTA opponents exist in congress 
private sector 

about the opinion of the Catholic Church 

pulpit is still very strong in Colombia. The government 
needs a concerted outreach effort 

that Colombia is not competitive with U.S. grains and 
cereals 

vegetables. Adjustments in phytosanitary rules would also 
make them very competitive in poultry 

Wayne pointed out that although the science of the rules 
cannot be negotiated 

and foster greater transparency on both sides. Botero 
underscored the social and political sensitivity of Colombian 
agriculture 

corn and rice are most likely to turn to illicit crops. He 
stated that his government works well with USTR and looks 
forward to the negotiations 

agencies might help USTR to develop positions that would take 
into account the political realities of Colombia. A/S Wayne 
added that it is important to be very clear about such issues 
up front and to present a thorough analysis of these problems 
early in the process in order to assure the negotiators that 
they are legitimate and deserve attention. Minister Botero 
ended by reiterating that Colombia is ready to proceed on an 
FTA 


We will stay the course -- Finance Minister Carrasquilla 


6. (SBU) A/S Wayne met with Finance Minister Alberto 
Carrasquilla 

Vice-Minister of Trade) 

Andres Arias (subsequently named Vice Minister of 
Agriculture). A/S Wayne congratulated the financial team on 
Colombia 

commercial disputes 

win-win situation. However 

part of a broader economic plan and will not bear fruit 
without serious structural reforms. A/S Wayne also stressed 
the need to settle investment disputes and urged the Minister 
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to promptly pay Nortel once that dispute has been settled. 
Carrasquilla responded that he understood and that the 
necessary funds would be available. 


7. (SBU) Carrasquilla provided a comprehensive overview of 
the fiscal situation and acknowledged that liabilities 

outweigh assets on Colombia 

pensions and servicing interest on the debt alone cost 
Colombia roughly USD 9 billion of the USD 14 billion 

collected in taxes. He explained that the Uribe 

administration remains committed to improving efficiency this 
year by increasing the tax base 

regimes and loopholes in the tax code 

size of government. Ortega added that with the loss of the 
referendum 

push cost-cutting and reform measures through a reluctant 
Congress. He added that Colombia needs to repair local 
finances 

would be politically difficult. Carrasquilla expressed hope 

in the paramilitary demobilization and re-integration 

that the GOC has budgeted sufficient funds to cover the 
process. He added that demobilization may increase revenues 
as people move away from petroleum and gasoline smuggling -- 
a problem costing Colombia USD 300 million a year. 


Lunch with GOC Economic Officials 


8. (SBU) The Ambassador hosted a lunch on trade issues with 
the Minister the Environment 

Economic Advisor Dr. Rudolf Hommes 

Juan Ricardo Ortega 

Gomez. 


9. (SBU) A/S Wayne and the Ambassador noted the importance 
of including environmental and labor considerations in an 

FTA. Minister Suarez acknowledged this and spoke of the 
importance of sustainable development and of working with 
business. Minister Suarez and Hommes also expressed doubts 
about the GOC\'s ability to change existing environmental 
legislation to meet the levels required in an FTA. A/S Wayne 
and Mr. Manogue explained that the Chile and CAFTA FTAVs 
primarily focused on enforcing existing laws. Presidential 
Advisor Hommes then noted that there must be greater public 
education and discourse about the benefits of free trade to 

all sectors of society. He added that there is great fear of 

an FTA in the agricultural sector in Colombia and agreed that 
the GOC must begin to talk to Congress and the media. Ortega 
added that in order to gain widespread support 

needs to focus its educational efforts on the sub-federal 

level. He added that support from local officials will be 
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critical in winning Congressional backing. In an op-ed 
published Feb. 2 


10. (SBU) A/S Wayne stressed to the GOC that an FTA has to 
be part of a national strategy if it is to succeed 

for example 

be an entrepreneur in Colombia. The GOC representatives 
strongly agreed 

public to buy into changes. Ortega stressed that an FTA 
could be a catalyst for change 

Wayne\'s assertion that an FTA is not an economic cure-all. 
Gomez and Hommes agreed the GOC needs to work with the 
private sector to prepare for the negotiations and will need 
even more support from businessmen to get an agreement 
approved by Congress. 


Colombian Business Leaders Say They\'re Getting Set for FTA 


11. (SBU) A/S Wayne met with the Presidents of Colombia\'s 
banking 

According to Rafael Mejia 

agricultural producersY association 

FTA 

Colombia 

The cultivation of corn 

rural jobs; as a result 

an FTA are as important as the economic aspects. The sector 
wants U.S. transition and reconversion funds as well as 
outreach to help Colombian farmers. Patricia Cardenas 
president of the national banking association 

her sector sees the FTA as a good opportunity for growth 
employment generation 

capital markets. Bankers are concerned 

banks locating branches in Colombia under an FTA would use 
their off-shore capital 

local banks with less capital. Finally 

association president Javier Diaz said an FTA provides a 
unique opportunity to boost Colombia 

deal a blow to the problems presented by narcotics and 
insurgents. APTDEA has permitted the country to increase 
sales in new dynamic industries like textiles and shoes 
lowering unemployment. An FTA not only offers trade in goods 
but also more potential investment 

reduce unemployment. 


12. (SBU) The Colombian business associations said they are 
working to develop a single voice in the negotiations 

are planning to meet with their U.S. counterparts. Entire 
sectors are not threatened per se 

the threat is to individuals and firms that refuse to adapt. 
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Part of the problem 

wins and losses against the economy as it currently exists 
while in reality trade permits new economic actors to enter 
on the scene to create many more winners. The business 
leaders also said the FTA promises to bring more 
sophisticated business practices as well as reforms in tax 
structures and investment. A/S Wayne stressed that unlike 
ATPDEA 

one part of a broad economic approach that includes 
structural reforms. A/S Wayne also stressed that the private 
sector has a role in explaining the benefits to the public. 


Press Interview 


13. (U) A/S Wayne\'s interview appeared in the February 2 
edition of Portafolio 

interview 

raised in his visits. He praised GOC efforts to date to 
restructure the economy and pave the way for an FTA. The 
interview highlighted the need for the Colombian negotiating 
team to work closely with the private sector to identify 
important negotiating areas. He also made it clear that the 
FTA was a negotiation 


Leading Economic Think Tank Positive on Colombia\'s Prospects 


14. (U) A/S Wayne met with former Mining Minister and Central 
Bank board member Carlos Caballero 

economic think-tank 

of the economy after 1998 

picture of Colombia 

growth in 2003 and a projected 3.8 to 4 percent this year. 
Caballero noted that while productivity and efficiency have 
been increasing 

Colombian does not yet feel the recovery. The government's 
top three priorities 

security gains 

and to sign an FTA. 


15. (U) Caballero said private investment grew 20 percent in 
2003 fueled by a construction boom 

growth and new jobs will depend on signing an FTA. 
Colombia 

half last year 

the time-limited ATPDEA preferences. He added that it is 
critical that Colombia focus outwards 

national consensus does not yet exist because the priority 
has been on internal reforms. Fedesarollo is now focusing on 
reforms in regional revenue sharing and the need to increase 
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land taxes. They believe military spending should be made 
more rational 

government agencies 

education budgets 

military commitments under Uribe. 


16. (SBU) Comment: The GOC is off to a good start on FTA 
preparations inside the government 

hard work of building and cementing a pro-FTA consensus at 
home. UribeVs popularity and high public confidence due to 
recent security and economic successes will help 

will need a careful analysis of sector by sector benefits and 
opportunities as well as ways to address potential Vlosers VV" 
concerns. End Comment. 


17. (U) This cable has been cleared by A/W Wayne. 
WOOD 
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Seminar 

course on terrorism crime scene investigations for 50 
participants and a one-week anti-kidnap seminar for 40 
participants. 


4. In compliance with the Leahy Amendment 

Economic Sections 

units and law enforcement personnel for training and 
assistance to ensure that the beneficiaries of US assistance 
have not committed human rights abuses. The Political 
Sections human rights officer also meets regularly with 
contacts in the private sector and within the government to 
foster support for human rights and track significant areas 
of concern. 


5. The mission\'s efforts to promote democracy 
and political rights continued to be quite strong. The 


USAID/OTI office funded National Democratic Institute (NDI) 
activities to promote transparency in the electoral process 
through domestic observation. To accomplish this objective 
NDI is working with a consortium of civil society groups 
spanning the political spectrum to provide quality control in 
the electoral process 

and media reporting. The OTI also funded the International 
Republican Institute (IRI) to provide training to political 
parties in 1) execution of electoral campaigns with emphasis 
on developing campaign strategies and communicating party 
platforms effectively to voters; and 2) observation of 
electoral processes 

establishment of a volunteer trainer network. In addition 
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the OTI funded the Carter Center\'s continuing mediation and 
electoral process observation efforts. 


6. Complementing OTI activities 

press statements and speeches by the Ambassador 

visiting USG officials 

contained references to our strong support for OAS Resolution 
833 as the way out of Venezuela\'s political crisis. In 

addition 

by Washington policymakers and OAS officials to the media and 
placed them on the embassy website. The mission also 
arranged a digital video conference (DVC) on the California 
gubernatorial referendum 

referendum was discussed in detail. 


7. To improve the country\'s judicial system 

Affairs Section (PAS) conducted several programs to 
strengthen the administration of justice and prevent abuses. 
PAS organized a DVC on judicial ethics and sponsored five 
expert speakers on various aspects of the administration of 
justice. PAS also sponsored a one-week workshop on 
\"Mediation and Conflict Resolution in Prisons\" conducted by 
an expert trainer in conflict resolution. The participants 
representing all sectors of the judicial and penal systems 
used their workshop experience to create a network for 
continuing professional collaboration. In late 2003 

arranged an additional expert speaker on victim protection 
and funded an International Visitor Program on \"Human Rights 
and Prison Reform.\" A DVC on the country's human rights 
situation is planned for early 2004. 


8. To strengthen civil society and democratic institutions 

the mission approved $718 

grants in the following program areas: justice/human rights 
transparency in government 

conflict management 

(dialogue among polarized groups). For example 

was designed to raise public awareness of and respect for 
human rights. It accomplished the goal by conducting human 
rights workshops for leaders of key societal sectors and by 
distributing written explanations nationwide of the main 

national and international mechanisms for protection of human 
rights. Another grant promoted democratic discussion between 
government and opposition parties in the National Assembly on 
topics such as freedom of expression. The discussions were 
facilitated by an international expert. 


9. Especially relevant due to the standoff between the 
government and private media were embassy efforts to support 
a free and democratic press. The Ambassador hosted a Press 
Freedom Day event to highlight the importance of free speech. 
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That message was backed up by USAID/OTI grants that 
emphasized the importance of an impartial media 
candidates to have air time during elections 

regulatory systems 

coexistence among those with opposing viewpoints. In 
conjunction with OTI 

media in a democracy for pro-government and opposition 
affiliated journalists. The mission issued many press 
statements in suport of freedom of expression and against the 
use of violence by any party for political ends. 


10. To assist women\'s efforts to overcome discrimination and 
violence 

Partnership a kickoff workshop for women who are business and 
community leaders. The Vital Voices worldwide network helps 
women organize themselves to address a range of issues 
including leadership training 

fight against trafficking in women and children. The mission 

also co-sponsored a one-day conference on proposed changes to 
the Domestic Violence Law that would reduce protective 


measures available to battered women and children. 
Conference participants produced a written argument (amicus 
brief) against the proposed change and presented it to the 
Constitutional Chamber of the Supreme Court. 


11. The Consular Section works with local immigration offices 

to strengthen immigration controls and prevent human 
smuggling and trafficking in persons. In 2003 

hosted one DHS Bureau of Citizenship and Immigration Services 
officer who trained 300 employees from airlines 

security 

detection. 
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must have branches in all 10 regions (and two-thirds of each 
region\'s districts). National officers must be drawn from 
every region. Membership or symbols based on \"ethnic 
regional 

forbidden. Parties must \"satisfy\" the EC that they meet 
these requirements. 


Some Found Wanting 

3. (SBU) After carefully warning political parties for 
months on end 

Advisory Committee (IPAC) 
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addresses and physical locations of offices 

December scoured the countryside hunting up national 
regional and district offices and officers. Sometimes led by 
local party officers 

dozens of dusty towns and villages in the middle of harmattan 
season. Fresh paint and party symbols often adorned 
structures dedicated to petty commerce: tinroof storefronts 
small bakeries 

that could remotely be called an office was claimed to be so 
with EC officials sometimes standing in cobweb-strewn 
broken-roofed shacks while party officers baldly proclaimed 
continual use by streams of party faithful. 


4. (SBU) In January 

IPAC. To the satisfaction of the two major parties 
President Kufuor\'s NPP and former President Rawlings\' NDC 
both easily met the requirements. Two small parties 

and PNC 

Parliament 

reach 

party officials sat in glum silence as the EC spelled out 
with great care 

how far they fell from the required constitutional standards 
of \"national character.\" District office totals ranged from 
zero to seven (out of 110); five of the six other parties had 
no national office. At the conclusion of the EC\'s 
presentation 

tried to dispute the findings 

half-hearted and unconvincing. 


Solution: De-register? 

5. (C) By implication 

register parties also encompasses the power to de-register 
parties who fail the \"national character\" test. EC officials 
privately express their wish to clean the electoral slate of 
these nearly non-functioning parties. Ballots (which usually 
include party symbols and candidate photographs) would be 
simplified 

attempting to communicate with organizations that have barely 
a stamp and envelope to rub together. However 

they aver that no binding decisions have yet been reached 
and \"deliberations\" continue on their findings and 
conclusions. Several small party officials have told us that 
they will simply re-register 

de-registers them. V'And what will the EC do?\" said one. 
VRe-verify party offices? They don\'t have the time for 
that. Whether the EC would allow this is an open question. 


Marginal Voices Cherished? 
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6. (SBU) Despite their small-to-infinitismal size 

also-rans do figure in Ghanaian politics. Local media grant 
extensive coverage to their Lilliputian doings. Four of the 
small parties have tried for some time 

merge and form a unified \"Nkrumaist\" alternative on the left 
of the political spectrum (all told 

of the vote in the 2000 presidential election). Petty 
egotism 

leaders 

ups and downs dutifully documented in print and on the 
airwaves. Any political event of any consequence 

opening of Parliament 

series by one of Accra\'s prominent NGOs or think-tanks 
generally includes a sprinkling of small party leaders 

bask in the limelight and repeat their standard stump 
speeches 

press and hosts. 


7. (C) As the small parties squabble amongst themselves 
make theatrically unbelievable pronouncements on their 
impeding victory next December 

rules 

talented small party leaders. The CPP\'s sole MP 

Blay 

hailing like Blay from the modernist wing of the CPP 

held several senior ministerial positions 

Minister of Energy. UGM presidential candidate Charles 
Wereko-Brobby headed up the Volta River Authority (he was 
dismissed for poor performance). One of three PNC MPs 
Baah 

MPs also hold Deputy Ministerial positions. They serve in 
the NPP government in return for their (or their colleagues) 
votes in Parliament. Particularly early on 

only 100 votes in the 200-member Parliament 

counted -- still true today with the NPP MP count at 103. 
But the NPP also keeps the small parties off balance with 
this pick and choose strategy; co-opted small party MPs vote 
the NPP party line 

attempt critiques of the ruling party. 


Who Gets the Chop 

8. (SBU) The CPP 

Kwame NkrumahVs old pan-Africanist party 

in the northern half of Ghana 

Electoral Commission hecatomb. Having actually managed to 
elect someone to Parliament 

respectable district office counts (CPP 

should make the cut. The rest 

UGM 

near-zero district office counts 
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hold required yearly congresses 
Ghanaians 


Comment 

9. (C) Ghana has essentially a two-party system: the 
business-oriented NPP of President John Kufuor 
president Jerry RawlingsY semi-populist NDC. Nkrumaist 
leftists and nativist non-entities play on the margins of 
this two-party political scene. However circumspect the EC 
proves to be in wielding its constitutional authority 

several of the smaller parties will not be missed if 
de-registered. Others will continue to attract a loyal if 
very modest following 

ruling party for office and influence. End comment. 
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electoral process so far. According to Allen 

Tribunal employee by mistake deleted an electronic 
nomination submitted by Partido Popular (PP). PP\'s 
President Ruben Arosemena publicly complained about it 
the Electoral Tribunal has already informed him that the 
candidacy has been accepted. 


Campaigning comes first 

7. (SBU) A professional legislative staffer complained to 
Embassy about \"how boring work is these days.\" Though the 
plenum at the Legislative Assembly is in recess 

should have been meeting to discuss pending issues. 
According to this staffer 

Salas makes constant calls for committees to meet 

is not successful. Not even those who are not campaigning 
are around. We expect a very quite session after March 1 
as well 

reconvenes Officially on March 1 


Can't get their act together 


8. (SBU) An Arnulfista source involved in the Arnulfista 
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presidential campaign privately shared with Embassy that 
\"there is lack of communication and certainly little 
organization within Aleman\'s campaign. Competing with 
public disappointment with the GOP is a difficult task and 

we need as much coordination as possible.\" The source 
claimed that a new campaign strategy is to distance 
themselves from President Moscoso \"who knows it already. V" 
The source cited Aleman\'s promise to abolish the 
transparency law regulations (passed by Moscoso) as a 

start. Embassy asked whether that stance would compromise 
Moscoso\'s support for the candidacy 

\"attacks will not be personal 

GOP has ignored doing. On party renovation 

after the elections a movement will promote current 

legislator Jose Blandon 

president in 2006 
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there have been two Uribe-Chavez summits during the Uribe 
Administration and continuing military dialogue at the field 
commander level. Barco mentioned plans to have vice FM level 
meetings to manage border incursion incidents. However 
lamented that defense minister meetings had not taken place. 
Turning to internal Venezuelan issues 

policy and stressed the importance of the OAS and Carter 
Center in ensuring transparency in the all important 

signature verification process currently being conducted by 
the National Electoral Council. Barco expressed complete 
agreement. 


5. (C) Regarding President UribeVs February 8-14 visit to 
Europe 

public security and human rights have both improved markedly 
during his administration. Barco indicated Uribe would meet 
with ten prominent European human rights NGOs to explain his 
record. Barco worried 

lukewarm reception at the European Parliament. 

WOOD 
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to a question about his proposal to appoint a career police 
official to head the Panamanian National Police 

stated that Panama no longer has a military 

problem? Martinelli insisted repeatedly that he does not 
represent the \"traditional political parties that are 
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responsible for the poverty 

which this country suffers.\" He stated that he would take 
\"drastic measures\" like reducing the tax on gasoline 
$0.25/gallon to stimulate economic activity. Like 

Martinelli 

Supreme Court Justices resign due to the perception that they 
are corrupt. Endara curried favor with anti-PRD voters when 
he quipped that Was the only \'guest\' in Panama\'s jails among 
the four candidates\" (during the Noriega dictatorship as a 
political prisoner) 

reform the judiciary. 


METHOD TO THE MADNESS 

4. (SBU) The debate format was based on 20 questions from the 
general public that a four-member committee pre-selected from 
an initial pool of approximately 200. The press conglomerate 
MEDCOM received the questions via telephone 

personal interview with Panamanians who approached its 
affiliates. The candidates drew lots to determine their 

order of speaking and rotated who answered first. At the end 

of the debate 

seconds to offer final comments. 


COMMENT: PERFORMANCE CRITIQUE 

5. (SBU) Commentators generally concurred that Arnulfista 
Candidate Jose Miguel Aleman had made a poor showing 
TorrijosY had won 

a reasonable performance. While repeating his V'proposals for 
you\" platform 

Aleman launched personal attacks on Torrijos and Endara based 
on their past roles in government. Martinelli\'s pugnacious 
anti-system assault catered to viewers fed up with Panama\'s 
political cronyism 

authority in saying such things having worked in the previous 
two administrations. Despite being the firmest advocate of 
constitutional reform 

would violate the constitution. After Endara said he would 
appoint a new Panama Canal Administrator 

him by explaining that only the Panama Canal Board of 
Directors has the authority to name or remove the 
Administrator. Endara later asserted that he would ask 
Supreme Court Justices for their resignation shortly after 
having complained about an overly powerful Executive branch. 
These missteps reinforced the public perception of Endara as 
an honest 

the facts wrong. 
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BETTING ON THE PRESIDENTIAL HORSE RACE 

6. (SBU) The morning before the debate 

America newspaper published a CID Gallup public opinion poll 
that ranked the four candidates as follows: Martin Torrijos - 
42% 

Ricardo Martinelli - 4%. Since June 2003 

Torrijos and Endara has narrowed 

has doubled (though only to 8%) 

last place. Political insiders swear that the 67-year-old 
Endara\'s campaign will run out of gas 

competition between Torrijos and Aleman 

country\'s two largest parties. Indeed 

Party delegates walked out of the party\'s recent nominating 
convention after party managers told several Colon stalwarts 
to step down and make way for first VP candidate Guillermo 
Ford\'s picks 

backing outside Panama City. Considering that 30% of 
respondents said they would never vote for Aleman 

may not see Aleman as a real threat at present. 
Nevertheless 

the Arnulfista party machine will deliver sufficient votes to 
overtake Endara and even narrow the gap to within five 
percentage points between Aleman and Torrijos. (See Septel.) 
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TSJ/CNE Dinner 


SIPDIS 


4. (C) Carter had dinner with Supreme Court (TSJ) President 
Ivan Rincon and National Electoral Council (CNE) President 
Francisco Carrasquero during the visit. Rincon told Carter 
that the decision to allow Chavez to run in the subsequent 
presidential election if he is recalled has already been 
drafted; its publication will await the results of a 

referendum. Rincon promised that any legal challenge raised 
against the recall would be resolved quickly by the TSJ. 


5. (C) Carrasquero told Carter the CNE would complete its 
work by March 1 atthe latest. Diez said that Carrasquero 


comes across as someone who cares very much about his place 
in history and in fulfilling his mission to make the 
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referendum process work. (Note: Carter made note of his 
conversation with Carrasquero in his press conference in 
which he suggested that March 1 would be the latest date the 
CNE should announce the results of the verification process. 
End note.) 


6. (C) Diez told Ambassador he was concerned that some in the 
opposition has criticized Carter for complimenting Chavez on 
his anti-poverty campaigns. Diez has been personally 

attacked as a closet \"Chavista\" by some in the opposition. 


7. (C) Former President Carter\'s visit was a touchstone for 
the verification process and buoy to the CNE. Carter has 
high credibility with both sides and is seen as a senior 
statesman. Carter\'s visit was key for delivering the message 
to Chavez that he must accept the CNE\'s results 

agreed to publicly. By complimenting Chavez\'s social 
achievements 

opposition about the tough electoral battles that lie anead 

of them. A reporter who covers the CNE full time told us on 
February 6 that the atmosphere in the CNE was completely 
different before and after the Carter visit. Unfortunately 

the warm glow wore off within the week 

political tensions between the Chavistas and the opposition 
have returned to prominence 

between CNE rectors. While Chavez has not disowned his 
commitment to Carter that he would accept whatever the CNE 
decides 

ensure that the decision is favorable to them. 
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Guatemala is withdrawing immigration controls from the 
Salvadoran border unilaterally. Briz said the biggest 
problem would be with products where tariff phase-out 
schedules differed under CAFTA (read: beer). He said El 
Salvador\'s President Flores wanted to finish before leaving 
office 
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share revenues collected on the periphery was easier than it 
had been made to appear 

proper jurisdiction in order to access tax credits or 

deductions. He wants discretion taken away from customs and 
was interested in our concerns over noncompliance with the 
WTO customs valuation agreement and SIECA\'s draft of regional 
contraband regulations. He supports contracting customs 
services to an outside firm and emphasized the importance of 
removing internal customs controls to eliminating corruption 
and organized crime. End Summary. 


2. (U) EconCouns accompanied an AID delegation during a 
Feb. 6 call on Foreign Minister Jorge Briz. AID had sought 

the meeting to review Guatemala\'s plans and assistance needs 
for the coming years in the area of Central American regional 
integration. EconCouns sought to learn more concerning 
recent statements by President Berger and his cabinet 

(reftel) on Guatemala\'s desire to open its borders with EI 
Salvador within 90 days 

follow when ready. The press had just announced Guatemalan 
plans to remove its immigration officials unilaterally and 
immediately from its borders with El Salvador. (Note: This 
cable does not cover discussion of how AID\'s regional program 
could best interface with Guatemalan priorities.) 


Customs Union a Top Priority 

3. (C) Briz confirmed that building a customs union was 
among Berger\'s top priorities 

little longer than the 90 days Berger announced. He said 
that El Salvador and Guatemala already applied the same 
common external tariff on 9696 of all items 

Nicaragua were in the 9096-9296 range. Costa Rica was 
Vsomething else 

others but an eventual partner in the scheme. Most of the 
products not yet harmonized could be with a minimum of 
political will. Sugar was still complicated on the 

Salvadoran side 

problem.\" He said that the V'only real problems" were ones 
created by differing tariff rate reduction schedules 
negotiated in the CAFTA 

EconCouns knew what he meant (Comment: Beer 

gave immediate access at the very end of the negotiation 
the surprise and consternation of many (reftel). End 
Comment.) He said it would make a mess of internal efforts 
to create the customs union if there were large volumes of 
internal trade of foreign goods that customs union members 
taxed differently. 


Little Risk in Removing Immigration Controls 
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4. (C) Briz said that removing immigration from the borders 
with El Salvador posed no real risks. He said that 

Salvadoran controls over arrivals from third countries were 
much better than anything Guatemala had on its land borders 
with El Salvador. The Guatemalan system on the land borders 
was a mess and would not detect anyone from outside the 
region who had made it past the Salvadorans. There was no 
real interest in controlling Salvadorans 

integration was what the President wanted. 


Flores Wants a Legacy; Lacayo Not Enthusiastic 


5. (C) Briz said that Salvadoran President Flores was eager 
to move ahead 

custom union on his watch 

he\'d heard that not everyone was so enthusiastic. Briz 
responded that (Salvadoran Minister of Economy Miguel) 
\"Lacayo is against it 


Distributing Revenues Easier than it Seems 

6. (SBU) EconCouns commented that previous talks within the 
regional economic integration body SIECA reportedly ran into 
serious problems over how to distribute among members the 
taxes collected when goods entered the customs union\'s 
periphery. How would that be resolved? Briz said it would 
be much easier than people had thought 

businesses rather than customs officials to decide. 
Businesses knew in what jurisdiction they needed tax 
deductions and/or value added tax credits to offset income or 
taxes received on their sales 

incentive to declare that jurisdiction when they imported a 
product or bought it from a wholesaler. 


Combating Corruption by Eliminating Customs 

7. (C) Briz added that customs officials and the organized 
crime figures who controlled them were the principal sources 
of corruption in the country. That is why internal borders 

had to go and external borders had to be simplified as much 
as possible. He said there was simply too much discretion 
given to bureaucrats 

aware of arbitrary valuation of goods by customs officials 

but not that Guatemala was obliged to do away with such 
practices as part of the WTO Customs Valuation Agreement. He 
seemed delighted when EconCouns told him that there was an 
international obligation 

up. 


Integration Isn\'t Bureaucratization 
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8. (C) EconCouns commented that there were other areas 
where SIECA\'s work seemed to be creating more problems than 
solutions. AID Deputy Director added that the USG was 
looking for efficiency and best practices 

at the level of the country with worst practices. EconCouns 
described draft regional contraband legislation that 
decriminalized contraband of value less than $100 

incident 

country\'s current regulations. Briz responded 

about everything.\" The draft also called for all confiscated 
merchandise to be auctioned to the public 

goods and pharmaceutical products that couldn\'t meet national 
health standards. Briz shook his head knowingly and asked if 
we could get him a copy of the draft. He commented 
\"Integration shouldn\'t mean bureaucratization.\" 


Best Solution is to Privatize Customs 

9. (C) Briz said that he thought the best solution for a 
customs union would be to contract customs inspection and 
collection to a single private company for all of the union\'s 
members. The current system was simply too entrenched and 
penetrated by organized crime. If there was a reason for El 
Salvador to be reluctant to open its internal border with 
Guatemala 

contraband had become a problem for them. 


Comment 

10. (C) The talk is revolutionary. It also makes a lot of 
sense 

have known Jorge Briz well as the outspoken President of the 
Chamber of Commerce from days when he was one of the most 
acerbic critics of the FRG government and its ties to 
organized crime. He led the successful revolt against 

raising taxes in August 2001 on grounds that the government 
would simply steal them 

of anonymous trash-talk flyers allegedly printed at the 
government's print shop on orders from then Vice President 
Reyes. (Minugua investigated and found evidence to back the 
allegations 

blocked any further action.) Briz\'s contempt for borders and 
Guatemala\'s corrupt customs apparatus is something he 
businessman 

something he picked up from reading about trade theory or 
political science. It\'s going to take a little \"fire in the 

belly\" and pragmatic entrepreneurial vision to get 

integration moving after decades of studying it in places 

like SIECA. Briz and Berger make it sound simple 

only it were 

people\'s part to develop the leadership and follow-through 
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necessary to move from words to a functioning customs union. 
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(forced closure of businesses 

traffic) for February 12. In addition 

reportedly are planning a longer-term program of 
demonstrations and bandhs affecting different parts of 

the country from February 8 through March 31. This 
message advises Americans to exercise heightened security 
precautions and to maintain a low profile during the days 
leading up to the February 12 bandh and throughout this 
period. 


In the past 

assassinations and other acts of violence to intimidate 
and coerce observance of their forced bandh. Given the 
high level of pre-bandh violence and the unpredictability 
of these disturbances 

exercise extra caution both during the lead-up to the 
proposed bandh and on bandh dates. 


During the scheduled bandh 

advised to minimize non-essential travel. American 
citizens are urged to maintain a low profile throughout 
the bandh period 

or outside the Kathmandu Valley. Taxi and bus services 
may not be available. If you must travel 

pattern of traffic is well-established. During past 

bandhs 

attacked. 


Americans should also be aware that 

authorities have imposed curfews on short notice for 
various areas 

the areas affected by the curfew are not clearly defined. 
Outside the Kathmandu Valley 

been imposed in many districts. American citizens are 
advised to monitor evening media broadcasts closely for 
the latest curfew information and to respect the curfew 
restrictions. 


For further information about bandhs 

security measures to be followed in the lead up to and 
during bandhs 

in Nepal 

refer to the Consular Information Sheet for Nepal which 
may be found on the Department of State\'s home page at 
http://travel.state.gov and the American Embassy in 
Nepal\'s home page at http://www.south-asia.com/USA. 
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[End text] 
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the GVN steering committee for the USAID-funded Support 
for Trade AcceleRation (STAR) project. This program 
which assists forty-two central and local government 
offices to implement the GVNYs commitments under the U.S.- 
Vietnam Bilateral Trade Agreement (BTA) 

demand-driven basis 

prioritizing requests for assistance. Although this 

process could become burdensome 

efficiency. (Note: Through the STAR projectVs assistance 
to the GVN in implementing the BTA 

write or re-write Vietnamese laws and 

things 

of law 

companies. For further discussion on this subject 

septel on Staffdel McCormick. End Note.) 


4. Given the success of this program 

requested that it be broadened and deepened 

Specifically 

recent meeting at USAID Washington 

accompanied him 

extend STAR to 2005 and create a new project on accession 
to the World Trade Organization (WTO). According to VM 
Huy 

with many participants supporting VietnamVs accession 
bid. (Note: VM Huy attended the working party 

Econ/C. End Note.) VM Huy assured the delegation of 
Vietnam\'s active preparation for the next round and 
reasserted VietnamVs stated goal of acceding to the WTO 
in 2005. Towards this goal 

assistance in WTO negotiations and Congressional 
influence on the USTR to have sympathy regarding 
Vietnam\'s bid as a developing country. He further stated 
that the GVN would like the U.S. to send a delegation to 
Vietnam for WTO bilateral negotiations. Following 
accession 

implementing its WTO commitments 

amending the country\'s legal system. 


5. Maintaining that the GVN values all U.S. assistance 

VM Huy suggested two specific next steps for cooperation. 
First 

and Technical Cooperation be signed between the U.S. and 
Vietnam. Second 

negotiate an agreement that would outline a long-term 
stable future for the relationship including official 
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exchanges and consultation between officials. Such a 
mechanism would encourage the development of an enduring 
deep trust and the formation of common strategies. The 
delegation responded that it would forward these 

suggestions to the appropriate officials in Washington. 

(Note: Embassy is about to beginning negotiations with 

the GVN on a bilateral agreement on economic 

and humanitarian assistance.) 


6. The Staffdel also highlighted the need to resume a 
dialogue on human rights and religious freedom in order 
to ensure continued U.S. technical assistance. In 
response 

\"equitable\" discussion with the USG on these issues as 
well as more Congressional visits in order to compare 
actual conditions with reports. He asserted that Vietnam 
has twenty million religious believers and that the 

number of followers is increasing. However 

\"abuse\" religion for other purposes must be punished 
Huy said. 

7. In Da Nang 

visit World Concern Development Organization\'s (WCDO) 
vocational training for adolescents with disabilities 
program. WCDO has been operating in Vietnam with USAID 
assistance since the mid 1990\'s. The members traveled to 
three informal training sites 

small stipend and support to train adolescents with 

hearing and mobility impairments in various vocations. 
The visits included one seamstress who is hearing 
impaired 

from polio 

TV repair. The very employers who have trained these 
young students often hire them. 


8. In Ho Chi Minh City 

representatives of the city\'s HIV/AIDS Committee. They 
described a situation where cases were rising 
dramatically 

the city\'s primary maternity hospital testing positive 

for HIV and 3.4 percent of new military recruits. These 
numbers are much higher than for the country overall. 
They noted that while the local committee was bringing 
together various agencies to try to deal with the 
problem 

example 

retroviral drug treatments for HIV-positive individuals. 


9. The delegation also visited a rehabilitation center 

for young drug addicts where 1500 youth are serving two- 
year terms. While the group did not tour the entire 
facility 
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maintained 

engaging in various vocational training activities. The 
delegation indicated that for a group of drug addicts 

the residents looked surprisingly healthy. Not 
surprisingly 

Officials estimate that about 50 percent of the center\'s 
population is HIV positive. Testing is done on a random 
basis and residents are not advised of their status. 
Local officials claim that they follow this policy 

because they worry that anyone known to be HIV positive 
would have trouble integrating into the centers 
population and eventually into society. When asked by 
the delegation if condoms were provided to the young 
residents of the facility 

sexual activity was not permitted at the center 

were not distributed and were unnecessary. 


10. This cable was cleared by Charles Flickner. 
BURGHARDT 
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allows countries to impose bans of a maximum of five 
years to enable local industries to compete. V 
Replacing the bans with tariffs would make sense: like 
bans 

benefit of generating tariff revenue 

accounts for a significant proportion of the GONVs 
total annual income. If the GON imposed 100 percent 
tariffs on each of the items it now bans 

nearly $30 million per year from the U.S. alone. The 
failure to levy tariffs deprives the GON of tariff 
revenue and leaves in place bans that violate WTO rules 
and contradict the GONVs stated commitment to more 
liberal trade policies. 


6. (SBU) Despite these arguments 

unlikely to change course. Some have hinted at future 
bans 

outweigh lost tariff revenue. GON officials say 
repeatedly that by eliminating (or at least reducing) 
imports 

local producers a chance to compete. This 
supposedly creates jobs 

economic growth. These arguments are largely 
inaccurate 

need of jobs 

2007 elections three years away and politicians already 
trying to garner suport 

abandon populst policies. Import bans are highly 
political isues 

rewarding politiciansY largest campaign contributors. 
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Bas on bagged cement and noodles 

one particular firm 

thought to have contributed $25-50 millon to President 
Obasanjo\'s 2003 election campaign. 


7. (SBU) Import bans rarely succeed in stimulating the 
local economy 

corruption. Those who import banned items provide 
kickbacks to Customs officials and transportation 
companies 

bans often express their appreciation in cash. In the 
end 

great deal of money 

costs. Those who benefit from the system have little 
incentive to eliminate it 

it 


8. (U) Comment: Mission personnel will continue to 
support U.S. exporters and convey USG concerns about 
Nigeria\'s protectionist trade policies to GON 

officials. Advocacy may be most effective if President 
Obasanjo is approached directly 

vast majority of import bans appear to originate in his 
office. The U.S. Trade RepresentativeVs Office and 
other Washington agencies could help by preparing a 
high-level demarche. In the meantime 

personnel will concentrate on expressing USG concerns 
in meetings 

Mission personnel will also promote new business 
opportunities to U.S. exporters. Paradoxically 

benefits to U.S. producers may actually outweigh losses 
related to the bans 

capital equipment and other inputs to Nigerian start- 

ups increase. We might express our opposition to the 
GONVs import bans 

take advantage of new business opportunities. End 
comment. 
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important milestone" for port development. Larger vessels 
can now navigate the channel by day and night through the 
tidal cycle. Maputo Port is under a 15-year concession 
agreement 

port cities 

accommodate vessels in the 30 

whereas Nacala is a natural deepwater port capable of 
handling Cape Class vessels (up to 180 

priorities include: restoration of the ports capacity 
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coupled with the introduction of new tugs and improved 
pilotage equipment 

side handling of equipment. (COMMENT: By end-March 2004 
Mozambique\'s three ports should be largely under private 
operation 

hands (all terminals 

a mixed arrangement 

remaining responsible for some terminals and most common 
services. The port of Nacala is the only one that has not 
formally been handed over to a private consortium 

final agreement reportedly pending agreement by the Malawi 
members of the private consortium to the terms of the OPIC 
supported financial arrangements. The GRM 

still maintains ownership of all ports 

agreements and the accompanying finance agreements will 
bring needed investment and upgrades to the port system. 
Developing the ports and increasing port capacity is vital 

to continued upgrades along the Maputo 

development corridors 

Mozambique\'s transit and regional trade 

supposed to serve as economic development poles attracting 
new investment in agriculture 

industry. END COMMENT). 

(U) Lusa (Portuguese news agency) reports that Vodacom 
second cellular phone company to operate in Mozambique 
invested 456 million euros in Mozambique in 2003 

more than half the total foreign investment approved in- 
country last year. According to Lusa 

million euros of foreign investment in 2003 (Investment 
Promotion Center statistics). Vodacom began operating in 
Mozambique in December 2003 and launched strong campaigns in 
three key southern cities. South Africa\'s Telekom controls 
Vodacom 

shares. 

(U) Coca-Cola Mozambique is under investigation for 
allegedly producing and supplying poor quality products to 
the Mozambican market. Coca-Cola samples have been provided 
to the Ministry of Health for further analysis. The 

investigation is being carried out quietly 

Coca-Cola executives continue to emphasize the integrity and 
high quality of their product 

laboratory would have the final say in the validity of such 
allegations. 

(SBU) CFM and other business contacts indicate that the GRM 
has submitted the offers of two of the four consortia 

bidding on the Sena railway tender 

and Yenwin and CIRC (China) 

consideration. The GRM is counting on the World Bank to 
provide $85 million in financing for Sena Line 

rehabilitation 

by the World Bank only after an award is given and the GRM 
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formally requests that the Bank finance the deal. Prior to 
independence 

Malawi\'s total rail traffic 

from areas along the Zambeze River. The Malawi traffic now 
goes through Nacala or by truck through Beira or Durban (the 
rail link is closed in Malawi and the concessionaire of the 
Nacala line has no incentive to divert traffic from Nacala 

to Beira); the cane fields have been replanted and are 
producing behind a punitive surtax on sugar imports 

coal mines requires complete reconstruction. (COMMENT: 
During the October 2003 review of the World Bank\'s Country 
Assistance Strategy for Mozambique 

reservations over the economic rationale for financing of 

the line except as part of a coal development project 
arguing that it should be developed 

investment linked to the coal mines. Since then 

Commercial Lines 

strong interest in dredging and operating barges on the 
Zambeze River in order to transport coal and possibly sugar 
to the coast. However 

from the GRM and the Zambeze River Valley Authority in 
gaining permission to conduct a river survey to see if this 
option is viable (because it is seen as a threat to donor 
financing of the Sena Line). The Prime Minister described 
rehabilitation of the Sena Line as one of Mozambique\'s top 
four priorities for 2004. A third option for transport of 
Moatize coal to port is by building a 200 km connection to 
the Nacala line in Malawi and thence to Nacala\'s deepwater 
port 

accommodated. The Nacala line could well be the most 
economically favorable. Once the GRM selects a railway 
bidder 

project for a final Executive decision. While ACLI argues 
that barging is a cheaper alternative to transporting the 

coal 

and 

staff. The Mission will elaborate on the project for the 

USED prior to the World Bank Executive Review. END 
COMMENT). 


(SBU) According to the Global Competitiveness Report 2003- 
2004 

87/95 on Business Competitiveness for 2003. The Report is 
produced by the World Economic Forum annually and attempts 
to measure a country\'s \"competitiveness\" relative to other 
countries by quantifying key economic growth determinants 
such as technology achievement 

macroeconomic stability requirements. (COMMENT: Such 
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rankings reflect the GRM\'s lack of initiative to reform 
certain core investment-inhibiting laws and regulations 

such as the commercial code 

registration process. Current investors are frustrated with 
the lack of commercial and labor flexibility that exists 

and the unfriendly investment environment turns away many 
potential investors that decide to invest elsewhere in the 
region. The GRM\'s slow reform of crucial policies place it 
significantly behind the rest of the region in terms of 
attracting foreign investment. For instance 

Africa 

Zambia all rank above Mozambique in both the growth and 
business competitiveness categories for 2003. END COMMENT). 
(U) Opening up the 28th session of the Central BankVs (Banco 
de Mocambique or BM) Consultative Council 

governor stated the goals and challenges that lie ahead for 
Mozambique\'s financial sector in 2004: financial 
stabilization and adoption of international accounting and 
auditing standards and procedures. The governor insisted 
that his banking institution would provide a framework that 
encourages the extension of financial services to rural 
communities. BM will become more involved in the licensing 
contracting 

improving the national system of payments. For the last 
three years 

information technology improvements. According to the 
governor 

confronts growing difficulties in economies like ours 
(Mozambique\'s) 

and institutions fragile. Because of this 

that monetary policy instruments are continually revised and 
perfected.\" Mozambique registered 7% GDP growth in 2003 and 
an average inflation rate of nearly 14%. 


(SBU) Executives from Delta Airlines recently visited Maputo 
to discuss Delta\'s interest in establishing a codeshare on 
South African Airways\' Maputo-Johannesburg flights. Delta 
already has an alliance with South African Airways to 

provide a broad network of airline service between the 

United States and Africa. The codeshare would allow Delta to 
sell and promote Mozambique as a destination to its US 
customers and would target Maputo passengers whose origin or 
destination is the United States. All commercial air 

traffic between the United States and Mozambique goes via 
Portugal or South Africa. 


AGRICULTURE 
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(U) Tenga 

planted their first 10 hectares of macadamia trees (4 

trees) in the Niassa Province in December 2003. The 
macadamia investment in Mozambique is a first for the 
industry 

Mozambique Tenga investment. The Governor of the Niassa 
Province inaugurated the tree-planting ceremony and local 
community business and religious leaders attended 

the crops and acknowledging the launch of a new product for 
Mozambique. Tenga has significant experience planting and 
processing macadamias in South Africa 

involved in operations in Mozambique. To date 

successfully obtained land and local buy-in 

roads 

first trees will mature in 5 years. In the meantime 

will continue to improve infrastructure around the farm 

build a nursery 

look for local producers willing to partner in macadamia 
production. US investors plan to visit Mozambique and the 
macadamia plantation in June 2004. 

(U) Indian Ocean Aquaculture 

Pemba with US involvement 

shrimp to the world market. The firm is looking to export 

its first shipment of shrimp to the US in June 

currently exploring FDA regulations for this transaction. 

(U) Sugar smuggling from Zimbabwe to Mozambique continues to 
be a big problem along the border 

customs officials in Manica Province. The same sources 
indicate that several commodities are smuggled from Zimbabwe 
into Mozambique 

product because it can be acquired in Zimbabwe at a very low 
price ($0.13/kg) and sold in Mozambique at $0.60/kg. 
Mozambique has instituted controls at the border through the 
\"Frontier Guard\" 

material. Border demarcation markings and barbed-wire fence 
along the border have been torn down in several places 
allowing for smuggling to flourish. Fueling the problem is 
Zimbabwe\'s current financial crisis 

devalued Zim dollar makes currency trading easy and buying 
products in Zimbabwe (like sugar) very cheap. Mozambican 
sugar producers are very concerned about this illegal 

activity 

sugar plantations and factories in Mozambique and cheap 
Zimbabwean sugar is flooding the domestic market. In 2000- 
2001 

warehouses at the border and ferried contraband sugar 
across. In recent years 

reducing sugar smuggling 

According to the daily news source 

Mozambican sugar mills are now open and expected to produce 
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270 

2003 production. The press estimates that in 2006 

factories are up and running 

reach 325 

highly protected 

which falls mainly on the food processing industry and the 
poor. While the industry argues that eventually production 
costs will be competitive with the lowest cost producers in 

the world 

industry where prices (except on quota purchases) are in any 
case below the lowest production cost. The heavy protection 
of the sugar industry has also placed enormous pressure on 
Mozambique\'s customs agency; engendering both an increase in 
corruption 

directly involved in the illegal trade 

enforcement measures. END COMMENT). 

(U) Soy production will increase in Mozambique this year 
due to a Norwegian program to buy up to 40 

of Mozambican (non-GM) soy 

in the soy industry. The GRM extended a partnership 
invitation to foreign firms and will benefit from the 

BraziliansY experience and knowledge in this sector. The 
Ministry of Agriculture and Rural Development announced that 
a 400-hectare experimental soy farm would be opened in 
February in the province of Sofala. 

(U) According to the Ministry of Industry and Commerce 
agricultural sector in Nampula Province is diversifying and 
growing. In 2003 

of sesame seeds to Japan (CARE 

organization and NGO 

seed culture in Nampula). The GRM also projected increased 
exports from Nampula to South Africa of other agricultural 
products 

and ginger. 

(U) Tobacco production is seen by the GRM as a success story 
for the FY03-04 agricultural campaign. This year 

tons of tobacco were produced 

63.5% from FY02. The Ministry of Agriculture and Rural 
Development stated that this product is having better-than- 
expected results due a flood of small farmers (and to a 
lesser extent laborers on larger farms) entering into 

tobacco production. The number of producers rose from an 
estimate 30 


(SBU) The Prime Minister signed a new decree (regulation) 
covering the use of expatriate labor into effect this month 
that failed to meet private sector expectations for much 
greater leeway in the hiring of foreign workers. Although 
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the decree made some improvements (e.g. short-term contracts 
of up to 180 days are considerably easier) 

keeps restrictive labor policies in place 

investment in the opinion of private sector representatives 
and donor groups. After eighteen months of negotiation and 
weekly meetings with private sector employers 

of Labor reneged on its promise to allow for up to 10% of a 
firm\'s workforce to be contracted internationally 

continues to require approval of each position on a job-by- 
job basis. The private sector issued a press release 

stating their position on the decree. At the same time 
Development Partners Group (DPG 

mission of all major donors to Mozambique) is preparing a 
letter to the Prime Minister to express regret and concern 
over the legislation 

attracting foreign investment via labor and commercial 
legislation reform. The GRM will begin the process of 
revising its labor law in 2004 

concern that forward progress must be made in liberalizing 
procedures if Mozambique is to attract employment-generating 
investment. 


(U) This month 

unleaded fuel in order to encourage consumption. For the 
past few months 

rise 

usage. The GRM reduced the fuel oil price by 8.996 

gas by 4% 


(U) March 17-19th 

2004 Sub-Sahara Exhibition in Maputo. This exhibition will 
showcase South African 

American companiesV products and services in the water 
mining 

eight US firms (all involved in the water sector) have 

provided company materials and brochures to be presented at 
the Exhibition. Material will be displayed at a US booth and 
USDCC will send a representative from Durban FCS to assist 
in responding to participantsY questions. The representative 
will also maintain a list of local interested parties and 

forward contact information to participating US firms. 
(COMMENT: This show is a great opportunity for US firms to 
showcase their equipment and services in the Mozambican and 
African markets. Ace Event Management 

planning firm 
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complimentary space for all US firms wanting to participate. 
Embassy Maputo is working with USDOC and 

Durban FCS 

COMMENT). 
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incidents to intimidate the local population into complying 
with the closure. As of COB on 10 February 

incidents have been reported. The Embassy will continue to 
monitor developments closely. 

MALINOWSKI 
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reception.\" Prior to the event 

Front 

ceremony illegal and imposed a three-day closure (\"bandh\") in 
the mid-west and far-west of Nepal to prevent the public from 
attending. Maoist activity in Nepalgunj in the days leading 

up to the event increased; insurgents shot and killed two 
policemen on February 4 and exploded four bombs in the city 
on February 6. 


3. (SBU) On the day of the event 

only government vehicles traversed the roads 

security personnel and other officials to the reception. The 
former mayor of Nepalgunj reported that the Government of 
Nepal (GON) had hired hundreds of buses to bring people from 
various districts in mid-western Nepal 

nearly empty due to the Maoist threat. According to press 
reports 

Vbanner bombs\" to prevent the government-hired buses from 
reaching Nepalgunj. Roughly 25 

Nepalgunj and the surrounding environs 

the felicitation ceremony. The Banke Chief District Officer 
indicated that approximately 2 

mobilized in the district 

the day of the event. 


4. (U) In his public remarks 

commitment to multiparty democracy and articulated his 
intention to maintain an active role in government. He noted 
the need to address some of the root causes of the conflict 
such as public sector corruption and lack of development in 
the mid-western region of Nepal. The King also issued veiled 
criticisms of the political parties for not responding to the 
needs of the people and appealed to the students to turn away 
from public protests and towards more productive ventures. 
Excerpts of his speech follow. 
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BEGIN EXCERPTS 


\"We are totally committed to multiparty democracy. It is Our 
conviction that it will have meaning only if politics is 

inspired by the people 

on the people. 


Top priority must be accorded to the all round progress of 
the Mid-Western Development Region 

in the process of development.... Let nobody take advantage 
of the people\'s simplicity or a situation wherein they are 
deprived of the fruits of development. The days of Monarchy 
being seen but not heard 

not addressing them and being a silent spectator to their 
tear-stained faces are over.... 


On this occasion 

stop saying \'me\' but say Vus 

VpeopleV and ensure that multiparty democracy is dedicated to 
the greater interest of the nation and people. Consolidation 

of democracy with pro-people governance is Our only desire 
happiness of Our countrymen and the overall welfare of the 
nation Our only goal....We wish to see a corruption-free 
economic structure 

(the peopleVs) basic needs.... 


Tussles for power should not jeopardize our national unity 
which 

upholding our national dignity with the active participation 

of the youth 

the acquisition of useful abilities and misguiding them into 
politicking 

an opportunity to harness their creativity by enhancing their 
skills and diligence....We call on those who have faith in 

the multiparty system to...contribute to the maintenance of 
peace and security along with the creation of an environment 
wherein the governance of the country can be handed over to 
elected representatives by holding general elections at the 
earliest.\" 


END EXCERPTS 

5. (SBU) The King\'s remarks received extensive press coverage 
and comment by the political parties 

Maoists. The press quoted party leaders expressing critical 
reaction to the King\'s speech. Even in private 

Nepali Congress party leaders felt that the King was unfair 

in his characterization of the parties. Jhala Nath Khanal 
Director of the CPN-UML\'s International Relations Office 
believed the King\'s address was \"aggressive\" towards the 
parties 

themselves. Khanal was also concerned that the King failed 
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to mention constitutional monarchy and interpreted the 
omission as an indication that the monarch seeks a more 
active role in government than the previous King. Khanal 
concluded that although many principles outlined by the King 
such as support for multiparty democracy 

and economic development 

overshadowed by the more negative comments about the 
political parties. Sushil Koirala 

Nepali Congress party 

criticized the King\'s failure to address either the Maoist 
insurgency or the current political impasse. The speech 
\"only pulls us further apart 


6. (SBU) The Maoists issued a poorly-worded statement on 
their website the same day of the King\'s speech belittling 
the civic reception. The Maoist statement claimed that only 
a Vfew hundred\" old Panchayat supporters 

and bureaucrats were present at the program. The insurgents 
characterized the reception as a \"desperate bid to show the 
international community that the people approve of the 
autocratic feudal king.\" The Maoists claimed success of the 
Tharuwan Liberation FrontVs bandh and their own efforts to 
distribute propaganda at the event despite a heavy presence 
of security personnel. 


7. (SBU) Comment. Many observers view the civic reception as 
the Palace\'s counter to the parties\' mass rally on January 30 
-- an effort to demonstrate that the King can draw just as 

large crowds 

King used the reception to reiterate his commitment to 
multi-party democracy 

thinly veiled swipes at the very parties that make up that 
democracy. The King\'s recent public comments 

his February 8 statement that the days of monarchy being seen 
but not heard are over 

effort to forge a path of reconciliation with the parties. 

End Comment. 
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infiltrate South Asia through Nepal.\" End note.) Yadav was 

a member of the five-man Maoist negotiating team during the 
2003 ceasefire and was released from detention by the 
Government of Nepal as a confidence-building measure during 
the 2001 ceasefire. 


2. (C) Comment: It is widely assumed by many in Nepal 
that much of the Maoist leadership spends much of their time 
in India. The apparent ease with which Communist Party of 
Nepal - United Marxist Leninist General Secretary Madhav 
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Nepal held a \"secret\" (but otherwise quite well-publicized) 
meeting with Maoist leader Prachanda in Lucknow on November 
20 only helped confirm such suspicions (Ref B). That 

meeting 

rally planned in New Delhi 

embarrassment for the Indian government. With these most 
recent two arrests 

members currently in custody have been apprehended by Indian 
authorities. (Politburo member Chandra Gajurel 

Chennai on August 20 

propaganda mill has been in overdrive recently threatening a 
wide-ranging \"shock program\" of sabotage 

mayhem to commemorate the eighth anniversary of the 
insurgency on February 14. Indian cooperation in arresting 

this pair--especially so close to this anniversary--is an 

important sign of progress. 

MALINOWSKI 
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Perspectives on Sharia in Nigeria 

2004. With funds provided by the Volkswagen 
Foundation 

yearlong research project by scholars of the two 
institutions on \"The Sharia Debate and the Shaping of 
Muslim and Christian Identities in Northern Nigeria.\" 
The conference attracted presenters and commentators 
versed in issues related to constitutional law and 
religion from the United States 

Netherlands 

Missions were represented at the event as audience 
members. Sharia advisory and implementation committees 
from the 12 northern Sharia States 

civil society organizations 

representatives of the military and the police also 
participated actively in the conference. PAS Abuja 
facilitated the participation of Professor Cole Durham 
from Brigham Young University International Center for 
Law and Religious Studies 

conference. The conference was well attended with an 
average daily attendance of 600 - 700 people. 


3. Although the U.S. Mission only helped recruit a speaker 

for the conference 

one daily newspaper alleged USG sponsorship of the event. 
Two faculty members at the University of Jos 

organize the event and are U.S. citizens 

\"anti-Sharia and agents of western civilization.\" Following 

the conference 

Committee members who observed the Jos meeting posted an 
article on the popular Nigerian website 
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stating that the U.S. Government had sponsored the 
conference. Post subsequently posted a correction 
clarifying the issue of U.S. sponsorship. 


4. The Jos Sharia conference was intended to create a 
genuine dialogue between Nigerian Christians and Muslims on 
the Sharia debate by bringing in comparative perspectives 
from experiences in other countries. Despite this 

intention 

confrontation between the West and the Muslim world. In his 
paper titled \"The West and the Rest: Reflections on the 
Intercultural Dialogue About Sharia 

Sanusi 

the problem with Western criticisms of Sharia was that such 
criticisms have always \"failed to take into account the 

wider global context of the perceived confrontation between 
the West and the Muslim world.\" He added that the dominance 
of the United States as a superpower and its ideologically- 
inspired promotion of globalization has led to a perception 

by Muslims that every criticism of the Muslim world by the 
West is "American іпѕрігеа.\" Commenting further 

stressed the notion that \"Muslims detest America because 
America detests Islam and Muslims.\" 


5. Perhaps the most controversial paper presented during 
the conference was by a Sudanese-born American citizen 
Abdullahi Ahmed An-Na\'im 

School in Atlanta 

Future of ShariVah 

process of the implementation of Sharia by NigeriaVs 12 
northern states. Professor An-Na\'im argued that there is no 
historical precedent for a so-called V'Islamic State\" in 

Islamic history 

among many Muslim audience members. Commenting again on the 
Sharia debate in Nigeria 

to learn from the Sudanese experience with regard to 
enforcement of Sharia as a state policy. According to 
Professor An-Na\'im 

always been a cause of conflict and civil war since the 

death of Prophet Mohammed іп 632 ADA" An-NaVim 
cautioned Sharia protagonists in Nigeria to be cautious in 
their demands to avoid a civil war in their country. These 
comments deeply angered many of the Muslim participants at 
the conference. Sheikh Ibrahim Umar Kabo 

Advisory and Implementation Committee for Kano State 
responded to An-NaVimVs paper. He spoke in Arabic for about 
ten minutes after which he led a walkout 

of the Muslim participants left the hall without allowing An- 
NaVim to respond. 


5. Muslims moderates who stayed until the end of An-Na\'im\'s 
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presentation condemned the action of Sheikh Kabo. Sheikh 
Kabo\'s attitude 

the usual Muslim brotherhood. In his comments 

is said to have described An-NaVim as an Vatheist and agent 
of Western values.\" After his presentation 

received death threats and had to be taken to a secure place 
by the conference organizers. Professor An-NaVim was 
scheduled to deliver a public lecture at end of the 
conference on the Sharia debate in Nigeria at Bayero 
University in Kano. His widely publicized lecture was 
cancelled due to security concerns based on the views An- 
NaVim had expressed at the Jos conference. 


6. All the international paper presenters and 
commentators at the conference stressed the need for 
state neutrality in matters of religion and underscored 
the value of cooperation and accommodation by religious 
groups within a state. In her paper entitled 

\"Rethinking the Role of Religion in the Public Sphere: 
Local and Global Perspectives 

Hackett of the Department of Religious Studies 
University of Tennessee 

civil values of tolerance 

easily be subordinated to the logic of the market 

the pressures of religious and political 

fundamentalism. She therefore advised Nigerians either 
as members of \"majoritarian or minoritarian\" groups to 
ensure that the call for more public expressions of 
religion is conducted in the most equitable way 

possible. 


7. Professor Ruud Peter\'s presentation on \"The 
Enforcement of God\'s Law: The Sharia in the Present 
World of Islam" attracted critical comments from both 
Christians and Muslims. Some Christians questioned his 
use of the word \"God\" and demanded to know if he was 
referring to V'God the Father 

Spirit.\" Muslim critics said that outsiders have no 
business and are not equally competent to determine for 
them what Islam and the Sharia are. Other questions 
were raised such as: \"Is the Israeli-Palestinian 

conflict religious 

United States behind Israel in the conflict?" "Why is 

the U.S. against Islam and Muslim?\" In his own paper 
Cole Durham 

stressed the need for cooperation and accommodation 
among different religious groups in pluralistic 

societies including Nigeria. 


8. Other international paper presenters at the 
conference included John Reitz 
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International and Comparative Law 

Professor Abdulkader Tayob 

the Study of Islam in Modern World 

Nijmegen; and Gerrie ter Haar 

Human Rights and Social Studies 

paper entitled \"Freedom of Religion and its 
Limitations: Judicial Standards for Deciding Particular 
Cases\" Professor Reitz provided strong arguments on how 
adherents of various religions in the United States 
have always invoked their rights to the \"free exercise\" 
of religion as guaranteed by the U.S. Constitution. In 
his contribution 

protagonists of Sharia in Nigeria are a \"new class of 
Muslim youth groups 

invest the civil religion of Nigeria with Islamic 
symbols.\" In her assessment of the Sharia debate in 
Nigeria 

degree of social and economic inequality in the world 
showing willingness to share the world\'s resources 
there will always be a breeding ground for extremism 
whether religious or secular in its orientation.\" 


9. The only paper that did not generate any 

controversy was Dr. Danny McCain\'s keynote address. 
Dr. McCain\'s road map for religious harmony in Nigeria 
well received by the Christian and Muslim participants. 
McCain challenged Christian and Muslim leaders to come 
together and mutually work out the best way for Muslims 
to observe the tenets of Sharia without infringing upon 
Christian rights. This 

spirit of peace and harmony and not suspicion and 
anger.\" Optimistic about Nigeria 

said that \"Sharia is not the death knell\" for the 

country. Therefore 

controversy 

actively cooperate in different ways to move their 
country forward. Unfortunately 

speaker 

activist 

her of expressing her views on Sharia under the 
influence of \"fabricated\" Western women\'s rights 
values.\" 


U.S. References 


10. Given the sensitivity of the Sharia debate in 
Nigeria 

the conference. Christians and Muslims perceived the 
purpose of the event differently. The Christians 
thought that the event was pro-Sharia while their 
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Muslim counterparts viewed it as anti-Sharia. That the 
conference proceedings ended peacefully was a major 
achievement. The conference succeeded in opening the 
minds of Nigerians regarding the complexities of the 
Sharia debate in their country. References to the 

United States and USG foreign policy as it affects the 
Muslim world crept into the dialogue and added nothing 
to the conference other than to seemingly enhance one\'s 
Islamic credentials. Unfortunately 

Muslims believe that gratuitous swipes at the U.S. are 
mandatory to establish oneself as a good Muslim 

were a common fixture during the conference. Moreover 
the general feeling of Muslims at the conference was 
that while international academics and non-governmental 
organizations have important comparative contributions 
to make on the Sharia debate 

Western allies should stay out of the Sharia 

controversy in Nigeria. 


Comment 


11. The conference provided a useful opportunity for 
U.S. scholars and other Western participants to share 
their expertise on matters of law and religion and open 
the minds of the Nigerian audience to how this debate 
can be viewed intellectually 

emotional and domestic Nigerian political levels. It 
afforded international experts the opportunity to 
explain how the lack of a designated state religion has 
facilitated continued harmonious relationships among 
religious groups in the United States and Europe. The 
international scholars also stressed the need for state 
accommodation on matters of religion and the need for 
all religions to respect and protect the rights and 
feelings of the minorities. 


12. The Jos Conference underscored how poorly schooled 
in Islam many of Nigeria\'s Sharia proponents really 
are 

within and outside of Nigeria. Nigerian Muslim 
hardliners 

of the arguments presented on an intellectual basis 
resorted to labeling any speaker or presenter at odds 
with their viewpoints as \"pro-Western 

\"tools of the U.S. or the West.\" They claimed U.S. 
sponsorship of the conference in order to diminish 
interest in the conference proceedings among Nigerian 
Muslims. Such tactics illustrate the need for similar 
dialogues and opportunities for Nigerian Muslims to 
debate and learn more about their place in the Islamic 
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world - and to learn more about Islam from respected 
scholars outside Nigeria rather than ceding the stage 
exclusively to hardliners within Nigeria. END COMMENT. 
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said he had always thought that she would call 
elections. In the final analysis 

simply did not seem possible. He had offered to drop 
his demand that all Defense Ministry powers be returned 
to his government and had said he was willing to share 
them with her. She had demanded 

agree to postpone Provincial Council (PC) elections. 
(Note: PC elections seem set to take place after the 
April 2 parliamentary elections.) He could not agree to 
that. 


4. (C) Regarding reports that the President wants 
wholesale cutbacks in the PM\'s 60-plus ministerial 
cohort 

ministers during the pre-election timeframe. The PM 
noted that she could fire him 

point 

about prospects for the elections 

he was confident that his United National Party (UNP) 
would do well. The UNP had done very well in the March 
2002 Local Council elections 

thought that the UNP would do well with Sri LankaVs 
estimated 400 

thought that the calling of early elections was not 
popular with the public. Kumaratunga and her party 
would take the blame for that 

that wanted elections. The UNP would make the peace 
process and the economy key issues in the campaign. It 
would be V'between him and her 

Kumaratunga. He did not provide any indication on how 
cohabitation ties might be improved after the elections 

if the UNP wins. 


5. (C) Regarding the peace process 

the upcoming campaign did not damage the progress that 
has been made. He expected a tough 

however. The President's recent appointment of former 
foreign minister Lakshman Kadirgamar as Minister of 
Information and Media was bound to upset the Tamil 
Tigers 

and vocally opposed to the Tigers. To protect him 
residence in Colombo is fortified and bristling with 
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many armed guards.) The Prime Minister noted that he 

had spoken with Norwegian Ambassador Hans Brattskar and 
asked him to pass a message to the group to the effect 

that he (the PM) had not been the one who called for 
elections and did not want them. (Note: In a February 

8 posting on the pro-Tiger website \"TamilNet 

called the elections \"a grave setback\" for the peace 

process 

ceasefire and peace in general -- see Ref B.) 


6. (C) The PM also said he definitely thought that the 
Tokyo co-chairs meeting on February 17 in Washington 
should go ahead. He thought the meeting was an 
important opportunity for the international community to 
underscore its support for the peace process 

underline that Sri Lanka should expand on the gains that 
have been achieved and not go backward. 


7. (C) We have spoken to numerous contacts who agree 
with that view 

is that the meeting should go forward. Mission has 
provided Department a revised draft of a suggested joint 
co-chairs statement to be issued after the meeting 
which is contained in Para 8. (Note: Ref C contained 
Mission\'s initial draft 

analysis of Sri Lanka\'s political and economic 

situation 

Compared to the initial draft 

only a few changes 

international community\'s disappointment at the failure 
of the cohabitation talks. It also calls for free 

and peaceful parliamentary elections that would be 
followed in a timely way by a resumption of the peace 
talks. As with the initial draft 

also underscores the need to increase the pace of 
delivery of assistance 

release of assistance funds will not be possible without 
progress at the peace table. END COMMENT. 


8. (SBU) Revised draft of proposed Tokyo co-chairs 
statement to be issued after the February 17 meeting in 
Washington follows: 
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Begin text: 


(Opening pleasantries 

note that the ceasefire in Sri Lanka has held for two 
years. With each passing month of peace 

Sri Lankans continue to return to their homes 
humanitarian demining occurs 

previously contested areas becomes progressively more 
settled and bearable. The co-chairs applaud these 
indicators of peace 

the earliest possible resumption of the peace talks 
which have been suspended since April 2003. Progress at 
the peace table is essential if the encouraging progress 
in the peace process is to be sustained. 


In the same vein 

disappointment that the \"cohabitation\" talks in the 
South between the President and the Prime Minister did 
not result in an agreement. The tense situation in the 
South remains a serious impediment to an early return to 
the peace table 

economic investment and growth. The co-chairs call on 
all political figures in Sri Lanka to work to ensure 

that the upcoming parliamentary elections are free 

fair 

ways that undermine the important gains that have been 
made in the peace process. After the elections 
conclude 

expeditiously to find a method to establish clarity of 
responsibilities 

the entire process of governance -- can resume 
regardless of which party or parties form the majority 

in Parliament. 


The co-chairs also note that in the absence of peace 
negotiations support for the peace process throughout 
the country becomes even more important. They call on 
all donors to find appropriate mechanisms through which 
adequate amounts of humanitarian relief and assistance 
to improve the quality of life at the community level 

can continue to be delivered to all needy areas of the 
country. At the same time 

attention to the specific language in the Tokyo accords 
which makes clear that full release of aid funds pledged 
at the Tokyo conference cannot go forward in the absence 
of substantive progress at the peace table. (Closing 
pleasantries 


End text. 


9. (U) Minimize considered. 
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was V'very excited\" by its prospects. Before the letter 
stated 

countries did not want us to have a significant slice of 
world trade... We left Cancun thinking there was no hope.\" 


2. (C) Describing Cancun 

Pascal Lamy\'s negotiating posture \"arrogant.\" He expressed 
the hope that the EU would \"take a cue\" from the U.S. 

that the GOM would like to see major breakthroughs in WTO 
negotiations before Hong Kong. 


3. (C) Mpasu somewhat identified Malawi with the G-20 group 
stating that Wwe have Va funny set-up 

coalition 

thinking 

rhetorically asked why developing countries should talk about 
them when their concern is agriculture 

stated that 

failed Cancun.\" 


4. (C) Comment: Mpasu was enthusiastic about another chance 
for the WTO 

not yet a convert to U.S. thinking. He will assess any new 

WTO negotiations by what they offer in terms of reduced 
developed-world agricultural subsidies 

barriers for agricultural goods 

offered to least-developed countries. 


BROWNING 
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call to the peoples of the Turkish and Greek Cypriot 

entities to exert pressure on their leaders for a 

settlement. `A unified Cyprus entering the EU will help 
reduce tensions in the Aegean 

entry into Europe 

an official visit to South Korea 

Monday Turkey\'s eagerness to see a fair and lasting solution 
before May 2004. \"Cumhuriyet\" says that Washington might 
support Turkey\'s arguments if the Cypriot sides agree on the 
procedure and begin discussing the UN plan. 


Iraqi groups representatives in Turkey: Representatives of 
Iraqi Sunni 

of a meeting of Iraqvs neighbors that will take place in 
Kuwait on February 14-15. Qassem Ghali 
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Free Iraq Council 

officials on Monday. A delegation of the Ayan Assembly 
headed by Shiite leader lyad Jamal al Din 

on Tuesday. Egyptian President Mubarak will also visit 
Ankara in an effort to find a common policy with Turkey 
before the meeting in Kuwait. 


Turkey offers Russia anti-terror alliance: Russia has asked 
Turkey to shut down some NGOs allegedly sending Islamic 
fighters to Chechnya following a suicide bomb attack on a 
Moscow underground passenger train that killed nearly 40 
Russians last week. In its first official response to 
Moscow\'s allegations 

and more effective cooperation against terror. Russian 
police recently announced that three Turkish citizens had 
been killed in clashes with Russian troops in Chechnya. The 
issue will be taken up during Foreign Minister GulVs visit 

to Moscow February 23 

Al finds Turkish reforms encouraging: Amnesty International 
(Al) Secretary General Irene Khan and her delegation visited 
Istanbul Monday 

enacted by Turkey in pursuit of the Copenhagen Criteria. 
The delegation will meet with the prime minister 

foreign minister 

judiciary figures during its visit.. Human rights violation 
cases have showed a significant decline in Turkey 

said 

torture and the treatment of inmates in Turkey\'s F-type 
prisons. Khan asserted that while Turkey is V'on the right 
road\" with respect to human rights 

Vstill has a long way to go. She noted AlVs concern about 
continuing state pressure against groups and individuals who 
defend human rights in Turkey. 


EDITORIAL OPINION: Cyprus 


\"The First Challenge is the Bargain with Kofi Annan" 

Sami Kohen noted in the mass appeal Milliyet (2/10): \"Oddly 
enough 

in a negative sense. Both Papadopoulos and Denktas are 
seeking changes in the Annan Plan 

this during the initial talks with the UNSYG. Kofi Annan is 
unlikely to accept any changes to his preconditions. Thus 
there is still a possibility that Annan pulls out of the 

talks if the two Cypriot leaders insist on changes. . 

However 
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Cypriot leader Denktas and Greek Cypriot leader 
Papadopoulos. Denktas is willing to withdraw from the talks 
if he feels it becomes necessary 

easily because of pressure from Ankara. Papadopoulos 
the other hand 

to say ‘no\' to Annan. Papadopolous would prefer not to be 
the first one who says 'no.Y . The parties to the Cyprus 
issue are meeting very reluctantly in New York 

almost impossible to be optimistic about the upcoming 
negotiation process.\" 


\"Next: The Aegean Disputes\" 

Sedat Ergin warned in the mass appeal Hurriyet (2/10): \"The 
main focus in Turkish and Greek public opinion has shifted 

to the Cyprus talks in New York 

significant progress in exploratory talks on the Aegean 
disputes between the two countries. . The Aegean talks 
between Turkey and Greece have continued since March 2002 
and have now reached the 23rd round. If Turkey and Greece 
declare their intentions to start a negotiation process on 

the Aegean issues as a result of exploratory talks 

will in itself represent significant progress in bilateral 

relations. In fact 

critical for the start of Turkey\'s EU accession talks. . We 
should remember that the EU decision at the Helsinki summit 
in 1999 

settlement of the Cyprus issue 

the settlement of the Aegean disputes with Greece by the end 
of 2004. There is a very clear message here indicating that 
the Aegean issue will be on the agenda right after progress 
has been made on the Cyprus issue.\" 


EDELMAN 
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DEVELOPMENT AND COUNSELING OFFICES FOR THE KING ABDULLAH Il 
FUND FOR DEVELOPMENT 


1. THE PUBLIC AFFAIRS SECTION REQUESTS AN ACADEMIC 

SPECIALIST TO WORK WITH A LEADING NGO 

FUND FOR DEVELOPMENT (KAFD) 

JORDAN'S FIRST V'CENTER FOR CAREER DEVELOPMENT AND COUNSELING 
OFFICES" (СОСО) AT JORDANIAN UNIVERSITIES. THE КАРО IS 

FORMALLY HEADED BY HIS MAJESTY KING ABDULLAH Il. POST 

CONSIDERS THIS REQUEST AN EXCELLENT OPPORTUNITY TO 
STRENGTHEN THE CAPACITY OF CIVIL SOCIETY INSTITUTIONS IN 

JORDAN. POST WOULD PREFER A SPECIALIST WITH A GOOD 

KNOWLEDGE OF MIDDLE EASTERN CULTURE. SPECIALIST IS REQUESTED 
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FOR A PERIOD OF TEN WORKING DAYS IN MID JUNE 2004. THE 

PROGRAM SUPPORTS MPP OBJECTIVES ON \"DEMOCRACY AND BUILDING 
CIVIL SOCIETY.\" 


2. TIME FRAME: SPECIALIST IS REQUESTED FOR A PERIOD OF TEN 
DAYS ANY TIME BETWEEN MID JUNE - LATE AUGUST 2004. 


3. JUSTIFICATION: THE KING ABDULLAH II FUND FOR DEVELOPMENT 
(KAFD) STARTED A NATIONAL COMPAIGN TO PROVIDE CAREER 
COUNSELING AND PLACEMENT SERVICES TO JORDANIAN UNIVERSITY 
STUDENTS. THIS PROJECT REQUIRES THE COOPERATION OF KAFD 
THE MINISTRY OF HIGHER EDUCATION AND THE UNIVERSITIES OF 
JORDAN. 


THE OBJECTIVE OF THE OFFICES IS TO PROVIDE QUALITY SERVICES 

TO ASSIST STUDENTS AND ALUMNI IN DEVELOPING AND FULFILLING 
THEIR CAREER OBJECTIVES THROUGH A NETWORK OF ON-CAMPUS 
OFFICES. THESE OFFICES WILL HELP STUDENTS IN FINDING JOBS 
BEFORE OR AFTER GRADUATING; BRIDGE THE GAP BETWEEN 
COMMUNICATION SKILLS TAUGHT AND THE COMMUNICATION SKILLS 
NEEDED IN THE REAL MARKETPLACE; PROVIDE A DATABASE OF THE 
MARKETYS HUMAN RESOURCE NEEDS; HIGHLIGHT WORK ETHICS AND JOB 
LOYALTY; AND ESTABLISH COMMUNICATION CHANNELS BETWEEN 
STUDENT BODIES AND ORGANIZATIONS INCLUDING PRIVATE SECTORS. 


4. THE SPECIALIST WILL BE CONSULTING WITH THE KAFD\'S 
DIRECTOR AND TECHNICAL STAFF TO REVIEW THE CDCO\'S TRAINING 
PROGRAMS 

COUNSELING SERVICES. TRAINING IS REQUESTED TO COVER THE 
FOLLOWING FIELDS: 

-- HELPING SKILLSY TO INCLUDE COUNSELING TECHNIQUES RELATED 
TO CAREER DEVELOPMENT AND JOB FINDING 

--ETHICAL AND LEGAL ISSUES 

--TRAINING CLIENTS AND PEERS 

--EMPLOYABILTY SKILLS TO INCLUDE JOB SEARCHES 

WRITING 

ADVANCEMENT AND SALARY NEGOTIATION. 

--PROMOTION AND PUBLIC RELATIONS. THIS SECTION WILL INCLUDE 
A COMPREHENSIVE MARKETING AND PUBLIC RELATIONS STRATEGY TO 
PARTNER WITH EMPLOYERS IN THE PUBLIC AND PRIVATE SECTOR. 


5. AUDIENCES: 25 - 30 CAREER COUNSELORS SERVING SIXTEEN 
CENTERS AT PUBLIC AND PRIVATE UNIVERSITIES IN JORDAN. 


6. COST SHARING: KAFD WILL PROVIDE LODGING 

LOCAL TRANSPORTATION WHILE IN JORDAN. INTERNATIONAL TRAVEL 
INCIDENTALS AND HONORARIUM WILL BE COVERED FROM POSTVS l- 
BUCKS ACCOUNT. 


7. BACKGROUND INFORMATION ON KAFD 
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THE KING ABDULLAH II FUND FOR DEVELOPMENT (KAFD) WAS 
ESTABLISHED BY A ROYAL DECREE IN 2001 AS A NON-GOVERNMENTAL 
ORGANIZATION SEEKING TO PROVIDE ALL SEGMENTS OF THE 
JORDANIAN COMMUNITY 

PRIVILEGED 

AIMED AT ALLEVIATING THEIR SOCIO-ECONOMIC BURDENS. HIS 
MAJESTY\'S RECOGNITION OF THE IMPORTANCE OF ESTABLISHING A 
NON-GOVERNMENTAL ORGANIZATION THAT MAY ADEQUATELY ASSUME A 
COMPREHENSIVE AND TARGETED ROLE IN SUPPORTING DEVELOPMENTAL 
AND PRODUCTIVE PROJECTS ACROSS THE KINGDOM WAS THE MAIN 
DRIVING FORCE BEHIND THE PROMPT ESTABLISHMENT OF THE FUND. 


8. CONTROL OFFICER IS CAO DONNA WINTON. CONTACT NUMBERS FOR 
MS. WINTON ARE AS FOLLOWS: OFFICE 962-6-592-0101 

2579; HOME: 962-6-592-8932; FAX 962-6-592-021 
DWINTON@PD.STATE.GOV. CO-PROGRAM OFFICER IS BASMA AMAWI 
CULTURAL AFFAIRS SPECIALIST: TEL: (962-6) 592-0101 EXT. 

2574; CELL PHONE: (962) 79-5533474; FAX: (962-6) 592-0121 ;E- 

MAIL: BAMAWI@PD.STATE.GOV. 
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throughout the visit. 


3. (U) On February 4 the Director General of the WHO Dr. 
Jong-Wok Lee and Deputy Executive Director of UNICEF Dr. Kul 
Gautam joined the Carter delegation 

and Ambassador Yates on a trip to guinea worm infested areas 
in the Northern Region. Carter visited guinea worm endemic 
villages and watched a demonstration of the simple filtering 
techniques that prevent the disease. He also met with health 
leaders to get their perspective on the current state of the 
disease. He stated that a lack of boreholes does not 

exculpate Ghana since guinea worm had been eradicated in 
areas where there were no boreholes and no easy access to 
water. He made it clear that he found the excuse unacceptable 
and that more needed to be done to mobilize resources to rid 
Ghana of the often debilitating affliction. 


4. (U) During his press conference with a number of 
representatives of international and local press 

stated that Ghana is not doing enough to eradicate the 
disease. He also did not accept the excuse that the reason 
behind the poor performance was due to a lack of boreholes 
something leaders in the infested areas told him time and 
again. He noted that drier 

eradicate the disease and that Ghana could not wait for the 
solution in a borehole and pointed out that even a country at 
war like Sudan was reducing cases. He also noted that 
education and filtering are the key components to eradication 
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efforts. 


5. (U) After a full day in Tamale 

visited President Kufuor who welcomed and thanked them for 
the Carter Center's advocacy and support for Guinea worm 
eradication in Ghana. President Carter repeated comments he 
had made throughout the day about Ghana falling behind the 
majority of other countries in eradicating the disease. 
President Kufuor said he knew Ghana could and should do 
better 

bore holes. Carter diplomatically responded that he 
understood the importance of deep wells for villages 
maintained his mantra that filtering water is all that is 

needed to eradicate the disease. Dr. Gautam told Kufuor that 
one of Ghana\'s most illustrious public servants Kofi Anan had 
made a two-minute video on Guinea worm and pointed out that 
most of the victims are children. President Carter also 
convinced Kufuor to add a 30 second spot of his own. In the 
course of the 30-minute meeting 

President Kufuor to the Carter Center 

discussed election monitoring. President Carter offered the 
services of his Center to Kufuor. It was the first meeting 
between these two leaders and very positive and cordial. 


6. (SBU) Comment: The international media attention was 
focused on Ghana\'s underperformance on Guinea worm and the 
picture was not pretty. Constituting 27 percent of the 

current Guinea worm cases worldwide in an area where poorer 
and drier countries have outperformed were an uncomfortable 
position for Ghana. After having the spotlight shined on its 
problem 

disease 

End Comment. 

Lanier 
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implementation period. An Italian expert is expected to 
arrive in Turkey soon to assist MASAK officials but the 
arrival is pending the completion of an MOU with the GOT. 
The goals of the program are: 1) to improve the legal basis 
for combating terrorist finance; 2) to provide specialized 
training to Turkish officials; 3) to provide a way for 

Turkish officials to have direct contact with European Union 
counterparts; and 4) to evaluate the role of and to 
strengthen MASAK. The overall goal of the program is to 
bring Turkey into compliance with the EU\'s Acquis. 


Russia 
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5. (SBU) Russian anti-terrorism cooperation with Turkey 
centers around several agreements signed at various levels of 
the Turkish and Russian governments since 1992. Russia and 
Turkey also cooperate within the context of the Black Sea 
Economic Cooperation organization in the fields of border 
security and maritime issues. Beyond these broad agreements 
at the government-to-government level 

cooperation at the working level. The Russian representative 
asserted that the most important area for improvement in 
Turkish anti-terrorism activities is terrorist finance. 


6. (SBU) Canada has been working for several years with the 
TNP in training Turkish police instructors in forensics 
document examination 

Canada has also sponsored exchange-of-visitor programs in 
the law enforcement area. 


7. (SBU) Following the Nov. 2003 bombings in Istanbul 
U.K. has been trying to improve information sharing among 
Turkish security organizations and the U.K. 

rep noted that needs substantial improvement. U.K. is 
currently trying to arrange a multi-agency visit of Turkish 
counterterrorism experts to the U.K. to meet their 
counterparts as well as agree on an MOU on future 
counterterrorism cooperation. The U.K. has a full-time 
officer assigned to assist the Turkish government on money 
laundering issues 

the form of English-language training for Turkish police 
officers through the British Council in Ankara. The head of 
the TNP intelligence department has been to the U.K. to 
discuss technical capabilities against terrorists. 
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8. (SBU) Overall 

organized crime and money laundering. German cooperation 
with Turkish intelligence began in 2000. Cooperation with 
Turkish law enforcement against terrorism improved after 
September 11 and again following bombings in Istanbul. 
Currently 

proposals related to counterterrorism assistance. The 
projects will total around 10 million Euros and probably will 
not begin until summer 2004. The proposed initiatives are in 
the following fields: 1) forensic science (crime scene and 
crime labs) with TNP; 2) money laundering; 3) organized 
crime; and 4) human smuggling. There is also a proposal for 
some 20-30 Turkish intelligence officers to work in 
counterterrorism offices in Germany for several months. 
Germany also currently provides language training to 
intelligence officers. 


9. (SBU) Echoing his British counterpart 

averred that a major problem in Turkey is the lack of 
effective coordination among Turkish security organizations. 
The mandate to fight terrorism 

too many government entities 

among the various organizations needs to be better. 


10. (SBU) Spain has no bilateral assistance anti-terrorism 
assistance programs in Turkey but 

pursuing a broad project within the context of the EU\'s 
\"twinning\" program to re-organize TNP to make the police more 
efficient 

Australia and Switzerland do not have assistance programs in 
Turkey. 


11. (SBU) Participants unanimously agreed that future CTAG 
meetings should include representatives from the GOT 
particularly from TNP and MFA. 

EDELMAN 
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Nova Scotia and Prince Edward Island) while \"Atlantic\" refers to 
these provinces plus Newfoundland -- a relative newcomer 

joined Canada in 1949. While the MLB was formed in the 1920\'s 
and retains its original (less inclusive) name 

represents lumber producers in all four Atlantic provinces. 

Mission staff spoke in late January with MLB President/CEO Diana 
Blenkhorn and also with Gaston Poitras 

division of MLB\'s largest member 

Poitras was willing to discuss trade issues with us 

Blenkhorn stressed that the MLB speaks unanimously for Atlantic 
Canadian producers on softwood lumber trade. Following are key 
points made by the MLB: 


6. (U) LAND OWNERSHIP: Of all softwood lumber production in 
the Maritimes 

land. Moreover 

the remaining 25 percent) are market based 

stumpage rates have consistently increased since 1986. 


7. (U) GOVERNMENT ASSISTANCE: The lumber industry in the 
Maritimes refuses government support 

the GOC\'s 2003 assistance package to lumber producing 
Vcommunities. V 


8. (U) ANTI-CIRCUMVENTION: The MLB enforces one of North 
America\'s most rigid Certificate of Origin systems for lumber. 
This system is subject to ISO 9000 audits and requires lumber to 
be sawn from logs originating in Atlantic Canada or the State of 
Maine. As long as this document is required for entry into the 
U.S. (as it has been since 8/2/2001) 

provinces/countries via the Maritimes is effectively prevented. 


9. (SBU) AGREEMENT PROSPECTS: Blenkhorn said that the 
December 6 proposal moved \"in the right direction\" and that an 
agreement V'might still be doable if the VexitsY are revised. V" 
Both Blenkhorn and Poitras said they favor a negotiated solution 
to the current dispute 

table in late February or early March. Blenkhorn said she made 
the MLB\'s case to U.S. industry representatives on December 4 
and that their main concern had been the risk of a surge of 
imports from the Maritimes 

supported by historical experience. She cited long-term 
economic data showing (in MLBVs view) that Maritime lumber 
exports to the USA are driven by market demand 

treatment 

imports from third countries. 


10. (SBU) COST OF DISPUTE: Both Blenkhorn and Poitras lamented 
the fact that 

or dumping against Maritime producers 

\"dragged through!" this dispute and must pay the associated legal 
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costs and anti-dumping duties. They noted that US anti-dumping 
law applies to entire producing countries; in other words 

does not allow for exclusion of specific producers or geographic 
regions 

that had the dispute not involved an AD case this time round 
would be simpler to resolve 

would not be so strongly motivated to drive down unit costs by 
increasing volumes (which she said they have been doing in order 
to set the stage for lower dumping margins in later periods). 

This 


11. (SBU) That being said 

does not criticize U.S. trade legislation 

industries on both sides of the border to respect it. On this 

point 

Imports (CFLI) has seemed more \"blinkered\" during the current 
round of the dispute. 


12. (SBU) INTER-PROVINCIAL RELATIONS: Blenkhorn emphasized the 
community of purpose between the MLB and U.S. lumber producers: 

both groups have difficulty competing with the real or effective 

subsidy programs which exist in other Canadian provinces 

they are frustrated by those provinces" failure to reform over 

the past two decades. To those who object to so-called V'special 
treatment" for the MLB 

anything but \"special.\" On the contrary 

the intent of the U.S. industryVs efforts 

should view the Maritime industry as a positive model. 


13. (SBU) INDUSTRY CONSULTATION: Blenkhorn remarked that in 
order to succeed on this file 

Minister Jim Peterson needs to gain a detailed understanding of 

the lumber industry's circumstances in each region. \"Just 

trying to get a prevailing view from eight or ten companies 

won\'t work.\" The December 6 proposal \"was negotiated mainly by 
the B.C. industry 

disproportionate share of quota -- in return for driving the 

market into the tank while everyone else was reducing 

production.\" 
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the Libyan MFA by General Mahmood 

national research institute. Mahmood arranged for the OPCW 
team to meet with an interagency group of some 20 
individuals. Pfirter then met with the Libyan Foreign 

Minister. In both cases 

cooperation noted above. With the FM 

of inspections 
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have allowed the OPCW to wait three months before sending an 
inspection team 

seriousness with which the OPCW views Libyan accession. 


5. (C) Instead 

send an inspection team at the earliest possible time. 

Pfirter stressed to the FM that there would be substantial 
interest in the status of activity with Libya at the OPCW\'s 
Executive Council session on March 23-26. The DG therefore 
encouraged the Foreign Minister to send a team of both 
political officials and technical experts to the EC 

gathering. The FM 

particular point 

interested in the work of the OPCW. The DG said his message 
was one of trying to assist Libya in meeting the requirements 
of the CWC 

very well. 


6. (C) Following on the point regarding the \"hijacking\" of 
his visit 

logistical difficulties with the trip 

told the DG that they would control the next visit. They 
also emphasized that they will have more of a coordinating 
role in the future 

statements about seeking to enlarge their mission in the 
Hague. 


7. (C) The Italians 

to Libya in the near future. The focus of the discussions 
would be on the Italian work on Rabta 

touch on issues such as destruction of Libyan CW stocks. 
(Note: The Italian delegation to the OPCW subsequently 
confirmed that their team would be arriving in Tripoli on 
Sunday 

for about a week. End Note.) Reeps said that the Libyans 
are still thinking about the options for methods of 
destruction of their CW stocks. One possibility is by 
incineration 

consideration. The problem with hydrolysis 

that it could lead to the production of Schedule 1 chemicals 
that would generate additional requirements. 


8. (C) Reeps provided more detail on the technical 
discussions 

material on the requirements for the Libyan declaration 
including information on facility agreements. With regard to 
industrial issues 

interpretation\" of the requirements of Article 6 of the CWC 
(activities not prohibited under the Convention). Reeps said 
that the best guess now is that there will not be much 
industry-related work in Libya 
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possibly coming under the CWC. The team also discussed the 
requirements for establishing a national authority 

Libyans again seem to be well informed. Reeps then provided 
information on the February 16 visit to Libya 

detailed information sheet that has been FAXed to AC/CB. 


9. (C) With regard to the inspection 

Libyan declaration is due on March 6. After having a few 
days to assess the document 

team would depart for Tripoli on March 10. The composition 
of the team would still be determined 

three particular storage facilities 

able to complete its work by around March 20 so that the DG 
could provide a report to the Executive Council. Should that 
not be the case 

DG could utilize with the Council. 


10. (C) The DG added that the Libyan interlocutors were 

well aware of the importance of the decision that had been 
taken and stated that it is irreversible. They also 

commented that they recognized the importance of having other 
countries follow their example 

as a country that might be brought around to a 

reconsideration of its views of the CWC in light of the 

Libyan decision. 


11. (U) Javits sends. 
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In 2003 

power to Maine (net of imports). Given recent declines in net 
power exports from the rest of Canada 

around 30 percent of Canada\'s net power exports to the United 
States. NB Power has also historically supplied virtually all 

of the power needs of neighboring Prince Edward Island. 


4. In New Brunswick 

by provincial government-owned NB Power. NB Power has a mix of 
hydroelectric and fossil-fuel generation plus a single-reactor 

nuclear plant at Point Lepreau 

Maine. A decision is required soon on whether to replace 

refurbish 


5. New Brunswick\'s options for additional generation are 
limited. Despite the presence of the M&NE pipeline (see below) 
natural gas is not currently available in New Brunswick at 

prices which would make it economic for power generation. Few 
undeveloped hydroelectric sites are available. The remaining 
options - burning imported coal or oil - are relatively 

polluting and carbon-emitting. They are thus likely to conflict 
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with the Government of Canada\'s commitment to implement the 
Kyoto Protocol. Industry representatives await clarification of 
this policy 

meanwhile 

risk\". 


6. REACTOR RENEWAL: Provincial government energy officials and 
NB Power executives are currently hanging on a GoNB decision on 
the future of the Point Lepreau nuclear plant. Regulatory 

approvals are already in place for refurbishment 

financial cost would be high to purchase large amounts of 
replacement power while 380 fuel channels in the reactor core 

are replaced and the turbines and generator are reconditioned. 


7. In 2002 

refurbishing 

However 

favor of refurbishment have strengthened since then 
price outlook for natural gas (the main alternative) is now even 
higher. Moreover 

value of refurbishment in avoiding future greenhouse gas 
emissions 

option. Finally 

particularly for a relatively low-income 

province - of being both high-technology and relatively 
labor-intensive. 


8. Whether or not the GoNB decides to refurbish Point Lepreau 
building a second reactor at that site is also a possibility. 
Without outside financing 

refurbishment. The GoNB is exploring the potential for private 
sector participation in either option 

to be a V'demonstration site\" for the latest reactor design 
offered by Atomic Energy of Canada Limited (AECL). The latter 
idea is based on hopes that AECL would foot most of the bill - 
but AECL in turn awaits a decision from the GOC 

shareholder 


9. TRANSMISSION LINE TO BANGOR: Whatever happens at Point 
Lepreau 

transmission line from the Lepreau area to the vicinity of 

Bangor 

owned by Nova Scotia\'s Emera Inc). This line could be completed 
by 2007 and would carry power in either direction depending on 
seasonal and other requirements. NB Power officials say that 

all approvals still needed are on the U.S. side 

environment-related: some Maine stakeholders continue to demand 
that the line to follow an existing (but longer) corridor 

farther inland 


10. ELECTRICITY MARKET DEVELOPMENT: Atlantic Canada and Maine 
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are lightly populated and their electric demand is strongly 
winter-peaking. New Brunswick energy officials expect this 
entire region to have a significant power scarcity problem by 

the winter of 2007-08 due to the shutdown of aging generating 
assets before new plants are built. Gains in both cost and 
reliability can be expected from integrating the regional grid 

and facilitating power trade with the rest of the U.S. 

Northeast 

strategy for addressing the scarcity problem. They add that it 
has the potential to greatly reduce the vulnerability of 

northern Maine to power outages. (While neighboring Quebec is a 
major exporter of electricity from hydroelectric dams 

few interconnections with New Brunswick and virtually none with 
Maine - and these small markets are a very long way from 
Quebec\'s reservoirs). 


11. As of April 1 

corporate entities (generating 

nuclear 

System Operator (ISO). NB energy officials told us that 
they use U.S. FERC requirements to justify this publicly 

are really planning for the anticipated power scarcity in 
2007-2008 - when the new structure will allow them to invite 
proposals from independent power producers. They also hope to 
share experience/models with counterparts in Nova Scotia 
plans to initiate a wholesale power market in 2005. NB 
officials admit that a really integrated regional power market 
in Atlantic Canada will take \"another generation 

the current decade 

of power trades between the provincesY still-separate power 
grids. 


NATURAL GAS TRANSMISSION 


12. Nova ScotiaWs offshore Sable Island energy project began 
producing natural gas in early 2000. Most of this gas is 
transmitted to New England via the Maritimes and Northeast 
Pipeline (MNE) 

near the Strait of Canso plus the urban areas of Halifax 
Moncton and Saint John. For more on the prospects for 
production of oil and gas from Atlantic Canada\'s continental 
shelf 


13. The terms on which New Brunswick and Nova Scotia 
communities and industries can access this gas has been a 
sensitive political issue. Energy exports into the United 

States are licensed by Canada\'s National Energy Board (NEB) 
which generally defers to market forces. In order to buy gas 
from the MNE pipeline 

are tied to short-term markets in the Boston area (minus the 
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additional cost of transportation to Boston). New Brunswick 
interests have two complaints about this system. First 

argue that the Boston-based prices are in some sense \"excessive\" 
(presumably 

all of this gas were piped to markets in eastern Canada - which 
was one of the options before MNE was built). Second 

complain that that it has become impossible to purchase MNE gas 
on secure 

Brunswick\'s industrial needs 

power generation. 


14. In 2001-2002 the GoNB raised this issue formally with the 
NEB 

\"monitor\" the gas transmission situation in New Brunswick. GoNB 
officials remain unapologetic about having raised the issue 
stressing that it is not a matter of \"Canada first\" (as their 
position was sometimes characterized in the media) but rather 
\"Canada too.\" They say they are no longer pressing the issue 
because at current prices 

option for industrial uses or electric power generation in New 
Brunswick. One event that might change this 

be the construction of a liquefied natural gas terminal in 
Atlantic Canada. 


15. LIQUEFIED NATURAL GAS: Like other parts of North America 
Atlantic Canada is hearing proposals to construct terminals 

which would receive liquefied natural gas (LNG) from pressurized 
tanker ships and distribute it on the continental pipeline 

network. Currently 


-- Access Northeast Energy Inc. (ane-inc.com) 

development firm 

Head\") in an established heavy-industrial zone near Point Tupper 
on the Strait of Canso between mainland Nova Scotia and Cape 
Breton Island. This site has very good natural features and the 
project enjoys local political support. The proponent submitted 
environmental applications in 2003. 


-- Irving Oil Ltd. (irvingoilco.com) 

industrial conglomerate which is currently a large buyer/shipper 
of gas on the MNE pipeline 

the Bay of Fundy about 5 miles east of Saint John 

Brunswick. While this project is said to be less favored by 
geography (and local politics) than Bear Head 

industrial and financial autonomy may allow it to move ahead 
quickly 

Irving Oil says it plans to begin construction during 2004. 


16. Either of these projects would require at least a doubling 
in size of the MNE pipeline 
negotiation of gas supply contracts on a long-term basis in 
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order to secure financing for both port and pipeline. MNE 
representatives say that either project could fit well with 
their plans. 


17. New Brunswick energy officials told us that they are open 
to either LNG project 

adequate access to the gas. They expect either project to 
revive natural gas as a fuel option for industrial development 
in New Brunswick. 


CONCLUSION/COMMENT 


18. An array of interesting new energy infrastructure projects 
are on the horizon for Nova Scotia and New Brunswick 

which have the potential to significantly benefit neighboring 
U.S. states. However 

frustration 

that optimism has consistently run ahead of reality in Atlantic 
Canadian energy developments. This is painfully evident in Nova 
Scotia\'s offshore industry 

resource discoveries 

expectations - particularly with respect to royalty flows. Part 
of the problem is the multi-agency 

complexity of offshore regulation in Canada 

one of the world\'s highest-cost areas of active exploration. 


19. With respect to LNG ports and natural gas transmission 
there is little doubt that further development of such 

infrastructure - if it occurs - would heat up a simmering debate 
about local industries\' access to natural gas. In Nova Scotia 

this issue is moderated by the provincial government\'s closeness 
to the needs of gas producers 

created by gas exploration and production. New Brunswickers 
without such offsetting gains 

news that increasing volumes of gas would transit their province 
en route to New England markets. 


20. In electric power 

If New Brunswick cannot or will not finance the refurbishment of 
the Point Lepreau reactor 

that province will be bleak. The province could then be ona 
collision course with the GOC\'s climate change policy - and 
decisions on new fossil-fuelled generating plant will likely be 
slowed and clouded. The results will affect residents of Maine 
for the rest of this decade. 
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lower-than-expected revenues in 2003. Of the TL 3.3 
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Quadrillion 

shortfall in VAT collections on petroleum products 

petroleum prices had not been increased in the second half of 
2003 

line with CPI inflation. Likewise 

increases in electricity and natural gas prices had 

contributed to the shortfall. 


3. (Sbu) To begin bridging the gap 

prepared and proposed to the Prime Minister a package of 
measures worth between TL 3.1 and 3.4 Quadrillion to be 
included in a supplementary budget. With GOT officials keen 
to avoid revenue-side measures 

proposal is an across-the board cut of 10 percent nominal in 
\"discretionary\" spending 

claimed that these cuts could be implemented without hurting 
the substance of government programs. According to Kesik 
these expenditure items had been slated to increase roughly 
25 percent 

such that a 10 percent cut should not be too damaging. Kesik 
said that the cutbacks include military spending 

substantial share of military spending is off-budget in the 
Defense Industry Support Fund. (Under the reform program 
however 

spending brought on budget by 2007.) So far 

seems to be accepting the need for the 2004 spending cuts. 
More broadly 

package of compensatory fiscal measures with the IMF to close 
the remaining gap. Subsequent to the meeting 

reported that the GOT will announce an additional TL 3.0 
Quadrillion of measures 

from increased Special Consumption Taxes on fuels and TL 1.0 
Quadrillion from a reduction in VAT rates from 18 to 8 

percent (See below). 


Revenue Issues: 


4. (Sbu) In subsequent meetings 

Revenues Osman Arioglu and his Deputy 

Kesik\'s contention that the GOT would increase revenue if it 
decreased repeat decreased the VAT rate on textiles from 18 
to 8 percent. Note: As reported reftel 

expressed skepticism about this proposal. End Note. Kesik 
said this change would yield between TL 600 and 700 trillion. 


5. (Sbu) Kesik and revenue officials argued that 
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massive false invoicing 

textile sector VAT tax rebates than it takes in via textile 

sector VAT payments. According to the Revenue Directorate\'s 
calculations 

VAT export rebates 

would reduce rebates paid out by TL 1.393 Quadrillion. On the 
collection side 

VAT collections to the textile sector 

rate reduction would reduce collections by only TL 691 

trillion. The net saving of about TL 700 trillion 

corresponds to the high end of Kesik\'s range. The Director 
General went so far as to ask for the USG\'s help with the IMF 
on this issue. Comment: While we have no reason to doubt the 
GDR\'s estimates 

reducing the VAT rate 

questionable export rebate payments--and underreporting of 
VAT collections--through enhanced auditing of exporters\' 
rebates and collections. Subsequent to the meetings there 
have been press reports 

saying they have come up with a package to close the gap 
including the VAT rate reduction. Since the IMF has not yet 
agreed to these measures 

deliberately leaking its package as a way to pressure the 
Fund. End Comment. 


Improving Collections and the Unregistered Economy: 


6. (Sbu) The two General Directorate of Revenues (GDR) 
officials explained that a major priority was to improve tax 
collections 

into the formal sector. The GDR officials echoed earlier IMF 
staff comments that 

some of their operations outside the formal economy. Tas 
emphasized the key to improving collections is to have a more 
efficient tax administration. The tax administration 
reorganization moves (see below) under consideration are 
designed with improved collections in mind. In addition 
some of the specific actions the GDR is considering to 
improve collections in the short run include a more automatic 
system for VAT collection at gas stations 

threshold above which transactions are required to go through 
banks 

compliance. Tas acknowledged that Turkey\'s history of tax 
amnesties has not helped collections. In his meeting with 
econoffs 

deriving from indirect taxes 

taxes deriving from withholding taxes on wages 

really should be able to concentrate on the relatively small 
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remaining tax base to improve tax collections. 


Reorganization moves: 


7. (Sbu) Both Tas and Arioglu expressed their appreciation 
for the work of the U.S. Treasury tax advisors 

recently completed their second strategic planning workshop 
with the GDR. The strategic plan that emerged from the 
workshop was mentioned by Finance Minister Unakitan in a 
recent press conference 

the GDR 

As part of the plan 

in several key respects. At the local level 

is currently the responsibiltiy of the \"Deftedars 

local offices that represent the broad spectrum of Ministry 

of Finance issues. The reorganization would put tax 
collection in the hands of local offices responsible only for 

tax collection and reporting to the GDR. The GDR would also 
gain more autonomy from the rest of the ministry 
transformed into a tax administration agency. A large 
taxpayer unit would also be established. The GDR\'s ideas are 
receving GOT support so far; however 

private sector tax advisory body 

a separate study on the tax administration system. 


8. (Sbu) Tas explained that the legislative vehicle for the 
GDR\'s prosposed changes would be the much broader public 
administration reform bill 

the office of the Prime Minister. The new legislation is 
expected to be submitted to parliament in late spring or 
summer. Tas explained that part of the reform would be to 
reduce the number of bodies doing tax audit work 

improving coordination. Currently there are four 

two are in the Ministry of Finance: the Financial Inspection 
Board 

pleasure that the U.S. Treasury-facilitated plan basically 
implements the kind of measures the IMF tax experts desired 
such that the IMF recommendations dovetailed with what GDR 
was already doing. 


Overreliance on Indirect Taxes: 


9. (Sbu) Both Kesik and the GDR offiicals lamented the 
Turkish stateVs overreliance on indirect taxation. Kesik 
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noted that the IMF would like to see a shift to more direct 
taxation 

increasing tax rates. Tas remarked that the trend has been 
for the GOT to raise indirect taxes when revenue was needed 
because it is easier to do so: the GOT has the authority to 
increase indirect taxes but has to get parliamentary approval 
to raise direct taxes. 
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power behind the scenes. Harmon painted Krajisnik as a 
hard-line nationalist who planned and ordered the mass 
killings of Bosnian Muslims and Croats during attacks on 
towns during the 1991-1992 portion of the war in BiH 

the end-goal of exterminating these populations from large 
portions of the region. Krajisnik\'s indictment contains 
eight counts 

and violations of the laws of war. He is accused of 
committing these crimes not personally 

joint criminal enterprise (NB: he is charged under Articles 
7(1) (individual responsibility) and 7(3) (superior 
responsibility) of the ICTY Statute). Members of this 
enterprise also include Plavsic and Karadzic. Krajisnik was 
originally indicted with former Bosnian Serb president 
Plavsic 

against humanity of persecutions. In the course of her plea 
agreements \"agreed facts V" 

are fingered by Plavsic as the key perpetrators of the plan 
to eliminate Muslims and Croats from Serb-dominated areas of 
Bosnia. 


3. (SBU) One key piece of evidence that the prosecution 
plans to introduce is a document distributed at a 1992 
Bosnian Serb Assembly session that outlines six proposed 
strategic objectives of the RS. The objectives include 
establishing borders that separate the Serbian people from 
other ethnic communities in Bosnia 

ethnically mixed city of Sarajevo into Serbian and Muslim 
portions. The prosecution stated that Karadzic announced 
these objectives to the Bosnian Serb Assembly 

were adopted as a formal Decision and signed by Krajisnik in 
his capacity as the President of the Bosnian Serb Assembly. 


4. (SBU) Atthe start of the proceedings 

Trial Chamber | (Judge Orie presiding) indicated that the 
case could take well over two years. They allotted the 
prosecution 450 hours to present its case-in-chief 
including the time the defense takes for cross examination. 
Because of the length of the proceedings 

to defer its opening statement until later in the trial. 
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Krajisnik 

Chamber. In contrast to the behavior of other senior 
indictees such as Milosevic or Seselj 

short and reserved speech 

expressing his belief that the proceedings would result in 
the emergence of the truth. Krajisnik 

late-night SFOR raid at his home in Bosnia in April 2000 
been in the ICTY detention facility in Scheveningen awaiting 
trial for almost four years. 


5. (SBU) Comment: The trial of Momcilo Krajisnik is among the 
three or four most important cases to be heard by the ICTY 
in a category that is just below Milosevic 

Mladic. In many respects 

the Milosevic trial can into the criminal enterprise of RS 
leaders 

Bosnian war but also the intentions and responsibility of the 
senior-most Bosnian Serb leadership. It is also likely to 

put flesh on Biljana Plavsic\'s skeletal 

\"factual basis\" for her guilty plea. In the hands of a 

strong American-led prosecution team and an experienced 
presiding judge (who recently issued a judgment in the 
\"Sarajevo Siege\" case against Stanislav Galic) 

high expectations that the trial might not only prove 
Krajisnik\'s guilt but also go a long way towards establishing 
accountability and creating the kind of historical record of 
the Balkans conflict that the international community has 
expected of the ICTY. End comment. 
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local beef. He also said that the provincial government 
serves 23 

buy home-grown beef to meet its needs. 


3. In Prince Edward Island 

dependent on agriculture 

opposition leader Richard Brown made a point of telling CG that 
their beef industry was suffering as well 

resumption of cross-border trade. Both drew parallels to U.S. 
restrictions several years ago on imports of PEI potatoes. MP 
Wayne Easter has taken the issue a step further 

restrictions on beef trade \"economic violence\" and saying that 
Canada ought to \"play hardball\" with the U.S. to get the border 
re-opened for beef and cattle. 


4. COMMENT: In responding to these and other questions about 
BSE-related restrictions on beef and cattle trade 

the point that it is in everyone\'s interest to have a 

science-based system that maintains public confidence in the 
integrity of the food supply. Most of our interlocutors -- with 
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the possible exception of Easter -- agree in principle that that 
is the right approach. They just wish that things could move 
faster. END COMMENT. 
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at the UNCHR. The senior GOG officials took on board USG 
concerns on adoptions 

throw its weight behind the creation of CICIACS. Berger and 
his ministers discussed addressing a growing fiscal deficit 
and their plans for a radical reduction in the military 

sought our help on the latter. Berger also pressed for 
greater protection for illegal Guatemalan migrants in the 

U.S. 

leaders and a subsequent reception with government 
opposition and civil society representatives 

said that the controversial decision by the Bush 
Administration to negotiate CAFTA and promote a major 
immigration reform during an election year was evidence of 
the importance we assign to our neighbors in the region. The 
extremely cordial reception by Berger and his team 

promises of concrete cooperation made it clear that the new 
government places a high value on its relationship with us. 
End summary. 


2. (U) WHA Assistant Secretary Roger Noriega and Executive 
Assistant Bruce Friedman visited Guatemala February 3-5 for 
meetings with newly elected President Oscar Berger 
President Eduardo Stein 

President of Congress Rolando Morales and a broad range of 
opposition 

Noriega was accompanied by Ambassador Hamilton 

and Embassy officers to all meetings. 


Foreign Minister Briz on CAFTA 

3. (C) At a breakfast at the Residence with Foreign Minister 
Jorge Briz 

Carlos Martinez 

satisfaction with the conclusion of CAFTA negotiations and 
said that 

Guatemala had some reservations 

potential for transforming Central America by attracting 
investment 

A/S Noriega and the Ambassador urged the Guatemalans (who 
remain disappointed over CAFTA\'s treatment of beer) to view 
the agreement in terms of its overall positive impact on both 
economies. A/S Noriega noted that some \"adjustments\" had 
been made by the US to address the new government\'s concerns 
over beef 
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were politically unsaleable to US industries that would have 
influence over Congressional ratification. Briz acknowledged 
the historic opportunity CAFTA represents and said the Berger 
government supports the agreement 

that the Portillo government might have negotiated in bad 
faith. 


4. (C) Briz said that migrant issues would be very important 
to the Berger government 

Guatemalan migrants in the US during the campaign and that 
remittances from those migrants -- $2 billion in 2003 -- were 
underpinning the Guatemalan economy. Briz asked that the US 
consider extending TPS benefits to Guatemalans 

those enjoyed by nationals of El Salvador 

Nicaragua. A/S Noriega replied that President Bush shares 
the priority Berger attaches to migrant issues 

the President\'s new initiative on immigration is designed to 
address exactly the same problems affecting Guatemalan 
illegal migrants that the GOG wants to resolve. He urged the 
GOG to participate in the public debate of this proposal in 

the United States 

TPS -- to address the concerns of Guatemala migrants in the 
US. 


5. (C) A/S Noriega explained to Foreign Minister Briz the 
importance we attach to concluding an Article 98 Agreement 
with Guatemala 

high priority. Briz said that the GOG is reviewing the 
proposed texts the Ambassador had given him in January 
said the GOG \"has the will to move this forward\" in the short 
term. 


6. (C) On the Cuba human rights resolution at the upcoming 
UNCHR session 

deterioration of human rights in Cuba during 2003 

that as a matter of moral principle it was important that the 
countries of the hemisphere take the lead along with the EU 
in sponsoring a resolution. Briz acknowledged that the 
arrest of dissidents and the execution of the \"hijackers\" 
represented a significant provocation. He said that 
President Berger had told the Cuban Ambassador that he is 
committed to supporting \"freedom\" everywhere 

us that Guatemala would be helpful to the United States on 
the Cuba resolution at the UNCHR. 


7. (C) A/S Noriega told Briz that it is important that the 

new government take concrete action to address our GSP and 
TIP concerns early in its administration. Briz said that the 
Foreign Ministry was already coordinating with the Embassy to 
convoke the inter-agency working groups on these matters. On 
CICIACS 
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support 

Mission. Briz said that Congress had sent the proposal for 

an opinion to the Constitutional Court 

President Berger firmly supports CICIACS. Briz noted that 
some \"conservative sectors\" of the country were beginning to 
express opposition to the Mission 

convinced there is no better mechanism for taking on 
organized crime. 


Security Cabinet on Reducing the Military and Article 98 

8. (C) A/S Noriega met with Commissioner for National 
Security Otto Perez Molina 

Mendez Pinelo and Minister of Government Arturo Soto at the 
\"Casa Presidencial.\" Perez Molina outlined the Berger 
government\'s security priorities 

the military: reducing the force by 10 

and troops 

professionalization; 2) strengthening police: increasing 
budget 

corruption; and 3) creating a civilian intelligence 

capability: managed by the SAE 

the military D-2 

missions. Berger has temporarily ordered army troops to 
support police units in areas where gangs have intimidated 
the local police 

support. 


9. (C) A/S Noriega commented that the rule of law is the 
foundation of democratic society 

facing some serious challenges in that regard. The United 
States is prepared to help 

before we can engage in assistance to the military. A/S 
Noriega told the security team that conclusion of an Article 
98 Agreement is a crucial step to maintaining even the 
limited military-to-military engagement we have now 

urged them to weigh-in in favor of this agreement. The 
Ambassador told the MOG that USAID is contracting a company 
to help ministries conduct internal audits to detect possible 
areas of inefficiency and corruption 

this support to the MOG (the Minister enthusiastically 
accepting). He also noted that the Inter-American 
Development Bank (IDB) has approved a $20 million support 
program for security reform (non-military) 

Minister of Government to take advantage of this program. 


10. (C) The security ministers complained of inheriting 
ministries that had no resources. The Minister of Government 
said that the previous administration had left only 30 cents 

in the checking account of the Immigration Department. The 
Minister of Defense said that at least one budget 
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supplemental authorized by Congress in 2003 for 225 million 
quetzales (roughly $28 million) never reached the military 
and was probably stolen (Note: President Berger later told us 
that he heard from a source in the Military that the money 
was taken in cash by President Portillo 

dollars with the complicity of someone from the Central Bank. 
End note). 


Economic Cabinet on CAFTA and the Looming Fiscal Deficit 


11. (C) A/S Noriega met with members of the Economic Cabinet 
including Presidential Coordinator for the Plan of Government 
Richard Aitkenhead 

and Competitiveness Miguel Fernandez 

Antonieta Del Cid de Bonilla 

Mario Garcia Lara 

Beteta Mendez-Ruiz. Bonilla made a presentation on the GOG\'s 
economic policy priorities 

probity 

included: poverty reduction; decentralization and 

participation; political reform of the state to include 

respect for human rights 

improving efficiency in public administration; and an 

aggressive international strategy of trade 

tourism promotion. \"Pillars\" of the plan include: social 
investment in education 

with emphasis on the most vulnerable groups; \"integral 
security\" through restructuring national security 

institutions 

unsuitable personnel; and creating conditions for improved 
production and competitiveness via conservative macroeconomic 
management 

Peace Accords 

the budget toward social investment and basic infrastructure 
strengthening the banking system and moving forward as 
quickly as possible with the Central American Customs Union. 


12. (C) A/S Noriega congratulated the economic team for the 
scope and ambition of its plan 

areas needed for Guatemala to take advantage of the 
tremendous opportunity offered by CAFTA. He commented that 
Mexico had lost a half million jobs 

and would have been far better off if it had prepared for 

free trade with a plan such as Guatemala\'s. He said that the 
Guatemalan focus on transparency and good governance was 
essential if CAFTA was to work to Guatemala\'s benefit as 
President Bush intended. It was also a prerequisite for 
participation in the Millennium Challenge Account. He noted 
however 

efforts and that 
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big government 
revenues it needed. 


13. (C) Fernandez declared that 

of law was the cornerstone of the government\'s plant for 
attracting trade and investment. Aitkenhead agreed with A/S 
Noriega that more tax revenues 

needed to meet social investment targets. He observed that a 
culture of paying taxes was part of the rule of law. He 

briefly described the history of the Fiscal Pact 

been negotiated with 650 civil society groups 

that the FRG Administration had deliberately abandoned it. 
He said that the Fiscal Pact target of current tax receipts 
equivalent to at least 12% of GDP remained the goal. 
President Berger would be convoking civil society the 
following week to resuscitate the Pact 

needed. Aitkenhead said that the reviving the Fiscal Pact 
would be the economic cabinet\'s top priority in the new 
Congress. 


14. (C) Fernandez added that establishment of a customs union 
was a \"must\" for President Berger. Guatemala wanted to start 
with El Salvador and Honduras 

to join in moving quickly. Aitkenhead said that he hoped 
CAFTA could be used to prod faster action on integration 

he said he worried that different schedules for phasing out 
tariffs on certain products could prevent the removal of 
internal border controls. He wondered if the USG would be 
willing to reopen only those areas in the CAFTA where 
different treatment might cause problems for starting the 
customs union. Econ Counselor said he thought USTR would 
probably be delighted if countries wanted to phase out 

tariffs more quickly in order to harmonize with their 

neighbors. Aitkenhead 

what he was thinking. He took the point 

Ambassador 

what was negotiated rather than identifying problems that may 
or may not arise down the road. A/S Noriega added that 
Guatemala was the one country that had yet to be heard in 
Washington as delighted and excited about the treaty. 
Aitkenhead confirmed that Guatemala was all in favor of 
ratification and agreed to look at spreading the word more 
aggressively. (Comment: We suspect that beer is at the 
heart of the argument for allowing \"harmonization\" of tariff 
phase-outs to pave the way for a customs union. We expected 
to hear more direct pleas for help on beer 

government is seen to have \"given away" as a final act 
vengeance against political enemies. Aitkenhead\'s more 
subtle approach is an encouraging sign that the GOG is 
realizing that it has done what it can and is preparing to 

move on. End comment.) 
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15. (C) Bonilla described a difficult fiscal outlook for 

2004. She outlined how Congress had failed to pass a budget 
freezing spending at 2003 budget levels 

Constitutional Court had taken away an important part of the 
tax base 

government budget as drafted would allow a deficit of 3.2% of 
GDP 

4.7% 

would need to be brought down through austerity and tax 
reform to about 2% of GDP 

Fiscal Pact\'s capital investment target of 4% of GDP. She 
noted that the previous government had claimed to have 
exceeded the 4% 

categorizing payments to former militias (ex-PACs) and 
deposit insurance contributions as \"investments.\" 


16. (C) A/S Noriega commented that the new government 

its focus on good governance and open markets 

office at an especially propitious moment. CAFTA will give a 
boost to those who can make use of it 

conceived for governments that were forward looking and 
welcomed trade and private investment. He said it was hard 

to overstate how deeply ingrained Guatemala\'s negative 
international image had become 

get to Washington and let the world know that a new Guatemala 
had emerged. 


Berger Asks for Help with Military Reduction 

CAFTA 

17. (U) President Oscar Berger hosted a lunch for A/S 
Noriega 

and Polcouns at the \"Casa Presidencial on February 4. Also 
in attendance were Vice President Stein 

Briz 

and the President\'s Private Secretary Alfredo Vila. 


18. (C) A/S Noriega opened the meeting by telling Berger that 
his election and the selection of his team had created great 
expectations in Guatemala and in Washington. Guatemala has 
changed dramatically in the past twenty years 

the past two weeks (note: since Berger took office). CAFTA 
the rise in remittances from Guatemalans abroad 

immigration initiative and the great interest of the White 

House in Latin America make this a auspicious time for a 
progressive government to be assuming power in Guatemala. 
A/S Noriega said the United States wants to work with the new 
government to take advantage of this unparalleled opportunity 
to foment economic growth and the strengthening of democratic 
institutions and human rights. 
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19. (C) President Berger welcomed the Assistant Secretary\'s 
visit and said his government will make a priority of 
strengthening bilateral relations \"which suffered under 
Portillo.\" He said he would soon be sending Vice President 
Stein to Washington to lobby Congress for funding for his 
bold proposal to greatly reduce the military (price tag: one 
billion quetzales or $125 million) 

on US military assistance 

counter-narcotics programs 

continued to express interest in securing better protections 
for Guatemalan beer in the CAFTA agreement 

that the agreement 

economic growth in Guatemala. Berger said that Stein would 
also use his visit to Washington to explore ways of securing 
TPS-like protections for Guatemalan illegal aliens 

in the context of President Bush\'s immigration initiative. 
A/S Noriega told Berger that reducing the military was a 
laudable goal not only for budgetary purposes 

modernizing the state. He cautioned Berger to have low 
expectations of foreign financing for such a reduction 
however 

selling off military properties. The Ambassador offered to 
bring a team of experts to Guatemala to provide Berger with 
advice on divesting military properties. 


20. (C) President Berger asked about the status of US law 
enforcement investigations into possible money laundering by 
senior officials of the Portillo administration. The 
Ambassador promised to arrange for Berger to meet with the 
investigators for a briefing (Comment: This is very important 
to Berger 

Ambassador had seen him at other events. End comment). 


21. (C) In response to the Assistant Secretary\'s pitch on 
Article 98 

from the Foreign Ministry 

problem. Berger said he firmly supports the creation of 
CICIACS 

After discussing the important contribution 600 Cuban 
medical doctors make to rural medicine in Guatemala 
said that he had 

Ambassador that he would not compromise his democratic values 
(i.e. support for the Cuba human rights resolution at the 
UNCHR) in exchange for the doctors. He said 

We will be on the right side on this.\" 


22. (C) Over drinks at the Residence that evening 
President Stein told A/S Noriega and the Ambassador that 
Guatemala will ultimately be helpful on the Cuba resolution 
at the UNCHR 
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the ground (and with opposition from the human rights NGO\'s 
to the Cuba resolution) 

to play a leadership role on a draft resolution. The 
Ambassador asked that 

low profile for now 

cosponsoring the resolution. 


President of Congress Supports Mayan Jaguar Legislation 
23. (C) In a courtesy call on President of Congress Rolando 
Morales and members of the Congressional leadership board 
A/S Noriega said that his time working in the US legislative 
branch had convinced him of the critical role Congress plays 
in guaranteeing governability. He congratulated Morales for 
the governability pact reached between President Berger\'s 
GANA coalition 

agreement on a basic legislative agenda. A/S Noriega told 
Morales that he had just met with the Economic Cabinet 

that they had outlined a bold plan for jump-starting economic 
growth and reducing the fiscal deficit 

that Congress would be able to support this important 
initiative. 


24. (C) Morales said that he was convinced that Guatemala 
would become a narco-state if it were not for foreign 
assistance to fight the war on drugs. He said that he 
supports extension of legislation authorizing the Mayan 
Jaguar counter-drug joint exercises 

action on the proposal once it is received from the 
Executive. Other members of the leadership board similarly 
expressed support for renewing Mayan Jaguar. Several of the 
legislators voiced concern about the potential negative 
effects of CAFTA on specific economic sectors 

that overall CAFTA will spur job creation and generate 
economic growth. 


25. (C) A/S Noriega urged the legislators to pass 
Hague-consistent adoption legislation 

extremely important that language in the new law permit 
completing old cases under the old law during the transition 
so that already begun cases don\'t fall into a legal limbo 
with the enacting of a new law. The legislators took the 
point 

its first reading that very morning. 


Meeting Civil Society 

26. (C) On the evening of February 4 

reception at the Residence with a large cross-section of 
representatives of civil society organizations 

political parties 
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sector. In private conversations and in brief public 
remarks 

to take advantage of the opportunities that CAFTA 
President\'s immigration initiative and CICIACS offer for 
generating real and lasting change in Guatemala. 


Comment 

27. (C) Assistant Secretary Noriega\'s visit was interpreted 
by President Berger and his team as a sign of our public 
embrace of the new government 

closer bilateral relationship. It came at a time of great 

public expectations of the Berger government 

for Berger and his ministers the importance of seizing the 
day on CAFTA and other critical areas that can\'t be ignored. 


28. (U) This cable was cleared by A/S Roger Noriega. 
HAMILTON 
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public pressure on the CNE. Chavistas have countered with 
provocative statements and already occupy the grounds 

adjacent to the CNE building. The CNE is stalled on how to 

treat fingerprints and whether to permit signature forms 

filled out in the same handwriting (called \"planillas 

planas\"). How the CNE comes down on these issues may 
determine whether the referendum goes forward. OAS observers 
privately tell us the CNE cannot finish their work until 

March 15 


2. (C) This is a key week for the National Electoral 
Commission\'s (CNE) effort to verify the 3.4 million 
signatures collected by the opposition in support of a recall 
vote against President Hugo Chavez. The CNE began the 
signature count in earnest on January 13 and 

has 30 days to verify the signatures plus two days to approve 
the results. Political squabbling and poor organization 

the need to constantly invent procedures and standards have 
delayed the process significantly 

1 (see para 8). The 30 days end on February 13 and the 
opposition plans a series of street actions designed to 
pressure the CNE to render a decision. Current plans are for 
the NGO Sumate on February 13 to make copies of the signature 
forms available to those who signed the petition against 
Chavez. Opposition leaders will visit the CNE the same day 
to demand the CNE hurry deliberations. On February 14 
opposition will stage a march in which signers will carry the 
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copy of their signature form to the CNE to \"defend\" their 
signatures. 


3. (C) CNE Director Jorge Rodriguez (pro-GOV) announced 
February 6 that the CNE would release partial results of the 
signature counts 

to recall opposition deputies of the National Assembly. 
Opposition representatives have suggested to us that 
Rodriguez is hoping to lower tension by demonstrating that 
the CNE is working and will soon have final results. One 
opposition representative told us that the CNE\'s partial 
disclosure could agitate Chavez supporters because key 
opposition deputies targeted by the GOV will 

accounts 

releases partial information 

petition drives against certain deputies whose revocation 
threshold is very low. It is doubtful the partial results 

will cover the presidential referendum. End comment.) 


4. (C) Minister of Interior and Justice Diosdado Cabello 

inflamed the situation further on February 6 when he 

announced that Chavez supporters would occupy Caracas Plaza 
next to the CNE building and that no one would enter the 

plaza until the CNE makes its decision. V'WeVre not trying to 
scare the CNE directors 

the fascists that invent things ... we\'re going to support 

the rectors in the street." Cabello made the statements at a 
ceremony commemorating the foundation of Venezuelan Popular 
Unity (UPV) 

street activist Lina Ron. Ron 

the Comando Ayacucho\" campaign committee during the 
ceremony 

someone tells me the signatures are valid and that they are 
going to remove Chavez 


other 

was sure the opposition did not collect a sufficient number 
of signatures and 

Asked by a reporter how the international community would 
react 

international community thinks.\" 


5. (C) Verification of the signature forms continues in the 
Superior Technical Committee (CTS). Some 94 

forms (averaging about nine signatures per page) from the 
presidential recall drive were referred to the CTS for 
further review 


Column 3 

forms. OAS observers Edgardo Reis and Marcelo Alvarez told 
poloff February 9 

number of forms referred to the CTS is expected to increase 
to half of all the signature forms (which could contain up to 

1.6 million signatures). The work of the CTS is to confirm 

or deny \"observations\" made by the CNE temporary workers who 
noted irregularities in the forms during the physical 

inspection stage. In theory 

and send the signature form for transcription; confirming an 
observation essentially kicks the decision up to the National 
Elections Board 

noted a tendency in the CTS for examiners 

rules 

decisions to a higher level. 


6. (C) OAS observers noted two crucial problems with the 
signature forms under review in the CTS. First 

half of the forms are filled out with the same handwriting 
(called \"planillas planas\") 

evidence of fraud. The opposition dismisses the allegation 
noting that table workers during the signature drive filled 
out the forms for signers to ensure the writing was legible 
and correct. The rules are silent on the issue 

observers pointed out that representatives from both sides 
signed the back of each signature form. The second problem 
is smudged or irregular fingerprints. So far 

decision on how the fingerprints will be analyzed (see ref). 


7. (C) Rodriguez announced February 6 that a sample of 8 
signature forms (including 3 

would be analyzed to see whether the same hand that printed 
the information also made the signature. CNE Director 
Sobella Mejias publicly criticized Rodriguez 

such a decision required a decision by the CNE board. OAS 
observers told poloff the CNE was looking at analyzing about 
80 

feasible considering a lack of time and qualified handwriting 
experts. Given the quantity of signatures in dispute 

OAS observers concluded that if the CNE decides to reject the 
\"planas\" and forms with questionable fingerprints 

would be no referendum. 


8. (C) Reis and Alvarez said they worried that violence could 
break out either before or after the February 14 march. They 
showed poloff a timeline they created in consultation with 

CNE employees that showed the process ending by March 15. 
Alvarez also pointed out that the complaint process for those 
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whose signatures were rejected could take months if the 
normal electoral complaint process were used. Reis and 
Alvarez criticized the opposition for bungling several issues 
during the process 

the pro-GOV signature drive 

treatment would be reciprocated on the signatures against 
Chavez. Alvarez opined that if the process is pushed into 
April 

the OAS issue a statement on February 12 calling on all 
parties to respect the process. 


9. (C) Primero Justicia Deputy Ramon Jose Medina told poloff 


February 9 that the opposition took the decision to pressure 

the CNE on February 14 to avoid further delays. Medina said 
violence was possible during the march 

depend on how the CNE handles the run-up. Medina admitted 
that the decision to march could be falling into a trap by 

the GOV to force a confrontation that might impede the 
referendum process 

\"stand by with arms crossed\" while the CNE process drags on. 


10. (C) Rather than strike a conciliatory tone 

opposition has opted for pressure tactics. The Chavistas 

have responded with threats and intimidation. Any time the 

two sides mount parallel demonstrations 

doing for February 14 

violence. Much depends on how the drama inside the CNE plays 
out. The CNE is quickly reaching the point where decisive 
rulings -- such as what to do with the \"planas\" -- cannot be 

put off. If the CNE is able to make these decisions 

side or the other will likely become inflamed. 


11. (C) As the battle within the CNE heats up 

the OAS and Carter Center observers becomes more important. 
Venezuelans want to have a credible CNE 

partisan politics indicate that the CNE 

institutions 

need to ensure that the will of individual citizens is not 

trampled by wholesale invalidation of signatures using flimsy 
pretexts. 


SHAPIRO 
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used in the GOC\'s individual desertion/reinsertion program -- 
to large scale demobilizations. During CODA 

officials from the Ministry of Defense 

and Justice 

Office review all deserters to verify they were members of an 
illegal armed group and do not face major criminal charges. 
Individuals facing charges are turned over to the justice 
system. Individuals who lie about membership in an illegal 
armed group 

over to the care of the Social Solidarity Network (RSS) 
Governments displaced persons service agency. Individuals 
whose status as former fighters is confirmed join the 
reinsertion process. The CAI team recommends that CODA be 
adopted for large scale demobilizations 

the program would have to be significantly expanded to 
accommodate the thousands of former fighters currently 
contemplated. 


7. (C) Ensuring that former fighters fulfill the terms of any 
demobilization agreement and do not return to serious 
criminal activities is one of the paramilitary peace 
process\'s greatest challenges. Juan David Angel 
businessman recently tapped to revamp and manage the Ministry 
of Interior and JusticeVs reintegration program 

the best guarantee that former fighters not backslide is to 
offer them viable job and education options in civilian life. 
Virtually everyone agreed that OAS verification and 
oversight of the demobilization process could significantly 
assist the Government to fulfill its commitments and add 
legitimacy and accountability to the process. 


8. (C) The GOC is not financially able to fund by itself a 
collective paramilitary demobilization 

receive assistance from the international community. The 
Peace Commissioners Office estimates that the cost of 
demobilizing and reintegrating approximately 20 
paramilitaries -- a number provided to the Office by the 
paramilitaries themselves -- between now and 2006 would be 
approximately USD 171 million. (Note: Restrepo\'s estimate 
includes what the AUC describes as its support network. The 
Embassy believes a more realistic estimate of AUC fighters is 
13 

approximately USD 47 million 

million for which the GOC is seeking international assistance 
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(ref A). The Ministry of Interior and Justice\'s reinsertion 
program has a USD 7 million budget 

individual reinsertion program and only until April. 

According to Vice-Minister of Defense Penate 

Defense\'s USD 7 million budget for its demobilization role is 
insufficient to handle a large scale paramilitary 
demobilization. (Note: Penate serves as the Executive 
Secretary of the ministerial committee overseeing the peace 


SIPDIS 
process. End Note.) 


9. (C) MOD Uribe assured the delegation he is committed to 
providing adequate security for any demobilization. VMOD 
Penate was confident that the present level of security force 
presence 

(carabineros) 

could provide adequate security in communities directly 
affected by demobilization. He asserted that it is a 
misconception that paramilitaries provide security in areas 
they control 

establish a monopoly on criminal activities. 


10. (C) DeShazo asked the group of working-level GOC 
officials to describe what would happen in the event that 500 
hypothetical paramilitaries announced their demobilization 
tomorrow. Roughly 


-- The Peace Commissioner\'s Office would negotiate the terms 
of the demobilization and determine the location of the 
concentration zone. An organization 

Statistics Institute (DANE) 

Commissioner\'s Offce to conduct a survey of the former 
fighers to identify them and determine their background (age 
education 

are\" they would have to produce their national identity card 
(\"cedula\"). They would be fingerprinted 

defectors. 


-- Under the auspices of the Ministry of Defense 
fighters would enter a concentration zone 

to the military 

paramilitary membership. The Fiscalia would begin 
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investigating each former fighter. All minors would 
immediately be turned over to the ICBF. During this time 
the Ministry of Defense would debrief the former fighters for 
intelligence purposes. 


-- All paramilitaries facing criminal charges would be turned 
over to the justice system and eventually dealt with in 
accordance with Colombian law 

\"conditional parole\" law. The rest of the former fighters 
would enter the Ministry of Interior and Justice\'s 18 to 
24-month reintegration program. 


11. (C) Peace Commissioner Restrepo asserted that the 
\"conditional parole\" (\"ley de alternatividad penal\") 
legislation will not prevent paramilitaries from being 

subject to extradition or Colombia\'s asset forfeiture law. 
Illicitly acquired paramilitary assets will be seized. In 
addition 

licit assets to a victims\' reparation fund in an amount 
determined by a judge. Restrepo noted that paramilitary 
commanders are not pleased with the draft legislation but 
that he has not negotiated its terms with them. In his view 
AUC leader Carlos Castano is the only commander currently 
willing to spend a limited time in prison. (Note: The vast 
majority of rank and file combatants are not expected to face 
criminal charges. End note.) When asked why the AUC leaders 
would be willing to turn in themselves and their troops under 
these circumstances 

to increase military pressure on them. 


12. (C) OAS representative Sergio Caramagna explained why the 
OAS chose to support and verify the GOC\'s peace process with 
the paramilitaries (ref B): 1) Colombia has the largest 

conflict in the hemisphere 

to support peace and stability in the region; 2) the OAS 

views Restrepo as transparent 

President UribeYs peace policies; 3) with two large-scale 
demobilizations planned for 2004 

support immediately. Caramagna noted that the OAS has 
extensive experience in supporting demobilizations elsewhere 
in the hemisphere (he worked for 14 years in Nicaragua) 

that the OASVs interest in supporting Colombia has several 
precedents and has been well-publicized since November 2003. 
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The delegation emphasized that the U.S. is fully supportive 
of the OAS initiative. Caramagna welcomed the support and 
said he was working to persuade skeptical countries to back 
the agreement. 


13. (C) The GOC recognizes the need to develop a 
well-organized structure and long-term strategic plan for the 
demobilization and reintegration of the paramilitaries. VMOD 
Penate asserted they could develop a written plan within 
several weeks. The potential benefits of a successful 
process are clear: removing several thousand terrorists from 
the armed conflict 

three- to a two-front war 

ELN or FARC to enter into good-faith negotiations. The plan 
developed for the AUC would 

applied to the FARC and ELN. 


14. (U) This cable was cleared by DAS DeShazo. 
WOOD 
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defending cases in Nigeria\'s adversarial legal system 
Guobadia was quick to state that INEC only presents 
documents and defends the announced results 
actions taken or not taken during the election. 85 
percent of tribunal cases were thrown out in the first 
round for technicalities 

Courts were moving beyond technicalities (in the cases 
that remain). He stated that a handful of election 
results had been overturned 

not having the required qualifications. Guobadia 
believed that most other cases would be resolved over 
the next three months. The Buhari presidential 
tribunal 

the handful of overturned cases 

ordered 

candidate if the original candidate was disqualified by 
the election tribunal 

challenged in court. 


Funding and Staffing Issues 


4. (U) Guobadia believed that the way to avoid problems 
in the 2007 elections revolved around receiving 
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sufficient funding for INEC. Guobadia said that INEC 
has already proposed its funding needs to the National 
Assembly 

budget allocation was more than 1 billion naira (about 
$7.4 million) 

naira from the presidency to date. While declaring his 
appreciation for USG funding for INEC\'s implementing 
partner 

it can to push funding from the GON. He said that the 
funding delay in 2002 affected the start of voter 
registration 

initiatives for the 2003 elections. He believed that 
legislators now understand the problems the lack of 
funds had caused and probably will not make the same 
mistakes in 2007. 


5. (U) Guobadia seemed unconcerned about staffing 
issues 

the running of elections. He agreed that the recent by- 
election in Abuja went well without ad hoc staff 

said INEC would continue using ad hoc staff for future 
elections 

them better in time for the 2007 general elections. 


The Future 


6. (U) Guobadia said INEC still has not started 

updating the national voter register 

hope to have a computer database functional by mid- 
2004. Guobadia hopes to integrate fingerprint matching 
in the database by 2007. In addition to a more 
advanced voter register 

Electoral Law to allow absentee ballots. 
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document has received support by their technical experts 
lacks only acceptance by their legal authorities. 


2. (U) To avoid reopening the text of the Schedule 2/3 
Captive Use decision and allow the political process to 
continue 

the German paper regarding Schedule 1 Captive Use. Canada 
was the only delegation to raise serious concerns with the 
German paper 

declarability of Schedule 1 Captive Use creates a requirement 
in absence of demonstrated activity. The Canadians noted 
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that all German examples are speculative and that 

knowledge 

Furthermore 

byproducts or intermediates\" produced during manufacture of 
Schedule 1 chemicals should not be declared 

own or as elements of facility aggregate production totals. 
The Russian Federation seconded the Canadian intervention. 


3. (U) Del and the United Kingdom noted the examples 
provided in German paper are derived from open literature and 
though no evidence exists suggesting undeclared Schedule 1 
Captive Use production is ongoing 

production pathways cannot be ruled out. Del and the UK 
further stated that any production of Schedule 1 above 
relevant thresholds constitutes a declarable activity and the 
treaty 

production. However 

Schedule 1 Captive Use is subject to declaration if 
applicable thresholds are exceeded 

consistent with the rationale for clarification in regards to 
captive use for Schedule 2/3 chemicals. 


4. (U) Discussion focused on the Technical Secretariat\'s 
(TS) approach towards clarification requests and TS 
clarification request status reports to the Executive Council 
(EC). To facilitate understanding of the process 

facilitator (Williams 

participants on the current status of clarification requests 
and to detail conditions under which the TS might not 
consider a plant site inspectable based upon ambiguities or 
inconsistencies in data declarations. The TS removes plant 
sites from the inspectable facilities if a clarification 

requests has been issued relative to: ambiguities in declared 
quantities 

production range codes 

chemicals are specified 

mismatched CAS/chemical names. States Parties (SP) expressed 
concern that this approach results in plant sites being 
insulated from verification activities simply by withholding 
responses. 


5. (U) States Parties also expressed concern that 

the compliance-related nature of such ambiguities 

particular in relation to plant site inspectability 

reporting to the EC on clarification requests has not been 
consistent or meticulous. States Parties called upon the TS 
to gather further data and report 
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consultations 

verification consideration in the past and the status of 
outstanding clarification requests related to the 
inspectability of plant sites. 


6. (U) Regarding the facilitator\'s proposal 

delegations (Canada 

responses to clarification requests return to a 60-day 
window. The TS presentation seemed to support a shorter 
window as well 

inspections. However 

satisfied with the 90-day timeframe contained in the revised 
proposal. The Indian delegation also requested that the use 
of the word \"ambiguities\" in the second operative paragraph 
be reconsidered 

on-site verification activities and access. No SP 

raised serious objection to the text proposed and a decision 
appears ripe for adoption during EC-36 in the form circulated 
to SP prior to the March 3 consultations. 


7. (U) Pursuant to SP\'s request during the previous round 
of consultations 

Abe 

present their views on the use of Schedule 2 facility 
agreements during subsequent inspections. ITLs (Steyn and 
Mears) confirmed that inspection teams do not find facility 
agreements useful during subsequent inspection for inspection 
planning or conduct. ITLs noted they use draft facility 
agreements 

ITLs speculated that facility agreements may provide some 
utility for an inspected State Party (iSP) if health 

equipment 

administrative arrangements would impact the conduct of an 
inspection 

conduct of inspections. 


8. (U) Discussions revealed a general consensus on a phased 
approach for improving the facility agreement process may be 
preferable. In such an approach 

the TS to demonstrate greater flexibility in the field to 

reach agreement with an iSP not to conclude a facility 
agreement. To this end 

circulate 

or criteria to expand the ability of TS teams to determine 

that a facility agreement is unnecessary. Such criteria may 
include facility type 

frequency. As a second step 
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format for facility agreements is desirable 

that such a process runs the risk of opening up issues 
resolved by the model facility agreement and could be time 
consuming. Therefore 

a longer-term goal. 


9. (U) Though the TS was receptive to ideas on how to 
improve the process 

guidelines that would result in a \"significant\" reduction of 
facility agreements proposed to the EC exceeds their 
authority. Therefore 

report language to draft flexible guidelines may be necessary 
to provide the TS with top-cover. (COMMENT: Report language 
urging the TS to make greater use of the \"opt-out\" provision 
in the CWC should be developed as soon as possible. This 
will provide both policy direction and political cover for a 
change in TS practice. END COMMENT.) 


10. (U) UK experts delivered a detailed presentation based 
on their Perfluoroisobutylene (PFIB) paper (\"Report on 
investigations into industrial production of PFIB at 
Tetrafluoroethylene (TFE) and Hexafluoropropylene (HFP) 
monomer production facilities\" 26 Jan 04) 

says that because TFE and HFP manufacturers have the 
capability to produce the unwanted by-product 

quantities in high concentration 

engineering changes to the process 

object and purpose of the Convention. States Parties were 
set to \"receive\" mode 

support or non-support of the UK proposal. 


11. (U) The facilitator (Wade 

decision covering each of the three Schedule 2A/2A* chemicals 
(Amiton 

decision was not ripe for text agreement yet 

technical discussions remain ongoing 

decision is consistent with the SP desire to have one 
decision for all three chemicals. However 

decision document suggests .1% appropriate for Amiton and 
PFIB and no concentration for BZ (all should be declared) 
some SP 

a desire to see the chemicals treated equally 

concentration limit. No countervailing views were offered. 


12. (U) COMMENT: One read of the UK paper suggests that a 
cumulative total for quantity is acceptable for declaration 
purposes and any spike above relevant concentration threshold 
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would trigger a declaration requirement. Del notes this 
appears inconsistent with the understanding reached on 
Boundaries of Production and Schedule 2/3 Captive Use that 
stipulates that a declaration requirement is triggered if 

both concentration and quantity are exceeded 

END COMMENT. 


13. (U) Italy suggested that 0.5% is more appropriate for 
BZ 

(\"Technical Document on Schedule 2A* (BZ) Chemicals 
Declarations for Low Concentrations\" 4 February 04). In this 
paper 

Bromide 

does not reflect the standard synthesis route for CB 
incorrect on an important process point. Specifically 
Italian paper notes that \"the hypothesis formulated by the 
USA in which industrial producers (producers of Clidinium 
Bromide) 

feasible from a technical point of view\". If this statement 
is correct 

viable concentration of BZ in the process; as a result 

is the core of the Italian argument for a 0.5% threshold. 
Del 

back up data for their assertion. No other SP offered 
alternative concentrations. 


14. (U) States Parties appeared to reach consensus on EC 
report language to request the TS to place an asterisk (*) by 
Schedule 2/3 chemicals which have been declared since entry 
into force to the TS in the Handbook on Chemicals. Such a 
marking could assist non-technical personnel in making 
declarations for scheduled chemical imports 

production 

1 marking 

(Ruck 

setting a marking threshold for Schedule 1 chemicals that 
would differentiate between those listed due to small 

quantity research and analytical purposes and those normally 
commercially produced and/or traded. 


15. (U) The facilitator also reviewed his changes 

(correction and administrative) to the Handbook on Chemicals 
and requested interested SP to review. The bulk of the 
changes eliminated duplicate entries and errors in chemical 
names/structural diagrams. Based upon input 

anticipates presenting the comments to the TS for 
incorporation into a revised version of the Handbook. Del 
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requested to be involved in this project and awaits an 
electronic copy of proposed changes for transmittal. 


16. (U) Facilitator (Williams 

instructing the TS to apply logic and clear rationales for 
pursuing clarification requests and reporting such requests 
to the EC 

than setting standards and guidelines at present 

upon the TS to revise their methodology and report on 
progress achieved by June 2004 

accommodate the first submissions of C-7/Dec.14 streamlined 
data. Should SP continue to have concerns regarding TS 
clarification requests 

specific recommendations and/or standards for transfer 
discrepancy resolution. Germany 

most insistent regarding the need for the TS to revise their 
process. 


17. (U) The majority of SP were clear that the TS role is 

not to pursue a \"material balance\" for transfer 

reconciliation and only to pursue clarifications of transfers 
which appear substantively inconsistent and of compliance 
concern 

to the EC. (COMMENT: As in the case of facility agreement 
discussions 

general policy direction on this matter to the TS and to 
provide political \"top cover\" for changes from current 
practice. Given the substantial agreement among delegations 
on key points 

for the 36th EC session. END COMMENT.) 


18. (U) Javits sends. 
SOBEL 
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as \"assign my nomination points to the phosphorous 

flourine (PSF) sites in the five countries on my borders;\" or 
\"assign my nomination points to the ten countries with the 
largest number of declarable OCPF facilities" or \"ѕргеаа my 
nomination points the same way that the TS spreads its 
information points.\" 


5. (U) Finally 

Party might submit nominations and distributed an non-paper 
with a possible nomination format which included elements 
such as regional group 
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facilities. Rather than debate which elements might appear 
on such a future form 

to fill out the non-form and the U.S. would \"run the numbers\" 
to demonstrate how the method might work. The intent of the 
exercise was to ensure States Party that options exist 
between not allocating any points and analyzing every 
declaration to allocate points appropriately. Forms were 
collected from 15 of the approximately 45 attendees 

rules used ranged from PSF facilities in a regional group to 

a list of countries of interest. The results were 

distributed to WEOG members on February 10 and will be 
discussed in WEOG on February 17. 


6. (U) The facilitator (Paul Wilke 

the afternoon session that focused on political discussions. 

The TS presented the A14 selection method used currently. 
Following this discussion 

political ramifications of implementation of a new 

methodology. Some asked whether the A14 could be adapted to 
accommodate State Party input; others noted their thorough 
dislike of the A14 methodology. No one argued that A14 meets 
treaty requirements or cannot be improved. Italy raised its 
strong concerns regarding possible politicization of the 

process by allowing the TS and States Party to allocate 

points against individual countries. Brazil noted that any 
methodology must remain consistent with the considerations 
and limitations articulated in the confidentiality annex. 

India was the most vocal in questioning the rationale behind 
first selecting a State Party and then a OCPF facility in 

that country 

in particular the geographic distribution -- would play roles 

at both stages of the selection process. 


7. (U) Delegations responded positively to the Swiss/U.S. 
discussions and thanked the U.S. expert for his detailed 
comprehensible presentation of what in the past appeared to 
be complex formulas and ideas. Delegations look forward to 
discussing the concepts further in a future round of industry 
intersessional consultations 

evaluate the workload and fiscal impact introduction of the 
Swiss/U.S. site selection methodology would have on the 
Declarations Branch. Wilke also requested the U.S. expert 
have available for delegates in March a paper describing the 
Swiss/U.S. proposal and the case studies presented. 


8. (U) Javits sends. 
SOBEL 


13866 
13867 
military\" in 2004. He pondered about the possibility of a 
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bilateral meeting at APEC with the President for Prime 
Minister Khai 

the occasion of the 10th anniversary of bilateral relations. 

He cited VietnamVs relations with its three neighbors as the 
GVN''s top foreign policy priorities 

VBig Powers\" -- including the U.S. -- as only number two. 
Vietnam remains committed to more active participation in 
regional organizations and continues its quest for a non- 
permanent seat on the UN Security Council in 2008. Embassy 
does not believe that Sons comments mark a renunciation of 
GVN hopes for a 2004 Prime Ministerial visit to the U.S. 

and continues to welcome the possibility of a USG delegation 
soon discussing with the GVN our concerns and goals in 
advance of such a visit 

End Summary. 


US-Vietnam 


2. (SBU) DDG Son 

providing advice to the Foreign Minister on overall foreign 
policy as well as specifically responsible for V'coordinating 
policy initiatives V" of the various other Departments within 

the MFA 

bilateral relationship with the U.S. in 2004 V'in all fields 
including military.\" He welcomed dialogue about V'what we 
(the GVN) can do\" to move the relationship forward. When 
Pol/C noted unofficial GVN inquiries about the possibility 

of a visit to the U.S. in 2004 by the Prime Minister and the 
likelihood that such a trip would have to be preceded by a 
variety of positive steps by the GVN in fields such as human 
rights and religious freedom 

doing things that you may not know about.\" Pol/C urged 
greater information-sharing and access 

frustration in not being able to obtain details about the 

Tet amnesty (which Vice Minister of Public Security Nguyen 
Van Huong had promised would include persons of concern to 
the USG) or about a reported December 2003 directive by the 
Committee on Religious Affairs (CRA) to speed up 
registration of churches in the Central Highlands. DDG Son 
admitted that lack of transparency remained a problem in the 
GVN system 


3. (SBU) DDG Son floated the possibility of a bilateral 
meeting at APEC between the President and Prime Minister 
Phan Van Khai 

Ministerial visit linked to the 10th anniversary of 
establishment of diplomatic relations. Pol/C noted that the 
USG had originally been contemplating a Prime Ministerial 
visit in late 2003 

level visits to the U.S. during U.S.-led military action in 
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Iraq in early 2003 had slowed momentum in relations for 
several months. He urged greater coordination by the GVN on 
high-level visits 

three to four GVN ministerial-level visits within the space 
of a few weeks 

positive GVN actions that would justify an eventual Prime 
Ministerial visit 

merely ceremonial. He urged the MFA to ensure that all 
future high level dialogues increasingly focus on strategic 
issues 

catfish 

counterterrorism would also be especially welcome 

only in the form of more responsiveness to U.S. watchlists 
and other information shared with the GVN. 


4. (SBU) Pol/C asked about the MFA\'s plans for a bilateral 
political dialogue in 2004 

Vice Foreign Minister Le Van Bang to Ambassador in December 
2003. DDG Son 

dialogue in Hanoi 

dialogue but was unaware of any specific plans in 2004. He 
promised to investigate this possibility. He asked about 

the likelihood also of holding a human rights dialogue; 

Pol/C reviewed USG disappointment that previous dialogues 
had not yet led to enough substantive progress on issues of 
concern to the USG to justify another round. DDG Son 
indicated that the MFA might nonetheless issue another 
invitation for a human rights dialogue in 2004 

incorporate human rights issues in the eventual political 
dialogue. 


Priorities 


5. (SBU) When asked about competing priorities among the 
GVN\'s various diplomatic activities and partners 

insisted that relations with neighboring countries were at 

the top of Vietnam\'s list 

affect national security. He claimed that 

perspective 

just as important as those with China. He pointed to border 
demarcation 

problem) 

handle well in the interests of national security 

pointed to new forms of economic cooperation with and 
investment in Laos and Cambodia in particular. He expressed 
satisfaction over land and sea border demarcation with 
China 

under negotiation without resolution for the foreseeable 
future. 
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6. (SBU) Son described Vietnam\'s perception that China\'s 
foreign policy had undergone a sea change in 2002 
\"dramatic\" shift away from security issues -- like the South 
China Sea -- and instead toward economic issues and a new 
attention to Southeast Asia. No longer 

Vietnam concerned about any threats from Chinese 
\"misbehavior.\" However 

and ASEAN partners about China\'s \"increased weight\" and 
influence in the region 

not trying to \"interfere\" in domestic policy decisions of 

these countries per se (unlike the U.S. 

described Chinese \"influence\" primarily as taking the forms 
of heightened exports and economic competition. The best 
hope of Vietnam and ASEAN 

ensure China\'s \"integrated interests\" within the region 
through the ASEAN+3 process 

expected concessions for countries like Vietnam 

and other contacts. 


7. (SBU) According to Son 

Powers\" -- including the U.S. -- were important but clearly 
secondary to the ties with the neighboring countries. He 
acknowledged the economic imperatives in particular of 
better relations with the U.S. 


Multilateral ties 


8. (SBU) Son described Vietnam\'s participation in regional 
organizations -- notably ASEAN and APEC -- as its most 
important multilateral goal this year and in the decade 

ahead. He promised more pro-active cooperation by the GVN 
in ASEAN counterterrorism initiatives in particular. He 
acknowledged the potential threats to the region from 
terrorism that required coordinated planning and responses 
and again indicated that the GVN was doing more than the USG 
might realize. He urged more USG attention to anti-Vietnam 
\"terrorists\" such as Ly Tong and Vo Van Duc (both of whom 
Pol/C reminded him 

an even more pro-active stance by the GVN on 
counterterrorism not only as important for its ASEAN 
responsibilities but also as Vietnam continues its quest for 

a non-permanent seat on the UN Security Council in 2008 
goal that Son acknowledged was a high priority for the GVN 
over the next few years. 


Comment 


9. (SBU) This appointment had been in the works for 
months; Embassy does not believe that the MFA chose this 
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opportunity to send a signal that the GVN is no longer 
interested in a 2004 Prime Ministerial visit. The APEC 
alternative would be a logical fallback 

likely difficulties over scheduling and substance of a visit 
to Washington this year. Embassy continues to believe that 
it would be useful to bring a USG delegation to Hanoi to 
discuss specific U.S. expectations for further progress 
both in Vietnam\'s respect for human rights and in bilateral 
ties 

in 2004 or 2005. 

BURGHARDT 
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symbols and colors begins. 


2. (U) Late February 11 

Bandaranaike Kumaratunga sacked 27 non-Cabinet ministers 
and 12 deputy ministers. Only those ministers who are 
part of the 34-member Cabinet retained their positions 
including Prime Minister Wickremesinghe 

Minister Fernando 

sacked ministers and deputy ministers have also been 
ordered to return their official vehicles. According to 
Janadasa Peiris 

Kumaratunga herself now is in charge of all the non- 
Cabinet ministries. Practically speaking 
decision-making will probably devolve to the level of 
the secretaries (the chief civil servants) in each 
ministry. 


3. (C) COMMENT: The President\'s move appears to be 
legal under the terms of Sri Lankan law and it was not a 
surprise: there have been reports from her office since 
elections were called on February 7 that she planned to 
cut the PM\'s ministerial cohort down. That said 
although cost-cutting was cited as the rationale 

move was quite transparent in its political intent: the 
President is clearly trying to circumscribe the Prime 
Minister's ability to distribute largesse and favors 

ahead of the April 2 election. For his part 

publicly complained on February 12 that the President's 
action undermined the peace process and made it 
impossible for the GSL \"to fulfill its responsibilities\" 
under the terms of the February 2002 ceasefire accord 
with the Tigers. END COMMENT. 
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In response 


4. (U) In response to President Kumaratunga\'s move to 
sack the junior ministers 

Reform Minister and a key adviser to the PM 

his ministerial positions late February 11. Moragoda\'s 
sudden resignation came in protest of his removal 

the order by the President earlier in the day 

Minister of Policy Development and Implementation. In 
tendering his resignation to Prime Minister Ranil 
Wickremesinghe 

current situation 

in anyway for me to contribute to the progress of the 
country and the welfare of our people.\" In his letter 
Moragoda added that he looked forward to running for 
Parliament from his Colombo electoral district on the 
Prime Ministers United National Party (UNP) ticket. 


5. (C) COMMENT: Moragoda was clearly taken aback by 
the Presidents decision to remove his deputy 
ministerial portfolio. He told the Ambassador on 
February 12 that he did not feel he could do any useful 
work in his Economic Reform portfolio under the current 
circumstances. A very proud man 

decided in a fit of pique to take the opportunity to 

clear his slate clean. His resignation is not a 

surprise 

office in December 2001 

resign due to presidential and other slights. Though he 
is now out of office 

to serve the PM as an adviser on foreign policy and 
peace process issues 

troubleshooter. END COMMENT. 


6. (C) On February 11 

Lakshman Kadirgamar 

newly appointed Minister for Information and Media 
(Note: Additionally 

minister from 1994-2001). The Ambassador also met 
February 12 with Anura Bandaranaike 

Kumaratunga\'s brother and a senior MP in her Sri Lanka 
Freedom Party (SLFP). The Ambassador used both meetings 
to underscore the point that the upcoming parliamentary 
election campaign should not be a divisive one. The 
Ambassador noted that attacks on the peace process 
during the campaign could have a long-lasting negative 
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impact and he urged that the state media act with 
restraint. Kadirgamar said he took the point 

that he had issued instructions to state media outlets 

to be fair. He added 

control everything said during the campaign.\" The 
Ambassador also expressed concern about the Janatha 
Vimukthi Peramuna (JVP) -- now allied with the SLFP -- 
and its extremist policies 

comments on economic issues. Both Kadirgamar and 
Bandaranaike responded that the JVP may use heated 
rhetoric 

in a negative manner if the SLFP-JVP combine won the 
election. 


7. (C) COMMENT: Since taking over state media in 
November (via sacking the then-information minister) 
the President and her party have ensured that state TV 
and the press hew a strongly pro-SLFP 

This line is mixed in with a dose of anti-peace process 
rhetoric. For example 

February 8 referred to V'the so-called peace process 
point which the Ambassador raised with Kadirgamar and 
Bandaranaike. If these trends are not reversed or 

worst 

will degenerate quickly and the peace process could take 
a lot of hits. Regarding the JVP 

played a key role in the SLFP in working with the 

radical group. He heard our message regarding 
restraint 

on it. END COMMENT. 


8. (SBU) In a boost for the Prime Minister 

Worker's Congress (CWC) has agreed to support the UNP in 
the upcoming parliamentary elections. The CWC 
representing tea-estate Tamils from Sri Lanka\'s interior 
highland region 

December 2001 parliamentary elections and is a current 
member of the governing United National Front (UNF) 
coalition. Joining the CWC will be V. Puthrasigamoney 
a SLFP MP from the tea-estate region 

with the Presidents party after a series of public 
disagreements in late 2003. (Note: The Upcountry 
PeopleVs Front 

Tamils 

National Alliance.) 


9. (C) COMMENT: The UNP campaign organization has been 
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slow to get in gear. This has helped lead to a feeling 

of seeming dejection among some UNP stalwarts. G.L. 
Peiris 

confidence when he discussed the campaign with the 
Ambassador on February 11. It is still very early in 

the campaign cycle 

party with solid backing in the tea estate region (and 
which usually wins several seats in Parliament) -- plans 
to remain allied with the UNP is a positive sign for the 
Prime Minister. It is also important for the UNP that 
the Sri Lanka Muslim Congress (SLMC) come on board. The 
SLMC allied with the UNP in the last election 

not yet finally agreed to work with the UNP this time 
around. END COMMENT. 


10. (U) In our \"flavor of the campaign!" section: Party 
symbols and colors are a large part of V'brand 
recognition\" in Sri Lankan political campaigns and Sri 
Lanka appears in for burst of sensory overload. In the 
vibrant world of symbols and colors 

retain its traditional elephant symbol and green color 
motif. In the meantime 

Alliance (UPFA) 

linkup 

lotus to the butterfly to the betel leaf. Although the 

betel leaf is green 

Most of the Tamil parties have agreed to unite under the 
Tamil National Alliance/Tamil United Liberation Front 
(TULF) \"rising sun\" symbol and accompanying yellow/red 
color motif. The CWC is represented by a cockerel and 
its color is dark green 

Congress goes by a tree symbol with green and yellow 
colors. 


11. (SBU) COMMENT: In general 

election campaigns 

loud rallies and marches (voter turnout is usually quite 
high 

not be quite as popular as past campaigns because the 
election was called years early and it is Sri Lanka\'s 
fourth in under five years. Despite that 

will probably go for the gusto this campaign 

all the attention being paid to party symbols and colors 
is any guide. END COMMENT. 


12. (U) Minimize considered. 
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the fastest gaining currency in the world!\" (Herald 

2/6) Pro-ZANU-PF economic commentator Samuel Undenge has 
even proclaimed that Zimbabwe will never again see 

exchange rates like Z$6000:US$. 


5. (U) Specious reverie aside 

percent discount carries tangible consequences. First 

the auction\'s overvalued zimdollar amounts to an indirect 
tax on exporters and subsidy for qualified importers. 

The GOZ is making it more difficult for its own producers 
to compete abroad and easier for foreign firms to compete 
in Zimbabwe 

increase exports. Second 

auction and market rates makes the parallel market more 
attractive and efficient for forex-sellers 

the participation of most banks. The purpose of the 
auction was to displace the parallel market. Third 
overvalued rate is damaging many establishments in 
Harare\'s low-density districts. During the past five 

years 

within an economy - generating commerce and employment in 
an otherwise dismal urban environment. Finally 

auction rate is fostering a new class of speculators. 

They buy forex at auctions for phantom imports 

it for quick profit in the burgeoning parallel market. 


Sullivan 
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Bilgin\'s personal opinion is that owners of media outlets 
should not be able to own banks. Some draft revisions have 
been passed to the BankersV Association for comments and 
after the Association and the IFIYs provide comments 

BRSA will ask the GOT to submit the law to parliament 
probably sometime in the spring. 


4. (Sbu) Bilgin pointed out that Cukurova Group's recent 
attempt to get back into the sector was an issue for BRSA as 
well as SDIF 

license. Bilgin said that Cukurova\'s proposal called for 
Cayman Islands-based North Way Petroleum to be the owner of 
Yapi Kredi Bank 

information about this group before it would consider 

awarding a banking license. 
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Independence: 


5. (Sbu) In reply to a question from Econcouns 

claimed he was fully independent 

Cukurova issue. Bilgin claimed that no one in the government 
had called him about the Cukurova case. He also said that he 
challenged anyone to find a political appointment or a 

political credit during his time as manager of state-owned 
Halk Bank. Of course 

Sener on issues affecting the Government 

phaseout of the deposit guarantee 

independent. 


Imar Lessons and Bilgin\'s Vision: 


6. (Sbu) Bilgin laid out a vision of a strong BRSA 

presence should be felt in the Banking Sector 

Brother.\" As a former sworn auditor (on-site bank 
inspector) 

auditors 

is felt. Some of the lessons learned from the Imar Bank 
scandal are to conduct Information Technology audits and to 
pay greater attention to bank branches. He also said 
inspectors need to exert their powers during audits 
different bank departments without notice and demanding 
information 

room and requesting documents. Bilgin confided that some 
inspectors had called for regulatory intervention in Imar 
Bank as far back as 1986. Currently 

auditors at Imar Bank plus many investigators from the 
Turkish police 

pre-2003 accounts. Bilgin does not believe there are other 
Imar-like banks in the sector 

340 employees 

said he is hiring 30 new staff 

auditors. 


Demir and Kent Bank Court Cases: 


7. (Sbu) Bilgin said the tenth chamber of the Danistay 

(Council of State) which specializes in BRSA/SDIF cases 
always ruled in favor of the regulators. The problem with 

the Demir Bank and Kent Bank cases was with the appeal to the 
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Danistay\'s General Assembly 

former owners. Bilgin said the court ruled that the Demir 

and Kent cases were fundamentally different from other bank 
interventions 

and Kent the way it helped other banks. The BRSA is asking 
the court to review its decision but Bilgin is not 

optimistic. Noting that Demir is now owned by HSBC 

surmised that the former Demir owner would come to BRSA and 
SDIF and ask for another bank 


Bank profitability 
phaseout: 


8. (Sbu) Bilgin agreed that 2004 will be less profitable for 
Turkish banks than 2003 

down profits on banks\' government securities portfolios. In 
this environment 

competition among banks on credit business 

small- and medium-sized enterprises (SMEVs). Banks will have 
to develop their SME lending businesses 

corporations are able to borrow offshore. 


9. (Sbu) BRSA is closely monitoring banks\' exposure to 
foreign exchange risks 

imposed after the 1994 and 2000 crises. Some banks are able 
to hide their positions offshore 

fellow regulators in other countries to share information. 

Bilgin said this is a problem with some countries 

Russia 


10. (Sbu) Bilgin does not anticipate deposits flowing to 
state-owned banks when the deposit guarantee is phased out. 
He pointed out that the guarantee will remain in place for 
deposits up to TL 50 billion (about USD 35 

cover 95 percent of deposits. On the other hand 

regulations will mean that only deposits are covered 

excluding other kinds of bank liabilities such as interbank 
loans. This will lead non-deposit bank creditors to be more 
vigilant about bank creditworthiness and may lead to higher 
interest rates being charged to some banks. 


State-owned banks: 
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11. (Sbu) Since Bilgin was recently the CEO of state-owned 
Halk Bank 

bank privatization plans. Bilgin only offered his analysis 
that with the right preparation 

the right preparation 

thousand to four or five thousand 

network from 540 to 300 branches. Bilgin claimed that Halk 
had a strong niche as lender to SME\'s 

Anatolia. The privatization of Ziraat Bank 

hand 

operation. Separately 

to merge Pamuk Bank into Halk Bank was not final 

be revised. 

EDELMAN 
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calling all around town about this 

CONOFF that the USG was not helping its case by pushing so 
hard for a quick decision on a weekend. 


5. (SBU) For reasons that are still not entirely clear 

MFA appears to have been unhelpful in the case of the Al 
Balawis. One very knowledgeable GOB source that that at a 
core Cabinet meeting on February 7 

against letting the Balawi children travel immediately. In 
contrast 

(MOI) were consistently in favor of letting the children 

travel. We suspect that the MFA was more sensitive to the 
Saudi reaction than was the MOI--a sensitivity that led the 
MFA to commission a \"legal study" of the issue. (COMMENT: 
This \"study\" appears to have not been completed. END 
COMMENT). Given this sensitivity 

cases through the MOI may be preferable. 


6. (SBU) In the Al Shalawi case 

regular communication with both Manama CONOFF and Mrs. Al 
Shalawi in the weeks prior to the event. This communication 
allowed both CONOFFs to plan exactly what was needed for the 
Al Shalawis to depart. In contrast 

had no clear idea how they expected to leave Bahrain 

neither did their mother. Without knowing more about exactly 
how 

at the Embassy 
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an easy departure 

anxieties of the mother or children about what was going to 
happen. 


7. (SBU) The willingness of the Saudi father to allow the 
children to travel to their mother on a \"temporary visit\" was 
instrumental in the children receiving GOB permission to 
depart Bahrain for the US. The father\'s consent gave the MFA 
the escape it was hoping for--it could placate the US without 
angering the Saudis. However 

MFA official to explain (unconvincingly) to the Charge that 

it was illegal for someone to enter Bahrain on the passport 

of one nationality and depart using the passport of another 
nationality 

for the children to leave using their US passports. 

(COMMENT: A knowledgeable legal source looked at the 1965 
Bahraini Immigration Law and said that the law was silent on 
the issue of whether or not an alien had to enter and leave 
Bahrain using the same passport. END COMMENT) 


8. (SBU) Our pressure certainly had the GOB looking for an 
escape 

wife told him 

in Bahrain 

Bahrain. 


8. (SBU) After receiving assurances from senior levels of the 
GOB 

\"everything was taken care of\" and that the Al Balawi 
children would be allowed to depart 

airport with the Al Balawis only to find that the GOB had 
failed to inform the immigration officers that the children 
had GOB permission to travel. This time 

officers said that not only was there still no entry record 
for the US passports 

the children filed by the father. We had anticipated this 
scenario 

Interior Minister 

issues. After several telephone calls and a 30-minute wait 
the children were able to depart Bahrain. 


FORD 
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Branch chief Per Runn. Runn flagged several points: 


-- He had recently e-mailed to Washington a brief document 
summarizing the outcome of the December optimization 
consultations. He requested reactions from the U.S. -- 
particularly if we substantively disagreed with his summary 

-- within the next two weeks. This is important because the 
TS plans to use this summary as a briefing document to help 


SIPDIS 

prepare DG Pfirter for his visit to U.S. CWDF sites in early 
March 

discussions that were held. 


-- The TS has yet to hear from the U.S. on dates for the 

first proposed V'case study!" site visit toa CWDF. Park 
indicated that to his knowledge there were no specific dates 
yet 

for dates near Easter (roughly 

believed April was feasible. (Note: in practical terms 

this would rule out the week of April 4-10 

that TS personnel would be unable to depart from The Hague 
earlier than Monday 

scheduled for the following week.) 


-- The TS felt obligated to provide a status report on their 
optimization work to the Scientific Advisory Board (SAB) at 
its meeting in late August. Although Runn intended to avoid 
any discussion of the bilateral work with the U.S. or go into 
extensive detail 

one of the two bases for bilateral discussions in December 
as well as the summary of those consultations mentioned 
above 


-- The TS is also seriously considering a UK suggestion that 
they present a briefing on optimization at an upcoming CW 
demil conference in St. Petersburg. Such a briefing 
stressed 

general principles and approach 

on the bilateral work with the U.S. Park noted that there 
might be mixed reactions in Washington to this idea 

it would be extremely important that the TS not use such a 
presentation to go into details or to do anything that would 
be read as an effort to bring political pressure to bear on 
the U.S. on optimization. 


-- Finally 

on optimization for the next EC session. Again 
envisioned a general 

details 
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previously produced on this topic. He plans to provide 
advance drafts to all possessor states for review and comment 
prior to publication. 


6. (SBU) Admin Director Herb Schulz informed TDYVer Park 
that DG Pfirter has recently selected a highly qualified 
Australian national for the P-5 Head of Budget and Finance 
position. The external consulting firm used to evaluate 
candidates for key posts had rated him very highly 

was number two on the short list. The 35-year old Australian 
is currently Comptroller for the state of Queensland. In 

view of the fact that the top choice for the job (a Japanese 
candidate) withdrew at the last minute 

Ambassador Javits that he will not announce the decision of 
the new head of BFB \"until he signs the contract. V 


7. (SBU) German and UK representatives (Beerwerth and 
Matthews) discussed some of their governmentsY current OPCW 
management-related concerns with TDYer Park 

points earlier shared with USDEL. Although both see OPCW 
management as having improved 

administrative issues that have been raised with TS 
management over the past year where they have seen no evident 
progress. Beerwerth and Matthews believed that interested 
delegations should press for resolution of these issues early 

in 2004. Matthews suggested that a joint approach to DDG 

Brian Hawtin might be the best way to proceed 

with Ambassador/DG level discussion only if this proved 
unsatisfactory. There was agreement that some care needed to 
be taken to a) include issues that did not have any impact on 
OPCW staff 

in a phased or prioritized manner 

impression that the major contributors are V'stalking the 

staff Issues touched on included: 


-- Death and Disability insurance: Beerwerth expanded on 
Berlins concerns 

the basic survivor/disability benefits of the pension plan 
which he argued are essentially covered by the lump-sum 
payout of the provident fund 

has a provision for optional 

disability insurance. Such insurance is available at 
discounted rates through the UNJSPF 
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entirely by participating staff. In Berlin\'s view 

claims that they are simply providing a benefit analogous to 
that found in the UN Common System are flatly inaccurate. 
(N.B.: Beerwerth committed to providing the U.S. with the 
relevant UNJSPF documentation to document this point). 
Berlin also has strong concerns of principle with the fact 
that TS management established and provided this benefit 
without any formal basis or approval of the governing bodies. 
The UK shares many of these concerns 

conscious of the risk that this may be construed as an 
\"acquired right 

continue to be provided to existing staff 

be withdrawn for future hires. 


-- Home leave lump-sum payment: Currently the OPCW follows 
the widespread practice of allowing staff to make their own 
arrangements for home leave travel 

sum calculated at 75 percent of the full-fare economy rate 

for such travel. Research conducted by the Director of 
Verification and confirmed by the Office of Internal 

Oversight has reportedly confirmed that 

structures 

could save a substantial amount (a few hundred thousand euros 
annually) by simply providing tickets directly through its 

travel office. Resistance to changing the current practice 

is widespread within the TS 

accustomed to reaping this substantial windfall. Beerwerth 

and Matthews were convinced that the current practice should 
be changed and that doing so was within the power of the DG 
but that he would not act without pressure from member states. 


-- Accrued Annual leave: Germany in particular has repeatedly 
expressed concern over the high amounts of unused annual 
leave accrued by staff members (up to six weeks\' worth can be 
rolled over from year to year and 

separation). The concern is that 

seven years 

costs of turnover. Previously 

and senior management to manage this issue better -- in 
effect 

accrue it -- but they now appear to be considering a formal 
change to the amount of leave that can be rolled over. 
Beerwerth noted that this would require amendment of the 
Staff Rules. While such amendments are supposed to be 
formally approved by States Parties 

been fully approved and are being implemented 
Vprovisionally. If the DG were to propose an amendment on 
this point 

approval. 


-- Exchange Rate mechanism: Discussion also touched on OPCWVs 
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exchange-rate exposure and rules for dealing with it 
(something on the order of 15 percent of OPCW\'s budget is 
sensitive to the dollar/euro exchange rate). Beerwerth 
strongly supported following the ABAF recommendation to a) 
use a 12-month average exchange rate to develop the budget 
and b) update this estimate with a newer 12-month average 
shortly before adoption of the budget by the Conference of 
the States Parties. Park noted that while this might be more 
accurate than the practice used in the 2004 budget (where 
rates were never updated) 

for member states 

exposed to fluctuations. He briefly outlined approaches that 
have been used by other organizations to deal with this 
problem 

purchasing of currency. German and UK reps agreed that this 
was an important issue that required further attention. 


8. (U) Swiss experts provided TDYVer Park with an updated 
version (1.1) of their MS Access declaration tool 
(hand-carried to AC/CB). The Swiss repeated their invitation 
of last year for U.S. comments on their project 

envision making available to other member states as an easy 
way to develop and maintain declaration data. 


9. (U) Ruth Flint (Switzerland) announced at the Feb. 3 
WEOG that the challenge inspection exercise to be hosted by 
the Swiss had to be postponed for administrative reasons to 
the autumn. 


10. (U) Flint also announced that the DG had informed some 
delegations that six TS staff members have filed ILO 
complaints in connection with their dismissal under the 

tenure policy. 


11. (U) Javits sends. 
SOBEL 
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calling all around town about this 
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CONOFF that the USG was not helping its case by pushing so 
hard for a quick decision on a weekend. 


5. (SBU) For reasons that are still not entirely clear 

MFA appears to have been unhelpful in the case of the Al 
Balawis. One very knowledgeable GOB source that that at a 
core Cabinet meeting on February 7 

against letting the Balawi children travel immediately. In 
contrast 

(MOI) were consistently in favor of letting the children 

travel. We suspect that the MFA was more sensitive to the 
Saudi reaction than was the MOI--a sensitivity that led the 
MFA to commission a \"legal study" of the issue. (COMMENT: 
This \"study\" appears to have not been completed. END 
COMMENT). Given this sensitivity 

cases through the MOI may be preferable. 


6. (SBU) In the Al Shalawi case 

regular communication with both Manama CONOFF and Mrs. Al 
Shalawi in the weeks prior to the event. This communication 
allowed both CONOFFs to plan exactly what was needed for the 
Al Shalawis to depart. In contrast 

had no clear idea how they expected to leave Bahrain 

neither did their mother. Without knowing more about exactly 
how 

at the Embassy 

an easy departure 

anxieties of the mother or children about what was going to 
happen. 


7. (SBU) The willingness of the Saudi father to allow the 
children to travel to their mother on a V'temporary visit\" was 
instrumental in the children receiving GOB permission to 
depart Bahrain for the US. The fathers consent gave the MFA 
the escape it was hoping for--it could placate the US without 
angering the Saudis. However 

MFA official to explain (unconvincingly) to the Charge that 

it was illegal for someone to enter Bahrain on the passport 

of one nationality and depart using the passport of another 


Column 3 

nationality 

for the children to leave using their US passports. 

(COMMENT: A knowledgeable legal source looked at the 1965 
Bahraini Immigration Law and said that the law was silent on 
the issue of whether or not an alien had to enter and leave 
Bahrain using the same passport. END COMMENT) 


8. (SBU) Our pressure certainly had the GOB looking for an 
escape 

wife told him 

in Bahrain 

Bahrain. 


9. (SBU) After receiving assurances from senior levels of the 
GOB 

\"everything was taken care of\" and that the Al Balawi 
children would be allowed to depart 

airport with the Al Balawis only to find that the GOB had 
failed to inform the immigration officers that the children 
had GOB permission to travel. This time 

officers said that not only was there still no entry record 
for the US passports 

the children filed by the father. We had anticipated this 
scenario 

Interior Minister 

issues. After several telephone calls and a 30-minute wait 
the children were able to depart Bahrain. 

FORD 
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2. (U) In his monthly television address 

Obasanjo 

armed robbers 

press report indicates that Delta State highways experienced 
a spate of armed robberies last year and that on the day of 
Dikibo\'s death 

area. The same report noted that the driver of Dikibo\'s 
vehicle and escorting police officers were neither harmed in 
the alleged robbery nor were they stained with blood 
although brain matter and blood stained the back seat of the 
vehicle. 


3. (U) Press commentators have noted the similarity between 
Dikibo\'s murder and the political killing in March 2003 of 
Marshall Harry 

South-South Zone for the All Nigeria People\'s Party (ANPP) 
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the most popular opposition party to the PDP in the region 
(reftel). Before his death 

had repeatedly stated that he feared for his life. He 
blamed his fears on Peter Odili 

who 


4. (U) To obtain further details on the murder 

with Delta State Attorney General (AG) 

9. Utuama confirmed that the National Police Force in Asaba 
is investigating the incident. Utuama stated he had no 

further information beyond that reported by the press and an 
initial phone call from Delta State Governor James Ibori. 
(Standard procedure calls for a written report to be 

submitted to the AG after an investigation is complete 

which time the AG may recommend prosecution.) Commissioner 
of Police for Delta State Charles Akaya told POLOFF February 
9 that he 

clearance from headquarters in Abuja. 


5. (C) COMMENT: The reported circumstances of Dikibo\'s death 
are not consistent with an armed robbery. None of his 
possessions were taken and the description of the single 

gunshot wound to his head implies he was shot at close range. 
Armed robberies in Nigeria usually involve automatic and 
semi-automatic weapons fired indiscriminately at victims. If 
Dikibo\'s death is the result of a robbery 

unusual that a driver seated in the car with the victim 

survived unscathed. The reported facts of the shooting 

suggest an assassination. 


6. (C) Motives for the possible assassination are unknown. 
However 

party 

murder as a bungled robbery. The relatively close timing of 
the murder to the anniversary of the assassination of 
Marshall Harry makes it difficult to simply dismiss DikiboVs 
death on the grounds that he simply was a man in the wrong 
place at the wrong time. Circumstances point to various 
possibilities: a reprisal assassination by the ANPP avenging 
Harry 

within PDP. Dikibo may have been on the wrong side of 
continuing feuds between the President and Vice President or 
a feud between the President and the southern governors 
of whom 

involved in the killing of rivals. END COMMENT. 
HINSON-JONES 
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ministerial change.8 


4. (U) Anticipating the labor federationVs reaction to the 
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Cabinet\'s actions 

Salman suggested on February 9 

to the GOSI board should be elected through the General 
Federation of Bahraini Workers (GFBW) instead of appointed by 
the Prime Minister. That same day 

condemned the Cabinet for amending the PFC laws without its 
consultation 

labor federation the right to represent workers in all 

committee and councils concerning labor and labor issues. 


5. (C) A ShiVa Parliamentarian told the CDA that the COR 
would certainly question the three ministers. There was a 
strong push among nearly all members to do so. He thought 
the Ministers would be called in when the National Assembly 
reconvenes in March. 


6. (C) COMMENT. Public opinion regarding the government 
response to the investigation has been a mixed bag. Some 
consider the GOB 

rectify the irregularities. Others are more skeptical that 
officials are exchanging one set of poor managers for another 
that is personally appointed by the Prime Minister. In its 

haste 

established labor laws (see para. 4) 

that the Prime Minister is just shuffling the deck. This 

scandal is the first true test of Parliament\'s ability to 

hold government accountable. Key members of the Parliament 
believe that the majority of Bahrainis will not take the 

National Assembly seriously unless they \"get a minister." We 
expect the Parliament to question the ministers 

constitutional step leading to a vote of no confidence. END 
COMMENT. 

FORD 
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Garzon\'s first month in office was largely uneventful. 
Garzon has not attempted to steal President Uribe\'s 
limelight 

Instead 

however 

acting in a far more responsible and measured fashion than 
many pundits would have predicted. His pre-inauguration 
visit to Cuba 


2. (U) Garzon\'s January 1 acceptance speech was conciliatory 
and measured. While recognizing his roots in the political 

left 

VI do not polarize.\" Garzon offered to work with President 
Uribe on public security and promotion of rule of law. He 
explicitly stated that Bogota was not an independent 

\"republic\" and that Uribe was the nation\'s president. Не 
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promised new avenues for citizen participation and enhanced 
efforts to combat corruption. Garzon also welcomed foreign 
investment. Garzon criticized 

antiquated system of fiscal federalism 

more on the social side 

reiterated his campaign pledge to de-emphasize the \"day 
without a vehicle\" policy (established by law in an effort to 
reduce pollution) in favor of a \"day without hunger\" policy. 


3. (C) In a February 4 meeting with poloffs 

private secretary (chief of staff equivalent) 

welcomed the recent formation of a pro-Garzon majority 
coalition in the city council and said it demonstrated the 
breadth of support for Garzon\'s socioeconomic agenda. Ruiz 
noted that Bogota\'s finances are sound (with a very small 
deficit) 

spending on education and programs for the needy such as 
promised soup kitchens. Ruiz added that Garzon\'s plan is to 
levy additional consumption taxes on the upper strata 
(telephone and electricity usage 

extra resources. Ruiz stressed that Garzon ceded public 
security issues to President Uribe and planned to focus on 
improving social conditions in Bogota. 


4. (C) Garzonvs pre-inauguration (late December) trip to 
Havana did garner headlines locally and internationally. 
Garzon advisor Daniel Garcia-Pena told PolCouns last month 
that Garzon\'s encounter with Fidel Castro was hastily 
arranged by the latter once Garzon was already on the island. 
However 

office 

municipal forum. While there he also met with President De 
Silva. According to Ruiz 

(most likely Miami) and Europe in either March or April. 


5. (C) Comment: Garzon\'s first month was a smooth ride. 
Garzon is a savvy politician 

Uribe\'s 80 percent approval rating and excellent marks on 
public security. He is unlikely to make waves on that front. 
While he is prohibited from running for president in 2006 
Garzon certainly is interested in Colombia\'s highest office 
and needs to have a strong record of accomplishment in 
Bogota 

have inherited a city that benefited from a decade (two terms 
of Antanas Mockus and one of Enrique Penalosa) of efficient 
management. He has also inherited some ongoing public 
infrastructure projects which he will be able to inaugurate 
while in office. We expect him to put his nose to the 
grindstone 

socioeconomic conditions for the impoverished masses on 
Bogota\'s periphery. He will have his work cut out for him 
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considering Bogota\'s high unemployment rate and public 
education deficit (an estimated 100 

not in school). 

WOOD 
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run\" for laborers and workers in Dubai needing to renew their 

UAE visas. The tragedy of so many people losing their lives 

for such a mundane reason appears to have hit home with Dubai\'s 
leadership 

ruler 

immigration officials to cease requiring foreigners to travel abroad 
order to change their work permit status. A contact in MBR\'s Protoc 
Department confirmed to us Feb. 11 that the new procedure was already 
effect 

a similar edict at the UAE federal level would be forthcoming shortly 


3. PolEconoff and FSNI visited the crash site the afternoon of 
Feb. 10. The aircraft had crashed in an undeveloped strip of 
desert between two rows of houses 

people on the ground. The tail-end was the only part of the 
plane even partially intact 

destroyed. No cause has yet been determined for the crash 
but judging from the condition of the tail 

have been in a poor state of repair: some parts of the tail 
painted over 

paint job. 

WAHBA 
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bi-lateral level and so soon after the Greenstock meeting. 


3. (C) According to Bowden 
points in his January 27 meeting with Special Representative 
Greenstock: 


- Kuwait would work with others to seek a significant 
reduction in Iraqvs debt 


- Kuwait is prepared to start that process 


- Only a sovereign Iraq government would qualify as 
Kuwait\'s interlocutor 


- The negotiations should be in the context of a Paris 
Club approach 


- Any arrangement to reduce Iraq\'s debt would require 
National Assembly approval 


4. (C) Bowden said he saw nothing new in the Prime 


Column 3 

Minister's approach to Iraq debt reduction and remarked that 
the points tracked with earlier comments to the press by 
various GOK spokesmen. 

URBANCIC 
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Day\" hosted by Suriname\'s National Army 

officer 

Government to sign an Article 98 agreement with the United 
States or face losing US military assistance. Goerdeyal 
declared that the days of the military coup were over and 

that every member of the Surinamese Armed Forces from the 
first day of recruit training is made to understand that 

the armed forces serve under the civilian leadership of the 
country. He also announced that the GOS was implementing a 
plan to reinstate a national service program in response to 
the military threat posed by Guyana. His remarks were 
widely reported by journalists. Surinamese President 
Venetiaan was reportedly extremely irritated by Goerdeyal\'s 
public comments 

the annual Diplomatic New Year\'s luncheon to remind the 
military that the Surinamese Army is subordinate to the 

civil authorities. However well intentioned 

statements have made our achieving an Article 98 agreement 
with Suriname all the more difficult. End Summary. 


ARTICLE 98 


2. (U) During a specially organized \"Information Day\" for 

the press February 6 

of Suriname\'s Armed Forces (SAF) training and operations 
division 

between Suriname and the United States. According to local 
media reports 

all the assistance that it currently received from SOUTHCOM 
if it joined the ICC but failed to sign an Article 98 

agreement. Noting that SOUTHCOM was currently the SAF\'s 
largest donor and the only entity that trained Surinamese 
military personnel abroad 

\"highest interest\" that cooperation between SOUTHCOM and 
the SAF continue. Goerdeyal added that it was unclear what 
the GOS decision on Article 98 would be but that time was 
running out. The signing of an Article 98 agreement will 

be discussed 

Assen meets with senior SOUTHCOM officials at SOUTHCOM 
headquarters in less than two weeks. 


3. (U) Goerdayal told the press 
has told us that 
to an Article 98 agreement 
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close his office 

(Comment: No such statement has ever been made by the 
DATT\'s office in Paramaribo. End Comment.) Goerdeyal 
added 

made available a USD 1.6 project for the SAF that Suriname 
can claim if it signs an Article 98 agreement. He 

explained that Guyana was already making use of a similar 
incentive project. Having already signed an Article 98 
agreement 

claimed. (Comment. Again 

are unknown. End Comment.) 


4. (U) Building the case for an agreement 
highlighted the joint activities that will be carried out 
by SOUTHCOM and the SAF this year 


-- The SAF and SOUTHCOM will participate in two Medical 
Readiness Exercises 

May 

12 


-- The SAF will receive training via the International 
Military and Education Training (IMET) Programs as 
well as a first responder medical training to help the 
SAF fulfill its newly extended mandate 

emergency assistance coordination. 

-- -Suriname will participate in a Joint Command Exercise 
Training (JCET). During an October 2003 JCET 
military personnel and ten police officers received 
special anti-terrorism training. Goerdeyal deemed 
JCETs particularly useful since they provide 
Surinamese military personnel with the newest tactical 
and technical tools. 


-- SOUTHCOM has made available 400 
humanitarian assistance through the Humanitarian 
Assistance Program (HAP). 


5. (U) In addition 

solidarity between the two nations 

Suriname to participate in the Trade Winds Exercise 
will take place April 7-17 

Republic. 


6. (U) To counter concerns that Americans accused of 
committing a war crime might somehow escape justice via an 
Article 98 agreement 

framework underlying such an agreement. He explained that 
under an Article 98 agreement 

military personnel 
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where the crime allegedly occurred or in the United States 
but not in the International Criminal Court (ICC). 


7. (U) In other matters 


-- The days of military coups in Suriname have passed for 
good. \"The chance that the military would ever take 

over via a coup is small.\" All recruits and all 

members of the armed forces learn from day one that 

they serve under the civilian leadership of the 

country. 


-- The Surinamese Army recently received applications 
from 1 
within the Armed Forces. 


-- The Surinamese Government is implementing a plan to 
reinstate national service. Among other reasons 

is being done in response to the military threat posed 

by Guyana. 


DISAVOWAL 


8. (C) Goerdeyal\'s comments reportedly infuriated 
Surinamese President Venetiaan 

military officials over the weekend to file a report on 
Geordeyal\'s remarks 

military leadership meddling in political matters. Both 
Ministry of Defense Chief of Staff Justice Hew a Kie and 
Suriname Armed Forces CHOD Ernest Mercuur told the Embassy 
privately on February 9 that 

Venetiaan 

stressed that the SAF did not seek to publicly pressure the 
GOS to decide one way or the other on signing an Article 98 
agreement. (Comment. Although they have consistently made 
clear to DATT that they favor such an agreement 
recognized it as a political decision. End Comment.) They 
both regretted Goerdeyal\'s statement about \"coups\" as 
unnecessary and unfortunate. They also rejected his 
assertion that there was any plan in place to resurrect a 
national service program 

Minister of Defense Assen had stated that such a plan might 
be developed sometime this year. But 

national service plan has nothing to do with any supposed 
military threats from Guyana. 


VENETIAAN 


10. (U) For his part 
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to the end of his prepared speech on the occasion of his 
New Year\'s luncheon for the Diplomatic Corps February 9 
which he stated: \"We feel a need to stress the importance 
of democracy in Suriname and in particular the rule that in 
Suriname the army is subordinated to the civil authority in 
the country. This should not be jeopardized in any way.\" 


COMMENT 

11. (C) The sources for many of Geordeyal\'s Article 98 
declarations 

support 

President to Goerdeyal\'s worrisome statements demonstrates 
the heightened sensitivity to any overstepping of bounds by 
the military given Suriname\'s muddied past with military 
regimes. Despite Goerdeyal\'s best intentions 


statements may have adverse effects on our continuing 
efforts to secure an Article 98 agreement with Suriname. 
END COMMENT. 
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ownership and transfer of the funds 

had recently been resolved and CBK was now ready to move 
forward. He said the CBK would instruct the Commercial Bank 
of Kuwait to transfer the funds the following week. (Note: As 

of mid-February 

End Note.) 


CBK TO PROVIDE TRANSACTION INFORMATION 


3. (C) Responding to questions on changes in Kuwaiti banking 
laws 

expanded to cover Islamic banking institutions 

KuwaitVs only existing Islamic bank 

(KFH). Under the new regulations 

three-year grace period before falling under CBK regulatory 
authority. Nevertheless 

officially recognize CBKVs regulatory authority in March or 


Column 3 
April 2004. 


4. (C) Once KFH is under CBKVs regulatory authority 

Salem said 

records 

search its own and KFH records for evidence of transactions 
made by or to LDI from January 9 

the period after LDI had been designated as a terrorist 
supporter by USG but prior to the UN designation. He also 
agreed to search for records of transactions by the Social 
Reform Society (SRS) from February 20 

2003 

beneficiaries. Newcomb explained that the USG was not at 
liberty to provide such records to LDI and SRS directly. 
(Note: USG release of the information without the proprietary 
holder 

provisions. End Note.) Therefore 

could provide such transaction information to LDI and SRS. 
CBK agreed that it would provide the transaction information 
to LDI and SRS at its own discretion. 


DELIBERATE MISSPELLING? 


5. (C) Newcomb noted that there were more than thirty 
spelling variations of LDI\'s name in transaction data 
provided to CBK. Of the transactions that took place after 
ГО designation by either the US or the UN as a terrorism 
supporter 

were used. Newcomb noted that filters used by a US bank 
designed to block financial transfers to and from 
VdesignatedV organizations 

transactions 

been deliberate on the part of LDI 


6. (C) Shaykh Salem agreed that the misspellings were a 
problem 

procedures for fund transfers. He proposed that the CBK 
should issue new regulations requiring civil ID numbers and 
official passport spellings of anyone attempting to transfer 
funds through the CBK or any of the banks it regulates 
enabling it to uniquely identify originators and flag blocked 
parties. \"We should have an agreed upon policy to control 
this 

Salem pledged to investigate how the misspellings occurred 
who is responsible 

various transliterations tellers may have made from the 
Arabic ) or was intentional on the part of one or another of 
the parties involved. 


BUREAUCRACY ULTIMATELY RESPONSIBLE FOR TRANSFERS 
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7. (C) Shaykh Salem and СВК staff members explained why LDI 
accounts were not frozen until 4-6 weeks after the USG 
designation by noting that the Ministry of Foreign Affairs 

(MFA) must issue instructions to the CBK before it can freeze 
assets of persons designated by the USG or under the relevant 
UNSCRs. In the case of LDI 

the ball and took approximately one to one and a half months 
to transmit these instructions to the CBK after the US 
designated LDI on January 9 

approached CBK for instruction on how to handle LDI accounts; 
CBK informed KFH that no action need be taken until ordered 
by MFA. 


8. (U) This message has been cleared in MemCon format by OFAC 
Director Newcomb. 
URBANCIC 
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local integration in Jordan. Bronee told refcoord 

not at that point yet.\" UNHCR and the GOJ commented 
separately that a move by UNHCR to recognize Palestinians as 
refugees under the 1951 Convention would be viewed as a 
dramatic shift in global refugee policy and a conspiracy to 
solve the Palestinian refugee question outside a negotiated 
political solution. Given the many sensitivities surrounding 
Palestinian refugee policies 

Department not consider this caseload for resettlement. End 
summary and comment. 


2. (U) In response to queries raised ref a and b 

contacted UNHCR Jordan Representative Sten Bronee February 10 
to clarify UNHCR plans to find a durable solution for the 345 
Iragi-Palestinians remaining in the Ruweished refugee camp. 
Bronee confirmed that UNHCR policy -- as presented to 
resettlement countries in a December 2003 briefing in Geneva 
-- is to consider third-country resettlement for 

Iraqi-Palestinians only after all other options have been 
exhausted. V'We are not at that point yet 

UNHCR is currently pursuing other durable solutions for this 
group 

or Gaza and local integration in Jordan or other Arab 

countries. Bronee reported that UNHCR has just sent a second 
letter to the Israeli Ambassador in Geneva requesting that 

the GOI allow the 345 Iraqi-Palestinians to \"return\" to the 
West Bank and Gaza. 


3. (U) Bronee also confirmed that UNHCR has not recognized 
as Convention-definition refugees any of the 1 
Iragi-Palestinians who fled to Jordan between March and May 
2004 and does not plan to conduct refugee status 
determination interviews for any lraqi-Palestinians in 
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Jordan. (The GOJ allowed 386 Iraqi-Palestinians with family 

ties to Jordan to reside permanently in Jordan 

500 other Iraqi-Palestinians have voluntarily returned to 

Iraq. 345 lraqi-Palestinians remain in the UNHCR camp at 
Ruweished 

Iragi-Palestinian population for assistance purposes only; 

under a long-standing agreement between UNHCR and UNRWA 
UNHCR does not recognize Palestinians as refugees in UNRWA\'s 
areas of operations (Jordan 

Gaza). Bronee commented that any move by UNHCR to recognize 
Palestinian refugees under the 1951 Convention would create 
\"political shock waves\" in the region. 


4. (C) Ina separate February 10 meeting 

Palestinian Affairs Director General Abdulkarim Abulhaija 

told refcoord that UNHCR recognition of Palestinian refugees 

in an UNRWA area of operation would be viewed as a dramatic 
shift in global refugee policy. Any U.S. resettlement of 
UNHCR-recognized Palestinian refugees would be interpreted as 
a conspiracy to solve the Palestinian refugee question 

outside the parameters of a negotiated political solution 

with difficult political ramifications. Abulhaija predicted 

that any changes in existing Palestinian refugee policies 

would result in high-level condemnation from the Arab League. 
On the other hand 

Palestinians under U.S. and European immigration -- rather 
than refugee -- programs could prove to be an acceptable 
humanitarian solution for this caseload 

processing was handled in a low-key and case-by-case fashion. 
(UNHCR has given us a list of Iragi-Palestinians with close 
family ties to the U.S. and we are preparing a response that 
outlines our immigrant visa requirements.) 


5. (C) Comment: Given the many sensitivities surrounding 
Palestinian refugee policies 

Department not consider lraqi-Palestinians for the U.S. 
refugee resettlement program. We continue to work with 
UNHCR 

solutions for this group that do not include resettlement 
outside the region. 


6. (U) CPA Baghdad minimize considered. 
GNEHM 
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activity" for the Rift Valley. 


3. The quake 

degrees East 

to the Seismological Observatory. Local seismologists 
corroborated their findings with their Israeli counterparts 
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at the Geophysical Institute of Israel 

routinely in such instances. The U.S. Geological Survey 
in information posted on its website 

earthquake at 5.2 magnitude 

and location of 31.631 degrees North 


4. In response to the event 

closed public schools for the remainder of the day 

other commercial and government activity continues as 
normal. We are hearing that some potentially vulnerable 
high-rise buildings are being evacuated. Regional Science 
Officer\'s contacts within the Palestinian Authority in Gaza 
told us that their government offices were ordered closed 
for the rest of the day 

aftershocks. 


5. Post did not evacuate the chancery. Personnel inspected 
embassy facilities 

School for damage 

activated to inform members of the official community that 
the event was an earthquake and dispel rumors. NEA Admin 
counselors 

were evacuated until such time as hotel management 
conducted a building assessment and declared it safe to 
return inside. 


6. COMMENT: The Rift Valley is well known to have 
significant seismic activity 

magnitudes high enough to rattle citizens of the region. 
Only last month 

about 4.7 magnitude at the southern end of the Dead Sea 
but that was not felt in Amman. Such frequent activity 
underscores the need for appropriate building codes to 
reduce earthquake losses 

East Regional Cooperation projects between Israel and 
Jordan. The recent UNESCO/USGS regional conference on 
Reducing Earthquake Losses in the Eastern Mediterranean 
Region 

Reftel reports on earthquake risk in Jordan generally. 


Gnehm 
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direction" Akil said he had heard that Chevron-Texaco was 
\"very interested\" in negotiating a deal with Kiev to 

transport crude through Odesa-Brody 

USG would encourage such a deal. Embassy responded that the 
USG has encouraged the GOU to negotiate with commercial 
players 

government would do the same. 

EDELMAN 
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were also uncomfortable with the Annan conditions 
preferred to pursue a wait-and-see policy 

\"Radikal.\" Denktas\' withdrawal from negotiations was ‘out 
of the question 

his way back from South Korea. Dailies highlight Greek 
Prime Minister Simitis\' comment that the "wounds of the 1974 
Turkish intervention on the island must be healed 

Greek and Turkish Cypriots could ‘live together for a 
European vision.V Papers also underline Annan\'s flexible 
message to the parties 

plan are possible if a compromise is reached between the 
Cypriot leaders. 


PUK representative in Ankara: Visiting Ankara after 
meetings in Washington and London 

discussed with his Turks counterparts the political 
reconstruction of Iraq. In a meeting with Ankara\'s special 
Iraq envoy 

supports lraq\'s territorial integrity and a fair 
representation of all ethnic groups in the country. “Kirkuk 
is part of Iraqi Kurdistan 

of Kirkuk want to see a democratic solution to their 
problems.\' In a TV interview late Tuesday 

that the Kurds have no intention to expel Turkish troops 
from Iraq by force. Salih also expressed determination to 
eliminate any threat coming from inside Iraq toward its 
neighbors 

Salih was trying to ease AnkaraVs concerns over a 
prospective federal structure in lraq. 


AK Party\'s popularity persisting: Public support for the 
ruling AK Party remains strong 

opinion survey conducted by the private polling company 
ANAR 

which party they would support in the March 28 municipal 
elections 

percent 

3.1 


EDITORIAL OPINION: Iraq; Cyprus 


\"No Surprise in Iraq 
Zafer Atay wrote in the economic-political Dunya (2/11): \"It 
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was Clear from the very beginning that the Kurds 
constitute a minority among the Iraqi population 
potential threat unless they are kept under control. The 
Iraqi Kurds are after a privileged form of autonomy 
something very close to independence. They also want to 
control the natural resources of Iraq. Their efforts in 
drafting a constitution and establishing borders clearly 
indicate the fact that a civil war remains a potential 
threat for Iraq. . The Iraqi Kurds have so far worked 
successfully toward achieving their goals 

been seriously opposed by the US either. . The recent 
suicide bombing in Erbil suggests an emerging conflict 
between Kurds and Arabs in Iraq. This type of terrorist 
attack is very Arab in nature 

Erbil incident as the beginning of a civil war. . The US 
remains the real authority in Iraq 

responsibility to stop its Kurdish allies from going 
further. Otherwise 


VIs Denktas Able to Stop This Process?" 

Mehmed Ali Birand observed in the mass appeal Posta (2/11): 
VWe are so fully concentrated on what Denktas might do that 
we never say anything about the stance of Greek Cypriot 
leader Papadopulos. Yet the real problem might arise from 
the Greek Cypriot side. It has been well known for a long 
time that the Greek Cypriots are uncomfortable with the 
Annan plan. Just at a time when they believed they could 
rule Cyprus as they wanted 

the Turkish Cypriot side without sacrificing too much 

have been forced to face this uncomfortable situation. . The 
Greek Cypriots with their $18 

will have to share the wealth with the Turks. Moreover 

they will lose their legal right to rule over the Turkish 

part of the island. . An eight-week marathon is beginning 

and it will be full of daily surprises and mishaps. It may 

end before it even begins 

that Washington and Brussels do not want to lose this chance 
to solve the problem.\" 


EDELMAN 
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TARGETING CAMPAIGN MANAGERS. THE EMPHASIS IS ON THE 
DEVELOPMENT OF VIABLE CAMPAIGN STRATEGIES AND EFFECTIVELY 
COMMUNICATING PARTY PLATFORMS TO VOTERS. DIVIDED INTO SIX 
TWO-DAY MODULES 

REGIONAL CENTERS. TO DATE THE FIRST MODULES HAVE BEEN 
OFFERED IN CARACAS (INCLUDING REPRESENTATIVES FROM THE 
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STATES OF VARGAS (ARAGUA 

(TACHIRA 

ANZOATEGUI (AMACURO 

CARABOBO (LARA 

RESPONSE HAS BEEN UNIFORMLY ENTHUSIASTIC 
ZULIA STATE 
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OGRAM IN NOVEMBER 2002 TO SUPPORT THE PRIMARY 
USG GOAL OF SUPPORTING DEMOCRACY AND DEMOCRATIC SOLUTIONS TO 
VENEZUELA\'S POLITICAL CRISIS. USAID\'S OVERALL GOAL IN 
VENEZUELA IS TO SUPPORT A POLITICAL PROCESS THAT IS 

DEMOCRATIC 
SPECIFICALLY THE PROGRAM FOCUSES ON: SUPPORT TO ELECTORAL 
PROCESSES 
FACILITATING OPPORTUNITIES FOR DIALOGUE BETWEEN GOVERNMENT 
AND OPPOSITION SUPPORTERS 
SUPPORT THIS PROGRAM 
ORGANIZATIONS: THE NATIONAL DEMOCRATIC INSTITUTE FOR 
INTERNATIONAL AFFAIRS 
INSTITUTE 
INC. 
ORGANIZATIONS. THE PROGRAM IS SCHEDULED TO RUN THROUGH EARLY 
FY 2005. END SUMMARY. 


2. POST HAS WITNESSED ENCOURAGING MOVEMENT TOWARDS A 
PEACEFUL OUTCOME OF VENEZUELA\'S CURRENT POLITICAL CRISIS. 
ONE YEAR AGO THE COUNTRY WAS SHUT DOWN BY A NATIONAL STRIKE 
WHOSE GOAL WAS TO FORCE THE RESIGNATION OF PRESIDENT CHAVEZ. 
THE OPPOSITION HAS SINCE CHOSEN A PATH FOR POLITICAL CHANGE 
BASED ON THE CONSTITUTIONAL RIGHT OF CITIZENS TO RECALL 
ELECTED PUBLIC OFFICIALS HALF WAY THROUGH THEIR TERMS OF 
OFFICE. THIS CHANGE OF STRATEGY RESULTED IN TWO RECENT 
SIGNATURE-GATHERING EXERCISES: NOVEMBER 21 - 24 TO RECALL 
37 OPPOSITION MEMBERS OF THE NATIONAL ASSEMBLY; AND NOVEMBER 
28 TO DECEMBER 1 TO RECALL PRESIDENT CHAVEZ AND 30 PRO- 
GOVERNMENT LEGISLATORS. THE TWO EVENTS WERE CARRIED OUT IN 
A PEACEFUL ATMOSPHERE AND WERE SUBSEQUENTLY DECLARED 
FUNDAMENTALLY FREE OF FRAUD BY THE CARTER CENTER AND THE 
ORGANIZATION OF AMERICAN STATES. THE OPPOSITION ANNOUNCED 
THAT IT HAD COLLECTED 3.6 MILLION SIGNATURES DURING THE 
SIGNATURE DRIVE TO PETITION FOR A RECALL REFERENDUM AGAINST 
PRESIDENT CHAVEZ 
NEEDED. 
3. IF THE NATIONAL ELECTORAL COUNCIL FINDS THAT THE 
OPPOSITION HAS MET THE REQUIREMENTS FOR CALLING A REFERENDUM 
AGAINST PRESIDENT CHAVEZ 
THIS WOULD BE FOLLOWED A MONTH LATER (POSSIBLY SOMETIME IN 
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JUNE) BY A PRESIDENTIAL ELECTION - FOLLOWED BY ELECTIONS FOR 
GOVERNORS AND MAYORS IN LATE JULY. IN DECEMBER 2006 

WILL BE ANOTHER PRESIDENTIAL ELECTION AND AN ELECTION FOR 
ALL NATIONAL ASSEMBLY MEMBERS. IF THE CURRENT ENVIRONMENT 
IS ANY GAUGE 

CARRIED OUT IN AN ATMOSPHERE OF MUTUAL DISTRUST AND 
ACCUSATIONS BY THE GOVERNMENT AND THE OPPOSITION. USAID 
VENEZUELA\'S PROGRAM IS DESIGNED TO SUPPORT THE MAJORITY OF 
VENEZUELANS WHO DEEPLY WISH TO MOVE FORWARD POLITICALLY SO 
AS TO BE ABLE TO ADDRESS THE GRAVE ECONOMIC PROBLEMS 
CURRENTLY BESETTING THE COUNTRY. 


4. USAID IS SUPPORTING TWO COOPERATIVE AGREEMENTS WITH THE 
NATIONAL DEMOCRATIC INSTITUTE FOR INTERNATIONAL AFFAIRS 
(NDI). THE FIRST AGREEMENT PROVIDES $770 
CIVIL SOCIETY TO HELP ENSURE THE TRANSPARENCY AND INTEGRITY 
OF ELECTORAL PROCESSES THROUGH DOMESTIC OBSERVATION. THIS 
PROJECT WILL BE IMPLEMENTED THROUGH A CONSORTIUM OF GROUPS 
AFFILIATED BOTH WITH THE GOVERNMENT AND THE OPPOSITION. 
SPECIFICALLY THE CONSORTIUM WILL FOCUS ON OBSERVING: 
POLITICAL/CIVIL/HUMAN RIGHTS 
PROCESS INCLUDING ADMINISTRATIVE PROCEDURES 

REPORTING. 
5. THE SECOND COOPERATIVE AGREEMENT WITH NDI PROVIDES 
$550 
COALITION BUILDING. THIS PROJECT IS JUST GETTING UNDERWAY 
WITH THE RECENT ARRIVAL OF THE PROJECT MANAGER BUT ALREADY 
HAS MADE A NUMBER OF KEY CONTACTS IN THE GOVERNMENT AND THE 
OPPOSITION WHO HAVE EXPRESSED THEIR WILLINGNESS TO SUPPORT 
THE PROJECT. 
6. USAID IS ALSO SUPPORTING TWO COOPERATIVE AGREEMENTS WITH 
THE INTERNATIONAL REPUBLICAN INSTITUTE (IRI). THE FIRST 
FOR $450 
THE DESIGN 
THIS IS BEING DONE THROUGH \"CAMPAIGN TRAINING SCHOOLS" 
TARGETING CAMPAIGN MANAGERS. THE EMPHASIS IS ON THE 
DEVELOPMENT OF VIABLE CAMPAIGN STRATEGIES AND EFFECTIVELY 
COMMUNICATING PARTY PLATFORMS TO VOTERS. DIVIDED INTO SIX 
TWO-DAY MODULES 
REGIONAL CENTERS. TO DATE THE FIRST MODULES HAVE BEEN 
OFFERED IN CARACAS (INCLUDING REPRESENTATIVES FROM THE 
STATES OF VARGAS (ARAGUA 
(TACHIRA 
ANZOATEGUI (AMACURO 
CARABOBO (LARA 
RESPONSE HAS BEEN UNIFORMLY ENTHUSIASTIC 
ZULIA STATE 
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OGRAM IN NOVEMBER 2002 TO SUPPORT THE PRIMARY 
USG GOAL OF SUPPORTING DEMOCRACY AND DEMOCRATIC SOLUTIONS TO 
VENEZUELAYS POLITICAL CRISIS. USAID\'S OVERALL GOAL IN 
VENEZUELA IS TO SUPPORT A POLITICAL PROCESS THAT IS 

DEMOCRATIC 
SPECIFICALLY THE PROGRAM FOCUSES ON: SUPPORT TO ELECTORAL 
PROCESSES 
FACILITATING OPPORTUNITIES FOR DIALOGUE BETWEEN GOVERNMENT 
AND OPPOSITION SUPPORTERS 
SUPPORT THIS PROGRAM 
ORGANIZATIONS: THE NATIONAL DEMOCRATIC INSTITUTE FOR 
INTERNATIONAL AFFAIRS 
INSTITUTE 
INC. 
ORGANIZATIONS. THE PROGRAM IS SCHEDULED TO RUN THROUGH EARLY 
FY 2005. END SUMMARY. 


2. POST HAS WITNESSED ENCOURAGING MOVEMENT TOWARDS A 

PEACEFUL OUTCOME OF VENEZUELA\'S CURRENT POLITICAL CRISIS. 

ONE YEAR AGO THE COUNTRY WAS SHUT DOWN BY A NATIONAL STRIKE 

WHOSE GOAL WAS TO FORCE THE RESIGNATION OF PRESIDENT CHAVEZ. 

THE OPPOSITION HAS SINCE CHOSEN A PATH FOR POLITICAL CHANGE 

BASED ON THE CONSTITUTIONAL RIGHT OF CITIZENS TO RECALL 

ELECTED PUBLIC OFFICIALS HALF WAY THROUGH THEIR TERMS OF 

OFFICE. THIS CHANGE OF STRATEGY RESULTED IN TWO RECENT 

SIGNATURE-GATHERING EXERCISES: NOVEMBER 21 - 24 TO RECALL 

37 OPPOSITION MEMBERS OF THE NATIONAL ASSEMBLY; AND NOVEMBER 

28 TO DECEMBER 1 TO RECALL PRESIDENT CHAVEZ AND 30 PRO- 

GOVERNMENT LEGISLATORS. THE TWO EVENTS WERE CARRIED OUT IN 

A PEACEFUL ATMOSPHERE AND WERE SUBSEQUENTLY DECLARED 

FUNDAMENTALLY FREE OF FRAUD BY THE CARTER CENTER AND THE 

ORGANIZATION OF AMERICAN STATES. THE OPPOSITION ANNOUNCED 

THAT IT HAD COLLECTED 3.6 MILLION SIGNATURES DURING THE 
SIGNATURE DRIVE TO PETITION FOR A RECALL REFERENDUM AGAINST 

PRESIDENT CHAVEZ 

NEEDED. 

3. IF THE NATIONAL ELECTORAL COUNCIL FINDS THAT THE 

OPPOSITION HAS MET THE REQUIREMENTS FOR CALLING A REFERENDUM 

AGAINST PRESIDENT CHAVEZ 

THIS WOULD BE FOLLOWED A MONTH LATER (POSSIBLY SOMETIME IN 

JUNE) BY A PRESIDENTIAL ELECTION - FOLLOWED BY ELECTIONS FOR 

GOVERNORS AND MAYORS IN LATE JULY. IN DECEMBER 2006 

WILL BE ANOTHER PRESIDENTIAL ELECTION AND AN ELECTION FOR 

ALL NATIONAL ASSEMBLY MEMBERS. IF THE CURRENT ENVIRONMENT 

IS ANY GAUGE 

CARRIED OUT IN AN ATMOSPHERE OF MUTUAL DISTRUST AND 

ACCUSATIONS BY THE GOVERNMENT AND THE OPPOSITION. USAID 

VENEZUELA\'S PROGRAM IS DESIGNED TO SUPPORT THE MAJORITY OF 
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VENEZUELANS WHO DEEPLY WISH TO MOVE FORWARD POLITICALLY SO 
AS TO BE ABLE TO ADDRESS THE GRAVE ECONOMIC PROBLEMS 
CURRENTLY BESETTING THE COUNTRY. 


4. USAID IS SUPPORTING TWO COOPERATIVE AGREEMENTS WITH THE 
NATIONAL DEMOCRATIC INSTITUTE FOR INTERNATIONAL AFFAIRS 
(NDI). THE FIRST AGREEMENT PROVIDES $770 
CIVIL SOCIETY TO HELP ENSURE THE TRANSPARENCY AND INTEGRITY 
OF ELECTORAL PROCESSES THROUGH DOMESTIC OBSERVATION. THIS 
PROJECT WILL BE IMPLEMENTED THROUGH A CONSORTIUM OF GROUPS 
AFFILIATED BOTH WITH THE GOVERNMENT AND THE OPPOSITION. 
SPECIFICALLY THE CONSORTIUM WILL FOCUS ON OBSERVING: 
POLITICAL/CIVIL/HUMAN RIGHTS 
PROCESS INCLUDING ADMINISTRATIVE PROCEDURES 

REPORTING. 
5. THE SECOND COOPERATIVE AGREEMENT WITH NDI PROVIDES 
$550 
COALITION BUILDING. THIS PROJECT IS JUST GETTING UNDERWAY 
WITH THE RECENT ARRIVAL OF THE PROJECT MANAGER BUT ALREADY 
HAS MADE A NUMBER OF KEY CONTACTS IN THE GOVERNMENT AND THE 
OPPOSITION WHO HAVE EXPRESSED THEIR WILLINGNESS TO SUPPORT 
THE PROJECT. 
6. USAID IS ALSO SUPPORTING TWO COOPERATIVE AGREEMENTS WITH 
THE INTERNATIONAL REPUBLICAN INSTITUTE (IRI). THE FIRST 
FOR $450 
THE DESIGN 
THIS IS BEING DONE THROUGH \"CAMPAIGN TRAINING SCHOOLS" 
TARGETING CAMPAIGN MANAGERS. THE EMPHASIS IS ON THE 
DEVELOPMENT OF VIABLE CAMPAIGN STRATEGIES AND EFFECTIVELY 
COMMUNICATING PARTY PLATFORMS TO VOTERS. DIVIDED INTO SIX 
TWO-DAY MODULES 
REGIONAL CENTERS. TO DATE THE FIRST MODULES HAVE BEEN 
OFFERED IN CARACAS (INCLUDING REPRESENTATIVES FROM THE 
STATES OF VARGAS (ARAGUA 
(TACHIRA 
ANZOATEGUI (AMACURO 
CARABOBO (LARA 
RESPONSE HAS BEEN UNIFORMLY ENTHUSIASTIC 
ZULIA STATE 
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NIFICANT DUE TO THE 

HIGHLY POLARIZED POLITICAL ENVIRONMENT. THIS IS AN AREA TO 

WHICH IRI IS COMMITTED TO GIVING SERIOUS ATTENTION. END 
COMMENT.) 

7. THE SECOND COOPERATIVE AGREEMENT WITH IRI 

IS TO SUPPORT THE TRAINING OF POLITICAL PARTIES IN THE 
OBSERVATION OF ELECTORAL PROCESSES. WORKING THROUGH A LOCAL 
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NGO 
NATIONAL ELECTORAL COUNCIL 
MATERIALS FOR THE TRAINING OF POLL WATCHERS. THE FOCUS OF 
THE TRAINING - WHICH HAS ALREADY BEGUN WITH TRAINING OF 16 
TRAINERS - IS ON OBSERVATION 
IMPORTANT EXPECTED OUTCOME OF THIS PROJECT IS THE 
ESTABLISHMENT OF A FORMAL NETWORK OF CONTACTS AND VOLUNTEER 
TRAINERS THROUGHOUT THE COUNTRY. 
8. USAID HAS AWARDED THREE GRANTS TO THE CARTER CENTER. 
THE FIRST 
THIS FUNDING HAS ENABLED THE CARTER CENTER TO CONTINUE 
FACILITATING RECONCILIATION EFFORTS AIMED AT CALMING THE 
POLITICAL CRISIS. A SECOND GRANT OF $100 
CARTER CENTER\'S OBSERVATION OF THE RECENT SIGNATURE- 
GATHERING DRIVES. A FOLLOW-ON GRANT OF $60 
SUPPORTING THE CARTER CENTER\'S PARTICIPATION IN THE 
VERIFICATION PROCESS. 
9. WITH DEVELOPMENT ALTERNATIVES 
VENEZUELA IS IMPLEMENTING A $3.5 MILLION PROGRAM OF SMALL 
GRANTS 
SOCIETY. DURING THE PAST YEAR THE PRIMARY FOCUS HAS BEEN TO 
FACILITATE DIALOGUE BETWEEN SEGMENTS OF SOCIETY WHO WOULD 
NOT NECESSARILY TAKE THE OPPORTUNITY TO SIT DOWN TOGETHER TO 
DISCUSS ISSUES OF MUTUAL INTEREST. THE 70-PLUS GRANTS TO 
DATE HAVE MOSTLY SUPPORTED WORKSHOPS DEDICATED TO SPECIFIC 
ISSUES SUCH AS FAMILY VIOLENCE 
ROLE OF THE MEDIA IN A DEMOCRATIC SOCIETY. 


10. WHILE PROVIDING A SPACE FOR DIALOGUE AND RECONCILIATION 
WILL CONTINUE TO BE ONE OF THE OBJECTIVES OF THE SMALL 
GRANTS PROGRAM 
DEVELOPMENT OF A NATIONAL AGENDA/VISION FOR THE FUTURE. 
CURRENTLY THERE ARE MORE THAN 30 EXISTING NATIONAL AGENDAS 
AN INDICATION THAT THERE ARE A SIGNIFICANT NUMBER OF 
INDIVIDUALS AND ORGANIZATIONS WHO RECOGNIZE THE PRESSING 
NEED TO HAVE A VISION FOR THE FUTURE RATHER THAN FALLING 
BACK ON COMPLAINING ABOUT THE PAST AND THE PRESENT. THIS 
PROJECT WILL WORK WITH THE AUTHORS OF THE EXISTING NATIONAL 
AGENDAS TO DEVELOP A MORE COMPREHENSIVE VISION THAT WILL 
THEN BE VALIDATED IN A SERIES OF WORKSHOPS HELD THROUGHOUT 
THE COUNTRY. THE OBJECTIVES ARE TO INCREASE CITIZEN 
PARTICIPATION IN THE DEVELOPMENT OF A NATIONAL AGENDA - TO 
ENCOURAGE OWNERSHIP - AND TO MAKE A CLEAR STATEMENT TO 
POLITICAL LEADERS REGARDING EXPECTATIONS OF THE CITIZENS OF 
VENEZUELA. 
11. ANOTHER UPCOMING PROJECT IS A NATION-WIDE CAMPAIGN TO 
BE LAUNCHED IN LATE FEBRUARY 
CONCEPT OF PEACEFUL COEXISTENCE BETWEEN INDIVIDUALS AND 
ORGANIZATIONS WITH STRONGLY CONTRASTING OPINIONS. THIS 
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CAMPAIGN WILL INCLUDE A HEAVY MEDIA COMPONENT AND STRONG 
SUPPORT BY CIVIL SOCIETY WHO WILL IMPLEMENT NUMEROUS 
LOCALIZED PROJECTS IN SUPPORT OF \"CONVIVENCIA\" - LIVING 
TOGETHER IN PEACE. INITIAL REACTION TO THE PROJECT HAS BEEN 
OVERWHELMINGLY POSITIVE 
VENEZUELANS ARE TIRED OF POLITICAL AND ECONOMIC TURMOIL AND 
WANT TO MOVE FORWARD. 
12. PROJECTS OF PUBLIC EDUCATION REGARDING ELECTORAL 
PROCESSES WILL ALSO COMPRISE AN IMPORTANT PART OF THE DAI 
SMALL GRANTS PROGRAM FOR FY 2004 IN ORDER TO COUNTER-BALANCE 
THE INEVITABLE FLOW OF RUMOR AND MISINFORMATION. ALSO 
INCLUDED IN THIS COMPONENT WILL BE PROJECTS DEALING WITH 
CIVIC EDUCATION ON THE ROLES AND RESPONSIBILITIES OF 
CITIZENS IN A DEMOCRATIC SOCIETY. AS A COMPLEMENT 
CONTINUED EMPHASIS WILL BE PLACED ON THE ROLE OF THE MEDIA 
IN A DEMOCRACY. 
13. GIVEN THE NATURE OF THE USAID VENEZUELA PORTFOLIO - AND 
THE COMPLICATED AND FLUID NATURE OF THE VENEZUELAN POLITICAL 
LANDSCAPE - USAID\'S IMPACT TO DATE IS HARD TO ASSESS. 
CERTAINLY THE USG IS BETTER ENGAGED AS A RESULT OF PROJECT 
ACTIVITIES CAREFULLY COORDINATED IN THE EMBASSY IN SUPPORT 
OF USG OBJECTIVES. FUNDING FOR THE CARTER CENTER CONTINUES 
TO SUPPORT CRITICAL ACTIVITIES. AT MINIMUM 
THE NDI 
DIALOGUE BETWEEN GROUPS THAT WOULD NOT NORMALLY INTERACT. 
IT IS ALSO EVIDENT THAT THERE HAVE BEEN A NUMBER OF 
INTERESTING INITIATIVES THAT HAVE COME OUT OF THE DAI 
ACTIVITIES. (NOTE: THE DAI PROJECT DEVELOPMENT OFFICERS ARE 
CURRENTLY IN THE PROCESS OF FOLLOWING UP ON COMPLETED 
PROJECTS TO DETERMINE THEIR IMPACT SO AS TO INCORPORATE 
LESSONS INTO FUTURE PROGRAMMING. END NOTE.) 


14. USAID/OTI NORMALLY WORKS IN A COUNTRY FOR TWO OR THREE 
YEARS BEFORE HANDING OFF THE PROGRAM PORTFOLIO - NORMALLY TO 
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NIFICANT DUE TO THE 

HIGHLY POLARIZED POLITICAL ENVIRONMENT. THIS IS AN AREA TO 

WHICH IRI IS COMMITTED TO GIVING SERIOUS ATTENTION. END 

COMMENT.) 

7. THE SECOND COOPERATIVE AGREEMENT WITH IRI 

IS TO SUPPORT THE TRAINING OF POLITICAL PARTIES IN THE 

OBSERVATION OF ELECTORAL PROCESSES. WORKING THROUGH A LOCAL 
NGO 

NATIONAL ELECTORAL COUNCIL 

MATERIALS FOR THE TRAINING OF POLL WATCHERS. THE FOCUS OF 

THE TRAINING - WHICH HAS ALREADY BEGUN WITH TRAINING OF 16 

TRAINERS - IS ON OBSERVATION 
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IMPORTANT EXPECTED OUTCOME OF THIS PROJECT IS THE 
ESTABLISHMENT OF A FORMAL NETWORK OF CONTACTS AND VOLUNTEER 
TRAINERS THROUGHOUT THE COUNTRY. 

8. USAID HAS AWARDED THREE GRANTS TO THE CARTER CENTER. 

THE FIRST 

THIS FUNDING HAS ENABLED THE CARTER CENTER TO CONTINUE 
FACILITATING RECONCILIATION EFFORTS AIMED AT CALMING THE 
POLITICAL CRISIS. A SECOND GRANT OF $100 

CARTER CENTER\'S OBSERVATION OF THE RECENT SIGNATURE- 
GATHERING DRIVES. A FOLLOW-ON GRANT OF $60 

SUPPORTING THE CARTER CENTER\'S PARTICIPATION IN THE 
VERIFICATION PROCESS. 

9. WITH DEVELOPMENT ALTERNATIVES 

VENEZUELA IS IMPLEMENTING A $3.5 MILLION PROGRAM OF SMALL 
GRANTS 

SOCIETY. DURING THE PAST YEAR THE PRIMARY FOCUS HAS BEEN TO 
FACILITATE DIALOGUE BETWEEN SEGMENTS OF SOCIETY WHO WOULD 
NOT NECESSARILY TAKE THE OPPORTUNITY TO SIT DOWN TOGETHER TO 
DISCUSS ISSUES OF MUTUAL INTEREST. THE 70-PLUS GRANTS TO 

DATE HAVE MOSTLY SUPPORTED WORKSHOPS DEDICATED TO SPECIFIC 
ISSUES SUCH AS FAMILY VIOLENCE 

ROLE OF THE MEDIA IN A DEMOCRATIC SOCIETY. 


10. WHILE PROVIDING A SPACE FOR DIALOGUE AND RECONCILIATION 
WILL CONTINUE TO BE ONE OF THE OBJECTIVES OF THE SMALL 
GRANTS PROGRAM 
DEVELOPMENT OF A NATIONAL AGENDA/VISION FOR THE FUTURE. 
CURRENTLY THERE ARE MORE THAN 30 EXISTING NATIONAL AGENDAS 
AN INDICATION THAT THERE ARE A SIGNIFICANT NUMBER OF 
INDIVIDUALS AND ORGANIZATIONS WHO RECOGNIZE THE PRESSING 
NEED TO HAVE A VISION FOR THE FUTURE RATHER THAN FALLING 
BACK ON COMPLAINING ABOUT THE PAST AND THE PRESENT. THIS 
PROJECT WILL WORK WITH THE AUTHORS OF THE EXISTING NATIONAL 
AGENDAS TO DEVELOP A MORE COMPREHENSIVE VISION THAT WILL 
THEN BE VALIDATED IN A SERIES OF WORKSHOPS HELD THROUGHOUT 
THE COUNTRY. THE OBJECTIVES ARE TO INCREASE CITIZEN 
PARTICIPATION IN THE DEVELOPMENT OF A NATIONAL AGENDA - TO 
ENCOURAGE OWNERSHIP - AND TO MAKE A CLEAR STATEMENT TO 
POLITICAL LEADERS REGARDING EXPECTATIONS OF THE CITIZENS OF 
VENEZUELA. 
11. ANOTHER UPCOMING PROJECT IS A NATION-WIDE CAMPAIGN TO 
BE LAUNCHED IN LATE FEBRUARY 
CONCEPT OF PEACEFUL COEXISTENCE BETWEEN INDIVIDUALS AND 
ORGANIZATIONS WITH STRONGLY CONTRASTING OPINIONS. THIS 
CAMPAIGN WILL INCLUDE A HEAVY MEDIA COMPONENT AND STRONG 
SUPPORT BY CIVIL SOCIETY WHO WILL IMPLEMENT NUMEROUS 
LOCALIZED PROJECTS IN SUPPORT OF \"CONVIVENCIA\" - LIVING 
TOGETHER IN PEACE. INITIAL REACTION TO THE PROJECT HAS BEEN 
OVERWHELMINGLY POSITIVE 
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VENEZUELANS ARE TIRED OF POLITICAL AND ECONOMIC TURMOIL AND 

WANT TO MOVE FORWARD. 

12. PROJECTS OF PUBLIC EDUCATION REGARDING ELECTORAL 

PROCESSES WILL ALSO COMPRISE AN IMPORTANT PART OF THE DAI 

SMALL GRANTS PROGRAM FOR FY 2004 INORDER TO COUNTER-BALANCE 

THE INEVITABLE FLOW OF RUMOR AND MISINFORMATION. ALSO 
INCLUDED IN THIS COMPONENT WILL BE PROJECTS DEALING WITH 

CIVIC EDUCATION ON THE ROLES AND RESPONSIBILITIES OF 

CITIZENS IN A DEMOCRATIC SOCIETY. AS A COMPLEMENT 

CONTINUED EMPHASIS WILL BE PLACED ON THE ROLE OF THE MEDIA 

IN A DEMOCRACY. 

13. GIVEN THE NATURE OF THE USAID VENEZUELA PORTFOLIO - AND 

THE COMPLICATED AND FLUID NATURE OF THE VENEZUELAN POLITICAL 

LANDSCAPE - USAID\'S IMPACT TO DATE IS HARD TO ASSESS. 

CERTAINLY THE USG IS BETTER ENGAGED AS A RESULT OF PROJECT 

ACTIVITIES CAREFULLY COORDINATED IN THE EMBASSY IN SUPPORT 

OF USG OBJECTIVES. FUNDING FOR THE CARTER CENTER CONTINUES 

TO SUPPORT CRITICAL ACTIVITIES. AT MINIMUM 

THE NDI 

DIALOGUE BETWEEN GROUPS THAT WOULD NOT NORMALLY INTERACT. 

IT IS ALSO EVIDENT THAT THERE HAVE BEEN A NUMBER OF 

INTERESTING INITIATIVES THAT HAVE COME OUT OF THE DAI 

ACTIVITIES. (NOTE: THE DAI PROJECT DEVELOPMENT OFFICERS ARE 

CURRENTLY IN THE PROCESS OF FOLLOWING UP ON COMPLETED 

PROJECTS TO DETERMINE THEIR IMPACT SO AS TO INCORPORATE 

LESSONS INTO FUTURE PROGRAMMING. END NOTE.) 


14. USAID/OTI NORMALLY WORKS IN A COUNTRY FOR TWO OR THREE 
YEARS BEFORE HANDING OFF THE PROGRAM PORTFOLIO - NORMALLY TO 
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NIFICANT DUE TO THE 

HIGHLY POLARIZED POLITICAL ENVIRONMENT. THIS IS AN AREA TO 

WHICH IRI IS COMMITTED TO GIVING SERIOUS ATTENTION. END 

COMMENT.) 

7. THE SECOND COOPERATIVE AGREEMENT WITH IRI 

IS TO SUPPORT THE TRAINING OF POLITICAL PARTIES IN THE 

OBSERVATION OF ELECTORAL PROCESSES. WORKING THROUGH A LOCAL 
NGO 

NATIONAL ELECTORAL COUNCIL 

MATERIALS FOR THE TRAINING OF POLL WATCHERS. THE FOCUS OF 

THE TRAINING - WHICH HAS ALREADY BEGUN WITH TRAINING OF 16 

TRAINERS - IS ON OBSERVATION 

IMPORTANT EXPECTED OUTCOME OF THIS PROJECT IS THE 

ESTABLISHMENT OF A FORMAL NETWORK OF CONTACTS AND VOLUNTEER 

TRAINERS THROUGHOUT THE COUNTRY. 

8. USAID HAS AWARDED THREE GRANTS TO THE CARTER CENTER. 

THE FIRST 


Column 3 

THIS FUNDING HAS ENABLED THE CARTER CENTER TO CONTINUE 
FACILITATING RECONCILIATION EFFORTS AIMED AT CALMING THE 
POLITICAL CRISIS. A SECOND GRANT OF $100 

CARTER CENTER\'S OBSERVATION OF THE RECENT SIGNATURE- 
GATHERING DRIVES. A FOLLOW-ON GRANT OF $60 

SUPPORTING THE CARTER CENTER\'S PARTICIPATION IN THE 
VERIFICATION PROCESS. 

9. WITH DEVELOPMENT ALTERNATIVES 

VENEZUELA IS IMPLEMENTING A $3.5 MILLION PROGRAM OF SMALL 
GRANTS 

SOCIETY. DURING THE PAST YEAR THE PRIMARY FOCUS HAS BEEN TO 
FACILITATE DIALOGUE BETWEEN SEGMENTS OF SOCIETY WHO WOULD 
NOT NECESSARILY TAKE THE OPPORTUNITY TO SIT DOWN TOGETHER TO 
DISCUSS ISSUES OF MUTUAL INTEREST. THE 70-PLUS GRANTS TO 

DATE HAVE MOSTLY SUPPORTED WORKSHOPS DEDICATED TO SPECIFIC 
ISSUES SUCH AS FAMILY VIOLENCE 

ROLE OF THE MEDIA IN A DEMOCRATIC SOCIETY. 


10. WHILE PROVIDING A SPACE FOR DIALOGUE AND RECONCILIATION 
WILL CONTINUE TO BE ONE OF THE OBJECTIVES OF THE SMALL 
GRANTS PROGRAM 
DEVELOPMENT OF A NATIONAL AGENDA/VISION FOR THE FUTURE. 
CURRENTLY THERE ARE MORE THAN 30 EXISTING NATIONAL AGENDAS 
AN INDICATION THAT THERE ARE A SIGNIFICANT NUMBER OF 
INDIVIDUALS AND ORGANIZATIONS WHO RECOGNIZE THE PRESSING 
NEED TO HAVE A VISION FOR THE FUTURE RATHER THAN FALLING 
BACK ON COMPLAINING ABOUT THE PAST AND THE PRESENT. THIS 
PROJECT WILL WORK WITH THE AUTHORS OF THE EXISTING NATIONAL 
AGENDAS TO DEVELOP A MORE COMPREHENSIVE VISION THAT WILL 
THEN BE VALIDATED IN A SERIES OF WORKSHOPS HELD THROUGHOUT 
THE COUNTRY. THE OBJECTIVES ARE TO INCREASE CITIZEN 
PARTICIPATION IN THE DEVELOPMENT OF A NATIONAL AGENDA - TO 
ENCOURAGE OWNERSHIP - AND TO MAKE A CLEAR STATEMENT TO 
POLITICAL LEADERS REGARDING EXPECTATIONS OF THE CITIZENS OF 
VENEZUELA. 
11. ANOTHER UPCOMING PROJECT IS A NATION-WIDE CAMPAIGN TO 
BE LAUNCHED IN LATE FEBRUARY 
CONCEPT OF PEACEFUL COEXISTENCE BETWEEN INDIVIDUALS AND 
ORGANIZATIONS WITH STRONGLY CONTRASTING OPINIONS. THIS 
CAMPAIGN WILL INCLUDE A HEAVY MEDIA COMPONENT AND STRONG 
SUPPORT BY CIVIL SOCIETY WHO WILL IMPLEMENT NUMEROUS 
LOCALIZED PROJECTS IN SUPPORT OF \"CONVIVENCIA\" - LIVING 
TOGETHER IN PEACE. INITIAL REACTION TO THE PROJECT HAS BEEN 
OVERWHELMINGLY POSITIVE 
VENEZUELANS ARE TIRED OF POLITICAL AND ECONOMIC TURMOIL AND 
WANT TO MOVE FORWARD. 
12. PROJECTS OF PUBLIC EDUCATION REGARDING ELECTORAL 
PROCESSES WILL ALSO COMPRISE AN IMPORTANT PART OF THE DAI 
SMALL GRANTS PROGRAM FOR FY 2004 INORDER TO COUNTER-BALANCE 
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THE INEVITABLE FLOW OF RUMOR AND MISINFORMATION. ALSO 
INCLUDED IN THIS COMPONENT WILL BE PROJECTS DEALING WITH 

CIVIC EDUCATION ON THE ROLES AND RESPONSIBILITIES OF 

CITIZENS IN A DEMOCRATIC SOCIETY. AS A COMPLEMENT 

CONTINUED EMPHASIS WILL BE PLACED ON THE ROLE OF THE MEDIA 

IN A DEMOCRACY. 

13. GIVEN THE NATURE OF THE USAID VENEZUELA PORTFOLIO - AND 

THE COMPLICATED AND FLUID NATURE OF THE VENEZUELAN POLITICAL 

LANDSCAPE - USAID\'S IMPACT TO DATE IS HARD TO ASSESS. 

CERTAINLY THE USG IS BETTER ENGAGED AS A RESULT OF PROJECT 

ACTIVITIES CAREFULLY COORDINATED IN THE EMBASSY IN SUPPORT 

OF USG OBJECTIVES. FUNDING FOR THE CARTER CENTER CONTINUES 

TO SUPPORT CRITICAL ACTIVITIES. AT MINIMUM 

THE NDI 

DIALOGUE BETWEEN GROUPS THAT WOULD NOT NORMALLY INTERACT. 

IT IS ALSO EVIDENT THAT THERE HAVE BEEN A NUMBER OF 

INTERESTING INITIATIVES THAT HAVE COME OUT OF THE DAI 

ACTIVITIES. (NOTE: THE DAI PROJECT DEVELOPMENT OFFICERS ARE 

CURRENTLY IN THE PROCESS OF FOLLOWING UP ON COMPLETED 

PROJECTS TO DETERMINE THEIR IMPACT SO AS TO INCORPORATE 

LESSONS INTO FUTURE PROGRAMMING. END NOTE.) 


14. USAID/OTI NORMALLY WORKS IN A COUNTRY FOR TWO OR THREE 
YEARS BEFORE HANDING OFF THE PROGRAM PORTFOLIO - NORMALLY TO 
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TI IS CURRENTLY 
ANTICIPATING HANDING OVER ITS ACTIVITIES IN FY 2005. IT IS 
CLEAR 
TYPE PROGRAM IN VENEZUELA THROUGH EARLY FY 2006 AS VENEZUELA 
PROCEEDS THROUGH THE SCHEDULED ELECTIONS FOR LOCAL AND STATE 
OFFICIALS 
DISCUSSIONS ARE ALREADY UNDERWAY IN WASHINGTON AS TO HOW TO 
BEST MOVE FORWARD WITH THIS HANDOVER. END NOTE.) 

SHAPIRO 
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TI IS CURRENTLY 
ANTICIPATING HANDING OVER ITS ACTIVITIES IN FY 2005. IT IS 
CLEAR 
TYPE PROGRAM IN VENEZUELA THROUGH EARLY FY 2006 AS VENEZUELA 
PROCEEDS THROUGH THE SCHEDULED ELECTIONS FOR LOCAL AND STATE 
OFFICIALS 
DISCUSSIONS ARE ALREADY UNDERWAY IN WASHINGTON AS TO HOW TO 
BEST MOVE FORWARD WITH THIS HANDOVER. END NOTE.) 
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law.\" The French Ambassador expected that his Police Attach 
would arrive in April or May 2004. 


5. (U) Concerning security assistance 

that the French Embassy was in an V'identification phase\" and 
not yet operational. The French Ambassador expressed a 
desire to mobilize the European Union (EU) to engage them as 
a body to provide training and funding to the ROYG\'s CT 
efforts. He suggested that costs would be minimal and that 
the model of EU support for the Palestinian Authority could 

be used as precedent 

attendees. He suggested 

U.S. could also assist in this matter at higher levels. 


6. (U) The British Ambassador said that ongoing training 
assistance (joint with American troops) to the CSF would 
continue. Concerning the CG 

engineering delegation made a 2-week visit to conduct a 
survey. The Royal National Lifeboat Institute would be 
conducting a survey in the near term. The British Embassy 
would also be sponsoring a visit by Judge Hamud Al-Hitar to 
the U.K. on 25 February to discuss the issue of creating a 
dialogue between government and Islamists. (Note: Hitar is 
the primary judicial representative involved in the ROYG\'s 
periodic release of detained extremists. End note.) The 
British Embassy has a program to work with members of the 
Political Security Organization (PSO) to promote methods of 
interrogation that increased efficiency without any use of 
torture. 


Italian CT Assistance 
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7. (U) The Italian Ambassador briefed members that the 
technical issues surrounding Italian-supplied coastal radar 
systems had been resolved and installation of the system 
would begin in late 2004. The system is sophisticated and 
establishes linkages between local units and a central Ѕапа\а 
station to complete coverage of all maritime traffic in the 

Bab Al-Mendab region. The Italian embassy was also pushing 
forward a draft cooperation agreement on international crime 
and terrorism 

be signed. The draft proposed formalizing a exchange of 
information at the MOI level between the two countries. 


8. (U) The Japanese Ambassador said that his embassy provided 
little CT training or support to the ROYG due to legal 
prohibitions. The majority of Japanese external military 

support was limited to humanitarian missions. Despite this 
Tokyo was studying the issue of providing assistance to the 
Yemeni Coast Guard and had sponsored PSO attendance at an 
international terrorism investigation seminar in 2003. 


9. (U) The German Ambassador briefed that 

Berlin\'s focus in Yemen is economic development and that 
there was a \"good government" provision on military support. 
His embassy had been allotted one million dollars for \"crisis 
prevention" training 

be spent. Press reporting on a German-Yemeni security 
agreement was false. 


10. (C) Confidentially 

members that through liaison with the MOI he had learned that 
the man arrested in December 2003 for stabbing foreigners in 

downtown SanaVa had been in possession of $60 

other sources 

contact with two other Yemenis language students in Germany 
and that a man by the same name had unsuccessfully applied 

for a visa. 
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11. (U) The Russian DCM briefed members that although there 
was no formal security agreement 

ROYG was very high and had increased dramatically over the 
last year. When queried 

of this support was military sales 

subsidized and materiel was sold at cost. In the unspecified 
future 

Hudaydah to repair a Russian-supplied naval ship. 
Additionally 

two mobile brigades 

mission. This provisioning would include tanks and BMP-2 
infantry fighting vehicles 

other weapons and equipment. 


12. (U) The Ambassador of the Netherlands said that his 
embassy provided no CT assistance to the ROYG. For the 
entire world 

21 million euros 

approached the ROYG to discuss possible CT assistance 

was told to concentrate on issues like health and education 
because there were other donor countries that were engaged on 
the CT issue. 


13. (C) Action requested: Embassy recommends a strong US 
push for enhanced CT support to Yemen by the EU in the 
context of the US-EU dialogue in support of ongoing efforts 
by UK 

HULL 
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February 9 as the Dominican Supreme Court advised the Senate 
that it would not provide an advisory opinion on the 
constitutionality of the bill. Senate President Jesus 

Vasquez had sought advice from the Supreme Court and the 
Elections Board 

draft law to the Court for advice on constitutionality. A 

February 6 brief from the Attorney General\'s office supported 
the bill and one jointly submitted by 10 NGOs opposed it. 


Congress has never before asked for Supreme Court advice on 
constitutionality prior to legislative approval of a 

proposal. Rather than set a precedent which could lead to a 
review of every bill prior to passage 

it could not act on a text that did not have the status of 

law. 


The Senate lost no time 
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readings 

vote of 17-5 (the support was not particularly impressive and 
there were 7 Senators absent 

Senator). House President Pacheco told poloff on Feb 11 that 
the draft is now with the lower house for the required two 
readings and vote 

the February 13 expiration of the current special session. 
Last time 

representatives walked out to leave the chamber without the 
requisite quorum. Our political contacts cynically expect the 
measure will pass the House with several bought votes 
providing the margin. 


If the proposal is passed by Congress President Mejia would 

be able to submit the law for Court consideration after 

passage (following the January 2002 precedent in which Mejia 
sought and obtained nullification of a legislative effort to 
convene a constitutional convention). He has told jouralists 

he will seek Supreme Court advice and he told the Ambassador 
last week that he will proceed strictly according to the 
Constitution. In any case 

various NGOs have promised to take the issue to the Supreme 
Court. 


The CourtVs decision is both pragmatic and defensive. 
Justices decline advance comfort to legislators intent on 
changing at least some of the rules of the electoral game and 
they decline to open their docket to the job of 
\"pre-clearance\" of any number of future legislative 
proposals. The Court remains 

accusations of political influence 

Board (JCE). With this action the Court sets a precedent 
further defining the scope of its duties. Even so 

morning it may be facing the unpalatable task of examining at 
presidential request approximately the same text provided by 
Senate President Vasquez. 


Sound and Fury 


In the last analysis 

effort will have little effect on the eventual outcome of the 
elections. It is a PRD holding action 

keep the President\'s various rivals inside the tent. If it 
passes and is sustained by the Supreme Court 

Board will have some messy logistics before it 

procedures and dealing with registering some last-minute PRD 
presidential hopefuls. We do not see any of them outpolling 
Mejia in May. If the Court were to allow the dubious 
mechanism of cumulation of votes by party as the criterion 
for determining contenders for the second round 
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impartiality would be questioned and it would lose a good 
deal of prestige. The practical question at that point would 
be whether the PRSC\'s Eduardo Estrella 

out-point an array of PRD candidates 

read right now is that he could not 

trail Mejia in any case 

of votes cast. 


2. (U) Drafted by Angela Kerwin 
HERTELL 
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OPPOSITION INVASION. 


-- (U) THE GOV IS ALSO SPONSORING A YOUTH MARCH FR FEBRUARY 
11 THROUGH 13 

BUS IN HUNDREDS OF PRO-CHAEZ TOUGHS TO INTIMIDATE OR ATTACK 
OPPOSITION ARCHERS. 


-- (C) EXILED CTV LABOR LEADER CARLOS RTEGA CLAIMED THE GOV 
PLANS TO USE THE OPPOSITIO MARCHES ON APRIL 13 AND 14 AS AN 
PRETEXT TO LAUNH A SELF COUP 

DECLRE MARSHAL LAW 

OTHERWISE REMOVE ALL OPPOSITION LEADERS. CV LEADER MAUAL 
COVA TOLD DCM ON FEBRUARY 11 THATHE DID NOT BELEIVE ORTEGA\'S 
CLAIMS WERE ACCURATE. 


-- (U) POLITICAL ALLIES OF THE PRESIDENT HAVE GNE PUBLIC 
WITH ALLEGATIONS OF COUP-PLOTTING AND ARN OF 
OPPOSITION-INSTIGATED VIOLENCE. 


-- (С) CHAVEZ AND HIS SUPPORTERS CONTINUE TO ALLEGE USG 
COLLUSION WITH HIS OPPONENTS. 


END SUMMARY. 


4. (C) CARTER CENTER REPRESENTATIVE FRANCISCO DIEZ TOLD THE 
AMBASSADOR THAT DURING A MORNING MEETING WITH CNE DIRECTORS 
EZEQUIEL ZAMORA (OPPOSITION) AND JORGE RODRIGUEZ (PRO-GOV) ON 
FEBRUARY 11 

ISSUE OF WHOLESALE INVALIDATION OF SIGNATURES. DIEZ SAID THE 
CNE NOW CLAIMS THAT THERE ARE ONLY 3 

30 

DOWN-GRADE FROM THE 65 

DESCRIBED ON FEBRUARY 10. ZAMORA AND RODRIGUEZ AGREED THAT 
THE CARTER CENTER WOULD PRESENT SOME TECHNICAL ALTERNATIVES 


Column 3 
TO THE CNE FOR DEALING WITH THE ISSUE. 


5. (U) CNE PRESIDENT OSCAR BATTAGLINI ANNOUNCED LATER 
FEBRUARY 11 THAT THE SIGNATURE FORMS FILLED OUT IN THE SAME 
HANDWRITING (THE SO-CALLED \"PLANILLAS PLANAS 

WOULD NOT BE NULLIFIED. INSTEAD 

THE CNE WILL PUBLISH A LIST OF QUESTIONABLE SIGNATRES AND 
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1. CNE: 


-- (С) CARTER CENTER REPRESENTATIVE FRANCISCO DIEZ TOLD THE 
AMBASSADOR THAT THE NATIONAL ELECTORAL COUNCIL (CNE) NOW 
CLAIMS THAT THERE ARE ONLY 3 

SIGNATURES) THAT ARE BEING QUESTIONED 

DOWN-GRADE FROM THE 65 

DESCRIBED ON FEBRUARY 10. 


-- (U) CNE ANNOUNCED IT WILL INVOKE A 5-DAY PERIOD DURING 
WHICH VOTERS COULD PERSONALLY VERIFY THEIR NAMES. 


2. OPPOSITION: 


-- (U) THE OPPOSITION NGO SUMATE WILL PROVIDE DEMONSTRATORS 
WITH A COPY OF THEIR INDIVIDUAL SIGNATURE TO MARCH TO CNE 
HEADQUARTERS FEBRUARY 14. 


-- (U) THE OPPOSITION DEMOCRATIC COORDINATING COMMITTEE (DCC) 
NOW PLANS TO HAVE A SMALLER MARCH TO THE CNE ON FEBRUARY 13 
COMPOSED OF A SMALL CADRE OF OPPOSITION LEADERS 

DEMAND A RESPONSE ON THE REFERENDUM. 


3. GOV: 


-- (U) PRO-CHAVEZ ACTIVIST LINA RON AND A BAND OF BOLIVARIAN 
CIRCLE MEMBERS HAVE ESTABLISHED CAMPS ON THE GROUNDS OF THE 
CNE BUILDING 

OPPOSITION INVASION. 


-- (U) THE GOV IS ALSO SPONSORING A YOUTH MARCH FOR FEBRUARY 
11 THROUGH 13 

BUS IN HUNDREDS OF PRO-CHAVEZ TOUGHS TO INTIMIDATE OR ATTACK 
OPPOSITION MARCHERS. 


-- (C) EXILED CTV LABOR LEADER CARLOS ORTEGA CLAIMED THE GOV 
PLANS TO USE THE OPPOSITION MARCHES ON APRIL 13 AND 14 AS AN 
PRETEXT TO LAUNCH A SELF COUP 

DECLARE MARSHAL LAW 
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OTHERWISE REMOVE ALL OPPOSITION LEADERS. CTV LEADER MAUAL 
COVA TOLD DCM ON FEBRUARY 11 THAT HE DID NOT BELEIVE ORTEGA\'S 
CLAIMS WERE ACCURATE. 


-- (U) POLITICAL ALLIES OF THE PRESIDENT HAVE GONE PUBLIC 
WITH ALLEGATIONS OF COUP-PLOTTING AND WARN OF 
OPPOSITION-INSTIGATED VIOLENCE. 


-- (C) CHAVEZ AND HIS SUPPORTERS CONTINUE TO ALLEGE USG 
COLLUSION WITH HIS OPPONENTS. 


END SUMMARY. 


4. (C) CARTER CENTER REPRESENTATIVE FRANCISCO DIEZ TOLD THE 
AMBASSADOR THAT DURING A MORNING MEETING WITH CNE DIRECTORS 
EZEQUIEL ZAMORA (OPPOSITION) AND JORGE RODRIGUEZ (PRO-GOV) ON 
FEBRUARY 11 

ISSUE OF WHOLESALE INVALIDATION OF SIGNATURES. DIEZ SAID THE 
CNE NOW CLAIMS THAT THERE ARE ONLY 3 

30 

DOWN-GRADE FROM THE 65 

DESCRIBED ON FEBRUARY 10. ZAMORA AND RODRIGUEZ AGREED THAT 
THE CARTER CENTER WOULD PRESENT SOME TECHNICAL ALTERNATIVES 
TO THE CNE FOR DEALING WITH THE ISSUE. 


5. (U) CNE PRESIDENT OSCAR BATTAGLINI ANNOUNCED LATER 
FEBRUARY 11 THAT THE SIGNATURE FORMS FILLED OUT IN THE SAME 
HANDWRITING (THE SO-CALLED \"PLANILLAS PLANAS 

WOULD NOT BE NULLIFIED. INSTEAD 

THE CNE WILL PUBLISH A LIST OF QUESTIONABLE SIGNATURES AND 
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RSON TO A CNE OFFICE. 


6. (C) THE OPPOSITION HAS ANNOUNCED SEVERAL PUBLIC EVENTS 
DESIGNED TO DRAW ATTENTION TO THE CNE\'S EXPECTED FAILURE TO 
CERTIFY SUFFICIENT SIGNATURES TO SCHEDULE A PRESIDENTIAL 
RECALL REFERENDUM BY THE POLITICALLY SYMBOLIC FEBUARY 13 
DEADLINE. ENRIQUE MENDOZA ANNOUNCED THATTHE OPPOSITION IS 
PLANNING A MARCH ON THE NATIONL ELECTORAL COUNCIL (CNE) 
BUILDING ON SATURDAY FBRUARY 14. SUMATE 

THAT MAINAINS DIGITIZED COPIES OF OPPOSITION SIGNATURE 


Column 3 

SHETS 

VOLUNTEERS ARRAYED AT A RALLYING POINT NEAR PLAZA ENEZUELA 
IN THE CAPITAL WITH PRINTED COPIES OF TE SIGNATURES. 
DEMONSTRATORS WILL RECEIVE A PRINTD PHOTOCOPY OF THEIR 
INDIVIDUAL SIGNATURE LINE T CARRY IN A MARCH TO THE CNE 
HEADQUARTERS. 


7.C) OPPOSITION SOURCES HAVE TOLD POLOFFS THAT SEVERL 

LEADERS IN THE BROAD OPPOSITION DEMOCRATIC COODINATING 

COMMITTEE (DCC) HAD HOPED TO HAVE A MASIVE DEMONSTRATION ON 

FEBRUARY 13 TO MARK THE 30-AY DEADLINE FOR A DECISION ON A 
REFERENDUM FROM TE CNE 

MOBILIZE HEIR VOLUNTEERS ON FEBRUARY 14 FOR TECHNICAL 

REASONS. THE DCC NOW PLANS TO HAVE A SMALLER MARCH TOTHE 

CNE ON FEBRUARY 13 

LEADERS 


8. (C) THE GOV AND ITS SPPORTERS ARE PLANNING TO COUNTER THE 
OPPOSITION ARCHES WITH DEMONSTRATIONS OF THEIR OWN. 
PRO-CHAEZ ACTIVIST LINQ%QQH 


CTV LEADER MANUEL COVA TOLD DCM ON FEBRARY 11 THAT ORTEGA 
HAD NOTHING TO BACK UP THESE LLEGATIONS 

BELIEVE TEH GOV AD A SHORT-TERM PLAN FOR AN AUTOGOLPE. JUAN 
BARETO 

BLOC FOR CHANGE (BLOQUE DE CAMBIO) PARTY ANOUNCED ON 
FEBRUARY 10 HE HAD INFORMATION OF AN OPOSITION PLOT TO 
INCITE VIOLENCE TO COVER THEIR PLANNED COUP DVETAT. ISMAEL 
GARCIA 

PODEMOS PARTY 

THE PRESIDENTIAL PALACE IN MIRAFLORES 

REPEAT OF THE EVENTS OF APRIL 2001. 


9. (C) CHAVEZ AND HIS SUPPORTERS CONTINUE TO ALLEGE USG 
COLLUSION WITH HIS OPPONENTS. THE OFFICIAL GOV TELEVISION 
STATION RAN A STORY ON FEBRUARY 10 

CORINA MACHADO 

RECEIVED MONEY FROM THE USG. THIS FOLLOWS ON THE HEELS OF 
CHAVEZ\'S FEBRUARY 9 TELEVISED REMARKS IN WHICH HE ACCUSED THE 
USG OF FUNDING OPPOSITION FORCES BENT ON HIS REMOVAL 

(SEPTEL). 

SHAPIRO 
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use the entire state bureaucracy as a patronage base. The 


country\'s criminal libel laws 
impose enormous costs and risks on whistle-blowers. 
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Legislative immunity is often abused 

region. Embassy currently supports good governance 
activities directed toward judicial reform 

business ethics 

prosecutors\' institutional capacity. 


6. (SBU) Panamanians have become increasingly willing to 
accept mil-to-mil security training 

assistance to enhance their capabilities to protect the Canal 
and borders. Although the present terrorist threat to the 
Canal is considered low 

defenses and security resources are generally well regarded. 
Continued US training 

vital to preempt a major terrorist attack. Panama has 
committed to an ambitious maritime security agenda 

should help it meet new obligations under the International 
Maritime Organization\'s (IMO) International Shipping and Port 
Security (ISPS) Code by the July 1 

ship registry blossomed from the third largest in the world 

in 1990 to the largest in the world by 2002 

nearly 6 

flagged vessels arriving at US ports 

About 13% of US ocean-going cargo transits the Canal each 
year. Panamavs seafarer registry has licensed approximately 
300 

from about 200 

almost two million by 2002 

leading port complex. 


7. (SBU) Law enforcement cooperation with Panama is 
excellent. The Moscoso Administration set up a new 
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interagency counternarcotics vetted unit; expanded upon the 
basic shiprider agreement to facilitate maritime/air 

operations in pursuit of drug 

(and may soon include WMD); expedited thirty-eight maritime 
drug prisoner 

transfers to USG custody (saving U.S. taxpayers US$1 million 
per event); and captured and expelled seventeen fugitives 
from US justice (most recently 

kingpin Arcangel de Jesus Henao Montoya 

for smuggling five tons of cocaine). Panama is working much 
more closely with Colombian President Uribe\'s government 
against narco-terrorists. The GOP has also welcomed USG 
assistance-- DOD special operations forces (training National 
Police (PNP) border units) and AID community development 
(enhancing productive capacity and governmental presence in 
the Darien border province). 


8. (U) The GOP revamped its legal and administrative 
structures to fight money laundering 

other countries 

their regimes up to grade. Panama assisted the USG in the 
prosecution of money laundering cases and provided crucial 
information against former Nicaraguan President Arnoldo 
Aleman. However 

Monterrey 

Panama for recently granting \"asylee\" status to a former 
Ecuadorian cabinet minister 

of government funds. 


9. (SBU) Economic issues top Panama\'s agenda with the US. 
First 

is pushing for quick action on a bilateral FTA. (Note: the US 
announced its intention to negotiate an FTA with Panama in 
November 2003 at the Miami FTAA ministerial. End Note). 
Second 

the GOP has long argued for Panamavs re-designation from a 
\"near 

foreign port\" to a \"distant foreign port 

Passenger Vessels Services Act (PVSA) 

larger share of the cruise ship trade. The USG is studying 
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the possibility of a re-designation. The GOP estimates that 
up to US$50 million per year could be gained for Panama\'s 
growing tourism sector. Third 

we have seen a marked improvement in the GOP\'s willingness to 
make progress on a number of US investment cases 
bilateral trade issues 

to enhance cooperation/coordination in regional and 
multilateral trade fora. The USG has asked Panama to 
continue its progress on resolving investment disputes and 
improving its investment climate through responsiveness to 
investor concerns 

and transparency in decision-making. During your visit 

will have the opportunity to meet several private sector 
representatives to solicit their views on these issues. 


10. (U) Panama\'s $12 billion economy is based primarily on a 
well developed services sector that accounts for 
approximately 78 

percent of GDP. Services include the Panama Canal 

and 

financial services 

Free Zone (the 2nd largest in the world) and flagship 

registry. 

Panama also maintains one of the most liberalized trade 
regimes in the hemisphere. Bilateral trade with Panama came 
to 

$1.7 billion in 2002. U.S. exports were $1.4 billion and 
imports 

were $302 million. The stock of U.S. Foreign Direct 
Investment 

(FDI) in 2001 was $25.3 billion. U.S. FDI is primarily 
concentrated in the financial sector. 


11. (U) Mireya Moscoso is President of the Republic of Panama 
and leader of the Arnulfista Party. In the 1999 national 
elections 

presidential candidate Martin Torrijos by seven and a half 
percentage points (44.9 percent to 37.6 percent). Moscoso 
took office on September 1 

1 
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town of Pedasi in the southwest province of Los Santos. At 
age 18 

Madrid in 1964 

to Miami following the 1968 coup dVetat. They were married 
in the US in 1969 and lived in exile until 1978. Moscoso 
served as Arias\' personal secretary and political understudy 
until his death in 1988. 


12. (U) Moscoso\'s formal post-secondary education includes 
English and computer courses and an AssociateVs degree in 
Interior Design from Miami Dade County Community College. 
She has a young teenage son Ricardo 

her four-year marriage to former Arias coffee plantation 
manager Ricardo Gruber. She owns a large home in Panama 
City 

cattle ranch in the western province of Chiriqui 

inherited from Arias. Moscoso understands English well but 
prefers Spanish. 

WATT 
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value transits V") 
Canal each year. 


2. Given these equities 

through its Maritime Security Working Group and in 
coordination with Washington agencies 

Maritime Security agenda with the GOP (REFTELS). We have seen 
a strong willingness on the part of the Moscoso 
Administration for Panama to meet its responsibilities as a 
major maritime player. Progress has been particularly good 
since President Moscoso\'s appointment in June 2003 of 
Panama 

Consejo\") Executive Secretary Ramiro Jarvis to coordinate 
maritime security matters. Key components of the agenda 
include: secure seafarer documents 

port security 

proliferation security 

(REF C). Progress by the GOP has been good on all of the 
fronts and in several cases the ball is in our court; 

however 

follow-through 

seafarer documents. The fact that this is an election year 

in Panama will not facilitate things 

hinder progress too much. The following paragraphs provide a 
brief update of key components of our agenda 

to evolve as the USG develops its broader maritime security 


Column 3 
strategy. 


Component 1: Convince the GOP to create a secure system for 
seafarer documents 
verified credentials for Panama 


3. (C) Panama 

Embassy that the Ministry of Economy and Finance (MEF) would 
tender a public bid for creation of such a system by January 
2004. MEF has allocated close to $3 million in order to fund 
the process; however 

new documents will comply with requirements of the 
International Labor Organization 

(pertaining to International Identification Documentation) 
which issued directives for seafarer documents following a 
request from the International Maritime Organization (IMO). 
The GOP and ILO maintain 

are not required for this credential 

contain some security features. The AMP is weighing the 
possibility of including a fingerprint on the document. 
Regardless of the Panamanian documents quality and improved 
controls on how such documents will be issued (Ref G) 

remain concerned that the GoP will be challenged to conduct 
adequate background checks on seafarers. While Consejo 
Director Jarvis has indicated that the Embassy would have 
access to the names of the applicants 

press the GOP to obtain unfettered access to the seafarer 
database to monitor issuance. (Note: Corruption/graft by AMP 
officials and Panamanian Consuls in the issuance of 

seafarer 


Component 2: Push for the GOP to assure adequate 
facilities for National Maritime Service (SMN) bases 
particularly at Pacific and Atlantic entrances to the Canal. 


4. (C) On October 9 

(ARI) signed over title to a new facility near the Atlantic 

entrance of the Canal for the SMN. The Consejo has also 
received an oral commitment from the Pacific-side 
concessionaire that the SMN will be granted \"long term use 
rights\" to a facility located on the concessionaire 

property. NAS funds have been earmarked to assist the GOP in 
reconstructing its Atlantic side pier facilities for the SMN. 


Column 3 
Embassy is currently working closely with the SMN to begin 
construction on the pier and associated facilities. 


Component 3: Develop a force protection arrangement to cover 
Canal transits by nuclear-powered U.S. submarines. 


5. (C) This component focuses on force protection procedures 
for high value transits (HVTs) through the Canal. The 

Consejo is consulting with the Panama Canal Authority (ACP) 
and security-related GOP agencies. The GOP appears willing 
to conclude an arrangement whereby force protection 
procedures will be incorporated into ACP regulations. A 

formal GOP reply/counter-proposal is expected by mid-March; 
we are optimistic that we can conclude some kind of agreement 
before the current government leaves office September 1 


Component 4: Support the creation of an analytical unit to 
monitor freight and container movements to enhance security. 


6. (SBU) Implementation of the U.S. Customs 

Security Initiative (CSI) will facilitate the creation of 

such a unit. A CSI port assessment team visited Panama 
mid-January 2004. Post is awaiting the results of that 
assessment. (NOTE: Roughly 4 million containers (TEU) 
transited the Panama Canal in 2003; approximately 2 million 
containers (TEUs) were handled in Panama\'s ports; but 

75 thousand containers were loaded onto ships in Panamanian 
ports and ended up in the U.S. (2002 stats). 


Component 5: Press the GOP to create port captaincies with 
national security/law enforcement authority or port security 
chief positions to coordinate these functions. 


7. (C) The GOP has designated the AMP with port captaincy 
responsibility instead of the SMN 

authorizing text in the most recent draft of the SMN 

Organic Law. However 

AMP 

required to designate a law enforcement officer from the SMN 
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to be located at each port to assist the captain of the port. 
Comment: our concern about the AMP fulfilling this role is 
twofold - first 

corruption; second 

authority or capability to serve as the port captaincy. 


Component 6: Urge implementation of legislative/regulatory 
enhancements necessary for Export Controls and the 
International Ship and Port Facility Security (ISPS) Code 


8. (C) Export Controls: The USG through the State 
Department 

Assistance (EX-BIS) program and the Department of Commerce 
Transshipment Country Export Control Initiative (TECI) is 
working with Panama to develop and improve its 
export/transshipment controls. The GOP sent a team of key 
decision-makers to Washington to work with Commerce 
and State Department officials December 8-1 1 

alia 

export control law and to improve its export/transshipment 
controls. Based on that visit the GOP has committed to 
introducing draft legislation to control the export 

re-export 

through the territory of Panama by April 2004. 


9. (C) ISPS: The AMP is making considerable headway in this 
endeavor 

politically motivated Panama Maritime Lawyers Association. 
After designating Phoenix Services group (a U.S. company) as 
the primary Recognized Security Organization (RSO) for 
vessels in August 2003 

companies 

December 15: Singapore based Singapore Technologies and 
London-based Universe Security Group. The AMP has begun 
receiving applications for ship security plans 

completed the reviews of some key shipping lines like Ned 
Lloyd. The AMP fully recognizes that it will not/not certify 

all of the required vessels in its fleet prior to the July 1 
deadline. AMP officials note that it expects to certify all 

ships above 1500 GMTs by the deadline 

will be those ships between 500 - 1500 GMTs. AMP officials 
note that most of the Panamanian flagged fleet (approximately 
70 percent) never travel to the U.S. 


10. (C) The AMP has also made the preliminary announcement 
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of a second layer of V'verifying RSO 

match individual security plans to specific vessels. 
Unfortunately three of the designated verifying RSO 
Panama appear to be USCG Priority 1 

safety grounds. Nonetheless 

including these societies was politically necessary to 
appease local industry. AMP argues that since evaluations 
for security are distinct from those for safety 

premature to discard these RSO 

assured the USG that should any of these RSOs fail in the 
security arena 

out\" policy. 


Component 7: Urge the passage of an organic law for the SMN 
to provide a framework for its institutional development and 

for implementation of professional programs with stability 

for key personnel. 


11. (C) The organic law 

was submitted to Panamavs legislative Assembly for passage in 
early December 2003. Whether ultimately passed or not 
organic law will at minimum take effect as a \"Ley Ejecutivo.\" 
The law defines the SMN\'s primarily law enforcement mission 
and protects the institution and personnel (Ref L). Some 
observers have criticized the organic law as inadequate to 
meet the SMN\'s bureacratic needs. However 

SMN greater legitimacy and could help buttress the SMN\'s 
bureaucratic strength 

Director with better political skills than the current one. 


Component 8: Negotiate a bilateral agreement on cooperation 
in homicide 


12. (C) StateVs L/OES is currently preparing instructions 
containing a draft MOU proposed by USCG HQ. 


Component 9: Push for control and verification of Panama 
maritime security and ISPS compliance by a national authority 
like the Consejo 
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13. (C) The Consejo has been assigned the responsibility of 
inter-agency coordination of Panama 

include working with Panama 

ISPS compliance. This marks a major step forward for Panama. 


Component 10: Negotiation of a Proliferation Security 
Initiative (PSI) Boarding Agreement with Panama 


14. (C) As laid out in ref K 

and concluding a boarding agreement to target ships suspected 
of carrying weapons of mass destruction (WMD) 

systems and/or related materials. However 

indicated its preference that the supplemental maritime 
agreement signed on February 5 

Guard 

National Air Service (SAN) 

of aPSI agreement. Post is optimistic that with the 

guidance provided in Ref M (dated 4 Feb 04) we will be able 

to move forward with amendment of the supplemental maritime 
agreement to fulfill USG PSI objectives. 
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Human Rights and Democracy: The U.S. Record 2003-4\" for 
Honduras. 


2. Begin Text 


Honduras\' constitutional government is headed by President 
Ricardo Maduro 

domestic and international observers judged to be free and 
fair. Since its inauguration in 2002 

generally respected the human rights of its citizens; 

however 

of the police were accused of committing extrajudicial 
killings. Organized private and vigilante security forces 

were believed to have committed a number of arbitrary and 
summary executions. Human rights groups accused former 
security force officials and the business community of 
colluding to organize \"death squads\" to commit extrajudicial 
summary 

Prison conditions remained harsh 

receive due process. The administration of justice was 
problematic due to inefficient 
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police 

which were subject to corruption and political influence. 

There was considerable impunity for members of the economic 
military 

included violence and discrimination against women and 
discrimination against indigenous people. The Government did 
not effectively enforce all labor laws and child labor 

remained a serious problem. Honduras is a source and transit 
country for trafficking in persons 

sexual exploitation. 


U.S. officials highlight publicly the need for improvements 

in human rights conditions 

administration of justice. The Mission uses speaker programs 
to bolster this effort. The Ambassador and other officers of 

the U.S. Mission also work privately with Honduran government 
officials 

discuss areas of particular concern and to encourage reforms. 
The Secretary of State discussed human rights and democracy 
issues in Honduras during November 4 

senior Honduran government officials in Tegucigalpa. The 
Principal Deputy Assistant Secretary of State for Democracy 
Human Rights 

extrajudicial killings and trafficking in persons during 

November 19-20 

government officials in Tegucigalpa. 


The Embassy 

spending $100 

government program coordinated by the Vice President\'s office 
that seeks to prevent drug use and gang membership among 
vulnerable sectors 

youth are at risk of being victims of violence 

extrajudicial killings 

carried out with the assistance of NGOs 

leaders 


The Embassy focused most of its human rights and democracy 
promotion effort on the rule of law and administration of 

justice. To foster more professional police and reduce human 
rights abuses 

in INL Police Assistance Funds for the Police Internal 

Affairs Office to investigate complaints 

from private citizens 

substantiated complaints 

disciplinary action to criminal charges. 


USAID is spending $3 

administration of justice measures. Significant USAID 
assistance over the last several years has been spent in the 
development and implementation of a new Criminal Procedure 
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Code 

effective and transparent procedures 

for individual rights. USAID funded the training and 
distribution of materials for judges 

defenders 

courts in Tegucigalpa and San Pedro Sula concluded an 
impressive total of 373 trials and another 4 

closed through non-trial procedures. The Supreme Court 
created a USAID-funded \"purging unit\" to clear backlogged 
cases from prior to the implementation of the new code. 
There are only approximately 49 

over 125 

NGOs (FOPRIDEH) 

promoting broader and more effective civil society 
participation in justice sector reforms and monitoring 

in exercising oversight of the public policy process. 


In compliance with the Leahy amendment 

Group worked closely with the Ministry of Defense to vet 
military units for U.S. training. 

To improve the country\'s fight against corruption 

mission is investing $600 

2003 - September 2004 

efforts. Activities under these programs include: improving 
the capacity of the Government's Superior Audit Institution 
developing and implementing a Transparency and Anti- 
Corruption Public Awareness Campaign 

independent national and local anti-corruption institutions 
and supporting civil society social auditing efforts to 
provide oversight and monitoring of the use of public funds. 
The mission has encouraged the government and the Attorney 
GeneralVs office to vigorously pursue cases that involve 
corruption 

officials. 


The Department of Treasury 

executing a $227 

government in addressing financial crimes and money 
laundering in the country. The project includes technical 
assistance in the establishment and operation of a newly- 
created Financial Information Unit 

the investigative and prosecutorial agencies that have 
responsibility for the cases of money laundering and 
financial crimes 

other entities involved in the fight against financial 
crimes. 


With national and municipal elections set for 2005 
government efforts in promoting democracy through the 
development of transparent and accountable democratic 
institutions continued to be quite strong. USAID is spending 
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$3 

to increase the capacity for basic service delivery by 
municipalities and promote decentralization 

technical assistance to the Honduran Association of 
Municipalities (AMHON). USAID supported its partner 
Foundation for Municipal Development (FUNDEMUN) 
capacity building of 46 municipal governments. In many 
cases 

between the transparency and accountability with which 
municipal governments are being administered and the growing 
confidence that citizens have for the work being performed by 
their local governments 

democratic governance. 


Particularly important given the recently signed U.S-Central 
America Free Trade Agreement (CAFTA) 

repeatedly engaged government 

union officials on the importance of enforcing labor law and 
ensuring that core labor rights are protected. The U.S. 
Department of Labor (DOL) funded the following projects: 
Strengthening Labor Systems in Central America (Cumple y 
Gana) from 2003-2007 for $6 

Collective Bargaining and Industrial Relations in Central 
America Project (RELACENTRO) from 2001-2004 for $1 
and a Regional Occupational Safety and Health Project 
(CERSSO) from August 2000 - March 2004 for $6 
USAID\'s $6 

2002-2007 supports efforts to improve the functioning of 
regional labor markets while strengthening the protection of 
core labor standards through the Secretariat for Central 
American Economic Integration (SIECA). 


Child labor is a significant problem in Honduras. From 1995 

to 2003 

America and the Dominican Republic to the International Labor 
Organization\'s International Program for the Eradication of 
Child Labor (ILO/IPEC) and other organizations for projects 
aimed at combating and gathering information on the worst 
forms of child labor 

production and the commercial sexual exploitation of 

children. 


Honduras is a source and transit country for trafficking in 
persons (TIP) for sexual and labor exploitation. Most 

victims are young women and girls 

Guatemala 

and Canada. Women and children are also trafficked 
internally 

Embassy brought in first a U.S. NGO expert and then a State 
Department official to be keynote speakers at seminars 
organized by the Honduran government on the prevention and 
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eradication of the commercial sexual exploitation of children 
and trafficking in women and children in Tegucigalpa and La 
Ceiba in 2003 

in January 2004. The Embassy is spending $350 

2005 in INL Police Assistance Funds to support the Frontier 
Police to 

transportation of illegal immigrants 

State DepartmentVs Office to Monitor and Combat TIP is 
spending $29 

Prosecutorial Development and Training (OPDAT) classes in 
2004 for Honduran police and prosecutors on investigating and 
prosecuting TIP. 


The mission is also sending various civil society leaders and 
government officials on international visitor programs in 
2003-2004 

and the rule of law 

democracy 


3. End Text. 


4. Post will send to DRL/PHD by e-mail the following: an 
addendum of USG-funded human rights and democracy programs of 
USD 100 


Palmer 
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women were victims of coerced sterilizations. Zajac said the 
GOS had done its best to investigate allegations of coerced 
sterilization 

Discussions also included health care programs for returned 
victims of trafficking and the donation of medical supplies 
that had been arranged by the Ambassador. End Summary. 


New Sterilization Regulations: Concrete Suggestions 


2. (SBU) On January 29 

Minister Zajac to discuss newly proposed regulations 
governing sterilization. The Health Ministry had been in the 
center of controversy after the January 2003 publication of 
\"Body and Soul 

women were victims of coerced sterilizations. The Ambassador 
noted the ensuing investigation had revealed problems in the 
health care system that could be resolved to the benefit of 
everyone. Minister Zajac admitted mistakes had been made in 
minority policy. He said the GOS had done its best to 
investigate the allegations 

solutions. With regard to recent health reform and legal 
proposals 
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attention to international concerns. 


3. (SBU) The Ambassador urged Zajac to include 
recommendations from numerous human rights and medical 
specialists in the new regulations on sterilization. (The 
Ambassador in a letter also encouraged Justice Minister 
Lipsic 

the suggestions.) Specifically 

the new regulations: 


-- Incorporate a clear definition of \"informed consent.\" The 
absence of such a definition may result in the continuation 
of the very practices which have recently come under 
criticism. 

-- Institute a mandatory waiting period between the time 
the patient gives consent and the surgical procedure. This 
would allow a more cautious approach to sterilization 
especially after repeat caesarians and for minors. 

-- Eliminate the list of medical indicators for 

sterilization. There is no internationally accepted norm 

and such lists do not clearly define the procedure as 
elective. 

-- Elimination of sterilization committees. The committees 
are obstacles to better communication between practitioners 
and patients about reproductive health and do not ensure 
quality service to the patients. 


4. (SBU) Zajac stated that these concerns would be addressed 
in the next ethics committee meeting 
given to the comments submitted by the Ambassador. 


Aftermath of the MOH Investigation 


5. (SBU) According to Zajac 

violations of the previous sterilization regulation that 

affected two minors. The Ministry was not able to find fault 
with hospitals or doctors 

area were ill-defined. He added that investigators lacked 

data on ethnicity. However 

believe that more non-Romany women underwent sterilizations 
than Roma. Zajac added the ministry had already responded to 
nearly 400 out of 1000 letters from concerned individuals 

and organizations about the allegations of coerced 
sterilizations and the subsequent investigation. He 

indicated that they intended to respond to all of them. He 

also said that specialists from the ministry participated in 
discussions with the Government Office for Human Rights and 
attended several conferences on the topic. 


6. (SBU) Zajac noted Roma settlements have severe health 
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concerns and reform is just beginning down a long road. 
Significant structural changes were needed to improve 
preventive health care and educational opportunities for 
marginalized groups. Specifically 

insurance industry to support preventive health care and 
pressure practitioners to protect patients\' rights. He 
discussed current proposals for Roma health projects 


included two mobile emergency units and a possible 
specialized office for minority affairs. He promised that 
his ministry will continue to confront problems instead of 
avoiding them as in the past. 


Health Care Reform and American Assistance 


7. (О) Zajac gave the Ambassador a brief explanation of the 
health care reform package 

care 

quickly while political will exists. The Ambassador 
suggested the Minister and his staff might visit the U.S. to 
discuss minority outreach programs and indigent care with 
American counterparts and to strengthen relationships 
between American and Slovak hospitals. Zajac stated this was 
a high priority. The Ambassador mentioned that he had 
arranged with the University of Michigan hospitals for the 
shipment of two pallets of medical supplies to the 
children\'s hospital in Kosice. Two American corporations 
U.S. Steel and Plastipak 

Zajac indicated his appreciation for the donations. 


Trafficking in Persons 


8. (U) The Ambassador urged the minister to develop 
assistance programs for victims of trafficking. He stated 
that while numbers of returned victims are not high compared 
to other countries in the region 

transmittable or life threatening diseases and psychological 
counseling should be provided for returning victims. He 
added that victim protection and prosecution of traffickers 
are not the only aspects to battle this global problem 
Slovakia could serve as a future model for other nations in 
providing medical treatment and health counseling. Zajac 
responded that this was an area that they were already 
examining and that he would look at ways to establish a 
program to meet the health needs of trafficking victims. 


Policy on Pharmaceuticals 
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9. (U) Minister Zajac also mentioned concerns from the 
pharmaceutical industry about Slovakia\'s recently adopted 
policy on medicines. He stated that while multi-national 
companies are concerned about limited access to non- 
generics 

problems and the high cost of drugs. The Ambassador replied 
he believed there were some misconceptions and suggested 
Zajac meet with the companies for further discussion. Zajac 
said he planned to address drug companies at an American 
Chamber of Commerce event in the near future 
Ambassador could attend. 


WEISER 
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implementation\" problem) 

beginning to provide detailed expenditure figures. Ngozi 
also discussed the GON\'s import bans 

temporary. END SUMMARY. 


2. (SBU) Visiting AF/W Nigeria Desk Officer 

Counselor Maxstadt and USAID Director Liberi met with Finance 
Minister Ngozi Okonjo-Iweala on February 10. The Minister 
had just returned from hearings at the National Assembly 
(NA) 

ten days. Unlike previous years when the budget formulation 
process was opaque to NA members 

frustrations by delaying or avoiding budget approval 

told us this year the administration had consulted widely in 
the NA before and after submitting the budget. NA members 
were asked to agree to \"envelopes\" delineating the size of 
specific parts of the budget 

had been asked 

administration offered NA members special \"constituency 
projects 

specific items an NA member would want for his/her district 
NA members agreed that they too would remain within the 
\"envelopes.\" 


3. (SBU) Ngozi believes the approved budget will have a small 
deficit of between 2.1 and 2.5 percent 

five percent in recent years\' budgets. Parastatals were all 
told to produce 25 percent \"efficiencies\" (reductions) in 
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their operating costs 

administration is to compress recurrent expenditures in order 
to preserve money for capital expenditures and the 
maintenance of debt service. NA members 

large 

detailed 

not detailed. Ngozi said the government has begun to publish 
detailed expenditure figures (septel) 

working on how to provide revenue transparency. 


4. (SBU) GON ministers have not liked the \"envelope\" 
restrictions and other budgeting goals either. The Defense 
Ministry 

the Finance Minister unless President Obasanjo attended the 
meeting. Obasanjo agreed 

with him the uniformed chiefs of all of Nigeria\'s armed 
services. Ngozi said Obasanjo was not overawed 

shift in budget emphasis from the military to the police and 
other security services was preserved. The other priorities 
in the budget 

pensions. 


5. (SBU) Epstein asked how foreign governments should judge 
the results of Nigeria s economic reform efforts 

СОМ\$ insistance on having its own reform program instead of 
an IMF program. Ngozi replied that it was true Nigeria would 
not do a full IMF reform program 

imprimatur for the Nigerian effort. An IMF official would be 

in Nigeria soon for Article Four consultations 

but Nigeria must find other independent means for 

verification as well as Nigeria\'s own presentations. On the 
latter 

where the GON would post economic policy and performance 
information 

could contact the GON with specific questions. 


6. (SBU) \"The onus is on us to explain 

expected she would be answering questions in the 
videoconference facility. She hoped at least one donor would 
support that facility 

most or all of it. The GON would also be adding performance 
indicators to the Policy Matrix she has shown various USG and 
other governments officials 

independent verification. 


IMPORT BANS 
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7. (SBU) Epstein noted that the previous and new additional 
bans on specific imported goods seemed to be at cross 
purposes with the GON\'s thrust toward economic reform. 
Ngozi\'s first reply was that \"the bans are political.\" She 
noted that she disagreed with import bans in general as a 
means to economic development 

that \"the Chinese and Koreans are dumping textiles in 
Nigeria.\" Seeing that she was losing her audience 

shifted gears and emphasized \"the bans are not forever 

fuss too much about them." She argued that U.S. restrictions 
on steel and EU restrictions on agricultural and other goods 
undercut arguments she or others might make against such a 
ban 

not permanent. 

ANYASO 
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Kuwait improperly benefited from their contract with the US 
Army. 


On the op/ed pages 

address the issue of educational reform 

US influence on Kuwaiti society from profoundly antithetical 
perspectives. End summary. 


2. \"Farewell Halliburton \" 

Conservative Islamist 

independent Al-Rai Al-Aam (2/10): \"A lot has been said 
about the Halliburton contract and the ensuing corruption. 
Therefore 

essential. | was pleased to read about the Minister of 
Energy\'s announcement that he referred the Kuwait Petroleum 
Corporation contract with the American contractor . to the 
public prosecutor for investigation. | was also pleased to 
read that Halliburton is considering leaving Kuwait and 
operating elsewhere 

exposed in the United States.\" 


3. \"The Root of the Problem\" 

Former Minister and MP 

independent Al-Qabas (2/10): \"The World was turned upside 
down because of Halliburton\'s contract through Kellogg Brown 
and Root to purchase oil by-products from Kuwait Petroleum 
Company\'s subcontractor Al-Tanmiya. The escalation of this 
issue prompted the Minister of Energy to refer the case to 

the public prosecutor for investigation. | believe that this 

will not reveal any transgressions. The Public Prosecutor\'s 
task is to investigate facts that constitute criminal acts 
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not to expose administrative wrongdoings. The root of the 
problem lies with Kuwait Petroleum Company for awarding the 
job to a subcontractor 

products.\" 


4. \"Sick Arab Societies\" 

Former MP 

independent Al-Qabas (2/11): \"Despite some impartiality 
toward Arabs 

America\'s vision of importing democracy by force of arms. 
By trying to protect its people and land 

occupying the whole Arab world 

wrong message. This attitude 

is behind the tragic status quo in the Arab world 

reason for the increase in violence.\" 


5. \"Progress is not Easy\" 

Kuwait University Political Science Professor 

Al-Essa 

important resolutions adopted by the GCC conference last 
December were to fight terrorism and to reform educational 
curricula. Reforming curricula has met with difficulties 
particularly from parliamentary groups affiliated with the 
Shiites 

not unproblematic 

changing curricula. Nonetheless 

Kuwait and Saudi Arabia will succeed in reforming these 
curricula.\" 


6. \"Americanization of Youth\" 

Conservative Kuwait University Professor 

Fuhaid 

Kuwait Scientific Center recently organized a trip for 
approximately 270 Kuwaiti girls to Camp Arifjan. The trip 
lacked any scientific aspect. Every citizen takes pride in 
his or her Arab and Islamic identity 

the negative planning of this trip undertaken by the state 
which attempts to tarnish the Kuwaiti identity with American 
colors. This is an American raid which does not stop at 
occupying the land but extends to occupying the self.\" 
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the houses of several believers 
Pao 

livestock; and destroyed fences 
fields and trample crops. 


Arrests and attempted renunciations 


4. (SBU) Several other accounts come from Lai Chau 
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including that of Ly Giang Sung 

apparently dictated while in jail. Sung alleged that his 
brother was arrested for no apparent reason in 2002 
when Sung went to protest the arrest 

He claimed that police told him to renounce his 
Protestantism. After refusing 

eventually tried and sentenced to a 30-month jail term. A 
copy of a sentencing order with the written testimonial 
records that Sung was convicted of \"acting against 
government officials.\" 


5. (SBU) Protestants from Coc Ly commune 

Lao Cai Province wrote that four house church leaders - Sung 
Ga Pham 

been detained by police since December 28 for no apparent 
reason. Another account from Coc Ly commune claimed that 
in August 2003 

local Hmong Protestants of being \"brigands\" and pro-America 
and forced them to sign renunciations of their faith. 

Included with this allegation is a copy of a \"Commitment\" 
form in which the signer promises \"not to follow illegal 
religions.\" Two accounts from Bao Nhai commune 

district in Lao Cai recount attempts at forced renunciations 

in August 2003 

Protestant villagers signed the renunciations or not. 


6. (SBU) In Ha Giang province 

Thang Tin commune 

district police had arrested three leaders of their 
congregation - Ly Sin Quang 

Attached with this testimonial were apparent copies of 
police orders for two of the men - Quang and Sang - 
authorizing they be held in temporary detention for \"actions 
against public security.\" Further allegations from this 
commune are that police seized tables and chairs used in 
unofficial church services. 


7. (SBU) In Bao Lac district 

ethnic Dao Protestants from several villages wrote that they 
had suffered continued pressure by authorities to give up 
their faith. The Dao villagers apparently were continuing 

to worship regardless. 

Other forms of harassment 


8. (SBU) In Duong Hoa commune 

province 

ECVN as well as provincial and district authorities listing 

a series of ongoing discriminatory acts suffered at the 
hands of local authorities. These include delaying approval 
of wedding certificates 
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with expulsion for \"following Protestantism 

Protestants from joining veterans associations 

Protestants loans from State development funds. The church 
members claimed particular harassment around Christmas 2003 
recounting that on December 20 

several Bibles 

leading to the house of the church\'s leader 

Christmas Day 

seized an electronic keyboard. 


9. (SBU) From Thanh Hoa city of Thanh Hoa province 
church leader Nguyen Van Xuan 

in to meetings with local security officials and members of 
the Vietnam Fatherland Front on December 24. The officials 
warned him against holding religious services. Xuan ignored 
the warnings and proceeded with Christmas Day services 
which were then interrupted by officials who recorded the 
events and attempted to make him sign a document confessing 
to holding illegal gathering. Xuan refused 

have suffered nothing more than further lectures from local 
Officials. 


10. (SBU) Comment: We have no reason to doubt the veracity 
of our sources or these claims 

are a complex mix of harassment on religious grounds 
corruption 

quality of local governance. It is notable that even the 
believers who suffer persecution appear to believe that 
appeals to higher levels of government can help them against 
the actions of local officials 

which in areas V'vung xao 

Constitutional guarantees 

resolutions on religious freedom may be honored in the 
breach by local officials 

will raise these latest cases in our next meeting with the 
Government Committee on Religion and meanwhile add the names 
of latest reported detainees to our list of prisoners of 

concern. 

BURGHARDT 
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National Front" (UNF) banner that was used during the 
last elections which took place in December 2001. At 
the same time 

Party (SLFP) is working with the radical Janatha 
Vimukthi Peramuna (JVP) to develop their joint 
nomination lists. The SLFP and the JVP recently 
concluded an electoral alliance called the V'United 
PeopleVs Freedom Alliance" (UPFA) 

together a joint nomination plank shortly. They will 
likely be joined by some small political parties 
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particularly some of the anti-Liberation Tigers of Tamil 
Eelam (LTTE) Tamil parties. (Note: The President\'s 
long-standing coalition grouping 

will not be on the ballot this election 

Mission understands.) 


4. (C) Sri Lankan election campaigns are an \"anything 
goes\" type of affair usually involving much violence. 
The Elections Commissioner\'s Office monitors the 
campaign to ensure that it is free and fair. This 

office 

and in the past has been subject to political influence. 

In a change 

relatively impartial 

of his office -- he is not considered effective. He was 
close to President Kumaratunga 

upset at her when she played a role in a court-ordered 
injunction preventing him from retiring until an 
independent Elections Commission starts operating (i.e. 
Dissanayake is essentially being forced to remain ina 
job he no longer wants to be part of!). (Note: FYI: 

In a bid to improve governance 

in 2001 establishing an independent Elections 
Commission 

commission 

part because the President has refused to confirm the 
Constitutional Commission\'s choice to head the Election 
Commission.) There are no campaign funding restrictions 
in place in Sri Lanka and parties can spend as much as 
they raise. If there are accusations of bribery 

Elections Commissioner can step in. 


5. (SBU) With respect to violence 

killed in the December 2001 parliamentary campaign 
25 in the October 2000 parliamentary elections 
almost 50 in the December 1999 presidential election 
campaign. In general 

ineffective in stopping the violence and apprehending 
those responsible. That said 

for violence committed during the last elections 
including that of Senior SLFP MP Anuruddha Ratwatte 
relative of Kumaratunga\'s 

the killings of 10 Muslims on election day 

2001. 


6. (U) Sri Lanka allows local organizations to 
\"monitor\" election campaigns and ballot counting. 
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Foreign organizations are also allowed to \"observe\" the 
elections. The Commonwealth and the European Union sent 
large teams to observe the December 2001 elections. 


7. (SBU) Parliamentary elections will be held from 7 AM 
to 4 PM on Friday 

must first select the party of his or her choice 

indicate a \"preference\" for three individual candidates. 
There are three ways a candidate can win a seat in 
Parliament: 


-- Under Sri Lanka\'s complex 

proportional representation (PR) system 

allocated a certain number of seats based on the total 
number of votes it receives in an electoral district. 
Based on the votersY \"preferences 

rank ordered by the parties and 

how many seats that party has won in the district 

win a seat in Parliament. 


-- In addition to the PR seats 

22 electoral districts 

votes is allotted at least one bonus seat. Combined 
the PR seats and the bonus seats fill 196 seats in the 
225-member Parliament. 


-- The remaining 29 seats are filled from the \"National 
List 

national percentage of votes that each party wins. For 
example 

nationally 

of 29 National List seats. Each party contesting 
elections must submit a 29-candidate National List to 
the Election Commissioner during the February 17-24 
nomination period. The exact allotment of National List 
seats per party is finalized in the days immediately 
following the elections. 


8. (SBU) Aside from the high-level of violence that 
afflicts the country on election day 

problem almost always crops up. This concerns voters 
(invariably Tamils) from areas controlled by the LTTE 
who must travel 

polling sites in government-controlled areas. In the 
past 

cast their ballots. During the December 2001 
parliamentary elections 
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military 

government 

entering government-controlled regions on suspicion that 
the LTTE was planning a terrorist attack. The Sri 
Lankan Supreme Court in 2003 ruled the GSL\'s actions a 
violation of the fundamental rights of those affected 

and fined the government and cited several officials. 
Elections Commissioner Dissanayake 

by the Supreme Court 

be a repetition of what happened in December 2001 during 
this election. 

9. (U) Turnout usually is quite high in Sri Lankan 
elections 

April 2004 elections will be the fourth national 

election in less than five years (and the fact that the 
calling of elections at this time may well not be a 

popular decision) 

time around. (Note: There are an estimated 13.8 

million voters in Sri Lanka 

additional voters on the rolls this time around.) 


10. (SBU) Due to the hand counting of ballots 

over hundreds of village-level precincts 

from the April 2 election -- based on past experience -- 
will slowly trickle in. Results 

clear a day or two following election day 

certified by the Elections Commissioner. If a party or 
coalition of parties has a clear majority 

could quickly be formed 

including a Prime Minister -- sworn in by the President. 


11. (C) There are several existing coalitions that 
could emerge with a clear majority after April 2. If 

the SLFP-JVP alliance wins the majority vote 

noted above -- the process of swearing-in ministers 
should be fairly easy as the President will immediately 
accept the alliance\'s government. If the UNP and its 
coalition 

December 2001 

the December 2001 parliamentary elections 
President Kumaratunga reserved the right to reject the 
UNF\'s slate of ministers in toto 

them. She did not reject any in the end. If the UNP 
wins on April 2 

President may reject some of its ministerial choices 
this time around given cohabitation tensions. In any 
case 
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If there is a \"hung\" Parliament with no party forming 
the majority 

parties try to come to terms with each other in order to 
form a sustainable government. 


12. (U) Minimize considered. 
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should not entertain closer relations with Turkey 
endorsed permanent independent status for all 
geographic regions involved in the N-K conflict and 
called for autonomy for the Armenian enclaves in 
Georgia\'s Javakheti region. FM Vartan Oskanian 
himself addressed the meeting before Margaryan\'s 
speech 

from these statements during press opportunities 

this week. Margaryan\'s comments appeared carefully 
calibrated for the Diasporan audience that is still 

a significant support base for the ARF. The extent 

to which local ARF politicians are willing to adopt 
Margaryan\'s speech as a party mantra will affect the 
ARF\'s privileged place in the governing coalition. 
While it is still too early to separate last weekVs 

hype from long-term effects on party policies 

ARF congress hurled the party back into the domestic 
spotlight. End Summary. 


3. (SBU) ARF Chairman Hrand Margaryan opened the 
party's 29th World Congress February 6 with a 
controversial speech that has sparked debate among 
Armenia\'s political elite. Margaryan declared 

during the speech that the GOAM should halt 
discussions of rapprochement with Turkey until the 
GOT met all ARF pre-conditions. He called any 
proposal for border opening \"irrelevant\" until the 
GOT classified the events of 1912-15 as genocide. 
Margaryan accused the Turkish-Armenian 
Reconciliation Commission of \"treachery\" against 
Armenia and criticized its \"secret funding by world 
powers.\" 


4. (SBU) Margaryan reiterated the ARF\'s 
traditionally harsh stand regarding Nagorno- 
Karabagh. He told the audience categorically that 
no land involved in the N-K conflict should ever be 
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returned to Azerbaijan. He suggested expanding the 
current areas controlled by Armenian forces to 
include other regions historically inhabited by 
Armenians (referring to Shahumian and Getashen). 
These comments incited waves of enthusiastic 
applause from the audience and wincing from GOAM 
representatives seated behind him on the stand. 


5. (SBU) The most unexpected part of Margaryan\'s 
speech was a call for autonomy for Armenians living 
in Georgia\'s Javakheti region. He declared that 
Javakh was \"now a part of the Armenian agenda" and 
accused successive Georgian regimes of 
discrimination and exploitation of the country\'s 
Armenian population. He fell short of calling for 

an independent state and clarified that an 
autonomous Armenian region should exist within the 
Georgian state. Margaryan claimed that the Armenian 
Diaspora was increasingly supportive of the ARFVs 
approach to Javakheti. 


6. (SBU) FM Vartan Oskanian 

the meeting before MargaryanVs speech 

distance himself and the GOAM from these statements 
during press opportunities this week. Oskanian did 
not criticize Margaryan\'s comments 

great lengths to categorize them as ARF opinions 
that V'do not reflect Government of Armenia policy. V 
MFA spokesman Hamlet Gasparian responded 
aggressively to the speech by reciting 

constitutional passages giving the president 
authority to create foreign policy. Local news 
outlets carried his closing statement that 

V [Foreign Policy] issues are a constitutional 
prerogative of the President 


7. (U) The ARF Congress was a standing-room only 
event that included an impressive selection of high- 
level GOAM representatives. The Prime Minister 
majority of cabinet-level ministers and 
parliamentarians from the whole range of Armenia\'s 
political spectrum attended the meeting. Most 
speeches from GOAM representatives made 
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congratulatory remarks about the ARF\'s place among 
the GOAM governing coalition and the party\'s current 
role as a cooperative political player. The event 
attracted a large number of Diasporans who support 
ARF and was the largest public event for the party 
since its reemergence in 1998. An ARF 
parliamentarian told us that the most enthusiastic 
support for the event came from Diasporan ARF 
chapters in France and Russia. 


8. (SBU) Margaryan\'s comments appeared carefully 
calibrated for the Diasporan audience that is still 

a significant support base for the ARF. The extent 
to which local ARF politicians are willing to adopt 
Margaryan\'s speech as a party mantra will no doubt 
affect the ARFVs privileged place in the governing 
coalition. Some are quick to forecast the 
controversy surrounding the speech as one of the 
first fissures before the coalition\'s possible 
breakdown. While it is still too soon to determine 
how much of last week\'s hype has real resonance 
within ARF party leaders and policy 

comments and the ARF\'s splashy World Congress has 
definitely hurled the party back into the domestic 
spotlight -- for now. 
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officials\" in September 2003 

annual course on police tactical intervention (including 
hostage rescue scenarios) to one month from its previous 
length of two weeks. The month-long course will be designed 
to help MPS train its rapid reaction force. 


9. Japan: Japan\'s CT assistance to Vietnam is primarily in 
the form of capacity building in the context of Japan\'s 
regional CT efforts 

control; police and law enforcement; aviation security; 
customs cooperation; export control; and measures to prevent 
terrorist financing. Japan pays the expenses of Vietnamese 
attendees at its seminars and courses. Specifically 

has provided assistance to the GVN in: 

-- immigration: training courses and seminars on immigration 
control administration; international cooperation on 
immigration; and document examination; 

-- aviation security: seminar to familiarize participants 
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with aviation security methods practiced in other countries 

and ways to improve aviation security generally; 

-- customs cooperation: The Japanese Embassy representative 
reported that Japan has organized training courses in 
\"specific areas where technical cooperation is necessary\" in 
customs clearance and harmonization. Some of this is 
commercial in nature 

of these courses. Japan also conducts seminars on 
international customs information exchange 

collection and analysis of information for customs 

officials; 

-- export control: Japan held the 11th Asian Export Control 
Seminar in October 2003 

WMD proliferation; development of export control systems in 
Asia; and counterterrorism efforts. Japan also included 
Vietnam in the Japan International Cooperation Agency (JICA) 
course V'Administration of Security Export Controls in 2003; 
-- maritime law enforcement: JICA and the Japanese Coast 
Guard jointly held the course V' Training Course on Maritime 
Law Enforcement in 2003. The course 

participants 

piracy 

trafficking. Japan has also accepted Vietnamese students 
from V'maritime security related agencies!" for courses in 
\"Prevention of Free Movement of Terrorists at Seal"; 

-- crisis management capacity building: JICA hosted a 
seminar to build the capacity of several Asian countries 
including Vietnam 

consequence management in case of a WMD attack. The purpose 
was to provide the necessary knowledge to plan 

coordinate a comprehensive policy on international CT 
cooperation and domestic CT measures; 

-- international CT conventions: Vietnam participated in 
Japan\'s October 2003 seminar on encouraging accession to CT- 
related international conventions; and 

-- Vietnam also participated in the Japan-hosted \"Southeast 
Asia Counterterrorism Conference\" in December 2003. 


10. Italy: Italy is not engaged in bilateral assistance 
programs with Vietnam at this time. 


11. Australia: The Australian Embassy\'s CTAG 
representative reported that Australia\'s regional focus is 
primarily on capacity building for law enforcement 
cooperation and border and maritime security. Though 
Vietnam is not Australia\'s highest CT priority among 
Southeast Asian countries 

Recent and on-going CT-related cooperation programs in 
Vietnam include: 

-- supporting border management: Australia is providing 
training and computer-based systems to aid entry-point 
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document fraud assessment and customs procedures; 

-- secure trade: Two AusAID programs are designed to 
strengthen CT capacity by (1) training the GVN to implement 
the International Maritime Organization port security 
measures 

in cyber-security for computer emergency response teams; 
and 

-- military cooperation: Plans are in the works for 
Australian-Vietnamese cooperation in CT response through 
visits of Australian specialist military CT units. 

Australia has also sponsored Vietnamese delegates to attend 
relevant regional conferences relating to terrorism 
consequence management 

security 

coordination. 


12. Spain: Spain is not engaged in bilateral assistance 
programs with Vietnam at this time. 


13. Switzerland: Switzerland is not engaged in bilateral 
assistance programs with Vietnam at this time. 


14. European Commission: The EC is not engaged in bilateral 
assistance programs with Vietnam at this time 

exploring terrorist financing assistance in the context of 

the ASEM/ADB Money Laundering Initiative. 


ASSESSMENTS CTAG MEMBERS HAVE CONDUCTED OF CT-RELATED NEEDS 


15. CTAG members have not conducted evaluations or 
assessments of Vietnam\'s CT-related needs. Members agree 
that this is necessary to effectively target assistance in 

the future. 


OVERLAPPING ASSISTANCE AND NECESSARY PROGRAMMATIC CHANGES 


16. Donor assistance to Vietnam in the CT field is very 
small and mostly focused on facilitating the participation 

of relevant GVN officials in international training courses 
seminars 

areas of overlapping assistance or necessary programmatic 
changes. 


AREAS OF HOST-COUNTRY NEED IN THE CT FIELD 


17. The consensus among CTAG member countries is that 
Vietnam does not appear to have an indigenous terrorist 
problem 
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who might enter Vietnam with the intention of committing a 
terrorist act. One focus 

fraud and immigration control training 

to facilitate safe entry and exit points 

detectors. In addition 

legal and investigative system is weak and requires capacity 
building in virtually all parts of the 
legislative/prosecutorial/judicial systems. In border 

control and legal/law enforcement training 

continues to have substantial unmet needs despite some 
international assistance. The GVN definitely has the 

ability to absorb and use training in these areas. CTAG 
members also agree that a formal assessment of Vietnam\'s 
needs is necessary to create an effective assistance 
strategy. 


EFFORTS TO IMPLEMENT THE (ISPS) CODE BY JULY 1 


18. According to the Vietnam National Maritime Bureau 
(VNMB) 

International Maritime Organization\'s International Shipping 
and Port Facility (ISPS) code by the July 1 deadline. The 
VNMB is currently providing training for staff at ports and 
on ships with the assistance of the Australian Government. 
The VNMB notes 

difficulties in purchasing equipment 

screening machines 

ISPS code. 
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DO I PROTECT MY EMPLOYEES!" TO \"HOW LONG WILL THE OUTBREAK 
LAST\" TO DISCUSSION OF THE MACRO- AND MICRO-ECONOMIC IMPACT 
OF THE OUTBREAK. OTHER PARTICIPANTS ASKED FOR CLARIFICATION 
OF THE REPORT OF H5N1- POSITIVE NASAL SWABS OBTAINED FROM 
PIGS IN VIETNAM AND THE FOOT AND MOUTH OUTBREAK IN SOUTHERN 
PROVINCES. THE FORUM WAS ATTENDED BY AMERICAN BUSINESS 
REPRESENTATIVES 

INTERESTED PARTIES FROM OTHER EMBASSIES AND NGOS. 


3. (U) The World Bank Vietnam released a preliminary 
assessment late last week on the potential economic 
consequences from the avian influenza epidemic. The report 
noting that avian flu has primarily affected rural areas 
cautioned that if the virus becomes transmissible from human 
to human 
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So far 

Vietnam have been limited. The World Bank\'s assessment 
stressed that avoiding human-to-human transmission would be 
key to limiting economic and obvious human costs of the 

avian influenza epidemic. 


4. (U) AS OF FEBRUARY 5 

APPROXIMATELY 15 MILLION BIRDS HAVE BEEN CULLED 

MARKET VALUE OF APPROXIMATELY USD3/CHICKEN. BY THIS 
MEASURE 

IS AT LEAST USD45 MILLION. (NOTE: ACCORDING TO VIETNAMESE 
PRESS REPORTS 

RURAL DEVELOPMENT SAID THAT AS OF FEBRUARY 9 

MILLION BIRDS HAVE BEEN CULLED. END NOTE). THE WORLD BANK 
PROJECTS THAT LOSSES COULD RANGE FROM JUST OVER 0.1 PERCENT 
TO NEARLY 1.0 PERCENT OF GDP DEPENDING ON THE SEVERITY AND 
EXTENT OF THE IMPACT OF THE AVIAN INFLUENZA EPIDEMIC. THE 
GREATER THE IMPACT ON TRAVEL AND TOURISM 

LIKELY LOSSES TO GDP. 


5. (U) VISAS HAVE BEEN EXTENDED FOR 2 WEEKS FOR 3 U.S. CDC 
PERSONNEL CURRENTLY IN COUNTRY. 


6. (U) AT THE LUNCHEON OF THE HANOI AMERICAN CHAMBER OF 
COMMERCE 

THAT CULLING IN VIETNAM IS NOT GOING WELL; THAT THERE IS NOT 
A WELL-ORGANIZED 

AND 

CULLING RESPONSE. 


7. (U) A VETERINARIAN ON THE WHO AVIAN FLU TEAM REPORTED 

THAT HE HAD OBSERVED A PROVINCIAL ANIMAL SURVEILLANCE 
PROGRAM IN A PROVINCE NEAR HANOI THAT COULD BE USED AS A 
MODEL FOR SURVEILLANCE IN OTHER PROVINCES. THE PROGRAM USED 
A BASIC SPREADSHEET PROGRAM AND TRACKED LOCATION OF INFECTED 
FLOCKS ON A PAPER MAP. THE WHO TEAM MEMBER SUGGESTED THAT 
FUNDING COULD GO TO UPGRADING THIS PROGRAM TO USE DIGITAL 
MAPPING AS WELL AS PREPARING TRAINING MATERIAL TO EXTEND THE 
PROGRAM TO OTHER PROVINCES. 


ACTION PLAN FROM THE MINISTRY OF AGRICULTURE AND RURAL 
DEVELOPMENT 
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8. (U) THE MINISTRY OF AGRICULTURE AND RURAL DEVELOPMENT 
PRESENTED A PRELIMINARY ACTION PLAN TO CONTROL AVIAN 
INFLUENZA EPIDEMIC TO THE INTERNATIONAL SUPPORT GROUP 
GROUP OF DONORS AND CONSULTANTS FOR AGRICULTURAL DEVELOPMENT 
IN VIETNAM AND THE MEMBERS OF THE NATIONAL STEERING 
COMMITTEE FOR BIRD FLU CONTROL. THE PLAN PRESENTED IN 
OUTLINE FORM INCLUDED EMERGENT TO LONG-TERM GOALS 
IMPROVEMENT OF LABORATORY DIAGNOSTIC CAPABILITY AND 
CAPACITY 

DISINFECTION) 

AND CONTROL OF Al 

PROGRAMS AND POULTRY PRODUCTION PRACTICES AND FACILITIES. 
ANOTHER PRIORITY AREA IS THE ESTABLISHMENT OF COMPENSATION 
PROGRAM. 


9. (U) THE PLAN ALSO OUTLINED RESOURCE NEEDS AS FOLLOWS: 

- PERSONNEL ARE NEEDED TO ESTABLISH A TASK FORCE TO INCLUDE 
FULL-TIME NATIONAL AND INTERNATIONAL EXPERTS - 

VETERINARIANS 

SPECIALISTS 

AND OTHERS. 

- FINANCIAL RESOURCES FOR THE NEXT THREE MONTHS ARE EXPECTED 
TO EXCEED SEVERAL MILLION US DOLLARS FOR THE EMERGENCY AND 
MID-TERM GOALS. MENTION WAS ALSO MADE OF THE NEED FOR 
FINANCIAL SUPPORT TO COMPENSATE FARMERS. 


10. (U) NO SUCH PLAN HAS BEEN PRESENTED BY THE MINISTRY OF 
HEALTH. 
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underground\" is planning a large demonstration for February 
12 or 14. Pham added that the Maldivian police are out in 
force and a 1-4 AM \"restrictive travel order" was declared 
for the morning of February 12. The UN is nudging up its 
security posture to \"Phase | 


-- As you have seen 

regarding Waheed Hassan 

UNICEF in Kabul. He is a key figure in opposition circles 

and currently considering a return to the Maldives. We are 

in the process of developing low-profile contact with him 

via Embassy Kabul based on an e-mail he sent to us recently. 


-- According to information from the opposition 
Maldivian Democratic Party (MDP) 

officials have joined the MDPYs ranks. Ousted by 
President Gayoom during his November presidential 
inauguration cabinet changes 
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Mohamed Munavvar and formed planning minister Ibrahim 
Hussain Zaki had been upset with some of the presidents 
policy decisions. 


The Ambassador is scheduled to lead a Mission team to 
the Maldives around February 26 for the annual U.S. 
national day celebration. (Although at the moment 
there are no hotel rooms available.) We will report 
more on the Maldivian situation and urge Washington to 
keep track 


GON MEETING WITH CBK/ELECTION OBSERVERS ISSUE 


3. (C) We participated in a local Tokyo co-chairs 

meeting hosted by Norwegian Ambassador Hans Brattskar 
late February 11. During the meeting 

exchanged about the planned joint statement to be issued 
after the Feb. 17 meeting in Washington (we sent you the 
draft prepared by the Norwegians of this joint 

statement). Brattskar 

the U.S. to attend the Feb. 17 meeting 

had met with President Kumaratunga that day. She had 
underscored her support for the peace process and noted 
that she had had a good meeting with the new head of the 
SLMM 

the SLMM and has returned after the previous occupant of 
the slot 

on board Brattskar\'s comments that the campaign should 
not be divisive 

and ceasefire 

request that all parties work in a cooperative spirit 

after the April 2 election 

attacking PM Wickremesinghe (no surprise there!!). 


4. (C) Election Observer matter and query: By the way 
the Dutch (who were at the meeting for the Irish who do 
not have a resident mission) and EU representatives said 
the EU was well in gear in terms of plans for getting 
observers on the ground in Sri Lanka eventually. A team 
is due here later this month to look into security and 
other issues (the EU delegation here is particularly 
worried about what it considers rising xenophobia). A 
meeting is taking place in Brussels on Feb. 17 to review 
the whole issue 

In 2001 

Commonwealth team. EU-types have also met with Sri 
Lanka\'s Elections Commissioner 

would welcome observers. Also 

see if there has been any Department response on 
possible funding for election monitoring 
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our dollar figure tomorrow (February 13) to move ahead 
with programming. (POL) 

ARRESTS IN SRI LANKAN CHURCH ATTACK CASE 
5. (SBU) FYI. The police have arrested ten or so people 
in connection with some of the recent attacks on 
Christian churches. The group are reported to have 
traveled around the country attacking Christian targets. 
At present 

the legal system. There are also indications that some 
of the arrested were Buddhist monks 

released on bail. We will continue to look into this. 
(POL) 
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Commissioner Chris Patten were supportive. Even EU Trade 
Commissioner Pascal Lamy was only mildly hostile. The 
Germans and French have said nothing directly to the Spanish 
which Escolano interprets as a good sign. On the other hand 
the UK 

British Chancellor of the Exchequer Gordon Brown had 
suggested a similar initiative 

as expected. He also told us that they had not received a 
response to their letter explaining the initiative from EU 
President Romano Prodi 

one. They understand he is contemplating his own future and 
wont likely be interested in new initiatives at this stage. 

The Spanish hope that there will be enough Member State 
support to put the Aznar Initiative on the March Council 
agenda. The lrish Presidency is open to doing so provided it 
has some signal of support from the larger Member States. 


3. (SBU) Also important 

words of support from high-level USG officials. We replied 
that Washington has looked at the idea with interest 

that Commerce Secretary Evans had discussed it 
enthusiastically in Davos 

more details. Escolano said that providing details up front 
would be a mistake since it would focus opposition. With the 
U.S. 

looking at elections and changes 

fleshing out Aznar\'s initial vision. The GOS feels the 
details should come after there is support for the concept in 
general. 


4. (C) Escolano said the GOS also would be watching closely 
to see if the issue is discussed at the British-German-French 
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Tripartite Meeting on February 18 

results in an endorsement (or rejection) of the idea. He 

said the meeting could be key to the future viability of the 
initiative as he is concerned that the lukewarm response from 
the UK might be a signal that the UK is willing to sacrifice 

its traditional support for a broad transatlantic economic 
area to achieve other objectives. The Tripartite Meeting was 
clearly a sore point for Escolano. Whereas last year 

said 

other member states as necessary to mend rifts that arose 
during the run-up to the war in Iraq. But now 

Spain are watching with caution as the get-together is taking 
on all the trappings of a permanent meeting. Escolano 
described it as an alliance against the nature of the EU 
against the idea that all Member States 

have arole. He lamented that the EU risked becoming an 
institution in which the only constant would be the ongoing 
fight over its budget. 


5. (C) COMMENT: It was evident from our discussion that 
Escolano realizes that the timing of the Aznar Initiative is 

far from perfect 

follow-up and of Commission interest to engage. For better 

or worse 

try to secure the momentum and support to keep it alive for 

the next Spanish government and Commission. The initiativeVs 
inclusion on the March Council agenda will likely be key to 
keeping the chatter surrounding the initiative alive. 
MANZANARES 
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some local churches are being assessed slowly for 
reconstruction or remodeling by their local 
congregation members 

police are hampering these efforts. Overall 
community members whom the U.S. diplomats saw 
said that the new reform packages had produced a 
calmer atmosphere in the area 

was yet to be forthcoming in any conclusive 
fashion. 


3.(SBU) Syriac community and religious leaders 
said they feel far freer when visiting Syriac 
communities and monasteries in Syria than they do 
in their own community in Turkey. They also said 
that the recent thawing of relations with the GOT 
seemed linked to efforts by the prior governor 

who departed in December 2003 to assume the 
governorship in Bingol. Their relationship with 

the new governor is still a question mark. They 
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also noted that many congregation members report 
regularly to community leaders that the real 

force behind the pressure on the community 
stems from Army and Jandarma forces 

their village guard counterparts. The community 
leaders wondered whether these influences might 
be limiting local Islamic leaders\' efforts to 
pursue a more amicable relationship with the 
Syriac community. They also reflected that 
Islamic leaders from elsewhere in Turkey have 
visited the area s Syriac monasteries quite 
openly in recent years 

aloofness to a local phenomenon. 


4.(SBU) A Diyarbakir human rights NGO contact 
said that little has changed in the human rights 
situation in the city and province. He noted 
particular Turkish police (TNP) and Jandarma 
sensitivity to 

gatherings of any groups larger than 5-10 
individuals. He said the TNP/Jandarma quickly 
resort to violent disruption of any gatherings in 
Diyarbakir that involve political speech. A 
gathering that focuses on social demands 

better housing or health care 

be encircled and watched by security forces 

the use of a Kurdish word or display of a banner 
denoting a political affiliation is often the 

trigger for a crackdown. He described the use of 
truncheons and nightsticks 

cannons 

frequently used recent control tactics. 

5.(SBU) This same contact said that security 
authorities routinely fail to inform detainees of 
their right to attorney representation 

do so almost a day after arrest and 

interrogation. There are also numerous accounts 
in recent months of arrestees being discouraged 
from exercising that representation right when 
requesting it. 


6. (SBU) He said that the Diyarbakir Kurdish 
language institute is close to opening its doors 
and will probably be the region\'s largest. The 
institute will focus on Kermanji instruction and 
will not feature Zaza education materials. The 
institute does not seem to face the zoning 
obstacles encountered by its Sanliurfa 
counterpart recently. It will use a curriculum 
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drawn from the Istanbul Kurdish language 
institute. He predicted considerable interest in 
the institute\'s curriculum for written language 
among better-educated Kurds 

group is V'curious after the language has been 
suppressed for the last fifteen years.\" 
Nevertheless 

parents would seek Kurdish written education for 
their children 

language instruction resources to a foreign 
language 

examples. 


7. (SBU) Finally 

regional Kurdish sympathy for declaration of a 
general amnesty for the PKK/KADEK/KHK . He said 
there is no way out for the organization without 

an amnesty. If they are attacked 

no choice but to use violence 

fight rather than surrender. He said that he 
feared a return to violence in southeast Turkey 

in the spring because he foresaw the likelihood 

of an attack on the PKK as weather improved in a 
few months. This prospect deeply concerned him 
and he predicted it would set the regionVs 
development back even further and deepen the 
sense of depression that he said pervades 
southeast Turkey. 


8.(SBU) A Cizre/Silopi religious leader without 
political affiliation who is a longtime Embassy 

and Consulate contact echoed desires for a 
general amnesty for the PKK/KADEK/KHK 

people V'want their children to come back from the 
mountains 

Kurdish cause to do so." He maintained that few 
PKK/KADEK/KHK cadres had actually engaged in 
violence and should be welcomed back into Turkey 
without question. As for organization leaders 

he said that they did not deserve to be punished 
severely for their actions either. \"We should 

just see everyone in the southeast give up their 
arms 

fields together now so that we can move on and 
put our past behind us 
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Daily columnist Khaled Mahadin opines on the op-ed 
page of semi-official 

(02/12): \"The latest ingenuity of the alliance of the 
racist Zionism and the racist American Christian right- 
wing is the encroachment of American democracy upon 
us. This invasion is part of a new American war 

uses not the blind American war machine 

thoughts and ideas 

Powell.. Over more than sixty years 

States was the greatest supporter of fascist 

and totalitarian regimes in the Arab and Muslim world 
in Asia 

millions of people were killed here and there 

nationalist liberation movements were aborted in 
dozens of countries 

full protection for tens of dictators and murderers. 

This is why America's talk of invading the Arab world 
the Middle East and the Muslim world with what 
Washington calls democracy is amusing. The first step 
was Afghanistan and the second step was Iraq. We do 
not think that any sane person in our world could even 
take AmericaVs new call seriously 

Washington knows that democracy in the Arab and Muslim 
world will yield the real enemy of America\'s interests 
and plans. Real democracy will not bring into power 
regimes and leaderships that accept to work under the 
American umbrella 

it to wreath corruption 

Islam 

American democracy that Washington is calling for as 
being in our best interest is another form of the 
destructive invasion that is targeting the Arab 
homeland and the Muslim world to benefit the Zionist 
enemy and the Christian right-wing.. The American 
animosity towards Arabism 

makes this call for democracy another lie in the 
mountain-worth of American lies.\" 


-- VA large Middle East!\" 


Daily columnist Tarek Masarweh writes on the back page 
of semi-official 

(02/12): \"The most significant presence that 
Washington has managed to achieve in the region to 
date is its military presence 

human rights. The changes in the region that 
Washington likes to pride itself of are nothing but 
changes on the surface resulting from fear 
degradation and bribery.. Democracy cannot be 
established in this region without real peace that 
stops Israel - and the United States - from military 
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occupation and invasion 

Arab fortunes. As for terrorism that Washington is 
waving its arms about 

itself. It is the incubator and it pushes for it with 

the desperation 

invokes in the region. Looking for the roots of 
terrorism is this region\'s religion is but another 
humiliation that pushes people even more towards that 
type of violence. The Americans and their allies 
would do well to leave freedom 

rights to grow in this part of the world 

their military boots and their hamburgers and without 
the moral degradation.\" 


-- \"The American public diplomacy hoax: why do they 
keep insulting us?\" 


Opinion writer Rami Khouri writes on the op-ed page of 
centrist 

Jordan Times (02/11): \"The serious controversy over 
Washington\'s use or misuse of intelligence on lraqvs 
weapons of mass destruction program is not an isolated 
phenomenon. It reflects a much deeper weakness in how 
the United States interacts with cultures such as 

those of the Middle East. We can watch this clash of 
cultures taking place before our eyes in other fields 
such as the U.S. governments use of broadcasting and 
print media to influence attitude vis--vis the U.S. 

in the Arab Islamic world.. Arabs and Americans are 
like ships passing in the night 

firing their guns 

having no impact on the other. The epitome of this is 
the widening gap between Arabs" perceptions of the 
U.S. and many Americans flawed interpretations of 
those Arab perceptions. 


Khouri continues: \"The American president Vs 
intellectual terror (they hate our freedom") is 
simplistic 

and ineffective retort to the world views of the 
criminals who have terrorized and killed thousands of 
Americans and other nationals. Scores of public 
opinion polls 

a thousand times over that most Arabs and Muslims 
admire basic American values 

primarily by American foreign policies and 

lesser extent 

presents its views and dictates policy to the world. 

A common intellectual 

to this in the United States is that something is 
deeply wrong in Arab and Islamic societies 
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be fixed 

systems 

mass media.. If the U.S. really wanted to make the 
Middle East a better place and the U.S. a safer place 
it should start by examining the impact of its own and 
Israel\'s policies on the Arab-Islamic world 

as exploring faults within Arab-Islamic societies.. 

At many levels today - Palestine/Israel 

against terror 

democratic reform 

and Arabs are interacting 


Khouri concludes: \"The Middle East is a mess 

has been attacked 

sentiments are at an all-time high in the region and 
the world. By arguing that our region is troubled and 
violent because Arabs and Muslims hate American 
values 

launching television 

Arabic 

combination of political blindness and cultural 
misperception that is only going to exacerbate the gap 
between Americans and Arabs 

Al-Hurra [the U.S. Arabic-language satellite TV 
channel] 

magazine before it 

and irrelevant hoax. Where do they get this stuff? 
Why do they keep insulting us like this? V 
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neutralize inflationary pressures. He referred to the 
price increase as a V'temporary external shock 
which the CPI would be in line with the targeted level 
of 3 percent. (Note: According to the Monetary Policy 
Program 

mostly due to anticipated increases in gas and water 
tariffs. End Note.) 

7. The GDP deflator 

all products 

points 

January-December to 4.7 percent 

1998. The Producer Price Index 

driven inflation 

year 

since 1998. 


8. According to the National Statistics Services 
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(NSS) 

thousand people 

9.4 percent in 2002. Although this may appear 
paradoxical in a period of high growth 

incorporated the 2001 Census results into the 
unemployment calculus 

denominator used 

about 1.4 million in 2002 calculations to 1.24 million 

in 2003. Applying the new numbers back to the 2002 
estimate 

percent. Thus 

unemployment decreased by 0.7 percent. (Note: Official 
unemployment counts only those who receive unemployment 
insurance 

Note.) 


9. Armenia\'s trade turnover expanded rapidly in year- 
on-year terms 

substantial increase in trade in precious stones and 
metals. According to official data 

up by 34.2 percent at USD 678.1 million 

USD 590 million projected by the CBA. Import 
expenditures grew at about 28.6 percent to USD 1.3 
billion. Precious metals and stones continue to 
dominate Armenia\'s trade structure: about 52 percent 
of export growth and 41 percent of import growth is 
attributed to precious stones and metals. The sector 
has benefited from stable supplies of stones from its 
main sources: Israel 


10. Russia 

trade partner 

arow. Russia\'s total trade share decreased from 19.2 
percent in 2001 to 17.3 in 2002 and 15.5 (or USD 302.3 
million) in 2003. Imports from Russia 

increased in dollar terms 

total imports from 19.5 percent in 2002 to 16.4 percent 
(or USD 207.7 million) in 2003. Israel became the 
largest export partner for Armenia 

of USD 142.3 million 

and the USA remain the third and fourth trade partners 
in terms of exports. 


FINANCIAL SECTOR: DECREASING INTEREST RATES AND STABLE 
ARMENIAN DRAM (AMD) HERALD LOWER COUNTRY RISK 
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11. During 2003 

rate 

percent in August. The policy was designed to 
stimulate the demand for money in the economy 
increasing money supply (M2) by 28 percent. (Note: 
This provided yet another reason for increased 
inflation. End Note.) In 2003 most interest rates 
declined 

Nevertheless 

financial management between banks and enterprises kept 
lending rates high 

banking sector. 


12. The Armenian national currency 

fluctuated within a narrow band against the USD during 
the year. In August a nominal depreciation of 4.2 
percent year-on-year was recorded 

inflationary expectations. By the end of September 
however 

appreciation of almost 2 percent 

inflow to the country via transfers and tourist 
spending. (Note: According to the NSS 

tourists in 2003 increased by about 27 percent to 
205 

usual Christmas and New Year shopping frenzy 
back to normal rates immediately after the holidays. 
ORDWAY 
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appear to influence the President so much as serve as a foil 
for him. Intensely loyal 

office in 1997 

moved with him to the President\'s office. From 1990-1997 
Gevorgian studied at St. Petersburg\'s Institute of Public 
Administration 

married a medical student 

well as some English. 


3. (c) Minister of Defense Serzh Sargsian 

confidant and Presidential ally 

many of President KocharianVs interests (reftel). Born in 
1954 in Stepanakert 

closest confidants the deep conviction that N-K must be 
protected at all costs. His ties to the military are crucial 
to Kocharian\'s power base 


Column 3 
beliefs are most likely to coincide. 


4. (c) Head of State TV (and former Presidential Chief of 
Staff) Aleksan Harutyunian is an intensely loyal 

friend of Kocharian. Born in 1965 in Karabakh 

moved to Yerevan in the early 1970s. Active in Armenia\'s 
independence movement 

Presidential Administration in 1992 before being assigned to 
the Armenian Embassy in Paris. Harutyunian took a position 
as Karabakh Permanent Representative in Armenia in 1995 
before joining Kocharian\'s staff in 1997 

of Staff 1998-2000. In early 2000 Harutyunian was detained 
for several months in connection with the October 27 
parliamentary shootings 

Harutyunian was appointed head of Armenian State TV in 
January of 2003 

assassination of the previous holder of that position 
Naghdalian. 


5. (c) Presidential Chief of Staff Artashes Tumanyan 

1949 

former deputy speaker of parliament 

headed the Armenian tax inspectorate from 1997-1999. 
Although Tumanyan is seen as a close friend of Kocharian 
can limit other people\'s access 

deal of influence of his own. Most recently he has been 
KocharianVs principal interlocutor on matters dealing with 

the Lincy Foundation and its extensive infrastructure 

projects in Armenia. Although he does not have as high a 
public profile as Serzh Sargsian 

known to the public. The Ambassador spent a day in October 
2003 travelling with Tumanyan to visit a number of 
Lincy-funded projects. Tumanyan 

occasional stops to speak to villagers--all of whom 
immediately recognized him and proceeded to engage him on 
local concerns. 


6. (c) Foreign Minister Vartan Oskanian 
to have limited influence on the Presidents thinking 
least can generally be counted on to accurately relay both 
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the content and tone of foreign governmentsY messages. A 
former Tufts professor and former U.S. citizen 

savvy interlocutor 

with only limited influence. Oskanian is fully capable of 
thinking \"outside the box 

President when it comes time for a decision. Oskanian 
however 

relations with Turkey--despite the fact that Kocharian when 
speaking to us on the subject is decidedly more pessimistic. 


7. (c) While all of these men have immediate and liberal 
access to the President 

for Economics Nercissiantz told us recently 

doesnt listen to anyone. Nercissiantz noted that he has 
found giving Kocharian 

English-language books to read is the best way to open the 
Presidents mind to new ways of viewing a particular issue. 
ORDWAY 
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postponed a planned parliamentary debate about Cyprus on 
Wednesday for fear of upsetting the negotiations in New 
York. The debate is now scheduled for next Tuesday. 
Egypt\'s Mubarek visits Turkey: On a one-day working visit 
to Ankara 

against the political restructuring of Iraq along ethnic 

lines. He discussed with Ankara possibilities for Cairo\'s 
active involvement in settling disagreements between Israel 
and Syria. Mubarek expressed concerns about the the 
"Greater Middle East Project! now under discussion in the 
United States 

responded that Turkey is ‘part of the geography of the 
Greater Middle East and therefore must take an ‘active role\' 
in the process of change. 

PM Erdogan Notes Two-Way Rotations Through Incirlik: In 
response to a reporters question following his meeting with 
visiting Egyptian President Mubarek 

permission for US troop rotations "from Iraq to the United 
States and from the United States into IraqV through 

Incirlik would remain valid until May 2004. 

Amnesty International delegation in Ankara: An Amnesty 
International (Al) delegation headed by AI President Irene 
Khan arrives in Ankara today for meetings with Prime 
Minister Erdogan and several other ministers. The 
delegation will press for the release of Leyla Zana 

Kurdish member of the Turkish parliament from the Democracy 
Party (DEP). The Al group will complain to Erdogan about 
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ongoing instances of arbitrary detention and torture 
will urge an end to pressure on human rights activists. 


EDITORIAL OPINION: Cyprus 


\"Last Chance on Cyprus\" 

Yilmaz Oztuna wrote in the conservative Turkiye (2/12): \"It 
seems that the New York negotiation process on Cyprus is 
going very well 

performance. Settlement of the Cyprus issue should not be a 
concern for advocates of Turkish nationalism. Neither 
Turkey nor the Turkish Cypriots will be harmed by a 
settlement. Realistically speaking 

Cyprus issue will provide more benefit than harm. Resolving 
the Cyprus issue will broaden Turkish diplomatic vision and 
strengthen Turkey\'s hand internationally. Turkey should 
remain at the table and should negotiate in good faith. A 
solution to the Cyprus issue seems likely this time.\" 


\"Everybody needs a settlement\" 

Sami Kohen noted in the mass appeal Milliyet (2/12): \"One of 
the arguments about the ongoing Cyprus negotiations is 
whether or not the Greek Cypriots are eager for a settlement 
before the May 1 deadline. Turkish public opinion widely 
believes that the Greek Cypriots will not work for a 

solution due to the fact that their EU membership is taken 

for granted. The fact is 

may not be as comfortable as we have been led to believe. 
They are aware that the absence of a settlement has some 
traps for them as well. . The prospect of a failed 

settlement process also poses certain difficulties for the 
Greeks. Athens will have to cope with a deterioration of 
Turkish-Greek ties and a continued deadlock over Aegean 
issues. . There is also another important fact about the 
Cyprus process: this is a rare case in which US policy is in 
the same line with the EU and the UN. This means that there 
is an international consensus which should not be missed.\" 


EDELMAN 
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Commission President (UK\'s Roy Jenkins) has come 
from outside this group of France 

and the Benelux. Here is what we have gleaned in 
the EU corridors 

issue at this stage means the list cannot be 
considered exhaustive: 


Column 3 
TOP CONTENDERS: 


--Jean-Claude Juncker (Luxembourg PM 
of the EU leaders club 
France and Germany; chances weakened by Jacques 
Santer\'s 1999 debacle as last Luxembourg PM to 
serve as Commission President; has repeatedly 
expressed preference for another term as PM 
(national elections to coincide with the Euro- 
elections); 


--Jean-Luc Dehaene (Belgian former PM 
to win the job in 1995 (due to UK veto); able to 
master detail and to forge compromises; served as 
Vice-President of the Convention that drafted the 
EU Constitution; 


--Wolfgang Schuessel (Austrian Chancellor 
his nationality and political affiliation may 
prove assets; his coalition with Haider\'s party is 
definitely a minus; 


--Paavo Lipponen (Finnish former PM 
interested in the job; strong defender of the 
Commission and the small states; 


--Costas Simitis (Greek departing PM 
not to make enemies during GreeceVs EU Presidency 
in 2003; soon to be available. 


OTHER POTENTIAL CANDIDATES: 


--Guy Verhofstadt (Belgian PM 
to admit his ambitions; may be tempted to take the 
EU path if his coalition government gets into 
trouble; 


--Pat Cox (Irish 
effective speaker; would probably do well to bring 
the EU closer to its citizens 
government experience. 


DARK HORSES: 

--Antonio Vitorino (Portuguese 
PES): efficient Commissioner with good knowledge 
of the EU machinery 


from the current EPP-led Portugese government; 


--Guenther Verheugen (German 
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Commissioner 
to stay in Brussels with another portfolio; his 
handling of enlargement could make him a popular 
candidate among new Member States; 


POSSIBLY 


--Anders Fogh Rasmussen (Danish PM 
effective during 2002 Danish EU Presidency; 


--Peter Sutherland (Irish 
WTO Director-General 
Sachs); 


--Joschka Fischer (German FM 
vision; probably cannot leave Berlin; 


--Jose Maria Aznar (Spanish departing PM 
he was not interested. 


THE NEXT COMMISSION: WHO IS IN 


7. (SBU) As regards the subsequent task of 
assembling a new Commission 

conclusions we can make at this point is that the 
ten Commissioners who will join the Prodi team on 
May 1 from the new Member States will all 

all 

Commission for its 2004-2009 term. The ten 

will serve with full voting rights but with no 

portfolio of their own for the interim May-October 
period 


--Czech Republic: Milos Kuzvart 
Minister; 


--Cyprus: Marcos Kyprianou 


--Estonia: Siim Kallas 
Finance Minister; 


--Hungary: Peter Balasz 
formerly State Secretary and representative in the 
Convention on the Future of Europe; 

--Latvia: Sandra Kalniete 


--Lithuania: Dalia Grybauskaite 


--Malta: Joe Borg 
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--Poland: Danuta Huebner 
Integration; 


--Slovenia: Janez Potocnik 
Affairs; 


--Slovakia: Jan Figel 
Committee chair 


8. (SBU) For the other 15 Member States 
less clear: 


--Austria: Franz Fischler (Agriculture and 
Fisheries) has said he will leave Brussels. If 
Schuessel is not named Commission President 
possibility is FM Ferrero-Waldner; 


--Belgium: Philippe Busquin (Research) would be 
interested in another term 
on a decision by Francophone Socialist party 
leader Di Rupo. An EP seat would be a second 
choice; 


--Denmark: Poul Nielson (Development and 
Humanitarian Assistance) 
expected to be re-nominated by the Liberal-led 
government in Copenhagen; 


--Germany: Chancellor Schroeder would like 
Enlargement Commissioner Guenther Verheugen (also 
a dark horse candidate for President) to stay on 
possibly with an internal economic portfolio such 
as Competition or the Single Market. Verheugen\'s 
own interests more likely to be in Trade or 
External Relations. Budget Commissioner Michele 
Schreyer (Green) will not stay on 
other big states will only have one 
two Commission seats; 


--Greece: Anna Diamontopoulou (Employment and Social 
Affairs) is leaving Brussels to join the PASOK 
campaign for March 7 Greek elections (septel). If 
PASOK wins upcoming elections 
government in Athens 
be nominated by the new Greek government. Who 
might replace her must await the outcome of the 
Greek elections; 


--Finland: Erkki Liikanen (Enterprise and Info 
Society) will likely leave Brussels 
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seen as close to the current Finnish government; 


--France: Michel Barnier (Regional Policy) is said 
to be interested in another term 
profile job than his current one. As France is 
one of the countries losing its second Commission 
seat 
Socialist) will be staying in the Commission; 


--Ireland: David Byrne (Health and Consumer 
Protection) might be interested in another term; 


--Italy: Mario Monti (Competition) may be willing to 
stay if assured of the Economic and Monetary 
Affairs portfolio. A possible replacement is 
Rocco Buttiglione 
affairs; 


--Luxembourg: Viviane Reding (Education and 
Culture) 
candidate lists for upcoming national or EP 
elections in Luxembourg 
another term. Her future is uncertain 
due to possible candidacy of PM Juncker for 
Commission President; 


--The Netherlands: Frits Bolkestein (Internal 
Market) is openly interested in another term; 


--Portugal: Antonio Vitorino (Justice and Home 
Affairs) is a dark horse candidate for Commission 
President. Even if not in that job 
still be Portugal\'s Commissioner 
Socialist coming from a country with a center- 
right government; 


--Spain: Both Loyola de Palacio (Transport and 
Energy) and Pedro Solbes Mira (Economic and 
Monetary Affairs) are expected to leave the 
Commission; 


--Sweden: Margot Wallstroem (Environment) is 
reportedly on the outs with Socialist PM Persson 
and thus considered unlikely to be renominated. 
One rumored replacement might be Carl Bildt 
former center-right PM. However 
Wallstroem\'s popularity back home with Swedish 
Socialists 
see it as convenient to keep her Brussels; 


--UK: Both Neil Kinnock (Administration) and Chris 
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Patten (External Relations) will be leaving the 
Commission. Britain\'s lone Commissioner in the 
next term could be Blair-confidant Peter 
Mandelson. 
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CARICOM BYRON BLAKE AT THE NOVEMBER 8-10 

CENTRAL AMERICAN ACTION (CCAA) HELD IN MIAMI 

PAINTED THE FTAA NEGOTIATION\'S PROCESS AS ONE THAT HAD BEEN 
HIJACKED FROM ITS 1993 VISION FOCUSED ON PARTNERSHIP FOR 

DEVELOPMENT 

THAT FOCUSED ON COOPERATION FOR THE BENEFIT OF A FEW 

COUNTRIES. THE 2003 VISION 

WHICH RIGHTS AND OBLIGATIONS ARE BASED ON THE INTERESTS OF 

INDIVIDUAL MEMBER STATES 

LAUNDERING. THE FINAL AGREEMENT 

FORGED DESPITE THE ABILITY OF INDIVIDUAL COUNTRIES TO 

NEGOTIATE ON AN EVEN FOOTING WITH LARGER COUNTRIES AND 

REGARDLESS OF WHETHER MEMBER STATES CAN FULFILL ITS 

OBLIGATIONS. WITH SMALL ECONOMIES 

READY TO OPEN THEIR MARKETS TO STIFF FOREIGN COMPETITION 

FTAA\'S WINNERS WILL BE BIG ECONOMIES 

AT THE EXPENSE OF SMALL 


3. IN HIS NOVEMBER 25 
PRESIDENT RONALD VENETIAAN PRONOUNCED HIS SUPPORT FOR FTAA 
AND CALLED ON SURINAMERS TO SEIZE THE OPPORTUNITIES 
PRESENTED BY FTAA AND THE CARIBBEAN SINGLE MARKET ECONOMY 
(CSME). LOCAL PUNDITS LIKE WAAGMEESTER 
TO GET GREAT PRESS COVERAGE FOR ANTI-FTAA RHETORIC 
REFLECTING THE GENERAL ANXIETY AMONG SURINAMERS OVER HOW 
THEY WILL FARE WHEN FTAA IS IMPLEMENTED. (SEE REFTEL.) 
SURINAMERS CONTINUE TO EXPRESS THE FEAR THAT SURINAMESE 
BUSINESSES WILL BE WIPED OUT BY AGGRESSIVE FOREIGN 
COMPETITION -- AND FOR GOOD REASONS. MANY SURINAMESE 
BUSINESSES LACK BASIC SKILLS TO COMPETE GLOBALLY 

MARKETING SAVVY 
STRATEGIC PLANNING PROCESS. AS LONG AS SURINAMERS SEE 
LITTLE GAIN FROM FTAA 
FTAA\'S WINNERS WILL BE LARGE ECONOMIES AT THE EXPENSE OF 
SMALL ECONOMIES. END COMMENT. 


BARNES 
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Mejias 

that Gen. Rojas was baiting him into a trap 

admitted falling into by trying to take away one of the 
cameras. Zambrano said the photographers asked no questions 
did not identify themselves 

why they were taking the photographs 

claimed 

media photographers or concerned citizens. As he struggled 
with the two men for the camera 

Guardsmen joined the brawl. Although Zambrano said during 
television interviews that he was immediately overwhelmed in 
the conflict 

in." Zambrano leaped over a counter to get to the GeneralVs 
table and \"plead with him to stop this barbarity.\" Zambrano 
said Rojas ignored him completely and his entourage left 
while National Guard troops pummeled him to the ground 
handcuffed him 

the door. Zambrano claimed the Guardsmen beat him and called 
him an V'enemy of the state" and accused him of conspiring 
with Mejias to V'set a trap for the president." The Guardsmen 
then allegedly moved him to a truck with a canopy to conceal 
the continued assault before dumping him 

in the parking lot and departing. Zambrano estimated the 
confrontation took about 10 to 15 minutes. 


4. (C) Zambrano said Mejias told him that immediately after 

the fight broke out 

led her behind a cashier\'s counter and stood \"valiantly\" 

between her and the troops. However 

grabbed her by the arms 

held her there until they dumped Zambrano and drove away. 

(Note: The language used to describe MejiasY treatment in 

media reports 

\"attacked\" seemed slightly exaggerated compared to Zambrano\'s 


account. End note.) Zambrano claimed Mejias repeatedly 
yelled at the troops to respect Zambrano\'s immunity as a 
member of the National Assembly. She claimed after they took 
Zambrano out of the restaurant 

the opposition anthem V'se va 

(Chavez) is going). 
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5. (C) Mejias drove Zambrano back to Caracas to GN 
headquarters in El Paraiso. (Note: he was not arrested or 
taken to El Paraiso by the GN as reported initially. End 
Note.) There he was treated \"respectfully\" by two Colonels 
(Jaime Franklin Marquez_ and Jose Rafael Sequera Cohen) and 
taken to the GN\'s Intelligence Division where the handcuffs 
were finally taken off. He spent from 11:30 p.m. to 4 or 5 
a.m. providing his complaint to GN officials and demanding 
Vjustice." Sunday evening Zambrano filed a complaint with 
the federal investigative police (CICPC) 

received a medical examination to document a black eye 
and bruises on his hands and wrists (which he showed to 
poloff) 

Zambrano is accusing Gen. Rojas of: assault 

power 

of parliamentary and CNE immunity 

movement 

authority. Zambrano asserted \"this is one person\'s fault 
that animal (Rojas). | will not press charges against the 
soldiers for the orders of their commander.\" The Public 
Prosecutor\'s Office (Ministerio Publico) announced its own 
investigation February 10 

it. 


6. (C) Gen. Rojas told reporters February 9 he was \"surprised 
and outraged\" by the allegations. He said he was on his way 
out of the restaurant when he observed Zambrano and Mejias 
\"arguing with some photographers\" and denied that Guardsmen 
were involved. Rojas speculated that the photographers were 
likely interested in why a National Assembly deputy and a CNE 
director were dining together 

plotting to influence CNE acceptance of signatures calling 

for Chavez\'s recall. Although Rojas made no direct 
accusation 

Mejias waited two days after the incident before denouncing 

it. He also found it \"curious\" that Zambrano did not have a 
hoarse throat or a black eye on television Sunday night 
developed both by Monday morning 

himself up or had someone inflict the wounds Sunday night to 
make his story more believable. 
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National Assembly to Investigate Politicized Attack 


7. (C) The National Assembly agreed to open an investigation 
of the incident during its February 10 session. \"The only 
information we have to date has come from the media 

Vice President Ricardo Gutierrez 

\"exhaustive\" report from the Ministry of Defense. Zambrano 
told poloff before the session he expected Chavista support 
for the investigation because V'they respect me\" and \"this was 
over the line." Although Gutierrez and other pro-GOV 
legislators expressed disdain for any \"form of aggression 
against legislators 

some GOV-aligned Fifth Republic Movement (MVR) firebrands 
such as lris Valera 

meeting. Valera waved copies of the photographs and demanded 
that the opposition \"explain what is going on here.\" She 
claimed the two had previously dined on February 6 in the 
Caracas Hilton and claimed such meetings violated Article 294 
of the Constitution 

impartiality. Zambrano replied that he met with Mejias 
\"because | wanted to and because we live in a free and 
democratic country.\" Ultimately the AN agreed to confine the 
investigation to the confrontation 

meeting 


majority of pro-GOV deputies 

by the opposition. A proposal by Deputy Gerardo Blyde 
(Justice Fist) to suspend Rojas pending the outcome of the 
investigation was also defeated. 


8. (C) MVR Deputy Luis Velazquez told poloff February 11 he 
disagreed with his colleagues\' \"infatuation\" with the 
meeting. \"Clearly everyone can meet with each other 

with the old CNE directors.\" He added that Zambrano and 
Mejias were only guilty of \"a lack of sense\" for giving MVR 
extremists an opportunity to criticize the meeting at a \"time 
of extreme tension\" and that Zambrano overreacted by 
attacking the photographers. \"People take our picture all 
the time in the Assembly 

suspected that the photographers were indeed employees or 
friends of Rojas 

not under the General\'s direction. 


9. (C) Zambrano said he met Mejias at a restaurant precisely 
because \"! have nothing to hide." As the opposition Assembly 
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representative to the CNE Restructuring Committee (Deputy 
Willian Lara is the pro-GOV representative) he had legitimate 
CNE business to discuss and 

wrong or illegal about CNE directors meeting with deputies. 
Zambrano claimed he heard a rumor that CNE President 
Carrasquero meets with pro-GOV deputies Willian Lara and Luis 
Tascon and that it did not bother him. Velazquez confirmed 

that MVR leaders do met with CNE officials V'as you would 
expect.\" 


10. (C) Zambrano said Rojas wanted to scare them and 
symbolically intimidate the opposition 

backfire and give the opposition a clear example of GOV 
bullying to rally against. He said the set-up was an 

impromptu brainchild of Rojas and discounted anything more 
organized or sinister. Both Mejias and Zambrano have spoken 
out publicly and often about the incident 

only galvanized their opposition to President Chavez. V'I 

have an obligation to the Venezuelan people 

allow this to intimidate me 


11. (C) GN Adjutant General Luis Mota told DAO Officer 
February 9 that it was the intelligence police (DISIP) that 

fought with and handcuffed Zambrano. He claimed the GN had 
nothing to do with the incident and that Gen. Rojas just \"was 

in the wrong place at the wrong time.\" He confirmed that the 
GN took Zambrano\'s handcuffs off later 

handcuffs had a DISIP serial number. Mota also alluded that 
Zambrano may be blaming the GN to cover up an indiscretion 
with Mejias under investigation by the DISIP. However 

another military source close to the case told DAO Officer 

that members of the GN company stationed in Vargas were 
indeed involved and accosted Zambrano. He added that one of 
the \"photographers\" was a colonel from Gen. RojasY table who 
\"was attacked and that is why he defended himself. V 


12. (C) According to media reports February 11 

a pharmacy next to the restaurant claim they sold disposable 
cameras to two men around 9 p.m. They claim the men then 
rushed back into the restaurant. A anonymous witness at the 
restaurant backed Zambrano\'s story during a call-in 
television program February 10. 


Column 3 


13. (C) Clearly 
considering a restaurant full of people witnessed the 
incident. We tend to believe Zambrano 


exaggerating and embellishing details. Rojas\' argument that 
Zambrano waited \"two days\" to complain is weak. Rojas 
complained about the attack officially the same night (and 

has the documents to prove it) and went public less than a 

day after the attack. Because the event took place ona 
Saturday night 

The fact that Iris Valera had copies of the photos February 

10 and knowledge of another dinner the two had suggests there 
is more to this than a bad dinner. 

SHAPIRO 
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from Amman and Kuwait. He confirmed that major UNAMI 
operations would be based in Amman 

Cyprus. A February 10 UNAMI donor briefing 

Mountain 

planning report. Mountain called for greater cooperation with 
the World Bank and CPA in the UNV's strategic plan. End 
Summary. 


2. (C) UN Special Representative Ad Interim Ross Mountain 
told DCM and Emboffs January 29 that the UN\'s top Iraq 
priority was to decide when -- not whether -- to return to 

Iraq. He added that UNSYG Annan was eager for the UN to 
return 

to assist the approximately 1 

Mountain\'s other goals included establishing closer links 
between the UN and the Jordan-based NGO community and gearing 
up humanitarian and development efforts inside Iraq. He 
intended to work on linking the World Bank and Iraqi 
ministries to coordinate humanitarian and development efforts 
and was looking forward to the post-Madrid donor conference 
scheduled for Feb. 28-29 in Abu Dhabi. 


Column 3 


3. (C) Mountain confirmed that the UN hopes initially to 
return international staff to Iraq on a gradual basis: \"in 

and out\" operations with V'no mass rush back in.\" He 
explained that international staff based in Jordan and Kuwait 
would be flown in during the day and flown out at night. 
Mountain advised that although the UN is planning to house 
its staff at the Canal Hotel and plans were underway to 
renovate it with sleeping capacity for about 30 people 

did not want to use the Canal Hotel for an extended period. 


4. (C) Mountain said the UN had lost its \"innocence\" in the 
August 19 car bomb attack and that this incident had 
\"traumatized\" UN security officials in New York. He confided 
that he prefers to work out of Amman as opposed to Cyprus and 
had received full cooperation from the GOJ (he met with the 
Queen and FM Muasher). Mountain added that it was V'easier to 
do things" from Amman versus Cyprus and expressed stronger 
confidence in JordanVs security services. However 
headquarter\'s security concerns in Jordan needed to be 
carefully addressed. DCM provided Embassy\'s security 
overview 

assessing the security threat and advising on our best 

practices. 


5. (C) At a February 10 UN Assistance Mission in Irag (UNAMI) 
donor briefing 

return to Iraq was now a question of how and when. He added 
that plans were underway to return staff to Baghdad 

additional plans for Basra (out of Kuwait) and Erbil. He 

said a Dutch aircraft would be available in the next few days 

to move staff in and out of Iraq on a daily basis. Plans at 
present 

headquarters 

added that he was leaving for Kuwait that same evening to 
iron out details for the UN presence in Kuwait. 


6. (C) UNSECOORD rep again presented a dismal security 
picture saying that their assessment was based on \"bits and 


Column 3 

pieces\" of information from various sources. He said that 
the CPA 

security information to the UN 

security situation as unstable. He cited an increase in the 
efficiency of attacks 

per week 

cooperating with coalition forces 

professors who received envelopes filled with bullets 
private contractors 

Airport (allegedly attacked with Brazilian-made rockets) 
unconfirmed reports that Ayatollah Al-Sistani had survived an 
assassination attempt. 


7. (C) Mountain told donors the UNVs Strategic Planning 
Report needed more work 

the World Bank and CPA Baghdad. Mountain encouraged all 
attendees to review the report and offer comments 

special emphasis on detailing cash flow projections to 
determine when funds would be needed for each individual 
project. He was concerned about the V'credibilityV" of the 

final document. 


8. (C) The UN is positioning itself in Amman and Kuwait to 
initiate its gradual 

Mountain seemed concerned that the UN might wait too long and 
find itself \"out of the picture." 


9. (U) CPA Baghdad minimize considered. 


Visit Embassy Ammanvs classified website at 
http://www.state.sgov/p/nea/amman/ 

or access the site through the State Department's SIPRNET 
home page. 

GNEHM 
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Colomina Palace of the University Cardenal Herrera. 


2. Embassy understands that no assistance is necessary. 
3. THREAT ASSESSMENT: 


In general 
other large cities in Spain -- including resort/convention 


Column 3 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 

opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passportVs 
photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
StateVs website (http://www.state.gov) and the U.S. Embassy\'s 
website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 

Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

MANZANARES 
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signature forms filled out (but not signed) in the same 
handwriting. The ambassadors attending the meeting were 
alarmed at the prospect that the CNE could toss out enough 
signatures on a technicality to kill the referendum. End 
summary. 


2. (C) The Carter Center (TCC) 

analyst of the signature collection for the revocatory 
referendums 

States (OAS) gave a short presentation regarding the current 
situation on February 10. TCC representatives Marcel Guzman 
and Francisco Diez headed the presentation attended by OAS 
observer chief Edgardo Reis 

Patricio Carbacho 


Column 3 
Molpeceres 
Uruguay 

Charge from Peru. 


3. (C) During the presentation 

of the TCC is to evaluate and verify the legality 
transparency and the results of the revocatory process. The 
main strategies to do so consist of procedural analysis 
observation of the process 


4. (C) The TCC concluded that before February 13 

National Electoral Commission (CNE) will make a decision 
regarding the \"planillas planas 

same handwriting. The government alleges that these planillas 
are proof of mega fraud and should be annulled according to 
Article 22 

personal and the individual should fill out all the 

information 

representative Reis consulted with three independent legal 
experts who unanimously stated that they could see nothing in 
the law to invalidate these signatures; however 

and OAS representatives agree that in the end this will be a 
political decision. Since all three signature drives have 

large quantities of these \"planillas planas 

potentially explosive. Invalidating these planillas will 

nullify an estimated 650 

drive alone according to Diez. OAS representative Reis 
confirmed that if these planillas were rejected 

be no referendum of any sort 

deputies. (Comment: Diez later told Ambassador he was not 
sure of the exact number of \"planas 

a much lower number. End comment.) 


5. (C) The CC also observed that inconsistencies exist in the 
rules being used to do the physical verification of the 
signatures. Those verifying the signatures use methods that 
are passed out on handouts printed by unknown authors to 
determine if quality of the fingerprints are acceptable or 

not. There is no clearly defined leadership and poor 
communication in the CNE 

not corrected are leading to bad decisions made by those 
working on the verifications. 


6. (C) The standards used also change as the process 


continues. For example 

verified in alphabetical order according to state names. 
Halfway through the second drive (the presidential) 
workers employed new criteria without proper written 
authorization. Referral rates to the Superior Technical 


Column 3 

Committee (CTS) skyrocketed from around 3 percent to 70 
percent. OAS rep Carbacho pointed out that during the 
physical verification process of the presidential planillas 

the change in criteria came suspiciously after the count 
surpassed 2.5 million just over the minimum threshold to 
convene the referendum. When complaints arose of the CNE\'s 
disparate treatment 

planillas against opposition deputies to the same rigorous 
examination (Note: On February 11 

re-submit the presidential planillas that were originally 
approved back to the physical inspection using the new rules. 
This will likely result in up to half of the 388 

presidential planillas being subjected to further scrutiny. 

End note.) 


7. (C) Diez noted that the CNE took a sample of 8 

(3 

The OAS estimated that there are not 40 handwriting experts 
in Venezuela. Even if the signatures under discussion were to 
be corrected during the five-day complaint period 

process would drag on for months. 


8. (C) The Chilean ambassador then suggested that the TCC or 
the OAS issue an official statement regarding the current 
situation. The Brazilian Ambassador adamantly seconded this 
request alluding to the fact that the situation was urgent 

and the governments of other Latin American countries should 
have information if they were to take action. 


9. (C) Diez backed off 

that any government take action; this meeting was called 
solely to impart information. This included an \"optimistic\" 
timeline that shows a potential announcement of the results 
on March 17 

made clear that the CC was not implying fraud on behalf of 
the CNE. The delays to the process until now have not been 
intentional 

inefficiency 

chain of command or communication. Reis also pointed out that 
the CC and OAS 

not to issue statements without clearance from the CNE. 


10. (C) What was planned as a routine briefing was a wake up 
call for these group of ambassadors. The message from the 
TCC and OAS observers was clear: the decision on the 
planillas planas will decide whether or not there will be a 

recall referendum. There is no legal basis for rejecting 


Column 3 

them. The decision is political. President Chavez cynically 
told Brazilian foreign policy advisor Marco Aurelio Gomez on 
February 11 that he would love to have a recall because he 
would win it 

the CNE since it is an independent branch of government. 
President Carter told the press when he was here in January 
that the will of the people signing the petitions should not 

be thwarted by legalisms. My assessment is that is exactly 
what the pro-Chavez CNE majority intends to do. 


SHAPIRO 


NOTE: POSSIBLE MISSING ADM AID OR AIDAC CAPTION. 


^ 


NNNN 

2004CARACA00532 - CONFIDENTIAL 
13923 
REF: A. CARACAS 437 

B. CARACAS 503 


Classified By: Mark Wells 
Reasons 1.4(b) and (d) 


1. (С) The opposition remains convinced that the referendum 
is on track 

Organizers of the February 14 march to defend the signatures 
calling for a recall vote on President Hugo Chavez are 
planning on 100 

participate with some sporadic violence possible. The march 
is an attempt to keep pressure on CNE after a month of 
relative calm among the opposition that saw little progress 

on the count. The Democratic Coordinating Committee (DCC) 
receives its CNE information from a variety of sources and 
then takes consensus decisions that are often not the most 
effective. Traditional parties form one bloc of opinion 

within the opposition 

Justicia 

DCC\'s executive group known as the G-5 rarely meets. The DCC 
is close to forming a campaign committee to oversee the 
referendum. End summary. 


Column 3 
Opposition Still Hopeful at CNE 


2. (C) Poloff met February 11 with Daniel Thiman (PROTECT) 
an aide for Miranda State Governor Enrique Mendoza 

discuss the Democratic Coordinating Committee\'s (DCC) views 
on the referendum process against President Hugo Chavez. 
(Note: Thiman works on operations and logistics for Mendoza 
in the DCC. While he sees himself as \"not a politician 

attends most DCC planning meetings. End note.) Thiman said 
the DCC remains convinced of the inevitability of the 
referendum 

last week due to the issue of \"plana\" signature forms (filled 

out but not signed in the same handwriting). Still 

that the date the DCC is using internally for getting a 

response from the National Electoral Commission (CNE) on the 
referendum is February 27 (Comment: This is much sooner than 
the OAS/Carter Center estimate that the CNE would finish on 
March 16 at its current pace. End comment.) 


3. (C) Poloff asked Gente de Petroleo chief Juan Fernandez on 
February 12 about the opposition\'s expectations at the CNE. 
Fernandez admitted that many opposition members are not 
following the signature count as closely as they should. In 

the end 

the CNE will strike a political solution and avoid the messy 
details. (Comment: This may well be the Venezuelan" 
solution to the CNE\'s many troubles 

this meeting of the minds will happen. End comment.) 


4. (C) Asked why the opposition is pushing the February 14 
march 

DCC and the CNE. Fernandez said that CNE director Jorge 
Rodriguez (pro-GOV) asked Mendoza in January to lower 
pressure in the media against the CNE so that the work could 
be carried out. The DCC believes they were tricked once it 
became apparent the CNE was not going to meet the arbitrarily 
set deadline of February 13. The DCC decided it was time to 
ratchet up the pressure 


5. (C) Thiman said DCC organizers of the February 14 march to 
the CNE are planning on 100 

He described the march as a \"metropolitan march 

that demonstrators would not be bussed in large numbers from 
around Venezuela 
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Venezuela participants from Carabobo. The tactic of having 

six smaller marches rally at Plaza Venezuela and head toward 

the CNE downtown is designed to imitate a military maneuver 

that will intimidate Chavez 

announced a \"megamercado\" of meat sales on February 14 and 15 
on Avenida Bolivar 

the past 


6. (C) Thiman expressed concern that the GOV seemed to be 
setting up the opposition for an April 11-like event in which 

an opposition march to the presidential palace turned bloody. 
Thiman said the march did not intend to go all the way to 
CNE headquarters 

Chavez loyalists led by premiere street activist Lina Ron. 
Though organizers do not plan to come close to the Chavistas 
Thiman worried that the march could \"get out of control. V" 


7. (C) Juan Fernandez said he received word that supporters 
were coming in from all over Venezuela 

estimate that up to one million people might attend the 

march. Fernandez said he was very worried about violence 
pointing out that each side has radicals who want to force a 
conflict. (Comment: Fernandez is informed by his network of 
ex-PDVSA workers around Venezuela 

organizer.) Fernandez said he was sure the main march would 
not come close to the Chavistas. 


8. (C) Speaking candidly 

from several asymmetries when it comes to political battle: 
they have lots of guts but few brains. He said the DCC has 
tremendous operational capability (organizing marches and 
signature drives) but lacks strategic sense. He suggested 
this was the reason the opposition opted for a march on 
February 14 in order to keep pressure on the CNE. 


9. (C) Thiman described how the opposition collects and 
processes information from the CNE. The opposition\'s chief 
operative at the CNE is Enrique Naime (COPEI) 

Nelson Rampersaad (MAS). Naime also has had an official 
sleeping at the CNE for the last 30 days. In addition 

major political party has 

officials placed in key leadership positions throughout the 
CNE. These officials report their observations to Naime and 
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to their respective party chiefs. Thiman noted also that 
opposition witnesses observing the verification process also 
report to Naime. 


10. (C) Naime and Rampersaad visit DCC headquarters daily and 
brief political party chiefs (secgens and presidents) 

also receive information directly from their party members in 

the CNE. Thiman said these meetings had been twice weekly 
but are now being held daily. The information is discussed 

and a consensus opinion emerges over next steps to take. 
Thiman also mentioned that Naime meets periodically with the 
OAS and Carter Center. Thiman conceded that the need for 
consensus often prevents the opposition from choosing the 

first best solution 


11. (C) Thiman said that political parties are the principal 
actors in the DCC; civil society groups do not have 
significant influence on major decisions. Traditional 

parties (AD 

decisions with a collection of minor parties (Bandera Roja 
Solidaridad 

Justicia 

banded together in January to chastise the other parties for 
putting priority on the regional elections instead of the 


referendum. Thiman said these parties have about 15 
candidates between them 

elections. However 

parties have been in the press fighting over regional 
candidates 

of the opposition. 


12. (C) The DCC\'s executive committee 

5 (or G-5 

Romer 

has not met in months 

committee 

NGOs 

officials that will function as a campaign committee 
("Comando de Campana\"). Opposition leaders believe the 
campaign committee will make the opposition more agile in 
responding to Chavez on a day-to-day basis. Thiman said 
there is almost full agreement on the formation of an 
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executive campaign committee 

will steer the DCC. Enrique Mendoza will continue to head 
the DCC 


13. (C) Thiman\'s report that the DCC is still optimistic for 

a February 27 announcement by the CNE is worrisome given the 
OAS and Carter Center believe the process will trudge on for 
another month. We suspect this is a combination of the 
inaccurate and incomplete information as well as an 

intentional desire to maintain morale among opposition 

workers. Still 

opposition seems prone to error and miscalculation. Against 

the autocratic style of its opponent 

all the help it can get. 


14. (C) Both Thiman and Fernandez are concerned over possible 
violence on February 14 

slice off another layer of potentially disloyal followers in 

the GOV and military. Both agreed that fringe groups on 

either side could start something 

be counterproductive for the oppositionVs efforts. 


SHAPIRO 
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but he was open in discussing various economic and reform 
issues. When asked if Obasanjo\'s economic reform efforts 
would succeed 

but was possible. He claimed that Obasanjo was beginning to 
consult widely with all segments of society and make efforts 
to explain the need for reforms in every region of the 
country. He criticized the PresidentVs naysayers 

flatly that \"Obasanjo knows it is good for Nigeria.\" Even 
so 

insider | Know the reforms are good 

really need all of them immediately 


4. (SBU) The President\'s secretary also claimed the 
anti-corruption campaign is \"making progress.\" The EFCC was 
doing well but some obstacles remain: loopholes in the laws; 
and the need for judicial reform. \"The judiciary needs to 
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weed out those who don\'t belong 

the efforts of the President's Budget Monitoring and Price 
Intelligence Unit (BMPIU) headed by his colleague Dr. 
Ezekwesili 

transparent had saved the GON 50 billion Naira. 


5. (SBU) Looking forward 

Empowerment and Development Strategy (NEEDS) document will be 
finalized and released \"in the next few days.\" This document 

will produce growth 

that the associated state governments SEEDS might run into 
trouble. Some states lacked the capacity to produce the 

necessary documents 

strategy should be. He said the NEEDS document should be 
released in \"the next few days.\" 


6. (SBU) Oronsaye thought the ongoing deregulation of fuel 
prices controversy stemmed from confusion over reintroducing 
the fuel price levy of one and one half Naira per liter. If 

the levy had not been mentioned 

price increases would have been accepted. \"Labour thinks 
there is no reason to raise fuel prices for Nigerians 

the GON had no choice but to stop paying such a huge subsidy. 
Moreover 

and gasoline prices were too low to encourage private 
refineries. In response to a question 

the GON had not put a cap on fuel prices 

GONVs Petroleum Products Pricing Regulatory Agency (PPPRA) 
had published a price band that vendors were not to exceed. 
Since the PPPRA band is much closer to the landed cost of 
imported gasoline 

liter in subsidies over what it had been paying when 

Nigerians were paying only 26 Naira per liter. Oronsaye did 
state that 

will be in reality some form or another of subsidy as long as 
the price of gasoline imports remains higher than what 
gasoline sells for in Nigeria 

fraction of what it was before. 


7. (SBU) Responding to DeskOff\'s question on what the USG 
should do for Nigeria 

Department is not fully aware of what is going on\" in 
Nigeria. The GON\'s debt service expenditures on domestic 
bonds is nearing its debt service on foreign debt. In his 
pitch for debt relief 

interest on our debt remains high while the prevailing 
worldwide rates are low. The foreign debt was money that 
previous regimes had stolen 

to be used for paying off either debt. Making a pitch for 
Paris Club relief 

USG should take the lead if you think we are doing things 
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right.\" 
ANYASO 


13926 

underground\" in the country was planning a large 
demonstration that would take place in MaleY in coming 
days 

these reports 

had imposed a V'restrictive travel order" (effectively a 
curfew) from 1-4 AM for February 12 in MaleY. Due to 
the increase in tension 

posture to V'Phase IV for the time being. (Note: We 
have not heard that any demonstration took place in 
MaleV on February 12. Several attempts to contact Pham 
early on February 13 to check on the situation were not 
successful. A long-time Embassy contact 

spoken to us several times of late about the recent rise 

in tensions in the Maldives -- see Reftels. Tensions 
began their spike in September 2003 when rioting erupted 
in MaleY after police shootings at a prison on a nearby 
island.) 


3. (C) DISSIDENT TO RETURN?: In another sign of 
political dissonance 

Waheed Hassan 

(Parliament) and key figure in Maldivian opposition 
circles. Currently working for UNICEF in Kabul 
Afghanistan 

contemplating a return to the Maldives at the request of 
other opposition elements soon. It is not clear whether 
Hassan has received GoRM permission to return. Due to 
his anti-Gayoom views 

has been in semi-official exile for some years and could 
potentially be a target for arrest. 


4. (C) OPPOSITION PARTY ACTIVITIES: In the meantime 
the most recent (February) newsletter of the anti-Gayoom 
Maldivian Democratic Party (MDP) stated that former 
attorney general Mohamed Munavvar and former planning 
minister Ibrahim Hussain Zaki had joined the opposition 
party\'s ranks. (Note: The MDP is not a recognized 

legal entity in the Maldives 

creation of political parties. It is active among 

Maldivians living overseas 

Sri Lanka 

Maldives.) Both Munavvar and Zaki were ousted from 
their positions when Gayoom reshuffled his cabinet at 

the time of his November 2003 inauguration. Munavvar 
however 

representing the southern atoll district of Addu. In 

the past 
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dissatisfaction with Gayoom and the current political 
climate in the Maldives (see Reftels). The MDP\'s claim 
that the two men have joined that party has not been 
independently confirmed 


5. (C) As for the MDP 

increasingly active. According to its website 

(www. maldiviandemocraticparty.org) 

conducted online elections for a \"General Council 

which concluded February 12. Among those reportedly 
elected to the MDP\'s 15-member council were Zaki 

well as Jenifer Latheef 

organizers. It is not precisely clear 

Hassan appears to be one of the major organizers of the 
MDP. 


6. (C) COMMENT: It remains unclear how serious the 
situation is for Gayoom. He has been in power for over 
25 years now and 

defusing opposition to his rule. That said 

situation does appear relatively tense 

light of the unprecedented rioting that rocked MaleV 

last September after prison violence on a nearby island 
(see Reftels). The official reports that Gayoom ordered 
to look into the September violence are now out and in 
public view 

of the fact that some sections were redacted 

that there has been a cover-up (Gayoom says the redacted 
sections deal with issues that need to be protected for 
reasons of national security). Given the ferocity of 

the charges and the apparent web of support the MDP is 
netting 

COMMENT. 


7. (U) Minimize considered. 


LUNSTEAD 
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Karuna was quoted as making some moderate themed 
comments about the situation in the south 

perhaps that the LTTE wants to underscore a 
willingness to show patience. 


-- Polls: Just want to mention that this is not lowa 

or New Hampshire and there are not a myriad of polls 
showing how the horse race is shaping up. In fact 
have not seen a poll yet. We\'ll tell you when we do. 
We have heard that the Center for Policy Alternatives 
is planning to do a poll which should be ready in mid- 


Column 3 

March. By the way 

made public during the whole of the last parliamentary 
election campaign in late 2001. (POL) 


NOMINATION FOR POLITICAL LE TRAINING 


2. (U) The Desk will see a front-channel nominating Pol 
FSN Prasad Gajaweera for Political FSN training at FSI 
in September 2004. We would appreciate it if you would 
touch base with FSI on this soon. We would dearly like 
Prasad to be able to get the needed training. Thanks. 
(POL) 


LUNSTEAD 
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Mirahur and Enhos 
ceased in 1990 when UN sanctions were imposed. 


4. (Sbu) The Central Bank officials are hopeful the Iraqis 
will not dispute the authenticity of the debt 

have had correpondence as recently as 2001 from the lragi 
central bank disputing minor interest charges 

official who signed the Central Bank-to-Central Bank 
agreement 

correspondence from the Iraqi Central Bank in October 


5. (Sbu) In a meeting late last year with econoffs 

Ayhan 

referred to this roughly USD 1.3 billion in Iraqi debt as 

being lraq\'s only debt to Turkey 

claim from the Turkish Ministry of Forests arising from 
pollution caused by Iraq. Comment: Post understands the IMF 
has reported a total of USD 1.6 billion of Iraqi debt to 

Turkey but post cannot account for the difference with 

Central Bank and MFA figures. End Comment. 


EDELMAN 
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They noted that there were some factional issues within the 
MDC as well 

MDC-dominated Harare Municipal Council. Ncube said that the 
best solution would be mass resignation of the Council and 
new elections 
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were uncertain that the MDC councilors would agree to resign. 
This played directly into the hands of Local Government 
Minister Chombo 

to the point that they were allowing Town Clerk Chideya 
Chombo\'s front man 

leadership in the embarrassing position of having to remain 
mum on the poor performance of its own Council. 


5. (c) Queried on when the MDC might consider mass action 
if ZANU-PF refused to engage in talks 

both appeared uncomfortable. Ncube said that he was unable 
to predict this 

difficult to mobilize the population to mass action. He 

added that this could backfire anyway 

the South Africans an excuse to claim that just as a 
breakthrough appeared imminent 

scuttled the opening. 


6. (c) On the subject of elections 

massive voter transfers in the Gutu by-election had tipped 

the scales in favor of ZANU-PF. While there had been less 
overt violence than in the past 

especially of traditional leaders. GOZ threats to strip the 

leaders of their status had worked -- they had fallen in line 
behind ZANU-PF. Ncube said that he had learned that a UNDP 
team would be in Zimbabwe in early March to do an election 
assessment. He said that the GOZ had requested assistance to 
the tune of 27 billion Zimbabwe dollars. Both Ncube and 
Tsvangirai questioned how deep UN commitment to pressing for 


SIPDIS 

a free and fair election might be. Nonetheless 

encouraged the UN assessment mission as a means to press for 
the massive overhaul of Zimbabwe\'s election process needed to 
make elections free and fair. Should the GOZ reject UN 
recommendations for election system changes 

expose the GOZ\'s unwillingness to organize fair elections. 


7. (c) Comment. ZANU-PF and the GOZ-controlled press have 
recently sought to create the impression that there is a 

growing rift between the two most senior MDC leaders. Our 
assessment is that this is little more than 

propaganda/wishful thinking on the part of ZANU-PF 

Tsvangirai and Ncube continue to see eye to eye. 


SIPDIS 
SULLIVAN 
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to several members of various political parties 

them with being government spies. Russia\'s Ambassador sent 
a warning to Maoists that \"we are watching 

government\'s assistance to Nepal. End Summary. 


RNA \"OPERATION BLITZKRIEG\" KILLS 19 


2. On February 6 

Blitzkrieg\" deep in the jungle of Parsa District 

of Kathmandu 

reportedly were Maoists 

the crossfire.\" On February 9 

Gurung said troops launched a military offensive after 
learning of a planned attack on army bases in that region by 
Maoists. Gurung praised the operation\'s success 

Maoists\' official website accused security forces of killing 
their cadres in \"a fake encounter.\" The rebels alleged that 
the army murdered their cadres in \"a cold-blooded incident\" 
after they had been arrested. Gurung denied the 
allegations 

captured Maoists because they can \"extract important 
information from the arrested Maoists 

them?\" 


3. Local human rights organizations were quick to criticize 

the RNA for the deaths of the two civilians 

old woman and an unidentified male 

claim that there was an encounter. RNA spokesman Colonel 
Deepak Gurung acknowledged that the woman might have been 
killed in crossfire 

killed her.\" Gurung also said security forces repeatedly 

asked the rebels to surrender 

area commander began firing at them. 


4. Fifty-one Maoists reportedly were killed in other 
clashes with security forces. On February 12 

were killed in the neighboring districts of Parsa and Bara 
and one in Salyan District. Five rebels were killed in Bara 
District in two separate clashes on February 9 and 11 

two each in Rautahat District on February 9. Two more were 
killed in Dhanusha District on February 11. The insurgents 
suffered heavy casualties on February 8 with seventeen 
killed; twelve in the eastern districts of Ramechhap 

Saptari 

district of Jumla; and three in the central districts of 

Kaski and Parbat. 


5. Reported Maoist attacks on security personnel injured 
seven and killed one. On February 9 
left a head constable of police killed and an RNA soldier 
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seriously injured in Lalitpur District 
Kathmandu. On February 8 

of Kathmandu 

injured by a Maoist-planted landmine. 


INDIA ARRESTS TWO SENIOR MAOISTS 


6. On February 8 

India and Nepal publicly announced their commitment to fight 
cross-border terrorism 

Magar 

India. The two men were arrested following a tip by India\'s 
intelligence agency 

forces in Nepal. Maoist supremo Prachanda 

press statement released on February 10 

government of taking the men in \"a kidnapping style 

said his party was \"stunned and furious.\" He has demanded 
their release. 


7. The Maoist website continues to publicize its plans for 
amass meeting in New Delhi on February 15. The meeting is 
only one of many activities planned to commemorate the start 
of the so-called V'PeoplesY War" eight years ago 

website urges people to unite against the \"attempt of 
American imperialism to infiltrate South Asia through 

Nepal.\" The statement also accuses America of opting for 
\"dictatorship and not democracy.\" 


8. On February 7 

according to a recently surrendered insurgent 

rebels injured during clashes with security forces receive 
medical treatment in Jalandhar 

Indian state where one of Maoist supremo Prachanda\'s 
daughter reportedly lives. 


MAOIST CONFERENCE PLANNED IN BRITAIN 


9. In an email distributed by the World PeoplesY Resistance 
Movement (WPRM) 

the group announced a conference to be held in London on 
February 18 in support of overthrowing the monarchy. The 
email criticizes the \"imperialists led by the US\" for 
\"stepping up global intervention 

occupation 

The planned conference includes videos of mass rallies in 
Kathmandu 


BOMB BLAST KILLS CIVILIANS; 
KATHMANDU ALSO HIT 
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10. On February 12 

bus 

security personnel also were injured. According to the 
local press 

security personnel were traveling on it 

the strike (bandh) called on that day. A similar attack on 
a minibus on February 11 in Kavre District 

Kathmandu on the east 

soldiers. Maoists reportedly blocked the road and threw a 
socket bomb at the minibus as it approached. 


11. On February 11 

of Tribhuvan University in Kathmandu. Maoists also set fire 
to the same building last year. Two bombs exploded in the 
Kathmandu Valley within twenty-four hours. On February 9 
Maoists detonated a bomb in a ward office in Kathmandu 
District 

early morning in a busy shopping area in the Kathmandu 
Valley. No casualties were reported 

late King Mahendra was damaged. Security reportedly has 
been increased in Kathmandu Valley in preparation for the 
possibility of increased violence during the anniversary of 
the start of the so-called \"Peoples\' War" 


12. On February 11 

Jhapa pulled off a brazen robbery while Prime Minister Surya 
Bahadur Thapa spoke in a nearby government building. The 
rebels stole USD 4 

Office despite the heavy presence of security for the Prime 
Minister\'s speaking engagement. 


MAOIST STRIKE SHUTS DOWN CAPITAL 


13. A Maoist-called nationwide strike (bandh) on February 
12 brought Kathmandu Valley to a standstill (Ref B) but 
remained peaceful. Businesses and schools were closed 
transportation services also halted. Another strike has 
been called for February 17 and also for February 25-29. 


MAOIST SURRENDERS NEARING THREE HUNDRED 


14. On February 6 

Pandey said that over 250 Maoists had surrendered since the 
announcement of the Government of Nepal\'s (GON) amnesty 
program. He praised its success and said the government\'s 
actions are receiving \"wide public support.\" Several 

recently surrendered Maoists addressed reporters on February 
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6 

comrades 

and inhumane\" activities of the Maoists. The amnesty 
program 

extended to April 12. 


HUNDREDS ROUNDED UP FOR MAOIST PROGRAMS 


15. On February 11 

had rounded up over 700 people from the far-western district 
of Accham 

commemorating the start of the \"Peoples\' War.\" Women 
children and elderly were among those forcibly marched to 
the site of the programs. 


PARTY CADRES ISSUED MAOIST DEATH WARRANTS 


16. The local press reported that Maoists have issued 

\"death warrants\" to several members of various political 
parties. On February 12 

of the Communist Party of Nepal-United Marxist Leninist (CPN- 
UML) 

Congress (Democratic) had death warrants issued against them 
after the insurgents accused them of being government spies. 
On February 7 

against three district leaders of the CPN-UML in Shyangja 
District. (Note: On February 11 

of Dhanusha District issued a press statement claiming 
responsibility for the February 2 murder of Hem Narayan 
Yadav 

insurgents said Yadav was killed for spying. End note). 


RUSSIA OFFERS ASSISTANCE 


17. On February 9 

said his government was aware of the terrorist threat in 
Nepal and \"we are watching." Speaking at a press briefing 
the envoy said Russia \"resolutely denounces\" extremist 
violence and noted that the Maoists not only conduct 
military attacks on security forces 

Despite offering support to the GON 

current crisis was an \"internal affair 

elaborate on what kind of support his government would 
provide. 


MALINOWSKI 
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Absolute Poverty (PARPA) by delivering development 
assistance to rural areas\" 

USG. Additionally 

priorities will strengthen bilateral relations. 


5. ACTION REQUEST: We request $90 

Special Self-Help Fund for 2004. The focal areas will 
include but are not limited to: 

- Health: The USG is committed to working with the 
GRM 

HIV/AIDS in Mozambique. Additionally 

are in desperate need of health posts that offer services 
and medicine to alleviate and treat illnesses such as 
cholera 

World Bank Country Assistance Strategy 

Mozambicans in the more rural north have to walk an hour 
to reach a health clinic (84% in the more urban south). 

- Access to potable drinking water: On E/P up-country 
travel 

community residents always site the lack of clean 
drinking water as a major local issue. The quality of 
water available and the distance it takes to walk to a 
well site is a critical social concern. The World Bank 
reports that only one in three rural people have access 
to a protected water source (and only one in forty have 
electricity). 

- Agricultural capacity-building: Rural communities 

must survive off of agricultural production. Communities 
need access to agricultural resources and technical 
training to successfully produce for their families. The 
hope is that resources and training will improve quality 
of life and encourage farmers to produce and sell 
creating small and sustainable business operations. 
According to the World Bank Report 

farmers live on fewer than three hectares of land and 
only about one in ten is able to sell surplus produce. 

- Education: Building educational facilities and 

providing resources is a top priority for the Self-Help 
Program. Children and young people in villages attend 
classes outside and have no pencils or paper. Investment 
in human capital is critical to the nations development 
and must be addressed. The World Bank estimates that 
seventy-two percent of rural Mozambicans are illiterate. 


6. Strengthening the Mission\'s Self-Help Program is 
essential if the USG is serious about contributing to the 
welfare of Mozambicans. Local awareness about the self- 
help process has increased 

the number of excellent ideas for project implementation 
and applications received. A funding increase will permit 
the Mission to accomplish community objectives and 
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support the GRM\'s poverty reduction action plan. 
Strengthening the Self-Help Program is a clear way to 
show USG support for an African nation that has potential 
to be a well-rounded success story economically 
politically 

La Lime 
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full of populist ideas.\" 


4. (SBU) Intense jockeying over assigning Ministerial 
Deputy Ministerial and other high-ranking positions 
exposed other weaknesses in the coalition. The 
Dashnaks (ARF) and Orinats Yerkir ended up with three 
Ministerial portfolios each (out of a total of 16). 

(Note: According to some experts 

for additional new appointments as the fourth pro- 
Kocharian party in the NA 

the \"Peoples Deputy\" fraction join the Coalition. End 
Note.) 


5. (SBU) The fight against corruption 

the potential to become a major challenge for the 
coalition government. The Dashnaks are likely to take 
a leading role in this debate to convince their 

electorate that they are being consistent with their 
pre-election promises. During the World Congress held 
in Yerevan on February 6 

consistently blamed GOAM officials for using their 
offices to accumulate wealth and for engaging in 
commercial activities. By contrast 

Party 

demonstrate their democratic credentials to the Council 
of Europe by pushing forward the GOAM\'s anti-corruption 
strategy. Many Western observers 

strategy as flawed and are not yet convinced the GOAM 
intends to tackle corruption head-on. 


6. (SBU) Nevertheless 

Yerevan is that it is the Republican Party that would 
be most affected should the GOAM seriously take on 
corruption 

almost as an V'outside observer" on the issue. Either 
way 

become a test for the CoalitionVs viability. 

ORDWAY 
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VietnamVs efforts on counterterrorism 

Vietnam\'s participation in the ASEAN Bali CT conference 
recent information sharing efforts with regional partners as 
well as the U.S. 

groups. Both Dung and Bang spoke approvingly about the 
recent visit of the U.S.S. Vandergrift to Ho Chi Minh City 
and a planned second visit of another U.S. Navy vessel in 
April to the northern port of Haiphong. Dung said the GVN 
would welcome \"even more frequent\" ship visits. End 
summary. 


DPM Dung 


2. (U) Ship visits: In addition to a presentation at 

Vietnam\'s National Defense University 

MOD officials and a call on retired hero General Vo Nguyen 
Giap in Hanoi 

during his February 8 to 11 visit to Vietnam (septels) 

Admiral Fargo called on senior GVN officials in Hanoi 
accompanied by Ambassador. Communist Party of Vietnam 
Politburo member and Deputy Prime Minister Nguyen Tan Dung 
and Admiral Fargo reiterated satisfaction at the pace of 
development of bilateral relations in 2003. DPM Dung called 
both Minister of Defense Pham Van Tra\'s visit to Washington 
and the U.S.S. Vandergrift visit to Ho Chi Minh City 
\"milestones.\" He said that he \"welcomed\" the upcoming April 
ship visit to Haiphong 

visit Vietnam V'even more frequently." 


3. (SBU) Transnational issues: Admiral Fargo noted that 
within the Southeast Asian region there are many 
transnational issues of concern shared by both Vietnam and 
the U.S. 

persons 

multinational solutions. Admiral Fargo identified 
counternarcotics 

Vietnamese military officers as the areas with the greatest 
potential for common action. DPM Dung expressed agreement 
with the Admiral\'s assessment 

cooperation should be at the top of the list. In the 

matter of U.S.-Vietnam cooperation on terrorism 

suggested starting with an exchange of information. The 
same mechanism for sharing terrorism-related information 
could be used to share narcotics information 

Admiral Fargo noted that 

issue of concern for Vietnam 

States 

added 

agencies in this kind of activity 
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West 

agencies in the region. He noted that in Thailand 
West had created an intelligence fusion center 
good model to deal with regional CN issues. 


4. (U) POW/MIA: DPM Dung said he would also like to promote 
greater cooperation on MIA issues 

KIAs. He pointed with pride to the efforts the Vietnamese 

had put into this issue 

cases are located in remote areas 

therefore would require further coordination in order to 

resolve. He requested that the U.S. provide more 

information about Vietnamese KIA cases. Admiral Fargo 
thanked DPM Dung for Vietnam\'s help and support in the MIA 
effort 

essential to the progress made to date. He added that the 

USG has provided information relating to Vietnamese KIAs in 
the past 

future. He agreed with DPM Dung about the difficulty of 
continuing in remote or underwater sites 

the reason why the USG wanted to expand cooperation to cover 
underwater operations. Admiral Fargo proposed coordinating 
U.S. and Vietnamese experts to discuss diving and salvage 
possibilities and urged the use of U.S. salvage ships for 
underwater recoveries. 


5. (U) Demining: DPM Dung urged Admiral Fargo to encourage 
the USG 

forward with cooperation with the Vietnamese armed forces to 
help reduce UXO casualties 

occurrence in Vietnam 

bases in the center of the country. He asked the U.S. to 
provide \"better and more practical demining assistance.\" He 
expressed Vietnam\'s appreciation for assistance the U.S. has 
provided to date 

appreciated 

noted that UXO/demining is a global problem and promised to 
\"see what was possible\" to help Vietnam. He added that 
Vietnam\'s expertise in this area is well known might 
represent an opportunity for Vietnam to contribute 
internationally. 


6. (U) IMET: Concerning English training 

noted that there were some things that we would be possible 
immediately 

He encouraged the GVN to consider signing an IMET agreement 
with the U.S. DPM Dung said that \"IMET interests us very 
much\" and that Vietnam would prefer to start cooperation in 

the program with the English training for officers. 


7. (О) Exchanges: Admiral Fargo cited multinational fora as 
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a way to discuss many issues 

of Defense conference and U.S.-Vietnam medicine and military 
law exchanges. He encouraged Vietnam to participate as much 
as possible in the \"full range of events.\" DPM Dung thanked 
him for the offer 

soon. 


Foreign Ministry 


8. (U) Mil/Mil: In the absence of Foreign Minister Nien 
(traveling in the region) 

Minister (and former Ambassador to Washington) Le Van Bang 
who described U.S.-Vietnam relations as \"booming\" in both 
trade and humanitarian areas. He added that improved 
military-to-military relations were the \"core\" of bilateral 
government interaction. He spoke positively of the recent 
U.S. Navy ship visit in Ho Chi Minh City 

that he was impressed by the humanitarian volunteer 
activities undertaken by the sailors during their visit to 
Vietnam. Admiral Fargo noted that another ship visit was 
scheduled for Haiphong 

visits would become a part of regular interaction rather 

than special events. 


9. (SBU) CT: DFM Bang pointed specifically to preventing 
terrorism as an area in which the GVN was taking number of 
new steps 

the region and with Washington 

had attended a recent ASEAN counterterrorism conference in 
Bali. He said that the GVN was working with a regional 
center for counterterrorism in Indonesia 

participating in regional counterterrorism and law 
enforcement working groups. DFM Bang characterized the 
threat posed by groups such as Jemaah Islamiah as 
considerable. \"We must have good coordination to follow 
such organizations 


10. (U) More CT: Admiral Fargo agreed that counterterrorism 
would be a productive area for interaction 

that Vietnam would have an excellent opportunity to discuss 
this at the Regional Chiefs of Defense discussions that the 
U.S. hosted every year. Admiral Fargo noted that the USG 
frequently sees links between terrorist groups and other 
types of transnational crime 

remarked on the recently signed Counter-Narcotics Letter of 
Agreement between the USG and the GVN 

the GVN might cooperate with JIATF-West. 


11. (U) Admiral Fargo urged establishing an IMET training 
program with the GVN. Bang admitted that English ability is 
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a major deficiency in the GVN armed forces. Admiral Fargo 
suggested that IMET funds could be used to establish in- 
country language training for Vietnamese officers as a first 
step 

in the United States. 


12. (U) Iraq: Admiral Fargo expressed his appreciation for 
GVN contributions to Afghanistan and Iraq. Bang noted 
Vietnam had already donated $700 

(in the form of rice and school supplies) 

\"we\'ll try our best" to secure further donations for Iraq. 
Admiral Fargo urged Vietnam\'s participation in future 
peacekeeping missions. Bang opined that Vietnamese officers 
would have to improve their English abilities first. 


13. (U) Misc: Admiral Fargo reiterated his appreciation 

for GVN assistance on the search for MIAs 

cooperation wherever possible in the search for Vietnamese 
KlAs. Bang also cited demining as an area in which the GVN 
would appreciate further USG assistance. 


14. (SBU) Comment: Admiral Fargo\'s visit was a welcome 
opportunity to maintain momentum in mil/mil ties and in 
moving forward in bilateral ties in general. We are 

especially encouraged by the DPM\'s emphasis on information 
sharing in the CT and counternarcotics arenas 

that this will move forward by cautious steps 

bounds. 

BURGHARDT 
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Protestant churches in the Central Highlands. 


2. (SBU) COMMENT: The decree has caused considerable excitement 
among some Central Highlands Protestant leaders 

developing their own plans to implement the steps of the decree 

(reftel). This decree may also account for some of the reports of 

better treatment of the Protestants in the Central Highlands and 

the lack of reported incidents of serious oppression over 

Christmas 2003. 


3. (SBU) Complete translation of the decree follows: 


QUOTE 

Government Committee on Religious Affairs 

No.: 782/TGCP-TL 

Re.: Operation of Protestantism in the Central Highlands and Binh 
Phuoc province 


Hanoi 
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To: The Executive Board of the Evangelical Church of Vietnam 
(South) 


With the Government\'s approval 

Religious Affairs hereby announces the continuation of the 
normalization of operation of the SECV in the Central Highlands 
and Binh Phuoc province as follows: 


1. Those groups which have held a general congress and been 
recognized by the authorities as official local churches should 
proceed to apply for a construction permit for worshiping places 
(churches or house churches) in accordance with the law. 


2. Those groups which have stable religious practices and 
have no involvement in the Dega reactionary organization 
waiting to meet all required conditions to hold a general congress 
to be recognized as an official local church of SECV 
proceed to register with the local authorities in terms of 
content 
practice religion normally and responsible before the law. 


3. To prepare conditions for the opening of Bible courses 
(in the form of part-time/in-service training) in order to have 
pastors-in-charge for house churches after the authorities 
recognize them. 


4. Other activities such as reinstatement 
appointment of pastors 
renewals . should be carried out normally in accordance with the 
law. 


It is requested that the Executive Board of the SECV report to the 
provincial People\'s Committees and instruct Representative Boards 
and house churches to implement these directives. 


Signed by Chief of the Government Committees on Religious Affairs 
Ngo Yen Thi 


CC: - The Peoples Committees of the Central Highlands provinces 
and Binh Phuoc 
- Leaders of the Government\'s Organization Board 


END QUOTE 
YAMAUCHI 
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these efforts 

trademark throughout Vietnam. Counterfeit products are 
widely available in all major cities. Additionally 
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according to local Nike reps 

be exported to neighboring countries including Cambodia and 
Laos. 


6. With the goal of building on the success of these 

raids 

on cooperation. Under the terms of the proposal 

will be responsible for conducting a specific number of 

raids per year on a regular basis. At the same time 

will establish a fund for those activities and provide more 
training for MMB officials. The MMB expects to conclude the 
agreement next week. Moreover 

suggested using the MMB\'s cooperation agreement as a model 
document for other provinces and cities\' Market Management 
Bureaus. 


7. Comment: Nike has a considerable investment in Vietnam 
and is working hard to establish good cooperation with the 

GVN on IPR issues. Although Nike and the GVN have a long way 
to go to ensure full protect of Nike\'s trademark 

and the efforts to conclude a cooperation agreement are a 

good first step. The raids also demonstrate that it is 

possible for IPR-dependant industries to establish 

cooperative relationships with the GVN on IPR enforcement. 
Despite being plagued by widespread counterfeit products 

Nike remains upbeat about its operations in Vietnam. 


8. Comment continued: The lack of punitive fines in these 
cases is disappointing. The GVN remains reluctant to levy 
fines large enough to deter future infringement. Mission 
will continue to monitor GVN IPR enforcement efforts and 
encourage the GVN to take stronger measures against 
violators. 


BURGHARDT 
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come and go than to answer their questions." Upon leaving 
the chamber 

proceedings \"polite and decent. V" 


5. (U) Commission officials expressed satisfaction with the 
proceedings 

and expected. Commission Executive Director Ken Attafuah 
said that Rawlings appearance had been a \"victory for the 
rule of law.\" The former president had been called 

to answer two specific evidentiary questions 

expected to testify generally on his knowledge of the 

incidents concerned. 


6. (U) RawlingsY appearance before the Commission was the 
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subject of mounting speculation in recent weeks 

his legal team received repeated requests for information 
and 

Commission has been wrestling with exactly how and when to 
take RawlingsV testimony since March of last year (reftel). 
His former National Security Advisor 

called on February 10 

subject of the murdered judges. Tsikata had offered a 
spirited defense of his actions 

Observers had expected Rawlings testimony two days later 
the identical petition 


7. (SBU) Comment. Ghanaians expected dramatic exchanges on 
one of the most notorious incidents from the early years of 
Rawlings\' PNDC government. Instead 

rather dry discussion on the whereabouts of audio and video 
tapes. Rawlings is subject to recall 

regularly outside the country 

weeks away. The Commission appears content to have secured 
RawlingsY attendance 

however briefly 

the Commission\'s focus on carefully structured proceedings 
may 

accused by Commission witnesses of participation in these and 
other murders. He has yet to account for or defend his 

actions 

still await. End comment. 

Lanier 
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diverts attention from constitutional treaty negotiations 

and sends the wrong signal to the rest of Europe 

to the accession states. Further 

join the club 

element of rationalization in this principled stance. Still 

the MFA is clearly concerned that this latest iteration of an 
EU \"directorate\" will disillusion accession states already 
wary of BrusselsY increasing authority over their affairs. 

The menu of issues on which the V'trilaterals V" views coalesce 
is limited enough 

their ability to drive too much EU policy. Italy agrees that 

a core group of members coming together 

circumstances 

members to come to agreement on the institutional changes 
required to run the EU more efficiently at 25. End Summary. 


2. (C) In an aside during a lunch with visiting US G-8 
Poldir Glynn Davies (septel) 

Ambassador-designate to the UK) Giancarlo Aragona 
clearly irritated about the \"trilateralism\" initiative 

opined that the UK V'had inserted itself" into an ongoing 
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Franco-German dialogue simply in order to protect its own 
interests. Though member-states had long understood the 
\"special psychology\" underpinning the Franco-German 
relationship 

shared so few common positions 

issues. \"We feel strongly\" that it\'s simply a bad idea 
Aragona underscored. 


3. (C) MFA director for EU institutional issues 
Buccino-Grimaldi 

statement on January 20 and follow-up press interviews made 
clear that Italy agrees the EU integration process must 
accelerate 

Frattini underlined (in that interview) that if Italy had 

been offered the opportunity to join the three 

refused. Most worrying 

that the initiative diverts attention from the ongoing effort 

to forge an EU constitution 

integrate new members. Italy is not necessarily opposed to 
smaller groups eventually taking the lead on key EU 
initiatives 

cooperation as prescribed in a constitutional treaty 

with the ultimate aim of forging consensus on required 
institutional changes. 


4. (C) Buccino-GrimaldiVs view is that the inherent 
differences in how the three view key EU issues (particularly 
defense) will ultimately limit the influence of 

\"trilateralism\" in the long run 

negotiations begin to indicate chances for adoption of the 
constitutional treaty during the Irish or Dutch Presidencies. 
While echoing Frattini\'s assertion that Italy would have 
refused if asked to join the three 

on Italy\'s participation in such a grouping should it become 
apparent that agreement on a constitutional treaty is not 
possible. 


5. (C) Daniele Mancini (who reports directly to the Secretary 
General on U.S.-EU relations) told PolMilOff that V'if Italy 

had been asked to join the club 

have refused 

members coming together to push the EU forward would make 
some sense.V The UK-French-German initiative is divisive 
continued 

not least to the accession states. Moreover 

at three plays into the hands of those who would divide 

Europe into new and old camps. 


6. (C) Comment: Leaving the door open to possible Italian 
participation in a core group 
the collapse of debate on the constitution 
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question Italy\'s claim that if asked 

joined the UK-French-German initiative. Readers who recall 
how hard Italy fought to join exclusive foreign policy 
groupings like the Quint and the Contact Group may also find 
it hard to believe that the Italians are anything other than 
insulted at not being invited. But times change. Italian 
officials are clearly dismayed by efforts to create an EU 
avant-guard at such a crucial moment in the EU constitutional 
process. Our initial soundings suggest Italy will neither try 

to break into the club nor seek to create a counterbalancing 
axis. Rather 

decision making on foreign policy and seek to position itself 


as the high-minded champion of inclusive decision making 
within the EU 

\"directorate\" prevent it from getting political legs. On 
February 17 (the eve of the next trilateral summit) FM 
Frattini will make a major foreign policy address to 
Parliament. We expect that ongoing debate within the Italian 
government on how to deal with \"trilateralism 

Italian and EU perspectives will be a major theme of his 
speech. 


SEMBLER 
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arguments.\" Previously anxious about Nigeria\'s future 
seemed confident in the country\'s ability to weather even the 
worst scenarios looming ahead. END SUMMARY. 


UWAIS COMMENTS IN PUBLIC 


2. (U) Publicly 

on the Nigerian public to help \"police\" the judiciary. He 
asked that any citizen who knew of judicial malfeasance come 
forward to help the Supreme Court and the National Judicial 
Council (NJC) ferret out the \"few bad judges.\" He also 
lamented that judges were being subjected to unprecedented 
pressure from outside the courts system and many felt unable 
to perform their duties. Citing the Omisore case and its 

list of revolving judges 

should not prevent a judge from carrying out his duty. 
However 

\"high-profile\" cases to junior members of the judiciary 
practice endorsed by many senior judges in order to protect 
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themselves. The senior judge in the jurisdiction should 
accept any case with the potential for publicity and 
political blowback 


3. (U) Responding to the reporter\'s questions on an Enugu 
State judge issuing an order ousting the Anambra State 
governor 

jurisdiction\" has been under serious discussion within the 
judiciary for some time. At the December annual judiciary 
retreat 

primary issues. On the specific case 

Nnaji 

Anambra Governor Ngige again 

questionable rulings before his case would rise to the level 
of the NJC. Uwais declined comment on the ruling as it was 
still sub judice 

they should refrain from entertaining cases outside their 
respective states of jurisdiction. 


4. (U) Finally 

not be held responsible for \"courting military intervention. V" 
He averred that no past coup had been instituted because of 
judicial actions. Uwais agreed that conflicting judicial 
decisions were troublesome 

processes to continue to their logical conclusions 

Supreme Court if necessary. 


PRIVATELY 


5. (S/NF) In his meeting with PolOff on the same day as the 
newspaper interview 

discussed the Election Tribunal hearing the complaints of the 
ANPP and its candidate Muhammadu Buhari. Uwais said that he 
was V'tired of meddling from above.\" He complained 

specifically about Nnaji in Enugu and what he said was 

President Obasanjo 

Appeals Court in exchange for the decision. He cited the 

history of cooperation between the Presidency and another 
judge 

\"we recommended that the President sack Egbo-Egbo but he has 
refused to act. He commented that the NJC played an 
investigatory and advisory role 

removed without the Presidents concurrence 

undermining the independence of the judiciary. 


AND ON THE ELECTION TRIBUNAL 


6. (S/NF) Turning to the election tribunals 

obviously been considering the judicial dilemma for some 
time. \"We know the PDP rigged the elections 

itis up to the ANPP to prove itV' in court. Stating that he 
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had been following the tribunal on a daily basis 

that the evidence presented thus far was \"substantial.\" 
Uwais also pointed out that the President and INEC would be 
limited in presenting their defense: The prosecution and 
defense were required to file their pleadings at the 

beginning of the case 

it appeared that Obasanjo and INEC had merely gone through 
the motions without laying the groundwork for evidence they 
might present to refute the ANPP 

7. (C) Discussing the theoretical outcome of the case 

said that if the Tribunal found in favor of the ANPP 

would have to declare the April 19 election \"a nullity.\" At 
that point 

be in office. The leadership mantle would pass to the Senate 
President who would be directed to conduct new elections 
within a specified period. Since INEC would be a losing 
party in the case 

alternative would have to be found to direct the new 
elections. 


8. (S/NF) Uwais said that the outcome depends on how well 
ANPP attorney Mike Ahamba presents his case. He is doing 
well so far 

remains concerned about the potential for disruption and 
confusion in the wake of the tribunal 

by the President to argue against entertaining the case. 
Uwais said he foresees potential problems for Nigeria 
regardless of who wins the case. On these matters 

said that he had consulted with a wide range of politicians 
and military officers over the past few weeks. He stated 

that the concerns he once had about annulling the election 
\"are now satisfied.V If Ahamba makes his case in 13 or more 
states 

decide the case solely on the merits of its legal arguments. \" 


9. (S/NF) COMMENT: At his most recent previous meeting with 
PolOff 

apprehension about the confusion that could arise from 
overturning the elections. In this meeting Uwais seemed less 
concerned about the prospect of confusion 

about the future of Nigeria 

dispensation. For years 

to clean up the judiciary and re-establish its independence. 
ANYASO 
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transition 

continuing to arrest NLD members for conducting peaceful 
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political activities. These latest arrests 

total 

between ASSK and the SPDC aimed at the short-term objective 
of releasing all remaining post-Depeyin NLD prisoners. END 
SUMMARY. 


2. (C) According to Embassy and National League for Democracy 
(NLD) sources 

Intelligence (OCMI) has arrested numerous NLD members in 
recent weeks. On January 4 

arrested U Myint Aye 

and U Tin Maung Kyi 

reportedly rounded up for the illegal distribution of over 

3 

Human Rights 

believes that OCMIVs \"Unit 7\" interrogated the two men and 
then transferred them to Rangoon\'s Insein Prison 

releasing them to NLD CEC member U Nyunt Wei in early 
February. 


3. (C) Sources also indicate that OCMI arrested NLD youth 

leader Myint Ngwe in Yenanchaung Township (Magwe Division) on 
January 21 for the unauthorized distribution of leaflets on 
HIV/AIDS. On January 30 and 31 

Maung Maung Kyaw Aye 

May 

unknown reasons. 


4. (SBU) On February 11 

Bogalay Township (Irrawaddy Division) for allegedly planning 

NLD party ceremonies to commemorate Union Day on February 12. 
MI agents picked up one of the seven members when he 

returned from Rangoon to Bogalay with the NLD\'s Union Day 
statement. 


5. (C) COMMENT: The SPDC made loud noises in mid-January to 
draw attention to their release of 26 NLD members imprisoned 
in connection with the May 2003 attack on ASSK and her NLD 
convoy. The act was gratuitous 

had ever been officially charged 

believe that the regime was beginning to ease up on the 
pro-democracy movement. Old habits die hard 

these latest arrests are further indication that the SPDC has 
little intention of giving the NLD any genuine breathing room 

to function as a political party. END COMMENT. 

Martinez 
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criticized the problem as one of political action 

He said the GVN was just helping Vietnam\'s Buddhists achieve their 
own goals of unification 
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should be playing a role in that debate in the first place. Vice 
Chairman Tai told the delegation they would not be able to meet 
with detained UBCV Deputy Thich Quang Do in HCMC during their 
visit 

undertaking actions \"detrimental to the state.\" Addressing 
Protestant issues 

problems between police and believers were responsible for the 
physical altercation at a local house church last year. He said 
that the court case scheduled for the next morning against Pastor 
Bui Van Ba for attacking police during that incident had been 
postponed for the Tet Lunar New Year. Responding to a proposal 
from the CIRFDEL 

working with experts from other countries 

ASEAN context 

local authorities. 


6. (SBU) Vice Director Vo Ngoc Hue of the HCMC Committee for 
Religious Affairs expanded on some of those themes in a separate 
meeting. Warning the delegation not to believe distortions about 
religious freedom in Vietnam 

uproar over several recent cases of alleged oppression. He 
claimed that the detentions following attempts to hand out 
religious tracts packaged as official brochures during the 
December Southeast Asia Games were related to copyright 
infringement 

discussed by Vice Chairman Tai 

not a legally ordained pastor and had been responsible for 
throwing the first punch. (Note: Pastor Ba had already confirmed 
the latter claim to ConGenoffs himself. End Note.) Mr. Hue asked 
the delegation to take a more comprehensive view of religious 
issues in Vietnam 

individuals who distorted information for their own interests and 
worked to undermine the government. Dr. Flipse pointed out that 
the way to avoid such problems was to avoid entering known house 
churches in that fashion during worship services 

pastors to be trained and ordained 

forbidding congregations from building churches outside of their 
homes. Regarding the UBCV 

delegation would not be able to visit with Thich Quang Do while he 
was under investigation. (He said the group had been allowed to 
visit imprisoned priest Thaddeus Nguyen Van Ly during their time 
in Hanoi because Ly had already been convicted and sentenced.) 
Mr. Hue was unable to answer questions regarding what sort of 
state secrets the 76-year-old Buddhist monk might have been 
carrying. Urged to allow the UBCV to register as a legal 
organization independently of the VBS 

Vice Chairman TaiVs response that the Buddhists themselves were 
opposed to this plan. He did seem amenable 

registrations for pre-1975 Protestant denominations outside the 
umbrella of the SECV. 
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7. (SBU) Thich Thanh Tu 

of the Vietnam Buddhist Sangha 

oppressed in Vietnam. He asserted that unification of VietnamVs 
disparate Buddhist organizations after 1975 had actually brought 
harmony to Vietnam. He too claimed that former leaders of the now 
banned UBCV had willingly merged with the Vietnam Buddhist Sangha 
in 1982 

misrepresenting themselves 

existed. Thich Hien Phap 

Council of the VBS in HCMC 

the different Buddhist sects in Vietnam 

on their political activities during the war years. He too was 

unable to answer the question of why the VBS would be opposed to 
the establishment of a separate UBCV organization 

monks should work together for social stability. While he said he 
respected the UBCV monks as Buddhists 

allowing themselves to be influenced by outsiders. Asked for his 
views on the wisdom of drafting a new law on religion (the monk is 
also a National Assembly delegate) 

to prevent the spread of superstitions. 


9. (SBU) Le Khac Dung and Dao Van Khue 

of the Evangelical Church of Vietnam (ECVN) in Hanoi 

critical of the Government. Noting the small size of the ECVN -- 
three pastors and 10 preachers -- they complained that the 
Government had blocked other preachers from being ordained 
leaving the church unable to meet the needs of its 11 churches and 
six other places of worship. Dung and Khue said that the 
Government had actually tried to force the ECVN to accept a 
Government nominee as a pasior at one time 

had refused. (Note: It appears that this happened several years 
ago. End note.) The two talked of the EVCN\'s plans to hold a 
national convention 

dispute with local authorities over the Haiphong congregation. 
The GVN had also warned them against accepting new members 
churches from the Northwest Highlands until they could be sure of 
the moral character of the applicants. They noted that they had 
heard stories about persecution of Hmong Protestants in the 
Northwest Highlands 

claims themselves. Many of the problems 

to authorities not understanding the Hmong \"Vang Chu\" religion 
which they said is actually Protestantism. 


10. (SBU) According to officials of the government recognized 
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Southern Evangelical Church of Vietnam (SECV) in HCMC 
situation seemed to have improved a little more with every new 
delegation from the U.S. and other interested countries. Still 

they regretted the fact there were so few churches for the 
organization\'s 1.2 million believers 

pastors were registered. They hoped to break ground on new 
quarters for the new Protestant seminary on a four-hectare site 
this June. They acknowledged that the problems were worse up 
north. The SECV leaders said the treatment of Protestants in any 
given location depended greatly on local authorities 

any sort of national policy. They worried that the new law on 
religion currently being drafted in Hanoi would have a cultural 
dimension that would favor Buddhism and indigenous religions over 
Christianity. 


11. (SBU) In meetings with prominent house church pastors in HCMC 
the picture was mixed. While some felt conditions were improving 
in certain parts of the country 

outright lies. As has often been the case with visitors in the 
recent past 

abuses within the prior six months to one year 

to rely on older material 

back to 2002 

their children will say no to drugs and Protestantism as a 
precondition to enrolling in school. One pastor mentioned a 
couple that was fined for reading the Bible together 

few details. A pastor who is active in the Northwest Highlands 
said the GVN was becoming more and more concerned that the 
region\'s 1.2 million Hmong (460 

seek to establish an autonomous state. A pastor currently 
affiliated with the SECV told the delegation he had come to meet 
them privately because he felt restrained from speaking the truth 
in the presence of his fellow legal church leaders. He decried 

the lack of real church buildings and the difficulties faced by 
Christians in more remote areas of the country. 


12. (SBU) Meeting with a second group of Protestant leaders in a 
nearby house church because the pastors thought there were too 
many police around the original meeting site 

heard more general statements rather than specific allegations. A 
well-known pastor once affiliated with the SECV but now operating 
independently claimed the situation was not better or worse 
different 

agreed that international pressure works 

should focus less on registration of individual churches and more 
on noninterference in their affairs. One of these pastors 
summarized his views for Dr. Flipse the following day at his own 
house church 

greater transparency in government decisions on religion 

return of church properties. He thought the GVN needed to do a 
better job of listening to its own people and trying to understand 
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their religious needs. While he had heard that the GVN was 
considering allowing pre-1975 denominations like the Mennonites 
Baptists 

GVN would only allow what it thought it could control. Under the 
circumstances 

and hand over management of its affairs to the government 

the fact that he had attempted to register in the past. He also 
told the delegation that he had recruited 2000 members for his 
Christian Boy Scout troop 

pioneering spirit of the communists but without the communist 
mindset. Many of the members were living in camps rather than 
with their families and were given regular skills training. The 
Boy Scouts also operated as something of a security force for 
Christian gatherings. 


13. (SBU) Leading Hoa Hao and Cao Dai dissidents also seemed to 
have gone the route of looking at the big picture 

raising specific abuses. Blaming the rift within their own 
organization on government opposition to reconciliation 

Hao asked the international community to continue to press for the 
right of religious groups to govern themselves. They also noted 
that they have their own lines of communication with both their 
counterpart recognized religious bodies and also the GVN 
continued to approach them with offers of reconciliation. Both 

were adamant that they would not join what they considered to be 
government-run organizations. Neither seemed to place much value 
on working ecumenically to deal with common problems. (Ina 
reminder of the mystical nature of the Cao Dai faith 

representatives told the CIRFDEL that they had foreseen changes 
within the next five months in a seance.) 


15. (SBU) In a brief detour from the primary focus of religious 
freedom 

democracy activist Dr. Nguyen Dan Que in HCMC. (As with Thich 
Quang Do 

Dr. Que on the grounds that he was still under investigation.) 

She told the delegation she was continuing to make monthly visits 
to the municipal jail 

contact with her husband. On her most recent visit 

days earlier 

small amount of high-blood pressure and ulcer medication 
equivalent of USD$65 for food. She has no way of being certain 
these items reached her husband 
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officials had told her that her husband was in a cell with one 
other prisoner. She believes that person was likely placed there 
to keep an eye on her husband. Prison officials also promised to 
inform her of any medical problems that arose. Sounding slightly 
more radical than in the past 

wanted change 

feelings. She regretted the personal sacrifices she had made over 
the past nearly 30 years 

speaking out. She thought the new spate of arrests of prominent 
activists last year represented a new tactic on the part of the 
GVN. She thought her husband would likely be sentenced to 5-7 
years in prison this time 

also said the GVN wanted her to write some sort of letter 
requesting an amnesty for her husband 

to any GVN quid pro quo. 


16. (U) The delegation did not have an opportunity to clear this 
cable before their departure. 


YAMAUCHI 
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CNE building. 


2. Carter Center: 


-- (U) Visiting Carter Center representative Jennifer McCoy 
met with CNE Director Jorge Rodriguez February 12. She 
announced that the Carter Center was concerned about public 
safety at the CNE building for the up-coming marches. The 
OAS and Carter Center will meet together with the CNE on 
February 13. 


3. GoV: 


-- (C) Acting ForMin Arevalo Mendez told the Ambassador on 
February 11 the opposition is trying to recreate the events 

of April 2002. However 

allow it this time. 


-- (U) Minister of Infrastructure Diosdado Cabello said on 
February 11 the GoV would \"defend democracy 

GoV was planning an \"autogolpe 

would abide by the decision of the CNE. 


-- (U) MVR Deputy Dario Vivas announced on February 12 the 
GoV would begin Carnival celebrations one week at Plaza 
Venezuela 

distribute copies of the signatures to its marchers. 
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4. Opposition: 


-- (C) Former Chavez advisor and current Chavez critic Luis 
Miquilena told the Ambassador said he believes the \"fix is 
in\" with the CNE 

referendum. 


-- (C) Rumors persist that elements on both sides are 
planning to stage violent attacks during the February 13 and 
14 marches in an attempt to garner support. 


End Summary. 


Look Again: CNE To Re-hash Signatures 
Using Tougher Standards 


5. (C) OAS observers told poloff late on the evening of 
February 11 that 

signature forms for the presidential recall referendum from 
11 states to an additional verification process 

stricter criteria. OAS observers told poloff that during the 


inspection of the opposition\'s presidential recall signature 

forms the criteria for verification were tightened (see 

reftel) 

forms were referred to the CNE\'s Superior Technical Committee 
(CTS) for additional review. The CNE\'s decision will ask 
workers to go back and look at all the forms previously 

reviewed to see if they meet the new higher standards. 


6. (C) A total of 25 percent of the signature forms have been 
sent to the CTS for additional review so far. The CNEVs 
decision to review all forms using the new tougher criteria 
could result in an additional 90 

roughly 900 

thereby throwing as many as 50 percent of the signature forms 
into the pile to go through the heightened CTS scrutiny. 

This move will certainly slow the verification process and 
increase the number of signatures that could ultimately be 
stricken from the count. 


7. (U) CNE Director Jorge Rodriguez announced February 12 the 
results of the signature drive would be known by the end of 
February. The CNE also announced that on February 12 they 
would begin to discuss establishing criteria for the CTS 
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committee 

instructions. Visiting Carter Center representative Jennifer 
McCoy met with CNE Director Jorge Rodriguez February 12. She 
announced that the Carter Center was concerned about public 
safety at the CNE building for the up-coming marches. The 

OAS and Carter Center will meet together with the CNE on 
February 13. 


8. (U) CNE Director Jorge Rodriguez 

pro-Chavez Fifth Republic Movement (MVR) party 
statement February 11 to decry various unnamed \"sectors\" 
trying to hinder the CNEVs work 

forces were pressuring the body to decide in their favor. 

Not to be outdone 

appointed by the opposition 

remove a vocal group of pro-Chavez activists (\"chavistas\") 
camping on the sidewalk outside the CNE building. The 
chavistas 

cameras and made speeches on bullhorns outside the CNE 
February 12 

confront opposition marches scheduled for February 13 and 14. 
Some wore Che Gueverra-style combat fatigues and berets. 
Nevertheless 

results of the signature drive would be known by the end of 
February. 


9. (C) Acting Foreign Minister General Arevalo Mendez told 
the Ambassador on February 12 that the opposition is trying 
to recreate the events which lead to Chavez\'s temporary 
removal in April 2002. However 

neighborhoods of the capital will not march this time. 

Mendez said April 2002 was the only time in the country\'s 
history when Venezuelans took to the street to protest a coup 
dVetat. The difference between today and April 2002 
Mendez 

prevent the opposition from attempting a coup to begin with. 


10. (U) Diosdado Cabello 

and a long-time Chavez hard-liner 

of words on February 11 by saying that the GoV knew how far 
it was willing to go \"to defend democracy\" and Chavez\'s 
self-declared bolivarian revolution. Cabello denied that the 
GoV was planning an \"autogolpe 
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recall referendum 


the decision of the CNE. 


11. (U) MVR Deputy Dario Vivas announced February 12 the GOV 
would begin Carnival celebrations one week early by having 
activities such as beauty contest preliminaries at Plaza 

Venezuela 

distribute copies of the signatures to its marchers. 


12. (C) During a February 12 meeting with the Ambassador 
former Chavez advisor and current Chavez critic Luis 
Miquilena said he is very worried about the CNE\'s handling of 
the presidential signature drive. Miquilena believes the 

\"fix is in\" with the CNE 

stop the referendum. Miquilena also sees a potential for 
violence this weekend 

react strongly. 


13. (C) Rumors persist that elements on both sides are 
planning to stage violent attacks during the February 13 and 
14 marches in an attempt to garner support. In one scenario 
an opposition fringe group is rumored to be instructing 
demonstrators to bring guns to the February 14 march on the 
CNE to protect against expected attacks from pro-GoV 
activists (\"chavistas\") 

themselves in order to repeat the events of April 2002 

the military intervened and temporarily removed Chavez. 
Other opposition rumors suggest that chavistas are willing to 
shoot their own supporters and cleverly blame it on the 
opposition in order to trigger a popular pro-Chavez outcry. 


14. (C) The GoV 

theories. During a February 12 meeting with poloff 

MVR deputy Calixto Ortega painted an elaborate picture in 
which he asserted anti-GoV activists plan to infiltrate Lina 
Ron\'s group and throw explosives at the CNE building on 
February 13 or 14. Ortega suggested this would provide cover 
for the opposition to enter the CNE 

their \"mega-fraud 

distanced himself from Lina Ron 

uncontrollable extremist working on her own behalf. While 
Ortega said he was sure that authorities would cooperate to 
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keep violence to a minimum 

its Youth Convention (see reftel) in order to have GoV 
supporters on hand in case things \"get rough.\" 
SHAPIRO 


NNNN 
2004CARACA00535 - CONFIDENTIAL 


13950 

traders have devised ways to ensure that the corn grain they 
buy in Spain has less than 0.1% GM content 

agreements with individual co-ops 

product starting from the seed invoice to the farmer 
agreement with the Swiss company Societe Generale de 
Surveillance (SGS) to carry out testing and certification at 
various steps in the commercialization chain. In other 

words 

even in the absence of formal coexistence regulations sought 
by some EU member states. And they have done it while 
maintaining what many farmers have found to be a commercial 
advantage of Bt over non-Bt corn. 


PROPOSAL: SPREAD THE GOOD NEWS 


4. Our idea is to disseminate the message of Spain\'s success 
by creating a short video recounting the history of Spain\'s 
planting and commercialization of Bt corn and highlighting 

the perspective of the farmers and traders involved. We 
believe that we would have cooperative Spanish partners in 
ASAJA 

Association 

Food and Beverage Industry Association 

Spanish central and/or local governments. The video would be 
filmed in Spanish 

Latin America in educating farmers 

government officials on SpainYs experience. With subtitling 
Embassies in Africa and Asia could do likewise. 


5. Local estimates for filming and editing a fifteen minute 
video ranged between 17 

studio product and approximately 5 

version. While it may not be possible to fund the project 
exclusively out of EB public diplomacy monies 

bureaus or other agencies (USTR 

interested in pitching in. We could also approach the 
Spanish government to co-fund 

productVs potential utility in Latin America. 


6. Embassy would be happy to work with Washington on this 
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project. 
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government engaged with the World Bank in a $240 million 
project to manage wastewater in the coastal cities. Zadar 
and Opatija were the first towns to start the project. 


Coast Guard 


7. Kalmeta liked the idea of a Coast Guard as it exists in 
the U.S. His ministry was drafting legislation to 

establish such a Coast Guard and welcomed U.S assistance 
and experience in this matter. 


Comment 


8. Kalmeta\'s gigantic ministry came as a result of merging 
three ministries into one. While highly talented -- 

Kalmeta was described during the election campaign as 
Croatia\'s most V'successful mayor\" -- the Zadar native is 
still trying to determine where his huge portfolio ends. 

His public works and reconstruction predecessor 

Cacic 

shoes to fill. To a large extent 

performance will be measured by KalmetaVs achievements 
both domestically (tourism and road building) and 
internationally (return and reconstruction). Despite this 
pressure 

than a politician 

eye is set on results. 


FRANK 
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fees charged on the Iraqi side of Habur Gate; the lack of 
security on the roads for Turkish truckers; the lack of 
secure parking areas near major cities; and the lack of 
secure warehouse for depositing and storing goods. End 
Summary. 


2. (SBU) Professor Guven Sak 

of Chambers of Commerce and Exchanges (TOBB) 

read-out February 11 on TOBB\'s February 9 visit to Baghdad. 
He said TOBB\'s leadership was very pleased with the visit 
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and expressed particular appreciation for CPA\'s and CJTF-7\'s 
efforts to support the visit 

\"great\" security. Sak said the delegation came away with the 
impression thatthe USG has subtly shifted its view of 

Turkey\'s role in lraq 

role in Iraq's economic reconstruction. We responded that 

the USG has always welcomed a positive 

role in lraqi reconstruction. 


3. (SBU) Sak said the delegation had raised numerous issues 
with Ambassador Bremer and others in Baghdad. A high 
priority for TOBB is to help develop the Iraqi private 

sector. To that end 

in finding a local business executive to head the Iraqi side 

of the Turkey-Iraq Business Council. As an immediate 
follow-up 

to Baghdad in March to meet with the Iraqi Contractors\' 
Federation (Sak was not sure if that was the groups official 
name). TOBB also understood that CPA had agreed to organize 
a meeting in April (also in Baghdad) between Turkish 
suppliers and the primary contract winners. 


4. (SBU) Sak said the delegation had pushed for the USG to 
award at least one primary contract to a Turkish company 
arguing that this would allay continuing Turkish concerns 

about whether they were being given a fair shot at contracts. 
We responded that this was \"old think" TOBB needed to get 
away from the notion that contracts should be awarded for 
political reasons. The USG had taken numerous steps in 
recent months to ensure Turkish companies had every 
opportunity to compete for contracts 

should be confident that it can compete on merit. 


5. (SBU) The TOBB delegation 
resolution of four V'smallV problems that Turks believe are 
hindering the developing of Turkish-Iraqi trade: 


-- illegal fees being charged Turkish trucks once they pass 
through Habur Gate. Sak said officials on the Iraqi side of 
the border even had a printed list of the fees to be charged 
for various types of cargo. He acknowledging that the 
existence of these fees was partly Turkey\'s fault 

Turks had negotiated such a system with the KDP in the \"old 
days.\" Still 

the Turkish-Iragi border -- but not on Iraqvs other borders 

-- constituted a discriminatory trade practice. 
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-- the continuing lack of security for Turkish truckers as 
they drive through northern Iraq to deliver and pick up 
goods. Sak suggested that providing Iraqi license plates to 
the trucks 

would help a great deal. 


-- the lack of secure parking areas outside large cities. 
Without a safe place to stay overnight at their destinations 
Turkish truckers were very hesitant to carry goods more than 
a short distance into Iraq. 


-- the lack of secure warehouses. Sak argued that 

to develop in central and southern lraq 

the Ігадіѕ/СРА build a network of secure warehouses where 
goods can be deposited and stored. 


6. (SBU) Sak said the Commander of Coalition Forces in 
Kirkuk had invited Turkish businesses to visit Kirkuk to look 
at business opportunities. TOBB is now considering whether 
and when to visit Kirkuk 

they had been invited (Erbil 

interest in efforts to promote Iraqi reconstruction in 

general and Turkish-lraqi economic relations specifically 

but noted that some of the TOBB delegation\'s actions in 
Baghdad -- not sticking to the schedule 

members at the last minute 

breaks -- had not been helpful. Schedule changes and demands 
that might be manageable in Istanbul or New York were not 
easily managed in Baghdad 

keep that in mind. Sak acknowledged the point. 

EDELMAN 
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expected to refrain from such an involvement due to fears of 
delaying the negotiation process. Foreign Minister Gul said 
that the Turkish side would continue to demonstrate goodwill 
in the talks. Ankara has not objected to the Annan 
conditions. In return 

for possible amendments to the UN-sponsored peace plan. 
Turkish dailies reflect a mood of celebration for TurkeyVs 
"diplomatic success 

chief architect of a solution in Cyprus through its 

political determination and diplomatic creativity. But 
Denktas expressed caution 

from guaranteed. Meanwhile 

boosted share prices on the Turkish stock market yesterday. 
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Amnesty International meets PM Erdogan: During a meeting in 
Ankara on Thursday 

President Irene Khan urged Prime Minister Erdogan to secure 
the release of jailed former Kurdish lawmakers Leyla Zana 
and Hatip Dicle. Erdogan accused Al of double standards 
noting that the organization ignored his own trial in 1999 

after Erdogan was charged with reciting a religious poem 
while at the same time it was intervening in the case of PKK 
leader Abdullah Ocalan. Erdogan said that he could not 
interfere in the ongoing judiciary process concerning the 
Kurdish lawmakers 

for their release. 


Mubarek uneasy with “Greater Middle EastV project: Turkey\'s 
growing weight in the region compelled Egypt\'s President 
Mubarek to pay a hasty visit to Ankara on Wednesday 
according to \"Cumhuriyet.\" Mubarek criticized the US 
strategy for “modernization and democratization\' of a broad 
region from Libya to Central Asia. Mubarek said that the US 
project for a "Greater Middle EastV is nothing but `a pipe 
dream 

and cultural differences in the region. 


Shimon Peres visits Turkey: Turkey\'s EU accession could 
enable the EU to take an active role in the Middle East 
peace process 

said during his visit to Ankara on Thursday. Peres came to 
Turkey as the guest of opposition CHP leader Deniz Baykal. 
Peres noted AnkaraVs possible role as a mediator between 
Israel and Syria 

active in the Middle East peace process. Peres also added 
that a solution to the Cyprus problem could serve as an 
example for the Middle East. 


Medya-TV license annulled: A decision by FranceVs 
broadcasting authority 

TV 

Thursday by a French appeals court. The court ruled that 
Medya-TV was 

TV. The court argued that Medya-TV broadcasts were an 
incitement to violence. Medya-TV broadcasts 

77 countries via satellite 


EDITORIAL OPINION: 
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Election 2004; Cyprus 


VJohn Kerry: Is he the new US president" 

Turkkaya Ataov commented in the social democrat- intellectual 
Cumhuriyet (2/13): \"The Democrats had been working to 
finalize their presidential nomination process while 

President Bush was preparing for his fourth "State of the 
Union\' address 

speech. Last year he did not hesitate to disseminate lies 
about Saddam having vast stocks of WMD 

that his address would fuel the controversy about the 

accuracy of those claims. On the other hand 

has more campaign funds from US corporate contributors than 
the Democrats could possibly accumulate. . On the 
Democratic side 

figure. He has a good record in the past 

stance about Iraq 

the good example he created during his 14 years as attorney 
general. . John Kerry is undoubtedly a much more suitable 
name than George Bush. Yet George Bush has more financial 
resources and also enjoys support from the CIA 

and the US industrial giants. V 


\"Turkey Wins Big in Cyprus Chess Match!" 

Mehmet Ali Birand observed in the mass appeal Posta (2/13): 
VI spoke to some Turkish officials attending the Washington 
summit who also thought differently from Denktas. | got 
almost the same answer from all of them. "Denktas has made 
progress 

plan that he hates. You should give him his due. He has 
been defending Turkey and the Turkish Cypriot side during 
these negotiations 

would have been a lot of trouble if he had done it 

differently.\ We criticized Denktas a lot 

to give him his due. . What does this development mean? 
Let\'s not kid ourselves. What happened in New York is 
crystal clear 

side has accepted the Annan plan as the basis for a 

solution 

the Cyprus problem. This shows how serious Turkey is in 
trying to become a member of the European Union. In short 
the Turkish government surprised both us and the world.\" 
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SEEKING TO LEVERAGE CURRENT CONCERN IN NY OVER IMPROVING THE 
UN\'S ABILITY TO ADDRESS NEW SECURITY CHALLENGES INTO BETTER 
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POSITIONING FOR UNSC MEMBERSHIP 

PERMANENT MEMBERS WOULD BE A TERRIFIC BLUNDER\" THAT WOULD 
REDUCE THE COUNCIL\'S EFFECTIVENESS AND FURTHER COMPLICATE 
ACHIEVING CONSENSUS. 


3 (C) UNDERSCORING THE SERIOUSNESS WITH WHICH ITALY VIEWS THE 
MATTER 

TO WRITE THE PRESIDENT WARNING OF THE PERILS INHERENT IN UNSC 
REFORM. 


4. (C) ARAGONA CIRCLED BACK TO THE ISSUE DURING A SUBSEQUENT 
DISCUSSION OF ITALIAN CAPABILITIES TO TRAIN POLICE UNITS FOR 
PEACEKEEPING OPERATIONS. ITALY HAD DECIDED TO DEVOTE PART OF 
A TRAINING CENTER IN TURIN INTO A TURNKEY UN PROGRAM TO 
DEVELOP AFRICAN POLICE UNITS CAPABLE OF PARTICIPATING 
EFFECTIVELY IN PEACEKEEPING OPS. \"WE COULD HAVE DONE THIS ON 
OUR OWN 

SPECIAL INTEREST TO HIM 
WOULD EXPECT HIM TO REMEMBER IF AND WHEN SERIOUS UNSC REFORM 
EFFORTS RESURFACED. 


5. (C) COMMENT: FOR AT LEAST TEN YEARS 

UNSC REFORM HAS BEEN THAT VIRTUALLY ANY CHANGE 

AT ALL 

WHICH WOULD VISIBLY SEAL ITALY INTO SECOND-LEAGUE STATUS 
WITHIN THE EU. WE SO FAR HAVE SEEN NONE OF THE SHADOWS THAT 
HAVE CLEARLY SPOOKED THE MFA AND 

MINISTERVS STAFF. IT MAY BE THAT UN PLANS TO CREATE А PANEL 

OF EMMINENT PERSONS TO EXAMINE UN REFORM 

AND FUTURE THREATS 

ACTIVITY. THE ITALIANS HAVE BEEN IRRITATED BY THE NEW 
ANGLO-FRANCO-GERMAN YTRILATERALISMY" (REFTEL) 

PERHAPS HEAR AN ECHO OF BERLIN\'S ASPIRATIONS FOR A PERMANENT 
SECURITY COUNCIL SEAT SOMEWHERE IN THE THREE LEADERS\' 
PROMISES TO COORDINATE POSITIONS ON AN INCREASING RANGE OF 
ISSUES. END COMMENT. 

SEMBLER 
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REF: STATE 27291 

CLASSIFIED BY: POLMINCOUNS TOM COUNTRYMAN. REASON: 1.5 (B)(D). 

1. (S) MFA BALKANS OFFICE DIRECTOR FERNANDO GENTILINI TOLD 
POLOFF ON FEBRUARY 12 THAT ITALY WAS \"ON BOARD\" WITH USG VIEW 


THAT IMPOSING TRAVEL ENTRY/TRAVEL BANS AND FREEZING ASSETS OF 
PIFWC\'S AND THEIR MATERIAL SUPPORTERS ARE IMPORTANT TOOLS FOR 
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ACHIEVING OUR SHARED OBJECTIVE TO STABILIZE THE REGION. 
IMPLEMENTING TRAVEL RESTRICTIONS ON THE INDIVIDUALS NAMED IN 
REF A WOULD POSE LITTLE PROBLEM 

TRANSMIT THE LIST TO APPROPRIATE BORDER AND IMMIGRATION 
AUTHORITIES. 


2. (S) GENTILINI SAID THAT AS WITH PREVIOUS REQUESTS OF THIS 
TYPE 
NUMBER OF EU MEMBER STATES CONTINUE TO HOLD THAT FREEZING 
ASSETS OF PIFWC SUPPORTERS WITHOUT CRIMINAL OR CIVIL 
PROCEEDINGS WOULD NOT STAND UP IN THE COURTS. THAT SAID 
ITALY WOULD CONTINUE TO \"BE CREATIVE\" IN ATTEMPTS TO FREEZE 
ASSETS OF PIFWC SUPPORTERS. GENTILINI SAID THAT AT THE 
FEBRUARY 12 COWEB IN BRUSSELS 
PRESIDENCY PROPOSALS TO \"TEST THE WATERS\" ON ASSET FREEZE 
WITH THE THREE UNSCR 1503-NAMED INDICTEES - KARADZIC 
AND GOTOVINA. AN EU WIDE ASSET FREEZE AGAINST THESE THREE 
MAY GAIN UNANIMOUS MEMBER STATE SUPPORT AND STAND UP IN THE 
COURTS 

PIFWC SUPPORTERS. GENTILINI SAID THAT HE WOULD EXPLORE 
POSSIBLE BILATERAL ACTION 
THAT STRATEGY. 


8. (S) ROBERTO CICIANI 

LAUNDERING AND FINANCIAL CRIMES 

IMPLEMENTING DIRECTIVE 

INDIVIDUALS LISTED IN REFTEL. FINANCE WILL SHARE THE NAMES 
WITH THE CENTRAL BANK\'S UFFICIO ITALIANO DEI CAMBI 

WILL 

THERE ARE MATCHES OF ACCOUNTS. THIS WOULD BE DONE IN 
ANTICIPATION OF AN EU DIRECTIVE. FINANCE WILL ASK THE 
MINISTRIES OF JUSTICE AND INTERIOR TO DETERMINE IF THERE HAVE 
BEEN ANY JUDICIAL RULINGS IN ITALY AGAINST THE LISTED 
INDIVIDUALS. 


SEMBLER 
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2. (SBU) Suker began the February 10 meeting with the 
Ambassador by noting that he was embroiled in tough 
negotiations with various ministries in an attempt to put a 
budget together (the government has until the end of March to 
put together its first budget -- it is currently operating on 

a provisional budget passed by the last government). He 
believed that this first budget would demonstrate to the 
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international community and to the financial markets the HDZ 
government\'s seriousness. 


3. (SBU) Suker highlighted the government's intention to 
pursue a Standby Arrangement with a target budget deficit of 
4.5-4.8 percent of GDP (this would be far above the 3.8 
percent the last government agreed with the IMF for this 
year). He argued that the last government had \"achieved\" a 
budget deficit of 4.8 percent -- far below the target of 6.7 
percent -- in 2002 only by failing to fulfill commitments. 

While the figures are not yet official (or even public) 

previous government had NOT met its 4.5 percent target for 
2003; he believed the figure was 5.8 percent. Thus 

percent this year would represent real discipline. \"We will 
need to say \'no\' to a lot of spending.\" The Ambassador noted 
that he had just met with the Minister of Transportation 

had a lot of ambitious -- and expensive -- projects. 

Preparing for NATO would also not be a cheap endeavor. 


Tax Cuts to Wait 


4. (SBU) Suker also said that tax reform could come only 

after deficit reduction. Suker did not even mention one of 

the HDZVs most important campaign promises -- VAT reduction 
-- but rather stressed the importance of lowering the cost of 
labor (i.e. 


5. (SBU) Suker highlighted the need to bring order to 
government finances -- he would begin by sorting out the 
Treasury function in the Ministry. Transparency would also 
be a focus. 


Leadership Needed to Make Assistance Work 


6. (SBU) The Ambassador explained that 

government 

unresponsive. Given the appointment of so many evidently 
competent people to the Ministry 

better relationship 

assistance programs. Many of our programs were designed to 
achieve just what the Minister had identified as his 

principle goal -- getting a grip on finances. Much of our 
assistance to the Ministry was coming to an end in September. 
To maximize its effectiveness 

with Ministry 

implement a new financial information management system and 
the area of fiscal decentralization. 


7. (SBU) Suker noted that as a mayor until the end of last 
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year 

rely on the central government. He remarked on the need to 
simplify and streamline the patchwork of taxes and fees and 
to improve the management of infrastructure -- areas where 
U.S. assistance can help. 


Comment 


8. (SBU) Suker -- an ex-mayor and tax collector -- sounded 
the right notes on the need for fiscal discipline. He may 


find the IMF a good stick with which to beat his fellow 
ministers 

the IMF will likely demand 

more ambitious deficit reduction than that contemplated by 
the government --- we understand in the neighborhood of 4.0 
percent. Meanwhile 

Ministry of Defense needs to invest in NATO preparedness 
the ambitious Minister of Transportation has plans for roads 
bridges 

us that Suker has the political weight to push back against 
more politically influential ministers. Only the interest of 

the EU in Croatia continuing with an SBA has brought the 
government this far; at some point the government will have 
to balance constituencies against IMF and EU pressure. 
FRANK 
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be clarified.\" The top levels of the Dutch government seem 
more energized than a week ago 

trying to build consensus. 


SOBEL 
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Both a visiting American hedge fund investor and an Istanbul 
financial analyst have told econoff that equities are 
preferable because they hold more upside potential whereas 
debt instruments can\'t appreciate too much further in the 
near term. The financial analyst said the most optimistic 
scenario would only have the benchmark interest rate falling 
to around 20 percent in the next couple of months 

stocks could rise another 15 percent or so. 


6. (Sbu) Interest rates in the domestic fixed income market 
may also be bumping up against the floor created by Central 
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Bank rates. Several analysts and officials have told us the 
only way government securities are able to trade so far below 
the Central Bank\'s 27 percent overnight rate is that 
banks--the primary holders of government securities--are 
betting on rate cuts in the coming months; otherwise they 

will have a \"negative carry 

exceed the interest earned. The markets began expecting a 
Central Bank rate cut in November 

has been reluctant to cut rates in the face of doubts about 

the GOT\'s commitment to fiscal restraint. Last week 

with better-than-expected inflation numbers for January 
Central Bank finally announced a grudging 200-basis point cut 
but warned about the need for fiscal restraint. Many 

analysts expect further cuts if and when the IMF and GOT 
reach agreement on the Seventh Review and a package of fiscal 
measures to cover the projected 2004 shortfall. 


7. (Sbu) It was not clear how much of the rally stemmed from 
foreign buying 

factor. A central bank official told econ specialist at 

least $250 million flowed into the Turkish market this week 
particularly on Tuesday and Wednesday. Given that the lira 
strengthened despite strong demand for foreign exchange from 
Turkish oil importers BOTAS and TUPRAS 

official suspects there may have been as much as $500 million 
coming into Turkish lira this week. 


Non-Cyprus news mixed this week: 


8. (Sbu) Aside from Cyprus 

normally have been a negative for the markets. One of the 
few privatization deals that looked like it might actually go 
through--the sale of the Tupras oil refinery--began to look 
dicier this week. The minority shareholders in Tatneft 
Russian oil company whose German-based affiliate Efremov 
Kautschuk Gmbh leads the consortium buying Tupras 
threatened to sue Tatneft 

from the Tupras purchase. Separately 

Governor Sukru Binay recently pointed out to econoffs that 
Tatneft\'s local partner 

are de facto bankrupt participants in the World 
Bank-sponsored \"Istanbul Approach\" debt workout process. 
Though the Tupras sale is still expected to go through 
worries have increased over the financial wherewithal of the 
buyers. 
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9. (Sbu) Also negative for Turkish markets was the news that 
the influential U.S. investment fund 

it had cut Turkey 

list of emerging markets in which it would invest. According 
to CALPERS methodology 

and accounting standards 

10. (Sbu) One bit of good news for markets was the--still 
unconfirmed--report that the IMF Seventh Review mission would 
return to Turkey next week. Since the press report of the 
IMF return first appeared late Thursday 
Wednesday-Thursday rally 

factor. 
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implications attached to the death of a Spanish 

journalist in Iraq. The past year\'s demonstrations have 
ranged from 50 to 500 persons in front of the Embassy and 
the Consulate General in Barcelona 

in a coordinated nation-wide demonstration. 


E. Normally triggered by opposition to U.S. Policy on the 
war in Iraq and some relating to the death of a Spanish 
journalist in Iraq. 


F. Generally peaceful 
incursion 


G. The only symptoms of violence were from the throwing 
of paint and fruit at the Embassy 
various Consular Agencies. 


H. During one demonstration in Barcelona 
cleared the perimeter wall and entered the grounds of the 
Consulate General before being chased off. 


l. Yes. 


J. Yes 
country. 


K. The anti-GOS demonstrations were typically held in 
conjunction with the anti-American demonstrations and the 
response as to numbers of demonstrators is the same as in 
(D). 


L. Generally peaceful 
violence has been witnessed. 
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M. N/A 
3. (SBU) MACRO CONFLICT CONDITIONS: 


A. Yes 
ETA. 


B. ETA acts of terrorism have been carried out in all 
areas of the country including Madrid and Barcelona. 


C. N/A 

D. No. 

4. (SBU) HOST COUNTRY CAPABILITIES: 
A. Yes. 

B. Yes 

DHS/ICE and the FBI has been incorporated into practical 
use and used against ETA terrorism. 

C. No. 

D. Yes. 

E. Yes. 

F. Yes 

and against ETA and recent GRAPO operations. 
G. Yes. 

H. Very good with respect to flights to the U.S. 
|. Average. 

J. Average. As a Schengen country 

porous with difficult enforceable controls. 

5. (SBU) INDIGENOUS TERRORISM: 
ANTI-AMERICAN TERRORIST GROUPS: 

A. No. 

B. N/A 

C. N/A 

D. N/A 


E. N/A 
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F. N/A 


G. N/A 

H. N/A 

6. (SBU) OTHER INDIGENOUS TERRORIST GROUPS: 
A. Yes. 

B. ETA 

targeted Americans. Therefore 

they are a terrorist group. 

C. Yes. 


D. Yes. 


E. Yes. In 1985 
American citizen passer-by. 


7. (SBU) TRANSNATIONAL TERRORISM: 
TRANSNATIONAL TERRORIST INDICATORS: 
A. Yes. Al-Qaida 


B. The presence is operational 
propaganda in cell structure. 


C. No. 
D. Yes. 


E. Yes. Owing to its geographic location 

large Muslim population 

sympathetic to the Jihadi cause. Terrorist organizations 
are known to have used Spain's large Islamic population 
as a recruiting ground. 


F. Itis possible with Spain being a strong ally and 
currently having troops positioned in Iraq 
high-profile proponent of the fight against terrorism 
that there could be attacks or other terrorist acts 
against Americans in Spain. 


G. Weapons and explosive materials are available and can 
be acquired. 


Manzanares 
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Iraq reconstruction-related contracts for Spanish firms 

met with Ministry of Economy\'s Director General for 
Commercial Policy Carlos Jimenez to share lessons learned 
reftel. Our overtures were welcome 

clear message that no GOS official would be willing engage 
publicly on any aspect of Iraq reconstruction prior to March 
14 elections. Jimenez noted Spanish companies no longer 
believe they will receive a fair shake in the process and are 
instead waiting for the introduction of bilateral credits 
sometime in 2005. He also complained about delays in the 
signing of the contract for the production of the next 
tranche of Iraqi dinars. We plan to continue to engage 
Jimenez and others on these issues to demonstrate our 
transparency and good will in this process but are 
anticipating little return on our efforts until after the 
elections. End Summary. 


The Frustration Continues 


2. (SBU) We met February 12 with Jimenez 

positive experience of the recent Czech business delegation 
to Iraq (reftel) and encourage the Spanish to consider a 
similar trip to help their companies better compete for Iraq 
reconstruction contracts. We also shared some of the 
\"lessons learned\" from the Czech experience and offered to 
work with the GOS and the Coalition Provisional Authority 
(CPA) to help set up a Spanish delegation visit. 


3. (C) Jimenez appreciated the suggestion. He made clear 
however 

somewhat on hold until after the March 14 general elections. 
Senior GOS officials believe 

would be extremely damaging to the governing Popular Party\'s 
efforts to win 

there were any injuries or deaths of Spanish nationals during 
the electoral period. The fewer Spaniards in Iraq on 

official business 

Counselor for Commercial Affairs still operates out of 
Madrid. 


4. (C) Jimenez added that other factors are also in play. 

One is the bitterness that has settled into the business and 
government sectors regarding Spanish companies\' lack of 
success in obtaining contracts. Although Spain is very happy 
that two of its construction companies 

Soluziona 

Corps of Engineers contract to build an electric plant in 
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northern Iraq 

contract to equip the Iraqi Armed Forces (note: the U.S. Nour 
Group won). The Ministry of Defense had coordinated the bid 
by about 30 Spanish companies 

met perfectly the requirements of the RFP and offered a 
reasonable price. According to Jimenez 

Defense (and Commissioner for Iraq) Diez Moreno is still 
angry about the loss 

RFP had been somewhat amended later in the process to favor 
the American company. He has reportedly sent a letter to DOD 
Comptroller Dov Zakheim on this issue (we have requested a 
copy). Jimenez said that since most of the \"real\" money for 
Iraq is coming out of the U.S. 

best way to get on board is to partner with U.S. companies 
and to lobby in Washington. Some GOS officials believe that 
the CPA is already transforming into the future U.S. Embassy 
in Baghdad and are therefore less tuned in to third-party 
interests. Finally 

will distribute some of its Madrid pledge this fiscal year 

the GOS has not budgeted for Hispano-lraqi business credits 
until 2005 

a sovereign government. 


The Dinar Contract - Again 


5. (C) Conversation turned to the visit CPAYs Tom Foley 
offered to make to Madrid this month to explain to Spanish 
companies how to take advantage of commercial opportunities 
in Iraq. Jimenez said that while the Minister of Foreign 

Affairs had requested the visit 

Minister of Economy Rato later decided that the visit should 
not happen in the run-up to the March election. 


6. (C) Additionally 

frustration over a pending contract for Spanish companies to 
produce additional Iraqi Dinars. According to Jimenez 

had requested the contract on an urgent basis 

Spanish sent a draft 2-3 weeks ago 

Ministry of Economy official Carlos Molina plans to return to 
Iraq with a new contract to try to get the ball rolling 

again. (Note: Another GOS official speculated that CPA may 
be requiring some formal signal of GOS approval before 
signing the contract. He asured us the GOS is fully on board 
to fund. End note.) 


Comment 


7. (C) While there are numerous reasons for Spanish 
companies! failure to get contracts in Iraq 

security concerns and Spanish uncertainty over how to pursue 
contracts 


Column 3 

government are extremely sensitive on this issue. Press 
reports add fuel to the fire. An illustrative headline is 

one that appeared in the February 6 El Pais daily 

leaves Spain out of the big contract to supply the Iraqi 
Army.\" 

8. (C) It is clear that the current Administration has 
decided not to pursue at this time any commercial initiatives 
that involve travel to Irag or meeting with CPA officials to 
discuss contracting issues. After the March elections 

will revisit with Ministry of Economy contacts the option of 
a GOS-led business delegation visit to Baghdad. 
MANZANARES 
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movement on human rights issues. He said that European 
companies remain excited about the business potential of 
Kazakhstan 

While serious concerns about the business environment 
persist 

their engagement with the GOK 

Russian companies also seemed increasingly interested in 
investing in the Kazakh private sector. 


Pascoe agreed that Kazakhstan 

reform efforts pointed toward a brighter future than most of 
its neighbors 

Nazarbayev to consolidate the positive changes and follow 
through on his reform commitments. Jones pointed out that 
Nazarbayev 

presidential succession did not bode well for ongoing 
political reforms. Pascoe agreed that it bore watching 
noted that Kazakhstan had a large pool of competent 
progressive officials who would work for progress. The 
immediate priority 

coordinate closely on the ground during the run up to 
parliamentary elections to ensure a positive pre-election 
environment and broader political representation in the new 
parliament. Jones emphatically agreed 

push for the same kind of close coordination that we have 
benefited from in Ukraine. She would also support a 
Brussels-Washington link if it helped with coordination on 
the ground 

usual 


Uzbekistan 

5. (SBU) The EU agreed with Pascoe that Uzbekistan posed a 
particular challenge because on the one hand it remains a 
notable human rights violator while on the other it continues 

to make progress ) albeit grudging and halting ) on 

political reform. Uzbekistan has not strayed from its 
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determination to do just enough to keep the West off its 
back. Karimov had yet to realize that political and economic 
reform was necessary for Uzbekistan 

said. Yet firm pressure works in Central Asia 

observed 

careful to recognize the positive steps as they are taken. 
Both sides agreed that the key challenge was to maintain a 
firm line with Karimov while also not pushing him away from 
the table. 


6. (SBU) Jones said the EU shared US concerns about 
Tashkent 

explanation that the transfer of NGO monitoring authority 

from the Foreign to the Interior Ministry was a technical 

shift only. Irish COEST Deputy Chair Peter Mclver said that 
Safayev told the EU at Cooperation Council meeting on January 
27 that the government made the change because the Foreign 
Ministry could only assign one staffer to the NGO office 

while the Interior Ministry had more resources and could thus 
do a better job. The EU found the assertion laughable 

said 

positive. The Council Secretariat 

Human Rights Watch (HRW) had visited his office the day after 
the Cooperation Council meetings. HRW claimed that Safayev 
while slick and well-spoken 

and had been sent because Karimov thought his considerable 
charm could woo the West. HRW said it would accuse the EU of 
backpeddling if the Conclusions issued by January\'s meetings 
were any softer than those of earlier EU-Uzbekistan meetings. 


7. (SBU) Jones said the EU is still discussing how to handle 
a resolution on Uzbekistan in the UNHRC this year. The EU 
felt bound to call Tashkent on its abuses 

not to do anything that might disrupt Uzbekistan\'s grudging 
progress. Pascoe said the US shared the dilemma. He also 
noted that Karimov has lately been asking for support on 
education reform. Donors should consider how to take 
advantage of this opening. Jones said the EU would consider 
its options. Jones closed by observing that March and April 
would be active months for Uzbekistan 

to the country by the EBRD and Commissioner Patten (March 
14). Jones and Pascoe agreed that it would be useful to 
regroup and together assess next steps after these events. 


Kyrgyzstan 


8. (SBU) Dutch Deputy Director Renette van der Waal conveyed 

a mixed EU assessment of Kyrgyz progress. The EU was pleased 
with Kyrgyzstan\'s extension of the death penalty moratorium 

but thought that insufficient progress was being made on the 
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new election code. Juul said the EU would meet with Akayev 
in March and would discuss progress on human rights 

society and economic reform. Pascoe agreed with the mixed 
assessment 

positive side than the negative. Kyrgyzstan is undertaking 
some good reforms 

Kyrgyzstan\'s poverty and lack of resources and experience. 
Jones said she would task the German Embassy (representing EU 
interests) and the soon to be opened Commission delegation in 
Bishkek to begin coordinating pre-election activities as soon 

as possible with the US Embassy. 


Tajikistan 


9. (SBU) Pascoe said political stability and the drug trade 
continued to be Tajikistans\' biggest challenges. Our main 
push is to help the country to normality. Pascoe also said 

the US was pleased that the Commission had decided to open a 
delegation in Dushanbe. Juul said the EU\'s upgraded dialogue 
with Tajikistan would emphasize border controls and 
counternarcotics. Swann echoed Juul\'s statement and pointed 
out that countering drugs and organized crime was moving up 
the EU\'s international agenda in light of the recently 

adopted European Security Strategy. 


10. (SBU) Pascoe fielded several questions from Troika 
members keen to hear US views on China 

policy. In response 

appeared fairly transparent 

security and energy interests. Asked about the Shanghai 
Cooperation Organization (SCO) 

appeared hobbled by a lack of financial support from anywhere 
save Beijing. The US had expressed an interest in observer 
status 

enthusiastic about this. (COMMENT: The EU did not offer a 
view of its own 

information that would help the EU determine if it should be 
concerned about China 

neighborhood. Several Troika members appeared relieved to 
learn that the US did not view China 

Asia 


Dushanbe minimize considered. 
Schnabel 


13966 


Column 3 

13967 

13968 

13969 

13970 

four currently operational medium/large vessels to patrol 
Bahamian territorial waters encompassing 100 

-- an area equal in size to the state of California. 


3. (C) The RBDF naval complete inventory is 15 vessels 
of which are currently operational 

large enough to patrol large areas. The inventory is as 
follows: 


HMBS Nassau; HMBS Bahamas 


4. (SBU) These are two 60 meter 

vessels 

of these two ships regularly patrols Southern Bahamian 
waters 


5. (C) The HMBS Nassau is operational. The HMBS Bahamas is 
out of service for the past three months for major engine 

repairs estimated to cost $600 

that repairs could be effected by early March 

is unlikely to be met. On February 9 

Mitchell told Charge that he expected the \"Bahamas\" to be 
back in service by March 5. However 

has not been seconded by other Bahamian officials. RDDF and 
a senior Ministry of National Security official acknowledged 

to Charge February 11 that the HMBS Bahamas was unlikely to 
be returned to service before the end of March 

earliest. 


6. (С) To compensate for the absence of the HMBS Bahamas 
the senior-most National Security officials have told Charge 
that they strongly favor using the U.S. Naval Base at 
Guantanamo for refueling and re-provisioning in order to 
increase the HMBS Nassau\'s on-site presence. FM Mitchell is 
reluctant to support this action for political reasons. RBDF 
Commodore Rolle is simply reluctant. 


HMBS Yellow Elder; HMBS Port Nelson; HMBS Samana 


7. (SBU) These are 33-meter vessels 
range of 600 miles. One of the ships in this category 
regularly patrols Southern Bahamian waters. 


8. (C) HMBS Yellow Elder is operational. The V'Port Nelson\" 
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and \"Samana 
service date predicted. 


HMBSA Inagua 


9. (SBU) The \"Inagua\" is an 18 meter 
patrolling range of 650 miles. This vessel regularly patrols 
the Exuma Islands and the Ragged Island Basin. 


Smaller Vessels With Limited Patrolling Capabilities 

10. (SBU) There are also two 12-meter vessels 

patrolling range of 600 miles. One regularly patrols the 
Exumas and southern New Providence islands. The other is 
currently out of service for an engine rebuild. The return 

to service date is unknown 


11. (SBU) The fleet rounds off with four 6-meter Boston 
Whalers that are based at Nassau Harbor and perform security 
patrols in the country's principal cruise ship port and three 
Vgo-fastV boats. One of the go-fasts is currently 

operational and based at the RDDF headquarters base in Coral 
Harbor on New Providence Island. The other two \"go-fasts\" 
are undergoing repairs with unknown return to service dates. 


Comment 


12. (C) As this overview indicates 

modest and effectively incapable 

circumstances 

alien interdiction 

Bahamas exclusive economic zone 

rescue operations in the 100 

territorial seas. Effectively 

suitable for patrol between The Bahamas and Haiti and half of 
these are out of service for mechanical reasons. 
WITAJEWSKI 
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MEETING WITH PALESTINIAN PM 


1.PALESTINIAN PRIME MINISTER AHMED QUREIA MET BRIEFLY 

WITH POPE JOHN PAUL II FEBRUARY 12 DURING HIS TRIP TO 

EUROPE TO RALLY OPPOSITION TO ISRAEL\'S SECURITY BARRIER. 

THE POPE TOLD QUREIA THAT THE HOLY LAND NEEDED \"FORGIVENESS 
NOT REVENGE 

MESSAGE HE GAVE DURING ISRAELI FM SHALOMVS VISIT LAST 
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DECEMBER 11 WHEN HE CALLED FOR \"CONCRETE ACTS OF 
RECONCILIATION ON BOTH SIDES.\" ADDRESSING QUREIA\'S 
DELEGATION 
SIGNS OF HOPE 
CAUSE OF SUFFERING FOR ALL.\" THE PONTIFF CALLED FOR THE 
INTERNATIONAL COMMUNITY\'S HELP TO CONVINCE ISRAELIS AND 
PALESTINIANS TO TAKE UP THE \"PATH OF DIALOGUE AND 
NEGOTIATION.\" 
2.THE POPE\'S ADMONITION ABOUT BUILDING \"BRIDGES NOT 
WALLS\" ECHOES REMARKS HE MADE LAST NOVEMBER WHEN HE WAS 
EVEN MORE EXPLICIT IN HIS CRITICISM OF ISRAELIVS SECURITY 
BARRIER. \"THE CONSTRUCTION OF A WALL BETWEEN THE ISRAELI 
AND PALESTINIAN PEOPLE IS SEEN BY MANY AS A NEW OBSTACLE ON 
THE ROAD TO PEACEFUL COEXISTENCE 
DURING QUERIAYS VISIT 
LEADERS OF THE REGION FOLLOW 
INTERNATIONAL COMMUNITY 
NEGOTIATION WHICH LEADS TO LASTING PEACE.\" HE ALSO TOLD 
QUERIA THAT \"NO ONE MUST YIELD TO THE TEMPTATION OF 
DISCOURAGEMENT 
3.COMMENT: THE HOLY SEE 
PARTICULAR 
OPPOSITION TO ISRAEL\'S SECURITY BARRIER 
CONDEMNATION OF TERRORIST ATTACKS AGAINST ISRAEL. AS 
S 
REFLECTED IN THE HOLY SEE\'S FOCUS ON THE ISRAEL-PALESTINIAN 
CONFLICT IN THE RECENT MEETING WITH VICE PRESIDENT 
HOLY SEE IS INCREASINGLY CONCERNED BOUT WHAT IT TERMS \"THE 
SAD SITUATION IN THE HOLY LAND 
SOURCE OF SUFFERING FOR ALL.\" WE CAN EXPECT THE POPE TO 
CONTINUE TO SPEAK OUT AGAINST THE SECURITY BARRIER AND IN 
FAVOR OF DIALOGUE AND RECONCILIATION.. 


NICHOLSON 
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Rodriguez stressed that no policy decisions have been made 
yet and repeated her appeal for information on the decisions 
of regional neighbors. PolCouns reminded Rodriguez that the 
resolution would be more effective coming from Latin America 
and that the U.S. and others are prepared to use all of our 
influence to lobby on behalf of the resolution. 


3. (C) Turning to our non-paper (reftel) 

relayed to Rodriguez in advance of A/S Noriega\'s visit 
Rodriguez pointed out that the Commission had last year 
rejected Costa Rica\'s amendment which called attention to the 
plight of the 75 detained activists. The problem with the 


Column 3 

Commission is its composition 

supporters of the resolution last year had ultimately decided 
that it would be counterproductive to insist on an strong 
(read accurate) resolution against Cuba that would fail 
allowing Cuba to claim victory. 


4. (C) Comment and action request: The MFA appears to have 
instructions from the President to fulfill his commitment to 

\"do the right thing\" on the Cuba resolution 

for any cover they can provide to respond to the inevitable 
critics of the decision 

As cosponsors 

up 

to bolster its case for cosponsorship. 

WHARTON 
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Government.\" Polling data and political commentary have 
the past six months 

by Aznar\'s successor as party leader 

trend continues. Most polls show the PP leading by seven or 
eight points over the Socialists. 


3. (C) Rajoy and Socialist (PSOE) leader Jose Luis 

Rodriguez Zapatero offer distinct domestic and foreign policy 
choices to the Spanish electorate. Rajoy has pledged to 
maintain Aznar\'s strong ties with the US 

counter-terrorism cooperation and participation in the Iraq 
coalition. He also promises to keep SpainVs vigorous economy 
on track and preserve the integrity of the Spanish state in 

the face of nationalist pressures in the Basque and Catalunya 
regions. 


4. (C) Zapatero 

Europe. Zapatero argues that Aznar\'s tilt to the US has 
damaged Spain\'s standing in the EU 

their country\'s future. Zapatero has been a relentless 

critic of Aznar\'s Iraq policy and what he sees as Aznar\'s 
\"subservience\" to the Bush Administration. Zapatero says he 
will establish a transatlantic relationship based on V'mutual 
respect and friendship 


5. (C) Zapatero also strongly criticized Aznar for appearing 
before a joint meeting of Congress February 4 

Aznar was willing to go before the US Congress while ignoring 
Socialist calls for him to appear before a special session of 
the Spanish parliament (in recess because of the elections) 

to explain pre-war intelligence on WMD in Iraq. On the 
domestic front 

for education 

raise taxes and says he will pay for these programs by 


Column 3 
reducing defense spending. 


6. (C) Despite efforts to shift attention again to Iraq 
Zapatero has been unable to turn popular opposition to 
Aznar\'s Iraq policy (which brought millions of Spaniards into 
the streets in February and March 2003) into support for his 
candidacy. On February 12 

would withdraw Spanish troops from Iraq in July if the 
mission had not been turned over to the UN by that date. 
Zapatero misses no opportunity to call the war \"illegal and 
immoral\" and to denounce Aznar for ignoring Spanish interests 
by allying Spain with what Zapatero calls \"the most 
conservative US Administration in history.\" 


Role of Aznar 


7. (C) The manager of the PP\'s national campaign 

Elorriaga (who is also State Secretary for Public 
Administration) 

major challenges for the PP in the campaign is how to deploy 
Aznar. Elorriaga conceded that the PP needs to be careful 
not to overshadow Rajoy or antagonize the Socialist ranks and 
provoke greater Socialist turnout. Nonetheless 

and consistent with his personal style 

front ) and far more on the attack than Rajoy. On February 
10 

have no coherent leader or party and are not fit to govern 
Spain. He demanded that Zapatero tell Catalan Socialists to 
break their coalition with the Catalan Republican ERC 

leader 

January. 


8. (C) Zapatero continues to focus his criticism largely on 
Aznar 

privately that this suits them just fine because the Iraq 
issue in particular is identified with Aznar 

Rajoy. Thus Aznar takes the heat while Rajoy enjoys a 
widespread reputation 

bridge-builder 

Aznar. 


9. (C) Some in his own party have criticized Rajoy 

veteran of eight years in key Ministerial portfolios in 

Aznar\'s two governments 

and risk-averse \"rose garden\" campaign. Rajoy has resisted 
pressure from the Socialists to publicly debate Zapatero 
example. Others point out 

according to party lists 

a key difference between the Spanish and US systems -- and 
therefore the lack of a high profile is not necessarily a 
negative for Rajoy. 
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Absolute Majority: the Numbers and Turnout 


10. (C) The PP needs 176 seats in the 350-seat Congress of 
Deputies (lower house) to form an absolute majority. In 

2000 

the PP won 146 seats and formed a coalition government. Some 
of the 1996 coalition partners 

Nationalist PNV 

today. 


11. (C) PP campaign manager Elorriaga told us he was 
confident the PP would win at least 171 seats this time and 
said that if the campaign went well 

absolute majority 

difficult. Elorriaga believed that the 183 seats the PP 
received in 2000 represented the PP\'s electoral ceiling. He 
doubted they would reach it in 2004 given the eight years of 
PP government and the natural desire of the public for a 
change. 


12. (C) Should the PP fall four or five seats short of 176 
Elorriaga said they can count on the Canary Coalition (a 
regional Canary Islands party) to cover that margin. Beyond 
that 

Most PP analysts believe that CIU 

nationalist party (which had 15 seats last legislature) 

would be willing to work out a deal with the PP 

to that. However PP strategists are not sure this would 
happen and would like to avoid this contingency. 


13. (C) PP strategists and other analysts 

Elorriaga 

told us that the PP wanted to mobilize its people but avoid 
public gloating that could antagonize the Socialists and 
mobilize them against the PP. He said polls before the 1993 
general election had been favorable for the PP but that the 
PP had committed the error of holding large rallies on the 
eve of the election that 

socialists against them and helped cost the PP the election. 
Elorriaga said that over-confidence was a major danger for 
the PP. 


The Alternative to a PP Victory: Government of the Left 


14. (C) The likely alternative to a PP victory is a 

coalition of the Socialists and the Left Union (Communists) 
supported by nationalists such as the Basque Nationalist 
Party (PNV). Zapatero has stated that he would not seek to 
form a government unless the Socialists get the most votes 
nationwide. Nonetheless 
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came to it 

the PP\" coalition. The PSOE sought to do it in the Madrid 
region last October and have done it in the Balearic Islands 
and elsewhere. 


Comment 


15. (C) The percepction in Spain is that the March 14 
election remains the PP\'s to lose. Despite polls that show 
that a majority of Spaniards favors the idea of a change in 
government 

Socialists 

leadership 

desire for change. However 

have the potential to change the equation. These include 
possible large Spanish casualties in Iraq and a possible 
backfiring of Rajoy\'s cautious approach to campaigning and 
his unwillingness to debate Zapatero. Nonetheless 

stands 

contacts 

they do not agree on is whether the PP will receive an 
absolute majority. The polling is inconclusive. If Zapatero 
can prevent the PP from gaining an absolute majority ) which 
would involve the PP\'s loss of at least 8 seats ) he might 

be able to claim some victory and remain PSOE leader. Should 
the PP win an absolute majority 

Socialists may well come out for Zapatero. A resounding 
PSOE electoral defeat 

calls for one of the longtime Socialist barons 

from Castilla La Mancha or Chavez from Andalusia to come to 
the PSOE\'s rescue. 


MANZANARES 
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treatment.\" Ambassador Hamilton had previously met with key 
Ministers and with the new congressional leaders to explain 
the benefits of Mayan Jaguar. The Embassy lobbied all 
political parties and counseled the new administration on the 
mechanics of preparing the bill and submitting it to the 
legislature. 


4. (C) Despite all the preparatory efforts 

vote the ANN and URNG parties twice attempted to scuttle the 
measure on procedural grounds 

had the necessary votes to pass it. They nearly succeeded in 
forcing a compromise that would have reduced the 
authorization to one year vice two 

Embassy coordination with key FRG members Zury Rios and 
Antonio Arenales 
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onto the floor of the Congress 
the plenary to adopt approval for two years. 


5. (C) Comment: Although the new administration\'s 
inexperience in processing legislative proposals required 
extra time and some effort on our part to identify logjams 
the political will of the Berger Administration to secure 

this important legislation was never in doubt. Passage of 
this important tool in the fight against narcotics 

the divided Congress 

Berger government places a high value on counternarcotics 
cooperation with us. 

WHARTON 
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Security.\" Martin further stated that Guatemalan authorities 
have been included in witness protection and money laundering 
programs conducted in Mexico by the Royal Canadian Mounted 
Police 

Berger administration is too new 

realistic discussion of its unmet CT needs. 


Consensus on Needs 


7. (C) Aside from the Canadian and Spanish representatives 
all of the other officials agreed that Guatemala\'s greatest 

CT need is to establish control over its territory. Nearly 
everyone had examples of serious security problems at 
Guatemala\'s airports and borders. 

8. (C) Comment: Most members of the CTAG represented in 
Guatemala are important donors to economic development and 
Peace Accord-related bilateral assistance programs. While 
there has been growing interest in strengthening cooperation 
in fighting transnational crime 

assistance efforts remain focused largely on economic 
development issues. We will exploit the growing interest of 
CTAG embassies in Guatemala in increasing coordination on 
enhancing the rule of law and fighting transnational crime. 
WHARTON 
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unfortunate incidents from happening.V On February 12 

Aleman added that Panamanian Foreign Minister Harmodio Arias 
agrees with the USG approach. Aleman told Poloff to let him 
know how the GOP can work with the USG in the IAEA. 


2. (SBU) On February 6 
demarche 
February 5 
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Ministry of Health Deputy Director for International Affairs 

Dr. Claudia Guerrero and Social Security Fund Deputy Director 
of Radiology Dr. Elois Gibbs. Guerrero and Gibbs noted the 
importance of better control systems for radioactive sources 
and indicated the GOP\'s willingness to work closely with the 
USG and IAEA on the issue. 


WATT 
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officers and many mid-level officers that might support the 
opposition if Chavez flagrantly violated the constitution or 
rigged National Electoral Council (CNE) decisions 
discounted their overall significance. He said Chavez 
informants have thoroughly infiltrated the military 

there is no mutual understanding between officers about what 
events would trigger open dissent 

inclination that \"this is not the right time\" for such 

dissent. Chavez\'s public relations barrage 

rule as just and democratic 

\"selective 

justify any military break with his regime. \"He is a 

dictator with the appearance of a democrat... There is no way 
for the military to organize against him.\" Arias claimed 
Venezuelans have been approaching him on the street to tell 
him \"we\'re depending on you 

military background to oppose the GOV if the recall effort 
fails. But Arias said he did not have the influence in the 
military to provide such help. 


3. (C) Arias claimed that Chavez was using the same methods 
he used to secure control of the military with the state oil 
company (PDVSA) 

two-month national strike that started December 2 

Arias found it ironic that PDVSA once led the fight against 
Chavez 

\"revolution.\" He lamented that Chavez\'s increasing control 
of the armed forces 

make any future challenge significantly more difficult for 

the opposition than previous attempts. \"The most serious 
problem 
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4. (C) Arias said that if the presidential recall is not 
approved by the CNE 

protests and panic. However 


recipients of government aid will forgo participating in any 
uprising for fear of losing their jobs or assistance 

many of them decided not to participate in the signature 
drive calling for a presidential recall. Their fear of 

reprisal will be vindicated if the recall is denied 

the GOVVs power and will to impose its political will on 
Venezuelan institutions. 


5. (C) If the recall is approved by the CNE 

a thorough defeat for Chavez. V'We will show them that they 
are the minority.\" He added 

significant support in poor neighborhoods and has armed his 
most rabid supporters. Even if Chavez leaves peacefully 
next administration will have to deal with these potentially 
violent extremists 

armed forces. Arias argued that the \"war would not be won\" 
with a referendum that leads to Chavez leaving power 

rather when the opposition demystifies the Chavez revolution 
and incorporates the 35 to 40 percent of Venezuelans with 
pro-Chavez sympathies. 


6. (C) Arias conceded that opposition parties would have 
difficulty maintaining unity during regional elections slated 
for August as \"they are all trying to protect their own 
space.\" The Ambassador agreed 

would have to propose an agenda beyond opposing Chavez. 
Arias said this was \"slowly\" happening 

gubernatorial and mayoral candidates fundamentally understand 
that they need to campaign to improve peopleVs day-to-day 
lives 

Arias was concerned that pro-Chavez politicians have been 
successful blackmailing and corrupting both government 
officials and business leaders 

Justice Minister Lucas Rincon 

useful to them during elections as they offer incentives and 
threaten to punish those tainted by deals with Chavismo. 
Although there are far more opportunists than true believers 
in Chavista ranks 
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opportunism \"has worked well\" for the GOV. 


7. (C) Arias stressed the importance of Zulia\'s oil 

resources 

Colombia. Neither of the Fifth Republic Movement\'s (MVR) 
front runners for governor 

(both National Assembly) 

Governor Manuel Rosales 

told poloff February 12 that he is confident he will win both 

the nomination and election. He claimed Governor Rosales is 
not as popular as his reputation and that the Democratic 
Action party will nominate another candidate 

opposition vote. End Note.) GOV forces are working hard in 
Zulia to shore up support for the eventual nominee 

noted 

\"spending a great deal of money\" through government programs 
and outright bribery. Arias discounted the eventual success 
of this strategy. He proposed regional and local governments 
of states on both sides of the Venezuelan-Colombia border 
take the initiative to combat border problems 

government is not addressing border problems satisfactorily. 


8. (C) Arias claimed Chavez skips conventional political 
discourse by speaking directly to the people. He said Chavez 
uses baseball and religious analogies deftly to make 

political points 

institutions to strip out political complexities and opposing 
viewpoints. This is dangerous 


rely exclusively on his comments for social and political 
information 

Arias lamented that it is \"almost impossible\" to convince 
Chavez\'s core supporters that their \"savior\" might be wrong 
about anything 

to \"go on without the Chavistas.\" 


9. (C) Unlike many opposition leaders 

appreciation for Chavez\'s intellect and abilities 

assessment of the military\'s incapacity to stand up to Chavez 
is sobering. His analysis of the importance of incorporating 
Chavistas in a post-Chavez Venezuela is sound. Former 
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Chavistas like Arias will be key to convincing Chavez\'s 
supporters that there is life after Chavez. 

SHAPIRO 
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of potential access to new fields for those companies that 
review their contracts 

refusing to approve capital expenditures proposed by some 
operators in their 2004 budgets and setting production 
constraints for 2004. For the Chavez government 

forcing companies to migrate into relationships under the 
2001 Hydrocarbons Law may be more important than a \"few\" 
incremental barrels from the operating agreements. That 
said 

point where the GOV would outright violate existing 
agreements although it could certainly make it more difficult 
for the companies to do business. End Summary. 


2. (C) On January 12 

Ramirez_ said publicly that international operators in 

Venezuela will not be able to increase production without 
transferring their operating agreements to joint ventures 

under the terms of the 2001 Hydrocarbons Law. The Minister\'s 
comments have been followed by reports that PDVSA is not only 
refusing to approve capital expenditures proposed by the 
operators in their 2004 budgets but is setting production 
constraints for 2004. The GOV is also still refusing to 

authorize the 2003 transfer of British Petroleum\'s (BP) 
operating agreements for the DZO and Boqueron fields to 
French independent Perenco and is reportedly arguing that 
while the contracts with BP were grandfathered under the 2001 
law 

to Perenco. These events have sparked concern that the GOV 
has started playing hardball in its efforts to force the 

companies that signed operating service agreements in the 
1990\'s to convert these contracts into the majority GOV-owned 
joint ventures mandated under the 2001 law. 
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2. (U) In the 1990\'s 

program to capture a greater share of global energy markets. 
An economically viable way to achieve this goal was for PDVSA 
to enter into operating contracts for the reactivation of 

marginal oil fields with foreign investors who had the 
much-needed capital. The result was 33 \"Operating 
Agreements 

foreign investors signed 20-year contracts to develop these 
fields at the investors\' own expense. 


3. (U) Under these contracts 

fee per barrel produced from PDVSA. Against this revenue 
the investors may deduct the operating expenses (i.e 
\"operating fee\") incurred during the year. A \"capital fee 

to allow the recovery of capital expenditures incurred by the 
foreign investor on behalf of PDVSA 

ten years according to a complicated formula. The contracts 
typically provide for a maximum total fee that may be charged 
by the investor and recovered during any given year. Any 
fees allowable for the year 

imposition of the maximum total fee 


the next year and subject to applicable interest and 
inflation rate adjustments until the costs are recovered by 
the investor. PDVSA pays royalties on the oil while the 
investor pays a 34 percent income tax. 


4. (SBU) The Chavez government 

expansionary policy of the 1990\'s and made clear it 
particularly dislikes the operating agreement contracts. 

This distaste was codified in the 2001 Hydrocarbons Law that 
stipulated that future private sector investment in the 
Venezuelan oil sector must be through joint venture 
agreements in which the GOV will take a minimum 51 percent 
stake. The law also increased most royalty payments from 
16.67 percent to 30 percent and changed other aspects of the 
tax structure. Finally 

to commercialize the oil it produces 

sold through PDVSA or some other state entity. Although the 
joint venture model would potentially give a company an 
equity stake in the oil it produces that it does not have 

under the current service agreement model 

claim that the economics simply do not support investment in 
projects under the 2001 law. There have 

investments under the law and the GOV continues to complain 
about the administrative costs of managing the contracts and 
that the oil produced under the operating agreement contracts 
is Vhigh cost\" oil. 
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VINCCLER & TEIKOKU DISPUTE MINISTER 


5. (C) In his January 12 remarks 

Ramirez_ went on to add that two companies 

and Vinccler 

component 

operating agreements to joint venture agreements with PDVSA. 
In subsequent conversations with econoff 

Vinccler and Teikoku confirmed on-going discussions with the 
GOV concerning new gas (not oil) opportunities in their 

fields but denied that any contracts have been signed. 
Vinccler Technical Manager Emilio Sanchez said the Ministry 
had proposed to the company in July 2003 that its current 
operating agreement for the Round Il Falcon East block be 
converted into a gas license for the entire area of the 

block. Noting that the field produces less than 1 

Sanchez said Vinccler is most interesting in expanding its 
business into the production of associated gas and 

eventually 

circumstances 

operating contract into an agreement for associated gas and 
liquids 

liquids. Sanchez flatly denied 

agree to the 51-49 percent structure mandated by the 
Hydrocarbons Law. 


6. (C) Matsuro Manabe 

confirmed to econoff on January 23 that TeikokuVs current 
interests in Venezuela are also focused on gas opportunities. 
Teikoku currently has two operating agreements: the East 
Guarico field acquired in the first round and the second 
round Sanvi-Guere field. Production from the two fields 
totals about 6 

already producing associated gas from the East Guarico field 
and that seismic data by PDVSA/Teikoku on an adjacent area 
north of the field shows great potential for further gas 
development. 


7. (SBU) A U.S. independent 

to be the first to negotiate a contract under the terms of 

the Hydrocarbons Law. Harvest has an 80 percent share in 
Benton-Vinccler 

southern Monagas state since signature of a first round 
operating service agreement in 1992. In November 
announced that it had signed an agreement with PDVSA to 
undertake a six-month evaluation of two oil and gas fields 
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(Temblador and EI Salto) located close to its existing 
fields. Any agreement on the two new fields is likely to be 


accompanied by re-negotiation of the original operating 
services agreement. 


8. (C) In a November conversation with econoff 

Steve Tholen said that Benton-Vinccler has one of the most 
profitable operating service contracts in Venezuela. Thus 

it would be a public relations victory for PDVSA and the 
Ministry if they were able to announce that Harvest had 
agreed its operations could be profitable under the 

provisions of the 2001 law. The most complex part of the 
negotiation will cover the corporate structure. Tholen 
emphasized that Harvest would insist on a structure that 
would allow the joint venture to focus on project economics 
and would allow Harvest to both book the reserves and have 
operating control (i.e. 

rules). According to Tholen 

where a majority government-owned joint venture company would 
in turn contract actual field operations to a company in 

which Harvest would hold the majority share. Benton-Vinccler 
employee John Paul McKee told econoff January 28 that the 
transfer of data from PDVSA needed for evaluation of the two 
fields has gone more slowly than anticipated but that the 
review is on-going. 


9. (C) Econoff discussed the complexities of re-negotiating 
the operating agreement contracts with several local 
attorneys whose practices focus on energy law. They all 
agreed that it would be particularly difficult to quantify 

the sunk costs not yet re-paid under the capital fee. Steel 
Hector & Davis attorney Alfredo Anzola 

February 9 that his firm has been contracted to draft a model 
joint venture agreement to guide CVP in its discussions with 
companies. Anzola added that CVP is V'under a lot of pressure 
to advance this as quickly as possibleV' and said the model 
agreement would be provided to CVP that day. Anzola 
specifically informed econoff that the CVP had said Vno" to 
what he called V'sham structures" that would allow the private 
investor to control the joint venture operations. 
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10. (C) Econoff discussed the issue with ChevronTexaco de 
Venezuela President Ali Moshiri who confirmed that he has 
been asked informally if ChevronTexaco would be willing to 
convert its contracts. (Note: With substantial investment 

in the Round Two Boscan field 

in Round Three 

any other U.S. company from any push by the GOV to force the 
migration of the operating agreement contracts. End Note.) 
Moshiri said bluntly that he believes Ramirez was simply 
trying to make political points in his remarks of January 12. 
He added that he believes neither PDVSA nor the Ministry 
have legal staffs capable of handling such negotiations. 
(Note: Steel Hector & David attorney Anzola confirmed that 
the legal staff at CVP are all new hires; he does not know 
yet whether CVP will contract out the negotiating process.) 
When econoff informed Moshiri that the CVP has contracted 
with outside legal counsel to draft a model joint venture 
agreement 

not be the terms and conditions of any agreement but the 
economics of the deal. Saying \"if we get equity barrels 
deal may not be bad 

see what kind of offers would be made. He emphasized 
however 

prejudices the economics of its operations. 


11. (C) Moshiri was also dismissive of reports that PDVSA is 
not only refusing to approve capital expenditures proposed by 
the operators in their 2004 budgets but is also setting 
production constraints for 2004. Moshiri said \"they 

telling us to produce." In subsequent conversations 


however 

Manager Tim Penton confirmed these reports of problems with 
approvals of capital expenditures to econoff. (Note: 

ExxonMobil and Williams have non-operational shares in the 
second round Quiamare-La Ceiba and third round La Concepcion 
fields respectively.) Petrobras 

Concepcion field 

that PDVSA had approved its 2004 budget with severe cuts in 
capital and expenses as well as setting production limits 

below its current production level. 
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12. (C) There might seem to be a discrepancy between the 
GOV\'s need for every barrel it can lay its hands on versus a 
strategy in which it would take possible production cuts in 
order to force the producers to accept contract negotiations 
under the 2001 law. We believe 

officials of the Chavez government a win on the 2001 
Hydrocarbons Law may be more important than a \"few\" 
incremental barrels from the operating agreements. PDVSA 
may 

do not at this time expect the pressure to reach the point 
where the GOV would outright violate the existing agreements. 
That said 

difficult for the companies. 


13. (C) Companies other than Harvest are sure to bite if the 
carrot 

PDVSA on their existing investments or new fields 

enough. Steel Hector & David attorney Anzola believes Shell 
is likely to be the first company approached with the model 
draft 

SHAPIRO 
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THE SLUMS) PROGRAM 

FORCING TWO JOURNALISTS TO DRIVE HIM TO THE COLOMBIAN BORDER 
ACCORDING TO PRESS REPORTS. BERNAL PEREZ REPORTEDLY BELIEVED 
THE PROGRAM TO PROVIDE MEDICAL SERVICES TO THE POOR WAS 
MAKING FRAUDULENT CLAIMS ABOUT THE NUMBER OF PATIENTS TREATED 
IN THE PROGRAM AND ALSO THAT HIS LIFE WAS IN DANGER. 

NATIONAL GUARD COMMANDER VIVIAN DURAN TOLD REPORTERS THAT THE 
PUBLIC PROSECUTOR WILL DECIDE WHETHER TO TRY BERNAL PEREZ ON 
POSSIBLE KIDNAPPING CHARGES OR TO DEPORT HIM. END SUMMARY. 


2. ON FEBRUARY 4 

PEREZ 

AFTER HE ALLEGEDLY TRIED TO DEFECT BY FORCING TWO JOURNALISTS 
TO DRIVE HIM TO THE COLOMBIAN BORDER 

REPORTS. NATIONAL GUARD COMMANDER VIVIAN DURAN TOLD 
REPORTERS THAT BERNAL PEREZ ARRANGED TO MEET TV REPORTER 
ROBERT PRIETO AND CAMERAMAN LUIS VIVAS IN SAN FELIPE 

STATE 

INTO THE SLUMS PROGRAM. HE THEN TOLD THE JOURNALISTS HE HAD 
A GUN AND WOULD KILL THEM UNLESS THEY DROVE HIM TO THE 
COLOMBIAN BORDER. UPON ARRIVAL IN SAN CRISTOBAL NEAR THE 
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BORDER 
SERVICE STATION. HE THEN SLIPPED AWAY AND ALERTED THE 
NATIONAL GUARD 
REPORTEDLY 


3. BERNAL PEREZ HAD BEEN WORKING IN BARQUISIMETO 

ACCORDING TO CARACAS DAILY EL UNIVERSAL 

BELIEVED THE INTO THE SLUMS PROGRAM WAS MISREPRESENTING THE 
NUMBER OF PATIENTS CUBAN DOCTORS WERE ACTUALLY TREATING. HE 
ALSO CLAIMED TO FEAR FOR HIS LIFE. ALLEGEDLY 

SAID 

ANNOUNCING HIS PLAN TO HIDE SOMEWHERE IN THE CENTRAL WESTERN 
PORTION OF THE COUNTRY AND THEN SEEK POLITICAL ASYLUM. THE 
PRO-GOV WEBSITE VHEADLINE.COM REPORTED THE SAME SERIES OF 
EVENTS FEBRUARY 5 AS A "RUSE STAGED BY AN INCREASINGLY 
DISORIENTED POLITICAL OPPOSITION\" WITH THE COMPLICITY OF THE 
TWO JOURNALISTS. IN ANOTHER NEWS REPORT 

DIPLOMAT IS QUOTED AS SAYING THAT BERNAL PEREZ VLENT HIMSELF 
TO THE MEDIA CAMPAIGN AGAINST PRESIDENT CHAVEZ AND THE INTO 
THE SLUMS PROGRAM. 


4. BERNAL PEREZ\' DEFENSE ATTORNEY 

FEBRUARY 11 PRESS INTERVIEW THAT HIS CLIENT IS SHOWING SIGNS 
OF SCHIZOPHRENIA AND PARANOIA AND HAD ATTEMPTED TO COMMIT 
SUICIDE. ON FEBRUARY 7 

PERMIT BERNAL PEREZ TO UNDERGO A PSYCHIATRIC EXAMINATION AS 
SOON AS POSSIBLE. 


5. NATIONAL GUARD COMMANDER DURAN TOLD REPORTERS THAT BERNAL 
PEREZ HAS BEEN PLACED AT THE DISPOSAL OF THE PUBLIC 

PROSECUTOR 

EMBASSY INFORMED ON THE MATTER. THE PUBLIC PROSECUTOR WILL 
DECIDE WHETHER TO TRY BERNAL PEREZ ON POSSIBLE KIDNAPPING 
CHARGES OR TO DEPORT HIM. 


6. WHILE THE IDEA OF A CUBAN TRYING TO FLEE ELICITS NO 

SURPRISE 

OPPOSITION AND THEN TURNED IN TO THE AUTHORITIES IS DIFFICULT 

TO SWALLOW. A SUCCESSFUL ESCAPE ACROSS THE BORDER WOULD HAVE 
BEEN A LARGER PUBLIC RELATIONS PROBLEM FOR THE GOV. 

SHAPIRO 
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in which the GoV instituted a mandatory broadcast on all 


Column 3 
media outlets. 


-- (U) Enrique Naime 

Democratic Coordinating Committee (DCC) said February 13 the 
opposition would continue to protest until the CNE declared a 
recall referendum and published norms for its decisions. 


-- (C) Opposition deputy Leopoldo Martinez told poloff 
February 13 that he doubted the success of the February 14 
march due to fears of violence. 


5. Violent Protests: 


(U) Various opposition street protests broke out on the 
evening of February 12 in cities across the country in the 
wake of the CNE\'s announcement postponing a decision to 
schedule a recall referendum. 


6. GoV: 


-- (U) Vice-President Rangel dismissed the February 12 
demonstrations as staged events 
opposition-controlled media. 


-- (U) The Avila Heliport 

helicopters run by private media organizations in Caracas 
was ordered closed February 14 by the GoV\'s Ministry of 
Infrastructure. 


End Summary. 


7. (U) In a February 13 statement issued after a meeting with 
officials of the National Electoral Council (CNE) 

Center representative Fernando Jaramillo and Jennifer McCoy 
called on the CNE to publish a firm schedule of events 

through which they could finish their verification of 

signature sheets no later than February 28. (Note: a copy of 
the Carter Center statement has been forwarded to WHA/AND). 
The statement reviewed the integral involvement of the OAS 
and Carter Center as observers in the signature collection 

and verification process 

that kept the CNEVs Superior Technical Committee (CTS) from 
fully reviewing all the signature forms submitted. These 
obstacles 

of forms referred to the committee and the V'new character" of 
the process. 
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8. (U) The statement said the Carter Center and the OAS are 
encouraged that the CNE announced February 12 that it would 
finish the verification process by end of the month 

encouraged the CNE to publish the results by that time. In 
addition 

publish a schedule and comply with it 

in all control mechanisms to guard against fraud. 


9. (U) Quoting former President Jimmy Carter 

said the expression of the people must take precedence over 
any legal technicality in counting the signatures. Lastly 

the statement said the CNE must be allowed to develop the 
process without political pressures 

express their concerns through peaceful means 

intimidating the CNE or its facilities. 


10. (C) In a February 13 meeting 

Alvarez confided to poloff that a February 28 deadline would 
most likely be impossible to meet logistically. Alvarez said 
that setting another date effectively kicks the ball down the 
field 


11. (U) When he arrived for a February 13 meeting with OAS 
and Carter Center representatives 

Rodriguez told the media that the signature results woudl be 
know by the end of the month. Rodriguez also said security 
had been reinforced around the CNE building. Additionally 
Rodriguez announced on February 12 that the CNEVs Superior 
Technical Committee (CTS) will be increased from 39 to 78 
members to accelerate the review of the signature forms. 


12. (C) OAS observer Julio Alvarez told poloff February 13 
that the CNEVs computer check of the signature sheets has 
begun. The CTS expects to receive instructions on February 
16. They have not yet implemented the quality control step 
in which a CNE supervisor reviews signatures that do not 
match the electoral registry. Alvarez estimates it will take 
ten days per drive to perform the quality control step 

could be shortened by adding more staff. The results of that 
step must be re-submitted for transcription to fix any error. 
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13. (C) Pro-Chavez activists (\"chavistas\") in battle dress 
camping out in front of the CNE building make good on their 
pledge to physically keep the opposition away from the CNE. 
As various opposition leaders approached the CNE headquarters 
on February 13 

ejected from the area. National Assembly deputy Leopoldo 
Martinez (Causa R) told poloff February 13 that deputy Andres 
Velazquez was threatened by a man who pointed a pistol at his 
head when he tried to get near the CNE building. According 

to Martinez 

Velasquez 

trouble erupts. 


14. (C) Threats are not limited to oppositon leaders 

approaching the CNE building. DCC operative Amado Dounia told 
poloff February 13 that Enrique Naime 

activists and chief CNE monitor for the DCC 

death threat against his 17-year-old daughter if he continues 

his work at the CNE. 


15. (U) Private television coverage showing crowds of 
pro-Chavez activists pushing and ripping the clothes of 
opposition leaders was interrupted on the afternoon of 
February 13 by a \"cadena\" broadcast by Chavez 

GoV instituted a mandatory broadcast on all media outlets. 
Chavez showed samples of the opposition\'s alleged 
\"megafraud 


16. (C) Regardless of the deadline 

statistics manager for the DCC 

the new review of signature forms does not bode well for the 
chances of a getting a recall referendum. With 93 

currently in the CTS 

successful review rate of 25 percent 

trigger the referendum. If 180 

CTS for review via the new physical inspection 

the referendum will be lost. All depends on how many 
criteria the CNE decides to apply 
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17. (U) Enrique Naime 

Democratic Coordinating Committee (DCC) told the press early 
February 13 that the opposition would continue to protest 

until the CNE declared a recall referendum 

election 

that the GoV was making the most noise because they \"have 
defeat painted on their face.\" 


18. (C) During a February 13 meeting with poloff 

Behrens 

Committee (DCC) 

their march on February 14 to protest the continued shift in 
the CNE\'s verification rules. Behrens expects over 600 
demonstrators. Behrens said she and other DCC leaders met 
February 12 with officials of the Ministry of Interior and 

Justice to discuss security for the march. The ministry 
officials not only refused to guarantee security 

tried to convince the opposition to send the marchers to 

other areas the opposition regards as unsafe or too small for 
their numbers. The GOV has already made the most direct 
route to the CNE difficult by scheduling a meat market on the 
same route. To avoid attacks 

decided the actual march route on the night of February 13. 
Behrens said opposition marchers have been instructed not to 
carry weapons of any sort 

blame them for any outbreaks of violence. Behrens spoke with 
concern about the Democratic Bloc 

group who does not believe in the referendum. 


19. (C) Opposition National Assembly deputy Leopoldo Martinez 


is less sure. Martinez told poloff February 13 that he 

doubted the success of the February 14 march. People might 
go to Plaza Venezuela to get their signature 

the CNE for fear of violence. He said the Avenida Bolivar 
meat market spoils their plans. Alternate routes are also 
dangerous and all empty out at Plaza Caracas 

pro-Chavez activists are waiting. 


20. (U) Various opposition street protests broke out on the 
evening of February 12 in cities across the country in the 
wake of the announcement of the National Electoral Council 
(CNE) to postpone a decision to schedule a recall referendum 
on the rule of President Hugo Chavez (reftel). Several 
protests were directed specifically against regional offices 

of the CNE. A national student coordinating group is 
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apparently organizing protests against the CNE 

fueled by student groups launched in Anzoategui 

Merida and Valencia. In some cases 

protesters and security forces turned violent. In Merida 
protest near the University of Los Andes sparked 
confrontations with local police that shut down businesses 
and blocked traffic throughout the day. A truce was reached 
between student leaders and police late in the afternoon 
street violence erupted again by the evening 

broken up by police with tear gas and rubber pellets. 
Twenty-five protesters were reported injured 

journalist. In Valencia 

University confronted police in response to the arrest of 
eight student leaders. Several buses were set ablaze and 
university buildings were ransacked over the course of the 
evening. 


21. (U) Unrest broke out in several state capitals February 

12 

most heated protest occurred in Merida 

demonstrators and one press photographer 

injured by rubber bullets or tear gas. In Valencia 

state 

vehicles. A standoff between opposition and GOV supporters 
in Anzoategui state occurred outside the local CNE branch 
office. GOV supporters also allegedly attacked the Social 
Christian (COPEI) headquarters in Aragua state. 


22. (U) The original purpose for most of the marches was to 
celebrate the Day of Youth 

against colonial Spain. Some students were protesting arrest 
of student leaders accused of rebellion for the evenets in 
April 2002. However 

significance following the CNEVs decision to review signature 
forms. A majority of the demonstrators were students 

by political parties and civic groups. 


23. (U) Vice-President Rangel dismissed the February 12 
demonstrations as staged events 

opposition-controlled media. He claimed the opposition was 
panicking because it realizes it doesn\'t have enough 
signatures to convoke a presidential recall referendum. 
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24. (U) The Avila Heliport 

helicopters run by private media organizations in Caracas 
was ordered closed February 14 by the GoV\'s Ministry of 
Infrastructure. The last time the GoV closed the heliport 
was during the opposition\'s exercise to collect signatures 
seeking a recall referendum. 

SHAPIRO 
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3. (U) Noting that several of Former President Guillermo 
Endara\'s Solidarity Party candidates served in the Moscoso 
administration 

assertion on February 9 that Moscoso has entered a silent 
pact with Endara 

first names to form Guimi (GUI-llermo and Ml-reya). This 
conflating of syllables was intended to counter previous 
allegations by both Endara and Martinelli that Moscoso and 
Torrijos had entered into a \"Pacto Mami\" (MA-rtin and 
Ml-reya) through which they agreed not to air dirty laundry 
about each other. Torrijos noted that Endara has a comical 
way of saying things and complained that he deflects public 
attention by alleging conspiracies between presidential 
candidates and President Moscoso instead of focusing on what 
he will do if elected. 


He may be corrupt... 

4. (SBU) Controversy about President Moscoso has swirled 
around her putative legal right to campaign on behalf of 
specific candidates 

constitution 

support to candidates for popularly elected positions.\" The 
most recent dust-up arose when legislative candidate Carlos 
\"Tito\" Afu showed up at the Ministry of Public Works\' 
official inauguration of several new road projects in his 
electoral circuit. Afu 

Revolutionary Democratic Party (PRD) legislator 

notoriety when he waved a wad of bills in the air on 
television in January 2001 

vote in favor of the controversial CEMIS project. (See Reftel 
A). The Supreme Court dismissed the case because ostensibly 
the Legislative Assembly had not lifted the immunity of the 
Legislators implicated in the scandal. Afu is now a 
candidate for the Arnulfista Party in the same electoral 
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Circuit (7-1 

pilloried in the press this week for campaigning on his 
behalf. 


... But he\'s my candidate 

5. (SBU) Responding to front-page newspaper images of Moscoso 
dancing with Afu during the official event 

Magistrates requested that the Electoral Prosecutor 
investigate Moscoso. Electoral Prosecutor Gerardo Solis 
responded that only the Legislative Assembly may investigate 
the President 

of Public Works Eduardo Quiros 

Legislative Assembly President 

stated on February 12 that the Assembly had no intention of 
investigating the President. Moscoso lashed out at La 
Prensa 

journalists are using the power of the pen to support 
opposition PRD candidate Martin Torrijos. 


6. (SBU) Opposition candidates were outspoken in their 

distaste for Moscoso\'s actions. Cambio Democratico Candidate 
Ricardo Martinelli stated that Moscoso should be doing the 

job for which Panamanians elected her -- running the 
government -- not campaigning for her friends. PRD Vice 
Presidential candidate Ruben Arosemena said that it is 

obvious Moscoso is campaigning on behalf of her favorite 
candidates 

Solidaridad Presidential Candidate Endara was the most 

colorful critic 

Moscoso\'s presidential candidacy if he knew she were such \"an 
ignoramus\" when it came to electoral regulations. Arnulfista 
candidate Aleman denied Moscoso had done anything wrong. 
(NOTE: According to Aleman supporters 

hurting his campaign 

of her. END NOTE) 


7. (U) On February 11 

to President Moscoso a petition in favor of convoking a 
constituent assembly with 97 

responded on February 12 that she had taken the signatoriesV 
interest into account 

convoke a constituent assembly in the middle of an electoral 
campaign. Therefore 

the next administration to address constitutional reform. 

Given her declarations 
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included in the May 2 elections have slipped even further 
away (Reftel B). (NOTE: Of 1 

to a December 2003 CID Gallup public opinion poll 

even know what a Constituent Assembly was. END NOTE) 


Comment: Pushing the envelope within limits 

8. (SBU) Since her decision to openly support then 
pre-candidate Jose Miguel Aleman before the party\'s 
nominating convention 

pre-candidates 

campaigning 

President of the Arnulfista Party rather than abusing her 
authority as President of Panama. Clearly 

position changed since she requested in March 1999 that then 
President Ernesto Perez Balladares \"honor his word not to 
favor any candidate 

week\'s newspapers). Most observers agree that Moscoso has 
crossed an ethical line by making partisan statements and 
attending campaign events that favor Aleman 

whether she has violated the constitution 

electoral code. The fact that Electoral Prosecutor Gerardo 
Solis 

opportunity to investigate Moscoso shows his penchant to act 
independently despite old PRD affiliations. All are healthy 
indications that Panama\'s election controversies will be 
contained within the appropriate institutional channels. 

While the campaign rhetoric is bound to heat up in coming 
weeks 

remain low. 
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Wary of Opinion Polls 

2. (SBU) Blandon 

as publicist and New York Consul General (See Bio Note 

9) 

view of the 2004 electoral campaign with DCM and POL 
Counselor. Blandon presented a concise analysis of Panama\'s 
electoral dynamics to support his view that PRD presidential 
candidate Martin Torrijos will win the May 2 vote. According 
to Blandon 

inaccurate in past elections. (The latest poll shows Martin 
Torrijos leading ex-president Guillermo Endara 42%-34% with 
Arnulfista candidate Jose Miguel Aleman in third place with 
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8%.) One fault is that polls focus too heavily on urban 
areas but do not concentrate on likely rural voters 
pointed out. 


Party Loyalties Will Count 

3. (SBU) Blandon predicted that 1.4 million (70%) of 
Panama\'s roughly 2 million voters will actually cast ballots 
on May 2. Of those 1.4 million voters 

registered party members. (See Reftel. Figures below were 
updated as of 12/31/2004.) Party affiliation is strong in 
Panama 

entire party slate. That tendency is stronger in the 
countryside 

ballots. Among the parties 

base (435 

most disciplined voters. Endara\'s Solidarity party has 
relatively few members (73 

past several months 

committed supporters. The Arnulfista-MOLIRENA-PLN coalition 
Blandon continued 

candidates for national and local office 

produce much more than 8% of the vote for Jose Miguel Aleman. 
Those facts will count heavily in the countryside 

election day comes. (Note: PLN is the National Liberal 
Party.) 


\"The Anti-System Vote Will Not Vote!" 

4. (SBU) Blandon said the 1994 and 1999 elections have shown 
a fairly constant baseline for the three biggest parties. 

The PRD can count on 32% of the vote; the Arnulfistas 21%; 
MOLIRENA 1096. Endara appeals above all to disaffected voters 
who take a cynical view of politics 

anti-system (Endara) vote will not vote 

not in as large numbers as party members; in short 

percentage of Endara supporters are not likely voters. Also 
Endara\'s support mostly is urban 

relatively low. Blandon predicted the following election day 
results: 


Torrijos 37% 

Aleman 32% 

Endara 21% 

Martinelli 4% 

unaccounted 6% 

Anti-corruption a Declining Issue 


Column 3 

5. (SBU) Another historical reality confronting the Endara 
campaign is that third-party candidates fall short in Panama. 
For instance 

who left the party to run for president in Panama\'s May 1999 
election under another banner finished with only 17% of the 
vote. On the other hand 

vote 

The PRD has never captured more than 37% of the vote 
pointed out 

it can deliver for Torrijos. Anti-corruption 

principal attraction for voters due to his clean record 

the end will have less effect on cynical voters than the 
press reports 

Blandon conceded 

mistake. 


Torrijos Also Has Problems 

6. (SBU) Predicting a tough campaign 

add that victory for Torrijos is hardly assured. Trying to 
counteract the PRDVs \"lack of legitimacy with the private 
sector 

Navarro as his first vice presidential running mate. Blandon 
pointed to several potential problems that could cost 

Torrijos the presidency. The first is the PRD\'s alliance 

with the Partido Popular (PP) 

Democratic Party 

Whether the alliance will help or hurt Torrijos is unclear. 
(Comment: Many observers point out that the PRD-PP alliance 
is inherently awkward because the Christian Democrats were 
fierce opponents of Manuel Noriega 

Recently PP legislator Teresita de Arias publicized the abuse 
of tax \"exonerations\" by legislators who import luxury cars 
duty free 

worst culprits. 


Cousin Hugo Could Prove Toxic 

7. (C) But Torrijos faces still more potent internal 

dangers. The first is his close relationship with first 

cousin Hugo Torrijos 

campaign 

scandal dating from his late-1990\'s stewardship of Ports 
Engineering Consulting Corporation (PECC). Martin has 
recently asked Hugo to step down as his campaign manager 
Blandon noted 

meaningfully from his involvement with Hugo. Another problem 
for Torrijos are the 7 or 8 anti-Torrijos legislative 

candidates running in large constituencies (circuitos) 


Column 3 
as Arraijan 
intense in-fighting could cost Torrijos votes. 


Endara Not Up To Challenge 

8. (C) Blandon emphasized that Panama has serious challenges 
ahead of it in the coming years. It must create a modern 
state structure 

security issues on the Colombia border 

Trade Agreement and \"normalize\" its relationship with the 
United States. Endara is not up to the challenge 

implied. Calling him a \"rudderless ship 

former president Endara is \"a danger for the country 

that Endara has no comprehension of how the 9/11/2001 
terrorist attacks have changed the world. (Note: On this 
score 

establishing a close relationship with President Bush that is 
highly valuable for Panama. End Note.) 


Bio Note and Comment 

9. (C) Bright 

well connected and highly paid for years under Noriega 
Blandon served as Noriega\'s Minister of Culture and in 
several diplomatic posts. An agronomist by training and an 
erstwhile leftist 

relationships with the Panama Defense Forces (PDF) and its 
leadership 

in the government. In the late 1980s Blandon authored \"Plan 
Blandon 

avoid bloodshed. Since Operation Just cause and Noriega\'s 
fall from power in 1989 

pursuing a career as a political analyst 

consultant for hire. (BlandonVs clients include PRD First 

Vice Presidential Candidate Samuel Lewis Navarro 

accounts in part for his acerbic assessment of Endara 
although the bad blood between them dates back to the late 
1980s when Endara and Blandon were on different sides of the 
military/civilian divide.) He hosts a daily talk show on 

political affairs called Radio Noticias Bahia. 
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was also scrambled for this event. The Citation intercepted 
the aircraft and accomplished visual ID of a two-engine 
wing aircraft bearing what appeared to be Brazilian 
identification. The target aircraft subsequently landed at 
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Caruru where it was pushed to the treeline and concealed 
with a fake building 

Citation accomplished several Phase | calls with no 
response 

with warning shots by the \"Arpia\". GOC officials assessed 
that there was minimal likelihood of collateral damage and 
proceeded with phase 111 

aircraft. (Note: In the course of subsequent Colombian 
National Police reinsertion operations 

to confirm destruction of target aircraft and absence of 
collateral damage.) 


Ongoing Issues 


4. (SBU) The FAC had deployed the \"Arpia\" helicopter to 
Mitu as part of the security package in support of President 
Uribe\'s visit the weekend of January 17. This proved to be 
the decisive end-game asset that was not present during 
previous ABD events in the DogYs Head/Caruru area (there 
have been nine ABD events and numerous other tracks in this 
area since the ABD program was restarted in August 2003.) 
We expect the arrival of refurbished OV-10s to coincide with 
completion of repairs to the runway at Mitu. Meanwhile 

the GOC will retain \"Arpia\" helicopters at Mitu until OV-10s 
are deployed. 


5. (SBU) The GOC has repeatedly noted that the time required 
to perform Phase steps precluded bringing events to a 
conclusion. For the January 24 Phase Ill 

minutes elapsed from request of ground Phase | to the target 
being destroyed. This was accomplished despite repeated 
communications and an assessment of the possibility of 
collateral damage. This event demonstrates that with assets 
properly located 

performed in a reasonable time. 


6. (SBU) The Air Bridge Denial Semi-Annual Program 
Management Review (PMR) will be held February 24-25 at JIATF- 
S 


-USG meeting 

-Combined Review of program accomplishments to date 
-Combined Review of Jan-Feb ABD Events 

-Combined Review of Program Goals 

of Effectiveness 

-ABD Asset (Citation/C-26/End Game aircraft) Status 
-C-560 Familiarization 

-US/GOC Issues 

-Road Ahead 

-Letter of Agreement (LOA) review 
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Post is coordinating with GOC to obtain their LOA/PMR 
inputs. 


Organizations desiring to attend must coordinate by February 
16 with Mr Ezequiel Parrilla 

571-383-2222 

attendance and lodging/transportation arrangements. 
Security clearances must be confirmed with the JIATF-S 
Special Security Officer at 305-293-5484 

at least 10 days prior to travel. POC for JIATF-S is CDR 
Wade Graft 

rgraft@jiatfs.southcom.mil 
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executions. There are also serious problems with child labor 
in several industries 

cane (but not the maquila) sectors 

persons of women/children for commercial sexual exploitation 
in the U.S. 

Corps have both been involved in HIV/AIDS prevention. 


16. (SBU) Approximately 800 

illegal 

issues high on the bilateral agenda. (The population of 
Honduras is 6.5 million.) There is deep appreciation for the 
USG\'s extension of Temporary Protected Status (TPS) in the 
U.S. and interest in possible congressional action on the 
proposed Nicaraguan Adjustment and Central American Relief 
Act (NACARA) 

Hondurans. With approximately 11 

residing in Honduras and many thousands visiting Honduras 
annually for tourism and business 

are a key part of the EmbassyVs work. Since 1995 

American Citizens have been murdered in Honduras. There was 
not much progress on most of these cases until 2003 

there have now been 15 convictions in eight cases. Some 
progress has been made on extradition cases involving 
American Citizens residing in Honduras who are wanted for 
felonies in the United States. 


17. (SBU) Embassy Tegucigalpa is a medium-sized post 
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employing 140 U.S. citizens and 300 Hondurans among 20 USG 
agencies. The Peace Corps program 

volunteers 

mission had a FY03 budget of USD 45 million. The Mission 
maintains a Consular Agent in Honduras\' second city and 
industrial center 

PALMER 
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Al-Sane stated that LDI is no longer functioning 


Relationship between SRS and LDI 


3. (C) Newcomb repeatedly asked Al-Sane for an explanation of 
the relationship between SRS and LDI. Al-Sane claimed the 
two \"coordinated with each other 

different entities with independent financing and leadership. 
After multiple attempts to get him to further clarify this 
Al-Sane finally admitted that LDI was legally subordinate to 
SRS 

does not control or give instructions to LDI. (Note: KFH 

stated that LDI was not a legal or separate entity 

one and the same as SRS. As such 

to why USG had only designated LDI and not SRS. End Note.) 


Busted: LDI\'s VforgottenY North American branch 


4. (C) Al-Sane and LDI head Abdulatif Al-Hajeri began the 
meeting by declaring that LDI had foreign branch offices in 
Pakistan and Afghanistan only. When asked 

denied there was a North American branch. However 
Newcomb began to read U.S. corporate registration documents 
listing members of the Kuwaiti delegation as officers of 
\"Lajnat al-D\'awa 

(Al-Hajeri was listed as the President) 

hard-pressed for an answer. They acknowledged knowing the 
founder of the US branch 

had just \"used our names\" back in 1995 in order to gain 
financial backing. They insisted that the group was 
\"completely unrelated\" to LDI in Kuwait. When the Kuwaitis 
claimed the group had not been active in the U.S for many 
years 

Al-Hajeri and Al-Jeeran were listed as officers of the US 
branch. (Note: At this point 

remained silent throughout the discussion 

a brief period of time. We have no way of knowing for what 
purpose. End Note.) 


On French conversations with LDI and Foreign Minister 


5. (C) Al-Sane insisted that LDI had been unfairly accused of 
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supporting terrorist activities 

designation was causing severe damage to an organization 
dedicated to charity work. He said LDI had been invited by 
Ambassador William B. Taylor to conduct its charity 
activities in Afghanistan in November 2002 

had had its assets frozen. Responding to a question about 
Kuwaiti conversations with the French on LDI\'s designation 
Al-Sane said FM Dr. Mohammed had raised the matter with 
French FM Dominique de Villepin during his recent visit. De 
Villepin said he would look into the matter. According to 
Al-Sane 

to make calls to Al-Qaeda operatives; Al-Sane says the calls 
occurred before LDI occupied the office. The French 

said 

Bahrain; Al-Sane maintains there are not. (Note: In the 
October 5 

conceded that LDI had a branch office in Russia 

claiming they only used offices in Kuwait and Pakistan (Ref. 
A). End Note.) The French claim 9/11 mastermind Khaled 
Shaykh Mohammed was heading up the Pakistan LDI branch; in 
reality 

claim LDI transferred Euros to Libya; Al-Sane says LDI never 
used Euros. \"We think the French took their claims from 
Pakistani newspapers 


6. (C) Al-Sane said the Kuwaiti and French UN missions are 
working closely to resolve the issue 

visited the UN personally in August to unofficially address 
members of the committee responsible for the UN designation. 
During this time 

told him France would drop its support of the designation if 
Kuwait could get the US to do the same. Al-Sane said Kuwait 
has not yet filed a formal petition for de-listing. (Note: 
Al-Sane\'s account sharply contradicts French claims from 
January 15 

is \"rock-solid.\" The GOF also stated that it is important 

for the USG and the GOF to work together to ensure LDI 
remains on the UN 1267 sanctions list. End Note.) 


Accounts at KFH are frozen 


7. (C) The CBK Governor 

Al-Hajeri all confirmed that LDI accounts at Kuwait Finance 
House were frozen. Additionally 

had accounts in every major Kuwaiti bank when their assets 
were frozen. Al-Sane also stated that SRS continues to hold 
active accounts at KFH. 


On ties to other charities 


8. (S) Al-Sane said that prior to designation 
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with other charities such as Mercy International. Although 

LDI and Mercy International shared officers and directors 

LDI claimed the organizations were not related. (Note: 
Financial records obtained by USG indicate LDI transferred to 
Mercy International at least $950 

January 2003. End Note.) LDI confirmed that the Pakistan 
branches of LDI and Mercy International were headed by Zahed 
Shaykh Mohammed 

Mohammed. Al-Sane said LDI had no knowledge of the current 
whereabouts of Zahed Shaykh Mohammed. 


9. (C) Concluding the meeting 

an opportunity to see OFAC\'s information related to the 
designation of LDI to be able to properly respond to any and 
all questions about LDIVs past activities. He assured 
Newcomb that LDI was not involved in terrorist financing 
activities and asked for his help in differentiating between 
the good works LDI has undertaken 

organizations. 


10. (U) This message was cleared in MemCon format by OFAC 
Director Richard Newcomb. 
URBANCIC 
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4. (C) Accordingly 
following policies: 


--The bank writes and implements an annual AML and 
anti-terrorism plan. 


--The bank is using OFAC Tracker software to monitor all 
transactions 

packages; a decision on the additional software will be made 
by March 31st. 


--An AML officer has been designated in each of the bankVs 
units; the officer is responsible for reviewing all 
transactions for AML compliance. 


--AML and anti-terrorist finance training is mandatory for 
all new KFH employees; employees are encouraged to bring 
suspicious account activity to the attention of managers. 


--KFH is bringing in anti-money laudering/anti-terrorist 
finance speakers in on a quarterly basis; Citibank 
and HSBC staff members are among the current invitees. 


--AML Unit staff review each units transaction reports on a 
weekly basis. 
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Salman said KFH plans to distribute a monthly AML newsletter 
providing tips on suspicious activity. Additionally 

that a top ten \'warning signsY for money laundering bulletin 
was to be distributed on the KFH intranet that week. 


KFH DISCUSSES LDI ACCOUNT 


5. (C) When asked about the status of LDI accounts 

officials gave conflicting answers on when KFH froze LDI 

assets. Younis first stated that it froze LDI accounts in 

December 2002 

2003. Later 

designation of LDI on January 28 

taken the necessary steps to freeze LDI assets. (Note: From 

the discussion 

became aware of USG action and when KFH chose to implement 
freezing of LDI accounts. End Note.) 


6. (C) Also during the discussion 

was not a legal or separate entity 

SRS ) the two were one and the same. As such 

asked why the USG had only designated LDI and not SRS. 


7. (U) In addition to freezing LDI accounts 

further steps to control suspicious activity by requiring 
charities to consolidate their accounts under the name of the 
parent organization 

the parent to hold separate accounts. Al-Jassar said KFH has 
since prohibited the opening of accounts for subsidiary 
charity organizations. When asked which charities KFH 
currently provides services to 

does business with the five Kuwaiti charities officially 
endorsed by the Ministry of Social Affairs and Labor. They 
are: Social Reform Society 

Society 

Sheik Abdulla Al-Nouri Society. In addition 

that KFH will not open accounts for shell banks or high risk 
individuals. 


8. (C) KFH Background: KFH is currently the only licensed 
Islamic Bank in Kuwait. The company has 27 branch offices 
and owns banks in both Bahrain and Turkey (Kuwait Turkish 
Financial Bank). The KFH advisory board contains several 
former SRS officials. This relationship with SRS makes its 
oversight of SRS and its subsidiary LDI a possible conflict 

of interest. Two additional Islamic banks ) one converting 
from a commercial bank and the other starting anew ) are 
slated to begin operation within the next few months. 


9. (U) This message was cleared in MemCon format by OFAC 
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Director Richard Newcomb. 
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evidence of dubious transactions to LDI -- not the GOK . 


4. (C) OFAC had raised the issue of post-freeze transactions 
during both of its 2003 and 2004 visits to Kuwait. Al-Sane 
maintains that contrary to OFAC claims 

been made to or from LDIVs accounts since the Central Bank of 
Kuwait issued a freeze order on its assets after LDI\'s 

listing by the UN. He said he and the LDI leadership are 
awaiting specific information on the transactions 

promised by OFAC during both its October 2003 and January 
2004 visits 

Al-Sane said Newcomb told him this information would be 
available V'in 8 weeks 

meeting. 


5. (C) When asked what would happen if it were concluded that 
LDI did make transactions after the freeze 

\"there would be a case\" against them. Al-Sane asked Econoff 
to work within the USG and with the GOF on getting LDI 
de-listed. He said that there were numerous legitimate 

charity projects that were halted by the asset freeze 

referred to their delays as \"humanitarian issues. ' Al-Sane 
said the French have continued to tell the Kuwaitis that they 

will consider the issue of delisting only if the USG acts 

first 

recently French FM de Villepin s promise to the Kuwaiti FM 
during his January visit to Kuwait) have produced no results. 


6. (C) During a 7 February counterterrorism action group 
(CTAG) meeting hosted by Embassy Kuwait (Ref. B) 
Ambassador to Kuwait Claude Losguardi raised the issue of 
Lajnat al-Dawa al-Islamiya. The ambassador said that he had 
met with the head of Consular Affairs at the Kuwaiti Ministry 
of Foreign Affairs 

aggressive in asking the French to delist LDI. That official 
had claimed the USG was asking LDI to resume activity in 
Afghanistan. Acting DCM Richard Bell 

meeting assured the ambassador that the US continued to 
support the designation of LDI. 


7. (C) Comment: It is clear from Al-SaneVs approach and 
comments that he is hoping that OFAC will recommend delisting 
LDI as a result of its visits to Kuwait; at the very least 

he is expecting to receive the transaction information he 

said was promised by Newcomb so that LDI can respond to 
accusations it moved assets after the freeze. 
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accurate reflections of the Maoist leadership\'s thinking. 
Absent reconciliation between the parties and the Palace 
GON will find it difficult to resume dialogue with the 
insurgents from a position of strength 

Ambassador and Samuel agreed that the National Human Rights 
Commission 

technical assistance to help it perform its constitutional 
mandate. End summary. 


DESPITE OFFER 
NO MEDIATION ROLE SOON 


2. (U) On February 12 Tamrat Samuel 
Under-Secretary-General for Political Affairs at the UN 

called on the Ambassador to exchange views on the domestic 
political situation and the ongoing Maoist insurgency. 

Samuel was accompanied by Matthew Kahane 
Representative. 


3. (C) The Ambassador described the security picture as 
\"mixed.\" On one hand 

end of the ceasefire in August to mount a major successful 
attack against the security forces. On the other hand 

Royal Nepal Army (RNA) remains unable to reclaim territory 
under Maoist influence. In addition 

expanded significantly into the previously unaffected lowland 
southern Terai area along the Indian border. Maoist 
extortion has skyrocketed 

(GON) intelligence capabilities remain insufficient. The 
Indian governmentVs arrest of two high-ranking Maoists on 
February 8 is a hopeful sign (Ref A) 

observed 

anger over Maoist publicity of a rally planned to be held in 
New Delhi on Feb. 15. Although RNA ranks are swelling to 
79 

growth has been primarily among the lower ranks 

with no commensurate increase at the middle and upper levels. 
This rapid growth has strained RNA command and control 
capacity in many respects 

ensuring respect for human rights. 


4. (C) Samuel said he found the lack of movement back 
toward dialogue \"very worrying.\" It appears that since the 
end of the ceasefire the GON has decided to focus on 
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military 

Maoists back to negotiations. The GON \"seems to be thinking 
what to do next 

having achieved some military strength 

right moment to reconsider talks with the Maoists. If so 

is important that the international community support that 
inclination 

mediate if asked 


5. (C) As for the Maoists 

4 that the insurgents are willing to accept UN mediation is 
\"a little encouraging 

to determine their sincerity and readiness for negotiations. 
He indicated that the UN is in contact with Maoist ideologue 
Baburam Bhattarai 

without a clearer picture of the \"internal dynamics and lines 
of hierarchy\" within the Maoist organization 

tell if Bhattarai\'s comments represent accurately the 
leadership\'s thinking 

exchanges with him 

softened their insistence on the constituent assembly 
suggested 

on this topic remain \"vague.\" Maoist contacts have indicated 
recently to UN interlocutors that while their bottom line 
remains that the form of government must be decided by the 
people 

is not important" That possible shift in position offers 
fresh ground for discussion and compromise if negotiations 
resume 

there is good will to reach an agreement. 


6. (C) The human rights situation also is a cause for 

concern 

Maiosts and GON security forces 

adding that the Embassy has often counseled the RNA on the 
need to improve its record. UN efforts to persuade the GON 

to sign a proposed human rights accord and agree to human 
rights monitoring will likely fail 

Office of the High Commissioner on Human Rights (OHCHR) makes 
greater effort to convince the RNA of the merits of the 

proposal. The National Human Rights Commission (NHRC) must 
be strengthened in every sense 

impartiality. The Ambassador replied that neither the 

Maoists or the RNA view the NHRC as impartial. That said 

the NHRC is the constitutionally appointed body with a 

mandate to monitor GON compliance with human rights 
standards 

donors have a responsibility to improve its capacity. 
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7.(C) There remains no clear progress toward reconciliation 
between the political parties and the Palace 

said. He noted that he and other envoys have made frequent 
representations to the King urging him to make peace with the 
parties 

lack of progress. The parties 

the initiative themselves 

the first move. The King\'s public address of February 8 (Ref 
B) seemed only to have aggravated the polarization 
observed; instead of imparting a message of conciliation 
King used the opportunity to criticize the parties. 
Nonetheless 

plans to reconsolidate royal power 

Even if he wanted to do so 

neither the international community or the Nepali people 
would tolerate such a step 

the King always reiterates his commitment to the 
constitutional monarchy 

of that concept \"questionable 

question now seems to be on which side falls the onus for 
reconciliation: the parties or the Palace? Whatever the 
answer 

negotiations with the insurgents without first achieving a 
resolution of the deadlock between the parties and the King 
Samuel noted. 


8. (C) Periodically over the past three years the Maoists 
have announced their willingness to accept UN mediation in 
the conflict; Prachanda\'s Feburary 4 press release is only 
the latest installment. In our experience 

are not followed by other 

Maoist readiness for peace 

bombings 

no exception. It seems to us that the MaoistsY episodic 
endorsement of a UN role is motivated by a self-serving 
desire to appear more peace-loving and more palatable to the 
international community 

that the GON 

third-party mediation. 

MALINOWSKI 


13995 


Column 3 

13996 

more open to change. CZI will continue to press the GOZ 
to forsake its withholding of 25 percent of export 

proceeds. 


- Mandiwanza conceded that Gono\'s policies are opening a 
new set of macroeconomic distortions. However 

CZI could not oppose sub-market exchange and lending 
rates since many member firms benefit from these 
initiatives. Mandiwanza praised the RBZVs support for 
banksY dispersing of Z$878 billion (US$231 million) 
through low interest loans to the private sector. Yet 
since these loans carry low 30 percent interest rates 
(versus 100-200 percent at market rates) 

admitted that the V'temptation for speculation is 
extremely high.V' On the other hand 

pension funds - the source for many loans - are depleting 
assets of their participants. 


- Mandiwanza agreed that farmers resettled under the 
GOZ\'s fast-track land reform will have to be granted some 
form of title-deed or land tenure. He considers it a 
positive signal that the recent cabinet reshuffle appears 

to transfer responsibility for land reform from hardline 
Agriculture Minister Joseph Made to John Nkomo. 


Comment 

4. Mandiwanza is a dynamic 

Zimbabwean industry. He is the CEO of ZimbabweVs most 
almost only 

same time 

has deep sentimental and financial ties to the ruling 
ZANU-PF. He has partnered with Mashonaland East Party 
Chairman Ray Kaukonde 

Goche 

businessman Kenneth Musonhi to form Takepart Industries 
a consortium that has gained a stake in many businesses. 
(Acting CEO Zizhou 

oversees the day-to-day operations of CZI 

beneficiary of land reform.) Thus we do not expect 
Mandiwanza and CZI to attack the GOZVs counterintuitive 
economic policies as fervently as a truly independent 
industry rep. Our hope is that a significant number of 
ZANU-PF heavyweights like Gono and Mandiwanza are 
through their own business experience 

for a more rational commercial environment. 
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of trade facilitation 
concern. 


5. (SBU) Teti and Fanella said there is also concern among 
some EU member states that Zoellick\'s emphasis on the 
complete elimination of export subsidies for agricultural 
products moves the U.S. away from the common ground reached 
just before the Cancun ministerial (in the August 2003 
U.S.-EU framework on agriculture). The GOI would have 
preferred a more nuanced approach on export subsidies from 
the U.S. 

(Fanella named France and Ireland) from using a seemingly 
inflexible U.S. position to put up roadblocks. Fanella added 
that Italy was not particularly concerned about the U.S. 
position 

ability to reach a cohesive position for further negotiations 

on agriculture. 


6. (SBU) Teti noted GOI disappointment that Zoellick made no 
reference in his letter to geographical indications (Gls) 

topic of enduring interest to Italy. Teti suggested that 

the realm of intellectual property 

recognized by many developing countries as warranting 
protection 

such as audiovisual products and computer software. He 
argued that strengthened Gl protection within the WTO 
context 

effect a gradual shift in opinion towards the usefulness of 

IPR protection in general. Teti suggested that the U.S. and 
the EU seek points in common that would enable them to merge 
their focus in these two areas of IPR protection 

goal of expanding awareness of the need to protect IPR. 


7. (SBU) Teti expanded on the theme of potential U.S.-EU 
collaboration on Gls by suggesting the negotiation of a 
bilateral agreement similar to the one the EU reached with 
Canada in 2003. He admitted 

agreement with Australia 

effective 

position on GI protection through the WTO. Nevertheless 
suggested such an accord could prove a useful tool should the 
U.S. and the EU decide on a joint approach to IPR protection 
in the developing world. Fanella added that any such 


negotiation would need to fold in the ongoing 


Column 3 

unresolved 

Fanella suggested that this idea was under serious 
consideration by the European Commission.) 


8. (SBU) Eichberg told us the GOI would have preferred that 

the EC not have expressed so directly its willingness to be 
flexible on Gl protection in the course of WTO negotiations. 
Nevertheless 

EC\'s continued commitment to pursuing enhanced GI protection 
inthe WTO. Still 

on the EC to ensure it maintains this commitment. 


9. (SBU) Santacroce noted GOI agreement with Zoellick on the 
importance of the services sector to the overall goal of 
expanding market access. However 

moving forward now on services negotiations 

forty countries have tabled offers. Many of those cannot be 
considered meaningful proposals (Santacroce specifically 
pointed out India). He expressed concern that attempting 
progress on services without significantly more meaningful 
offers could lead to the less-than-ideal creation of a dual 

track process. 


Comments of Foreign Trade Vice Minister Urso 


10. (SBU) In a meeting with the Ambassador on February 12 
that focused principally on Italian participation in Iraqi 
reconstruction (to be reported septel) 

said the GOI appreciated the positive and ambitious approach 
outlined in Zoellick\'s letter. He also welcomed positive 
developments that had taken place at this week\'s WTO General 
Council meeting to reinvigorate negotiations. However 

not optimistic that a successful WTO ministerial could take 
place this year given the imminent departure of both Lamy and 
Zoellick 

meeting in early 2005 that would be removed from the 
influence of electoral politics in the U.S. and the EU. 


11. (SBU) Comment: Not surprisingly 

ZoellickVs letter varies little from the EC\'s generally 
positive reaction. Gl protection remains an exception to the 
GOl\'s general passivity on trade 

linking of the EU\'s GI concerns with U.S. concerns on IPR 
does not appear to be more than an Italian fantasy at this 
point. Italy instead seems resigned to making sure the EC 
does not give away the store by agreeing to an excessively 
\"flexible\" position on Gls in order to satisfy the other 
concerns of more vocal EU member states. End comment. 
SEMBLER 
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called for central Nepal 

was well observed in the capital. Slightly more shops were 
observed open and vehicles operating in Kathmandu than during 
the February 12 closure (Reftel). There were few reports of 
violence in the city. In the morning a socket bomb near a 

busy intersection in the eastern part of the city damaged two 
vehicles and blew out the windows of a local business 

injuries were reported. In the south-central district of 
Nawalaparasi 

a former Nepali Congress (Democratic) member of the National 
Assembly (the Upper House of Parliament) and a district 
political chairman. The Embassy received no bandh-related 
complaints from American citizens. 


2. (U) According to press reports 

(RNA) engaged the Maoists at Kotwada in the mid-western 
district of Kalikot in what may turn out to be the biggest 

battle since the end of the ceasefire in August. The 
engagement 

16 

Initial fatality figures of at least 35 Maoists and 1 RNA 

officer killed may rise as more information becomes 
available. There was some speculation that the Maoists may 
have massed in an effort to disrupt King Gyanendra\'s planned 
series of public receptions in the Maoist heartland (Reftel). 
Press accounts suggest that paratroops were airlifted to the 
site to engage the Maoists. 


3. (SBU) Comment: After an unusually long hiatus 

bandh is the third for Kathmandu\'s generally compliant 
population in as many weeks. Yet another closure reportedly 
is being planned for February 25-29. This latest spate of 
bandhs 

level of pre-strike violence (bombings 

Maoists typically have used to intimidate the general public 
in years past. The marginally higher number of businesses 
open and vehicles running today could indicate that fear of 
the risk of non-compliance is beginning to fade. With no 
notable recent victories against the security forces to their 
credit 

to the occasional hit-and-run ambush and serial 
strike-calling. If the Maoists move ahead with the Feb. 
25-29 strike as planned 

not last for such an extended and costly duration. 
MALINOWSKI 
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despite certain unspecified \"legal questions\" about ownership 
and transfer of the funds (Ref B). On February 16 

spoke with Talal Alsayegh 

Anti-Money Laundering Unit 

had been transferred and if not 


3. (C) According to Alsayegh 

is balking at transferring the funds -- despite the Central 

Bank of Kuwait\'s order to do so -- because a New York federal 
court has imposed a freeze on those funds. As reported in 
Ref C 

default judgement in 1996 against Rafidain Bank and the 
Central Bank of Iraq. Alahli Bank is claiming that the 

default judgement should be applied to the $85 million in 

Iraqi assets held in the Commercial Bank of Kuwait\'s Nassau 
branch. However 

after May 22 

believes that the funds are not subject to a prior lien 

(under the definition provided in UNSCR 1483) and 
consequently should be transferred immediately to the DFI. 


4. (C) Alsayegh confirms that the Central Bank of Kuwait is 

in agreement with L\'s position. The Commercial Bank 
however 

US federal court rules on an appeal the Commercial Bank has 
filed against the Alahli Bank judgement. (NOTE. In a 
January 29 email to CPA\'s William Moxley (Ref C) 

Ministry of JusticeVs attorney in the US 

LLP\'s Edward Powers 

Commercial Bank \"can\'t move the funds until the court here 
rules 


5. (C) Alsayegh said that the Central Bank of Kuwait briefed 
OFAC on the situation 

Central BankVs position. Again according to Alsayegh 
lawyers responded that OFAC does not have jurisdiction in 
this case and therefore cannot intervene. 


6. (C) ACTION REQUEST. Post requests guidance on how we 
should advise the GOK to proceed on this issue. The Central 
Bank requests USG support in its efforts to force the 
Commercial Bank to contravene what the Commercial Bank 
perceives as a valid US federal court order 

transfer. 


7. (U) Baghdad minimize considered. 
URBANCIC 
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VictimsY Association had been publicizing a fundraising event 
planned to be held in Kathmandu on February 19. 


3. (SBU) On February 16 the Embassy issued a press 
statement (copy faxed to SA/INS) condemning the slaying. The 
French Ambassador told Ambassador Malinowski that he would 
raise the possibility of issuing a parallel statement with EU 
Chiefs of Mission the following day. Late on February 17 the 
French Ambassador advised that the EU had decided not/not to 
issue a statement. The National Human Rights Commission 
Nepali Congress Party and the Communist Party of Nepal - 
United Marxist Leninst 

decrying the killing. 


4. (SBU) Comment: Since the end of the ceasefire 
propagandists have done a consummate job of keeping the 
international spotlight on Government abuses of human rights 
(assisted 

heavy-handedness and imperfect accountability). Chiluwal was 
an unsophisticated 

remote 

awareness of the plight of victims of Maoist terror had met 
with neither great success or recognition from the 
international community 

even the luminaries of his own Nepali Congress Party. 
However 

acts of terror highlighted--even if it is by someone whose 

lack of proficiency in English and ignorance of well-packaged 
fundraising techniques kept him away from many embassies\' 
doors. While it may be hard to believe that the slick 
well-oiled Maoist public relations machinery could consider 
the unpolished Chiluwal a threat to their international 

image 

is regrettable that the EU missions here 

defense of human rights in the face of abuses by security 
forces has been stressed in other joint public statements 
could not decide to denounce this vicious and premeditated 
murder. 
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and had strict orders to bar any visitors from seeing U Tin 
Oo or entering the residential compound. MI agents at the 
house asserted that U Tin Oo had arrived the evening before 
and the agents claimed that he was in good health. 


5. (SBU) Authorities originally arrested U Tin Oo during the 

night of May 30-31 

NLD General Secretary Aung San Suu Kyi (ASSK) and her convoy 
in southern Sagaing Division. U Tin Oo and ASSK were 
co-leaders of the month-long convoy that visited NLD party 


Column 3 

offices and supporters throughout central and northern Burma. 
U Tin Oo has spent the eight and a half intervening months 

in a prison cell in Kale (Kalay) 

Sagaing Division. Over the past few months authorities had 
already released all other NLD members also detained on May 
30-31 and imprisoned with U Tin Oo at the Kale prison (reftel 
a and b). 


6. (SBU) According to official GOB figures 

the NLD 

the May 30 convoy (approximately 151 individuals) have now 
been released from prison and only U Tin Oo and ASSK remain 
under house arrest. However 

hundred NLD party members and supporters detained during a 
nationwide crackdown in the aftermath of the convoy assault 
may still linger in prison cells without official charges. 

NLD Chairman U Aung Shwe and NLD Secretary/Spokesman U Lwin 
who did not participate in the May 2003 convoy 

under house arrest in Rangoon. According to several sources 
authorities may have also re-arrested a handful of the 

released convoy participants in recent weeks. 


7. (C) Comment: U Tin Oovs transfer to house arrest is a 
positive development. His family 

isolation in Sagaing Division and the impact of the attack 
and detention on his health 

him home. We suspect that the transfer is the product of an 
ongoing dialogue between the regime and ASSK. However 
and international concern and pressure clearly played a 
significant role and we will continue to press the regime for 
the full release of the entire NLD leadership as well as the 
country\'s 1 
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NLD policies of equality 


Ethnics: Dinner With the UNA 


5. (C) On the evening of Union Day 

League for Democracy (SNLD) Chairman Hkun Htun Oo hosted a 
dinner for the ethnic democracy coalition 

Nationalities Alliance (UNA). The event was attended by 
about 75 representatives from Kachin 

Zomi 

well as political veterans 

U.S. Embassy representatives. Notably 

time that major cease fire groups such as the KIO and the 
NMSP attended a political function with elected 
representatives of the political parties. 
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6. (SBU) The UNA distributed a statement calling for the 
release of political prisoners and a tripartite dialogue 

among the SPDC 

the UNGA. The ethnics talked about a \"second Panlong 
agreement 

General Aung San and the ethnic minority groups. A Kachin 
representative commented that the SPDC will go forward with 
the road map and those who do not participate will be left 
behind. 


Government: A Ceremonial Hoist 


7. (C) The GOB held its official Union Day ceremony by 

hoisting the union flag at City Hall and holding an ethnic 

parade for selected guests at the People\'s Park. Among those 
invited were core USDA members and representatives of the 
election commission and sundry National Convention 

committees. In typical fashion for major national holidays 
members of the general public were prohibited from attending 

and security was tight. Rangoon DivisionYs SPDC military 
commander read a statement from SPDC Chairman Senior General 
Than Shwe urging support for the regime\'s road map. The 
Chairman himself later hosted a state dinner and 
uncharacteristically skipped his uniform and wore a 

traditional longyi and a traditional Burmese headdress. 

6. (C) COMMENT: The NLD road march from the pagoda and the 
public reading was a brave pushing-of-the-envelope 

was good to see that the SPDC may be giving the NLD a tiny 

bit more latitude to operate. However 

the democracy movement if the now-free CEC members were again 
imprisoned. The well attended UNA dinner highlights the 

level of cooperation ethnic nationalities have with each 

other and with the cease-fire groups and the NLD. END 
COMMENT. 
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going on in their portfolios 

Governor\'s cabinet who was reputed to be effective in any 
way 

was recently booted upstairs from health to public relations. 
At least the clinics he had built across the state are still 
working. 


4. (SBU) Governor Nyame has a cabinet of 22 commissioners 
many of whom have overlapping portfolios. A Commissioner of 
Works is supposed to build roads 
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of Roads. An aide to Governor Nyame told PolCouns that 
Taraba has more political appointees than most states in 
Nigeria 

and wages 

not build or repair roads; PolCouns\' party transversed most 
of the state over three days 

were local children filling in potholes by hand and asking 
passing motorists for handouts. 


5. (U) Road maintenance is problematic across Nigeria 

part because the responsibility is divided between national 
state and local governments that have very different planning 
systems. Local Government Areas get essentially patronage 
money from the states and have some revenues of their own 
and the few local government-built roads seen in Taraba were 
in fair condition. 


6. (U) State government gets most of its money in a form of 
revenue sharing from the federal government 

how much it will receive when from the feds. As a result 
only well-run state governments have the road contracts 
planned and ready when the money reaches the state till to 
pay for them. One aide to the Governor 

pointed out that Nyame has not constructed even one road 
since the beginning of his second term in 1999. The state 
roads we traveled were in appalling condition; they were hard 
to drive at 40 mph 

would have wished. 


7. (U) National roads are maintained on a scheduled basis 
with adjustments made to the schedule when there is major 
damage to the road 

Bank 

said the Governor has not lobbied the feds to rehabilitate 
Taraba\'s one federal road 

party drove the length of it one day 

mph for kilometers at a time before slowing down for the next 
few kilometers of potholes. 


8. (SBU) It appears the administratively impaired Governor 
Nyame was re-elected in a mostly free and fair election in 
2003 

Gombe (reftel) who has done much better for his citizens but 
was probably rigged in. There appear to be two answers 
related to communal conflict that has wracked the state for 
several years. Governor Nyame is a Methodist minister 

has emphasized and succeeded at reducing those conflicts. 
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Also 

the Tivs and Jukuns 

the state have canceled out their two candidates for 
governor 

the northern town of Zing. 


9. (SBU) The only practical zing Nyame has shown in office 
has been in mediation and the construction or rehabilitation 

of medical centers for most major towns of the State. 
Impractically 

PolCouns on exploiting Taraba\'s mineral resources almost 
literally while the police were arresting the only miners at 

work in Taraba. They were illegals 

GON makes registration of land titles and mineral rights 

(other than oil and gas) almost prohibitively difficult and 
expensive. The other project Nyame pressed on PolCouns for 
foreign investment was the construction of a huge dam and 
hydroelectric plant on the Mambilla Plateau. Nyame said that 
he needed 4 billion USD for the project 

megawatts it would produce roughly as much electricity as 
Nigeria consumes. Nyame lamented that American companies had 
studied the project 

receiving feasibility studies and other necessary 

information. 


10. (SBU) Nyame travels frequently outside the state to Abuja 
and abroad 

Most Tarabans 

outside the state than inside. He reportedly was originally 

a close ally of VP Atiku 

he narrowly survived an impeachment attempt by the State 
Legislature during a bitter dispute over legislative finances 
and allowances. Nyame was first elected governor 1991-93 
and worked for the Methodist Church before and after that. 
He received a Bachelor of Divinity from the Theological 
College 

from Emory University 

University of Jos in 1980. Nyame was born in Zing on 
Christmas Day 


11. (U) Nyame and leaders of various Taraba NGOs told 
PolCouns that the age-long triangular conflict between Jukuns 
and Tivs and between Jukuns and Kutebs has greatly subsided. 
Nyame said his background as a clergyman coupled with his 
childhood upbringing had helped him to broker a peace among 
the warring factions. His father was a medical assistant who 
welcomed and treated patients in villages from all segments 
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of the society 

mentioned that efforts were being made to address grievances 
especially on land disputes. He had given the Tivs 

excluded from state government 

Tivs\' traditional ruler (the Tor Tiv in Benue State) made 
Nyame a chief in the tribe. 


12. (U) The Taraba NGO leaders collectively agreed 

meeting with PolCouns 

concern in the State despite relative peace between Jukuns 
and their rivals. Periodic fighting among communities over 
land ownership 

common 

control. Other nomads wandering seasonally down from Chad 
added to both disputes and banditry 

armed. Two days before PolCouns arrived in Jalingo 

state official was attacked on the highway. 


13. (U) There is much beauty in Taraba State 

well as untapped development potential. One example was the 
Highland Tea factory on the large and fertile Mambilla 

Plateau 

about 6 hours from Jalingo by road. Present and past 

Nigerian presidents reportedly have farmhouses there 

including Obasanjo and Babangida. 


14. (U) With better marketing and distribution 

could become a serious tea exporter. It already ships bulk 
tea through Chad and Niger to Sudan 

but it only has a 5 percent market share in Nigeria for its 
branded and packaged tea. The plantations and factory were 
established in the 1970s 

chosen combination of old and new technology. They dropped 
mechanical picking machines for local workers picking by 
hand 

They dropped their old diesel electricity generators in favor 

of high-tech wood burning stoves for the critical 
drying/fermentation process. Its tasters (a rather technical 
skill in chemical balance as well as flavor 

winemaking) are trained in the UK 

believes training in the US would be better. 


15. (SBU) Marketing is their weak point. Highland Tea staff 
said Lipton and other foreign brands sold in Nigeria are 
actually blended in Nigeria mostly or completely from 

Nigerian teas. Highland Tea is the only producer in Nigeria 
selling under its own brand. Governor Nyame hopes Nigerians 
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and foreigners will make the tea popular. His apathetic 
state government does little to make that happen. 


16. (SBU) Taraba State owns the two year-old Jalingo Motel 
the only hotel for foreigners or middle-class Nigerians in 

the state. Its restaurants 

state\'s Highland Tea. They also do not serve any of the 
dishes on their menus 

advertised there either. Electricity (generated by the 

hotel) is turned on at 2:00am and turned off at 6:00 am. The 
cooks have gas stoves 

necessary to make the dishes on their menu because nobody 
comes to Taraba to eat them. The hotel desk cheerily said 
management runs the generators on the schedule it does (when 
people are asleep) to save electricity. Like Taraba State as 

a whole 

just try a little. 

ROBERTS 
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There have been no reports of violence and the Maldives 
is reportedly quiet with a heightened police presence in 
Male\'. The GoRM\'s actions were clearly an attempt to 
quash opposition elements that have been ratcheting up 
the pressure on President Gayoom\'s regime in recent 
months. END SUMMARY. 


2. (C) GORM LAUNCHES CRACKDOWN: The Maldivian 
government has confirmed that it arrested eight people 

on February 13. No violence was reported. The GoRM 
asserted that the eight had been V'conspiring to conduct 
illegal activities 

news website \"Haveeru.\" Other sources have indicated 
that the number of those arrested may be higher. On its 
website 

Democratic Party (MDP) asserted that 10 people had been 
arrested and another MDP contact told us 70. Amnesty 
International 

20 had been detained (see Ref A). In a February 17 
conversation with polchief 

Representative for the Maldives (Amcit -- strictly 

protect) 

that he had heard that an additional 20-25 people may 
also have been detained. He said many of those detained 
were being held on trumped ир V'petty crime" charges. 
Pham confirmed press reports that one of the eight 
officially under arrest was Jennifer Latheef 

founder Mohamed LatheefVs daughter. Pham said he had 
heard that she would be charged with \"terrorist-related 
offenses. V 
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3. (C) The arrests were clearly timed to prevent an 
anti-Gayoom demonstration that had been tentatively 
scheduled for February 12 or 14 on the capital island of 
Male\' (see Ref B). The GoRM\'s actions were successful 
and the demonstration 

Explaining the government's position 

Ismail Shafeeu said on Maldivian television late 

February 13 that Male\' residents had been \"unsettled\" 
because people had been distributing leaflets and 
materials. He added that \"activities carried out in the 
name of an illegitimate organization will not be 

permitted in Maldives.\" (Note: Shafeeu was clearly 
referring to the MDP. The GoRM does not recognize any 
political parties and the MDP is illegal in the 

Maldives.) 


4. (C) OPPOSITION RESPONSE: The MDP reacted speedily 
to the arrests 

horrendous crime against humanity committed by President 
Gayoom and his police thugs 

Noting that the arrests came immediately following the 
group\'s February 12 election of MDP \"governing council\" 
members (see Ref B) 

moves were a targeted attack on the MDP 

members of MDP co-founders Mohamed Latheef and Mohamed 
Nasheed. The website added that the planned 

demonstration was to be a peaceful one in which 

protestors delivered a letter to President Gayoom 

informing him of the party\'s formation and recommending 
measures for the promotion of human rights. 


5. (C) In a February 17 conversation with poloff 

Latheef -- who is now based in Colombo -- sounded quite 
distraught about the recent events 

Maldivian political situation as \"terrible and getting 
worse.\" He said the GoRM had only arrested his daughter 
to get at him. He asserted that the \"terrorist-related\" 
charges against her -- which apparently stemmed from her 
alleged involvement in September 2003 violence in Male\' 
(see Ref B) -- were completely fabricated. (According 

to Latheef 

U.S. 

violence in the Maldives and nothing more.) 


6. (C) Regarding the current situation 

that the crackdown had been spurred on by recent anti- 
Gayoom unrest in the National Security Service (NSS -- 
the Maldivian military and police force). In an effort 

to maintain control and gain back NSS confidence 

had reinstated two NSS officers who had been removed 
from the organization due to allegations of torture 
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linked to the September 2003 violence. With the NSS now 
in his pocket 

country as \"a military state 

Maldivian Constitution and the rule of law. He called 

for the international community to take an active 

interest in the situation and pressure Gayoom to release 
those arrested. 


7. (C) SITUATION CALM (FOR NOW): Following the 
February 13 arrests 

are reportedly quiet. On February 17 

Male\' residents seemed subdued and he added that there 
was a heavy police presence. Pham indicated 

that there were unconfirmed reports of tension at the 
main prison on Maafushi island (near MaleV). He had 
heard 

threatening to commit suicide to protest the February 13 
arrests. (The Maafushi prison was the site of the 
violence that triggered the September riots іп MaleV.) 


8. (C) COMMENT: As flagged in Ref B 

elements have been ratcheting up the pressure on 
President Gayoom\'s regime in recent months. Former 
ministers have reportedly joined the MDP 

and the group was becoming increasingly active both 
inside and outside the Maldives. The final straw for 
Gayoom was clearly the opposition\'s plans to hold a 
public demonstration in MaleV. It is highly unlikely 
however 

opposition will be the last word in the matter. The 
anti-Gayoom opposition seems to be real -- and not 
ephemeral 

needs more political openness after 25 years of one-man 
rule by Gayoom. Given the governmentVs hard-line 
response 

classic tussle of escalating reactions/counter-reactions 
between an entrenched government versus a rising 
opposition. END COMMENT. 


9. (U) Minimize considered. 
LUNSTEAD 
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infrastructure upgrades required to support the possible 
return of Karen refugees and IDPs. 


2. (SBU) Fakhouri explained that UNHCR wants to dampen Thai 
hopes for quick refugee returns to Burma and is focused on 
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avoiding a repeat of the 1996 rushed return of Mon refugees 
following the New Mon State Party cease-fire. Fakhouri 
estimated UNHCR will need $800 

for the Phase 1 roving presence operations 

donors once back in Geneva. Fakhouri also expressed concern 
about the pervasive mine problem in the region. 

Martinez 
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-- Recently sacked Hindu Affairs Minister T. Maheswaran 
has announced that he is not running for reelection in 

the upcoming parliamentary campaign. Maheswaran was 
the only Tamil representing the UNF to be elected from 
the Tamil-majority northern province during the last 
election. In connection with Thamilchelvam statements 
(mentioned above) 

\"encouraged\" by the LTTE not to seek reelection. 


-- The parties under the Tamil National Alliance (TNA) 
umbrella are having difficulty in using their chosen 
election symbol and color: rising sun and yellow/red 

of the Tamil United Liberation Front (TULF). Ina 
political dispute between the TULF\'s anti-Tiger leader 
V. Anandasangaree and other pro-LTTE TULF party 
members 

the TULF symbols will violate a court order preventing 
party decisions without the leader\'s consent. The TNA 
(minus Anandasangaree) plans to meet February 17 with 
Thamilchelvam and other Tiger officials to decide on a 
final election symbol. (POL) 


DCM BACK 


3. (О) ЕМІ - Jim returned to Colombo early Monday 
morning from FSI training in Washington. 


THANKS FOR HARD WORK 


4. (C) We received State 33404 on \"Providing 
Assistance in LTTE Areas\" on Friday 

everyone who contributed in the long battle to get 

this done. We know how difficult it has been. We are 
beginning preliminary consultations here on how to 
implement this 

done and on due diligence to make sure we are safely 
within the bounds of law and policy. 


LUNSTEAD 
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debt owed to Alitalia that prevents Ghana Airways planes from 
being serviced. After 40 plus years in the International Air 
Transport Association (IATA) 

2002. The GoG 

done little to financially support its operations. TSA 

officials explained that security (handled by them in DHS) 
and safety (handled by FAA) have been operationally 
separated. At some point 

when an airline\'s financial status prevents it from complying 
with safety regulations for flights into the U.S. If past 
performance on security and operations activities are any 
indication 

scrutiny. End Comment. 

Yates 
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numbers below.) 


PLD candidate Leonel Fernandez coasted onward with 65 percent 
in the Penn Schoen poll. He visited the New York Dominican 
community again 

campaigning. President Mejia continued to cut ribbons on 

public works to boost his ratings. PRSC candidate Eduardo 
Estrella led a caravan through the neighborhoods of Santo 
Domingo on Valentine\'s Day 

red. 


The JCE officially accepted candidacy filings of Estrella 
Fernandez 
sidelining dissident PRD and PRSC contenders. 


\"Slogans law\" Fades Away 


The unpopular bill to change the election law is moribund 
but not necessarily dead. The Senate passed the bill on 
second reading 

judges of the JCE delivered a unanimous report opposing 
changes in law and procedures only 90 days before the 
elections. The American Chamber of Commerce published its 
formal opposition to the draft law 

of essentially all other responsible civil society 
organizations. The Coalition for Transparency and 
Institutionalism (a band of prominent business and civic 
organizations) had earlier published a legal brief prepared 
for the Supreme Court arguing that the bill would be 
unconstitutional. 


House of Representatives Speaker Alfredo Pacheco (PRD) 
reiterated to us February 11 his personal opposition to the 
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measure. After failing to assemble a quorum that day and 

again on February 12 for the vote demanded by Mejia\'s 
PRD/PPH 

two-thirds of the 150 deputies boycotted the session 

including some PPH members. There was no sign of any \"man 
with a briefcase 

spinning tales of payoffs expected to reach 2 million pesos 
(USD 40 

February 12. 


Opposition contacts remained concerned that the PresidentVs 
supporters might reintroduce the bill 

special session or in regular session after reconvening on 
February 27. With glee reminiscent of late night campfire 
tales 

dinner the spectres of fraudulent vote counts 

the elections because of impossible logistics 

post-Hipolito interim presidency chosen by the PRD majority 
in Congress. \"We need the guarantee of international 
observers from the United States and other countries!\" 


The Church 


Cardinal Nicolas Lopez Rodriguez remains an outspoken critic 
of Mejia. The bishopsY letter for the end of 2003 made an 
oblique suggestion that Mejia reconsider his effort to win 
re-election. On February 5 when discussing electricity 

sector problems the Cardinal commented to journalists 
Government has heard from us many times what it should do. 
Eventually one gets tired of repeating it to them." Lopez 
Rodriguez was equally angry during a February 15 television 
interview 

(\"chupatintas\") were constantly attacking him for conveying 
the peopleVs woes. One of our contacts asserts that in late 
January after discussions with the Cardinal and his advisor 
Fr. Arnaiez 

suggestion that Mejia resign and leave the administration in 
the hands of Milagros Ortiz-Bosch while he campaigns. This 
would quiet fears of government manipulation of electoral 
mechanisms. Our contact expected nothing to come of that 
idea 


The Poll 


Penn Schoen\'s poll was financed by Y'a group of businessmen\" 
(not further identified 

for PLD notable Bernardo Vega brought us details on February 
13). It gave Fernandez 65 percent of voter preferences 

points more than last September 

down 7. Estrella advanced from 14 to 16 percent and moved up 
from third to second place. Six percent of voters remained 
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undecided. In pollster\'s hypothetical scenarios 

Fernandez does not win the first round outright 

Estrella in a second round by 67 to 23 percent 

percent undecided. A second round between Fernandez and 
Mejia would produce a 73-16 landslide for Leonel 

percent undecided. Nearly half of voters who supported the 
PRD or PRSC in the 2000 election said they would now vote for 
Fernandez 

traditional constituencies. (A caveat: some of our contacts 
do not believe that party allegiances will fail so readily 

and they see MejiaWs base as closer to 30 percent.) 


Penn Schoen found the ruling PRD weak across the board. 
Respondents labeling Mejia\'s performance as \"unfavorable\" 
were 86 percent; Vice President Milagros Ortiz-Bosch got that 
label 78 percent of the time and PRD rival Rafael \"Fello\" 
Subervi was \"unfavorable\" for 79 percent. Estrella\'s negative 
rating was 53 percent and Fernandez\'s only 23. 


The roots of Mejia s unpopularity are evident in the numbers. 
Some 75 percent of poll respondents identified the country\'s 
main problem as rising consumer prices 

rates or electrical energy. Only 4 percent checked 

corruption as the foremost issue (suggesting that the 
electorate has little understanding of the contribution of 

the BANINTER fraud to the principal woes of the population). 
When asked to identify those responsible for economic 
problems 

Fernandez administration (1996-2000) 

the bankers. The poll suggested strongly that Mejia\'s 
campaign themes had not yet taken effect: 79 percent did not 
believe Mejia had boosted programs to fight poverty and 65 
percent disagreed with the assertion that his administration 
had built far more public works than had the Fernandez 
administration. 


A majority said Fernandez did a \"bad\" or V'very bad\" job 
privatizing electric companies. This leaves at least one 
campaign opening for Meja if he can keep the lights on across 
the country over the next 90 days. 


Campaigning 


None of the major parties has published a platform. 

Fernandez himself told EcoPol counselor on February 10th that 
the PLD has put together an economic proposal V'full of new 
ideas!" that it is submitting for private comment to 

influential institutions V'such as the Economist Intelligence 
Unit.\" PLD senior advisor Temistocle Montas says that a 
general platform will be ready soon and he has promised to 
invite Embassy officers to the unveiling. Montas implied 
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that the PLD has waited for the event 

meantime to see its PRD rivals pulling their own party apart 
in the press. 


As for rallies and campaigning 

taking a high profile. The President is busy inaugurating 
public works projects 

projects. Fernandez campaigned this past week in Santiago 
and in the New York area 

registered expatriate voters live. On February 14-15 the PLD 
conducted its second door-to-door canvassing effort to help 
voters resolve registration problems. 


Estrella of the PRSC faces a rocky road 

uptick in the polls. The PRSC\'s own more recent survey 
(February 4-6 

with 48 percent of voter intentions and Estrella with 24 

percent 

prognosticators say that in a runoff 

Fernandez 53-47 percent. When renegade PRSC elder statesmen 
close to former Vice President Jacinto Peynado met with us 
February 12 

party\'s candidate had fallen short of expectations \"because 

he can\'t make decisions.\" They acknowledged a shortage of 
campaign funds. These dissidents on February 11 issued a 

call for \"a grand national alliance\" of \"all political and 

social sectors\" to agree on \"a minimum program of government 
for the next eight years.\" They had no specifics to suggest 

to us. 


2. (U) Drafted by Bainbridge Cowell. 
HERTELL 
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conflict in Palestine on Kuwait\'s op/ed pages this week. On 
the issue of whether local Kuwaiti firms improperly profited 
from contracts with US company Halliburton to provide fuel 
oil to Iraq 

transparency in deliberations by KuwaitYs National Assembly 
will ultimately impede any real disclosures in the case. 

End Summary. 


2. VHow Does President Bush Run the OccupationVs Steering 
Wheel\" 

Dr. Abdullah Al-Nafisi wrote in independent Al-Watan (2/14): 
\"Between their military might and poor diplomacy in Iraq 

the Americans are lost. They don\'t seem to possess the 

least bit of political intelligence needed to run the areas 

under their occupation. Furthermore 

most radical image of his Administration; he is dominated by 
inconsistent and distorted impressions about managing this 
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occupation. He and his political team are more interested 
in the Halliburton-KBR contracts than in the daily political 
grind prevalent amongst Iraq\'s numerous political parties. 
Bush\'s style in communicating on Iraq 

in the midst of stumbling chaos 

essence than Al-Sahaf (former Iraqi minister of 
information). If | were American 

please be quiet. 


3. VIf a Corruptor Brings Bad News .V' 

Dr. Sami Naser Khalifa wrote in independent Al-Rai Al-A\'am 
(2/14): \"America has declared its intention of dividing 

Iraq by sectarian denomination to Sunni 

Kurds under the pretext of federalism. Terms such as Sunni 
triangle 

the American press. All Iraqis 

and religious denomination 

danger represented by this American plan that aims at 
creating a chasm among Iraqis.\" 


4. \"Avoiding the Snake does not mean Safety\" 

Dr. Naji Saoud Al-Zaid wrote in independent Al-Qabas (2/15): 
\"We hope that living conditions in Iraq will improve 

that our government will take caution against rushing 
emotionally toward Iraq and the Iraqis. The American 
position is very clear; by exerting pressure on the United 
Nations to play a more significant role in running the 
affairs of a free Iraq 

to rid itself of the security liability in the fastest 

possible time and with the minimum of costs 

United Nations can take the blame.\" 


5. \"Sharon\'s Shadow" 

Saleh Al-Shayji wrote in independent Al-Anba (2/15): 
\"Because we want the Palestinian child to be happy 

school 

the business of selling blood. We are against Anmad Yaseen 
(Hamas) 

bloody path. These people were able to build their glory at 
the expense of the simple and needy Palestinians 

them with money so that their children were sacrificed for 
the likes of Yaseen. We want the Palestinian children to be 
productive and to lead a normal life 

Palestinians must begin their struggle by eliminating such 
people so that they can live in security.\" 


6. \"Palestine\'s War. A Loser\'s War?" 

Dr. Shafiq Al-Ghabra wrote in independent Al-Rai Al-A\'am 
(2/16): \"Continued Israeli incursions and massacres 
committed in Gaza are escalating the degree of danger. As 
long as civilians are the targets of Israeli attacks 
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and Jihad gain political strength 

In turn 

measures they are willing to undertake 

from the current status quo. The situation will only result 
in Israel\'s demise and more Palestinian losses. The 
situation has reached a dead end 

beginning of a new road.\" 


7. \"A Matter of Envy 

Influential editor-in-chief Anmed Al-Jarallah wrote in 
independent Al-Seyassah (2/15): \"The Halliburton affair is 
not about public funds 

companies. It seems obvious that the companies 

not get a share in the profits 

loss and demanding a sweep against alleged corruption. The 
crux of the matter is that a Kuwaiti company profited from 
dealing with an American company 

in that? 


8. VHalliburton. To You\" 

Rashed Al-RadaVan wrote in independent Al-Watan (2/16): 
\"The minister of energy demonstrated his preparedness to 
cooperate with the parliamentary committee on the 
Halliburton contract. The fact is that the parliamentary 
committee will not be able to conduct a thorough inquiry as 
long as the case is under investigation by the public 
prosecutor. Therefore any public announcements by the 
committee before the outcome of the investigation will only 
cause it embarrassment. Our experiences with parliamentary 
inquiries are bitter 

inquiries 

requires transparency on a national scale 

conscience and a calm solution.\" 


9. \"Winds of Valentine V" 

Nabil Al-Fadhel wrote in independent Al-Rai Al-AVam (2/16): 
\"Halliburton\'s shockwaves continue to ripple through the 
Kuwaiti arena 

transparency 

was there foul play on the Kuwaiti side? It is clear that 
public funds were not violated 

subcontractor) offered twenty million dollars as a bank 
guarantee. As for the affair being reported in the American 
press 

political parties fighting a vicious tactical strategy in an 
election year." 


Urbancic 
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Iraq had not objected 
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either 

have been better 

remain under a sovereign Iraqi government. He did not think 
the changed wording made much difference: once a sovereign 
Iraqi government is in office 

longer be occupying powers. 


- In numbered paragraph 4 

specific mention of the November 15 agreement 

had voted for UNSCR 1511. Behbehani said he had jokingly 
asked the Syrian in the drafting committee: \"what if we said 
we condemned the November 15 agreement 

mention of it then?\" and the Syrian had replied \"no.\" 


4. (C) The call for the UNSYG to convene the advisory group 
at ministerial level (numbered paragraph 10) had been 
unanimous. It was at KuwaitVs initiative that the communique 
commended \"the decision of the Iraqi people to bring the 
leaders of the previous regime...to justice\" and called on 

all states to deny them safe haven. The GOK had appreciated 
Iraqi FM ZebariVs expression of willingness to give written 
security guarantees to the neighbors. 


5. (SBU) The conferees\' meeting with the Amir 
and Prime Minister was a de-rigueur courtesy call/photo op 
devoid of substance. 


6. (U) Baghdad minimize considered. 
URBANCIC 
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good job of enforcement when they were trying to get into 
the WTO 

would better patrol their side of the border only if the USG 
urged them to do so. 


4. (SBU) Comment: According to the Recording Industry 
Association of America (RIAA) 

collecting society regulations would be issued in October 
2003. The process of moving regulations through the UAE 
bureaucracy is cumbersome 

of the delay. Because these regulations do not need to be 
approved by all seven emirates 

will release them relatively quickly. End comment. 


WAHBA 
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it closed. He said an ad hoc Education Ministry committee 
formed under his direction recently completed a study on how 
Halki could be reopened. According to the study 
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seminary could be reopened 

to the Education Ministry 

high schools; 2) as a faculty of a Turkish University; or 3) 

as a two-year high school attached to a foundation. The 
study is being reviewed by other branches of the GOT. These 
ideas are opposed by some elements of the Turkish State. If 
the study wins broad support 

to the Patriarchate. However 

to insist on having sole authority over Halki 

difficult to reopen the seminary. Turkish law requires that 

all schools 

authority. If the GOT makes an exception for Halki 

the Islamic groups will want independent high schools as 
well. 


5. (U) Each of the ministers indicated that it would be 
politically easier for the GOT to loosen restrictions on the 
Patriarchate if the Greek government and Orthodox Church 
would do the same for the Turkish minority in Greece. They 
claimed Greece has not opened the mosque in Athens 
Turkish Muslims in Greek Thrace are not allowed to elect 
their mufti. Reverend Karloutsos 

Archbishop Demetrios 

Archbishop of Athens in November and urged him to support 
greater religious freedom for the Turkish community in 
Greece. However 

not be linked directly -- the Greek Orthodox in Istanbul are 
Turkish citizens and their rights should not depend on the 
status of Turks in Greece. 


6. (C) Embassy had to work around the MFA to arrange 
Cabinet-level meetings for the Archons. The MFA responded to 
our official request for meetings with FM Gul and other 
ministers by saying they were unavailable 

offering the acting director of the Directorate of Religious 
Affairs. We arranged the Celik 

the last minute through unofficial channels. An MFA official 
attended the Aksu meeting 

unhelpful comments into the conversation. At one point 
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told the Archons that the Turkish minority in Greece has 
\"real problems 

Patriarchate in Istanbul. Last year 

Ankara meeting was with MFA Deputy U/S Ilkin; the Archons 
told us they did not want to meet with Ilkin again this year 
because he \"humiliated\" them last time. 


EDELMAN 
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conflict and a struggle for power with PM Dzurinda. However 
SimkoVs indecision about making a complete break from the 
SDKU and its government program lost him momentum. Coalition 
parties were ready to accept him as a partner 

away the opportunity with his demand that Dzurinda step down. 
Simko is no longer a strong competitor on the political 

scene. 


2. (C) Dzurinda did not extend an olive branch to Simko. 
This political calculation was clever in one way 
counterproductive in another. Simko is no longer a threat to 
Dzurinda within the SDKU 

party a threat to Dzurinda on the larger political scene. 
However 

will be much harder to get legislation passed through 
parliament. Dzurinda made political mistakes in late 2003 
but seems to have learned from his errors. The coalition 
government will likely stay in office to the end of its term 
and continue to push through its aggressive reform agenda. 
End summary. 


A Brief History of the SDKU and Recent Events 


3. (C) As told to P/E Chief by SDKU insider Frantisek Stano 
(who managed the 2002 parliamentary election campaign and has 
known Simko and Dzurinda for a decade since they were in KDH 
together) 

party was the brainchild of Ivan Simko. Dissatisfied under 

the leadership of the Christian Democratic Movement (KDH) in 
the mid-1990Vs 

that would meld strong values with modern business 

principles. SimkoVs intellectual capacity and organizational 
ability were matched by Mikulas Dzurinda\'s charisma 

the group split from KDH 

the public face and billboard \"leader 

the party behind the scenes. This arrangement worked well 

for several years. According to Kamil Homola (Director of 
SDKUV's central office 

Kukan 

program in 2004) 
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began at the 2002 party congress 

Dzurinda by tossing his hat into the ring for leadership of 
the SDKU. Dzurinda won 

tension ever since. 


4. (C) Simko told DCM and P/E chief that the trouble began 
only in the fall of 2003. He said Dzurinda\'s announcement of 
the \"skupinka\" or little group harming SlovakiaVs interests 
made clear his misuse of the Slovak Information Service 
(SIS). Furthermore 

Security Office (NBU) chief Jan Mojzis without consulting 
cabinet members and party leaders showed a new leadership 
style unpalatable to many in the SDKU. To summarize four 
months of press stories 

of Mojzis 

chairman 

а Vreturn to values" within the SDKU 

finalized the divorce with Dzurinda by registering \"Free 
Forum\" as a new political party with 7 MPs. He was invited 
to join the coalition 

Dzurinda remained Prime Minister. However 

support the government program of reform. 


What Motivates Simko? 

5. (C) Both Stano and Homola characterized Simko as a 
respected politician who had a grand vision 

frustrated with his relative lack of power in what he viewed 
as \"his\" party. Stano said that Simko can\'t stand to be 
number two 

number one. He has good ideas 

hard 

professed admiration for Simko 

professor who got him his SDKU job 

his judgment in this case. Hungarian Coalition Party (SMK) 
Secretary General Peter Voros and SMK Spokesperson Livia 


SIPDIS 

Pokstaller lamented that SimkoVs primary motivation at this 
point is his personal feud with Dzurinda 

of national interests. 


6. (C) Simko\'s indecision on how cleanly to make the break 
lost him momentum. He astounded leaders of the KDH 

ANO 

member of the governing coalition 

long as Dzurinda remains prime minister. On the other hand 

he has said both publicly and privately that he will support 

the government's reform agenda. (He recently back-tracked by 
opposing the coalition\'s proposed education reforms.) He 
disappointed Smer and other opposition parties by refusing to 
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support early elections. Politicians and the public are left 
scratching their heads and asking 


Simko has laudable goals such as legislating reforms in the 
SIS and NBU 

keeping defense reform on track. However 

legislative list 


7. (C) Fellow MP\'s view Simko as an introvert who lacks the 
spark to lift his new party off the ground. It is doubtful 

that he can build yet another political party in Slovakia\'s 
already-saturated field. We asked Simko point-blank how he 
planned to win support and differentiate himself from the 
SDKU of Dzurinda. He answered 


What Motivates Dzurinda? 

8. (C) According to Stano 

individuals 

that he trusts 

Michalic 

deep and last long. Stano gave as an example Dzurinda\'s 
feeling of betrayal when Jan Figel refused to leave the KDH 
with Dzurinda and Simko 

appointment as Slovakia\'s EU Commissioner . Homola described 
Dzurinda\'s favoritism for youthful energy 

question he asked about new employees was 

Stano said that Dzurinda resents being told directly what he 
should do 

does the opposite just to prove he can. On the flip side 
Dzurinda advisor and pollster Tatiana Rosova said Dzurinda 
considers his legacy to be integration of Slovakia into NATO 
and the EU 

governments think of him. 


9. (C) In November 

realized coalition politics were getting out of hand 

was toning down his rhetoric towards other politicians 
especially in the press. Rosova said SDKU\'s falling numbers 
in the polls did not indicate a defection of voters to other 
parties but to \"undecided 

strife. Homola said when the going got tough and Bratislava 
looked bleak 

regions to mobilize support. Dzurinda\'s strategy to return 

to his previous \"consultative\" leadership style 

Simko 

Opinion polls published in January show SDKU\'s numbers still 
low 


Coalition Partners Unhappy 
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10. (C) All coalition partners are upset to be in a minority 
government. But they are determined to stick it out through 
the end of their term 

other parties 

profess support for early elections. Voros and Pokstaller of 
the SMK said that Simko is not a real player and he took with 
him only \"lackluster MP\'s.\" SMK believes Simko was pushed by 
others within Free Forum to call for Dzurinda\'s dismissal 
because he was not so radical in private talks with SMK chair 
Bela Bugar. KDH MP and presidential candidate Frantisek 
Miklosko gushed to P/E chief 

It\'s a shame he let things deteriorate so far. His old style 

of consulting everyone before making a decision was better.\" 
KDH has refrained from public comment and is watching with 
some pleasure as the former \"betrayers\" of KDH fight with 
each other. With party leader Pavol Rusko safely ensconced 
in the Ministry of Economy 


Comment 

11. (C) Constitutionally and under the coalition agreement 
the PM was in his full right to fire a cabinet minister from 

his party who had lost his trust. Simko\'s struggle against 
Dzurinda for power within the SDKU was probably as much a 
factor in his removal as his unwillingness to go along with 
sacking Mojzis. When Simko first created the \"Free Forum 
Platform 

Forum\'s complaints at a May 2004 party congress--essentially 
dismissing Simko for 6 months. Dzurinda did not hold out an 
olive branch to Simko. Dzurinda\'s calculation was clever in 

a way 

Dzurinda within the SDKU 

party a threat to Dzurinda on the larger political scene. 
However 

passed through parliament. Dzurinda made political mistakes 
in late 2003 

coalition government will likely stay in office to the end of 

its term 

one of the most aggressive and successful reform agendas in 
Central Europe. 

WEISER 
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among other things 

security system. (Note: This can be explained by the fact 

that 65 percent of new jobs were created by small and medium 
size enterprises 

Officially 
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informal. Therefore \"informal\" sector jobs may not 
necessarily mean illegal or sub-standard employment. End 
Note.) 


Unemployment Rates High Among Public Concerns 


4. (U) Ina poll of residents of the four largest cities 
published January 5 by leading weekly Semana 
respondents rated unemployment as the most serious issue 
facing Colombia 

security situation (24 percent) and narcotrafficking (5 
percent). Sixty-one percent of the respondents said they 
were not working. Other polls indicate President Uribe 
continues to enjoy high overall job ratings of close to 80 
percent. His approval rating specifically for dealing with 
unemployment 


Government Reforms Having a Positive Fffect 


5. (U) One of the causes for the employment upturn in 2003 
was 2002\'s labor reform that reduced the cost of layoffs 
inserted flexibility into the scheduling of the workweek 
lengthened the number of hours covered under daytime wage 
regimes and reduced Sunday labor rates. DANE estimates that 
labor costs overall dropped 5.7 percent as a result of the 
reform 

were reduced by 15 percent and leather industry labor costs 
dropped by nearly a third. Both these sectors grew in 2003 as 
a result of ATPADEA. This reform was originally expected to 
generate 300 

of 600 


6. (U) The minimum wage process has also had an effect on 
employment levels. As of December 2003 

USD 126 per month 

1990. While businessmen argue that the wage is high by 
regional standards 

textiles 

higher. The real impact of the minimum wage is in the 
services sector 

informality as the minimum wage increases. The minimum wage 
is insufficient to meet the basic needs of urban workers 
however 

that only 16 percent of workers felt they could run their 
household on 1.5 times the minimum wage (US$184). 


7. (U) The employment and job creation numbers are positive 
and reflect the success of labor reforms as well as 
ATPADEA-led export growth. The GOC recognizes 

much more needs to be done and is focusing resources on 
export sectors since these sectors generally offer 
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higher-paying jobs. The GOC is also looking to tighten its 
controls of the informal sector. 

WOOD 
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they made to UNRWA\'s 2003 emergency appeals 

traditionally strong medium-sized donors such as the 
Netherlands 

contribution to the 2004 emergency appeal. Whitley 

attributed the overall decrease in funds to donor fatigue and 
competition for funds from Iraq reconstruction programs. 
Whitley commented that UNRWA also requires a deeper donor 
base for its General Fund programs in order to compensate for 
years of chronic underfunding. Noting that that UNRWA 
finished 2003 in a relatively strong financial position due 

only to exchange rate gains from the relatively weak U.S. 
dollar 

to last indefinitely and therefore needs to attract new 

support for its General Fund. 


3. (U) According to Whitley 

priority is to expand beyond its traditional donor base of 
developed countries 

and municipal governments 

national support associations 

UNHCR.\" UNRWA is opening such associations іп the U.K. 
Sweden 

\"Friends of UNRWA USA\" association due to complete its formal 
registration during the week of February 16. Whitley 
acknowledged that UNRWA did not have a good track record of 
corporate fundraising in the past (a phenomenon he attributed 
to corporate anxieties about Palestinian politics) but said 

he is working to change that record. Nestle 

just donated a significant quantity of powdered milk for 
distribution among UNRWAVY's special hardship cases. UNRWA 
hopes to gain other in-kind contributions from UN agencies 
working with UNICEF on children\'s programs and ILO on 
vocational training programs. While Whitley agreed that 
increased cooperation with UN agencies would not increase 
UNRWAVs cash-flow 

funding resources or channels of cooperation. UNRWA has 
added a new full-time international staff position to its 

External Relations Department (funded by the UNVs central 
administrative budget) to work solely on nontraditional 

donors. 
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Outreach to Arab States and Multilateral Organizations 


4. (SBU) In recent years 

contributions from Arab donors in response to emergency needs 
in the West Bank and Gaza. The UAE Red Crescent Society\'s 
pledge of USD 27 million to rebuild Jenin refugee camp is 
among the largest of these contributions and 

UNRWA officials 

personal gift of President Sheikh Zaid. Whitley told 

refcoord that the Saudi government plans to make USD 22.5 
million available through the Islamic Development Bank to 
rebuild 950 housing units in Rafah 

Palestinian Prime Minister Abu AlaVavs trip to Saudi Arabia. 
Palestinian Authority sources told Whitley that the Saudis 

had not yet determined which agency (UNRWA or PA) should 
receive the funds; UNRWA hopes to direct the funds toward the 
agency\'s emergency appeal. 


5. (SBU) UNRWAVs challenge 

transform these one-time grants under the emergency appeal 

into lasting financial relationships that can address the 

agency\'s long-term capital needs. Arab states and regional 
organizations traditionally have been reluctant to contribute 

to UNRWA\'s General Fund programs 

responsibility of western 

needs of Palestinian refugees. Whitley hopes that through 
greater involvement in UNRWA\'s emergency programs 

states 

that improvements in Palestinian refugeesV basic living 

conditions do not constitute \"resettlement\" or otherwise 

diminish their political rights under the relevant UN 

resolutions. UNRWA Commissioner General Peter Hansen plans 
to make a trip to the Gulf in the near future 

was initially planned for February 2004 but postponed due to 
scheduling difficulties. The External Relations Department 

has a new Amman-based post (funded by the Swiss Government) 
that is dedicated to Arab governments and organizations. 


5. (U) UNRWA plans also to improve relations with long-term 
minor donors (those who give less than USD one million per 
year) 

agency. Whitley said that UNRWAVs special meeting in Geneva 
(planned for June 2004) is a key part of this effort 

will give minor donors a greater understanding both of 

UNRWAVs programs and its needs. UNRWA already has started 
including minor donors in events in the field 
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launch of the current emergency appeal and a February 10 food 
aid meeting. 


6. (U) Whitley hopes that several external reviews of UNRWA 
programs 

\"seal of approval\" for the agency\'s operations and convince 
traditional large donors to increase their already generous 
contributions. ECHO plans a technical audit of UNRWA\'s 
emergency programs from March 8-26 

mechanisms and the impact of UNRWA programs on beneficiaries. 
The UK\'s DFID 

Switzerland and the U.S. 

review of the agency\'s general fund operations that is slated 

to last from April until June. Finally 

government auditors are conducting UN headquarters\' biannual 
review of UNRWA programs 

Whitley welcomed refcoord\'s statement that the Department 

also plans a review of UNRWA\'s emergency programs this spring 
(ref b) and suggested that the U.S. review could build on 

findings made by other donors. (Comment: ECHO\'s planned 
review seems particularly relevant to our concerns; refcoord 

will contact the ECHO representative for further information.) 


7. (SBU) While UNRWA officials have been expressing the same 
fundraising goals for the last few years 

a new vigor to UNRWA\'s efforts and actually implemented ideas 
that have been under discussion for a number of years. 

Whether these efforts will result in increased contributions 
remains to be seen. We will continue to monitor this issue. 
GNEHM 
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REF: A. 03 LILONGWE 1202 


B. LLLONGWE 28 
C. LILONGWE 38 


SUMMARY 


1. (SBU) Republican Party (RP) President Gwanda Chakuamba and 
People\'s Progressive Movement (PPM) President Aleke Banda 
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were elected presidential candidate and running mate of the 
7-party opposition alliance known as the \"Mgwirizano 
Coalition\" on February 13. Political activists had hoped to 
create a Kenya-style \"grand coalition\" alternative to the 
ruling United Democratic Front (UDF) 

the opposition\'s two most influential parties -- Brown 
Mpinganjira\'s National Democratic Alliance (NDA) and John 
Tembo\'s Malawi Congress Party (MCP) -- out of the allianceVs 
ranks. Without the NDA and MCP 

a conglomeration of minor parties with a few major political 
figures (including Vice President Justin Malewezi). Weak 
grassroots support 

poor geographical coverage limit the CoalitionYs chances for 
success in the May elections. In its current form 

likely role will be to split the opposition\'s vote. END 
SUMMARY. 


SOMETHING OF A COALITION IS BORN 

2. (U) After weeks of clergy-led discussions 

Party (RP) 

PeopleVs Progressive Movement (PPM) 

(NUP) 

PeopleVs Transformation Party (PETRA) 

Party (MDP) signed an MOU on January 23 to contest May 18Vs 
general elections as the V'Migwirizano Coalition. On 

February 13 

and running mate by rating nominees from each party on 
pre-selected criteria. Winning the most votes 

Gwanda Chakuamba became the presidential candidate and PPM 
President Aleke Banda took his side as running mate. 


3. (SBU) Taking part in the talks 

the MOU 

Democratic Alliance (NDA). Publicly 

cited various reasons for not joining the Coalition 

including concerns over the method by which the presidential 
candidate and running mate were chosen and worries over the 
long-term viability of the Coalition 

work so far in harmonizing its consituentsV platforms or in 
post-election planning. (Comment: It is clear 
behind-the-scenes wrangles over who would lead any coalition 
have been a major stumbling block 

holding out for the top positions.) 


..BUT WILL IT HOLD? 

4. (U) Despite the signing of the MOU 

tenuous. A faction of MGODE 

Sam Kandodo Banda 

selection meeting to protest the absence of the NDA and MCP. 
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A fissure has reportedly developed in the party over 
continued support to the Coalition 

have claimed similar internal frictions surfacing within PPM. 


COMMENT 

5. (SBU) The Mgwirizano Coalition has none of the unity or 
strength opposition activists hoped it would. In its current 
form 

parties -- most of which are not represented in Parliament. 
While the names of Chakuamba 

Coalition political credibility 

power base. 


6. (SBU) Time is running out on hopes for a grand opposition 
alliance. While the MCP or NDA might still come to some 
accommodation with the Coalition 

Commission\'s February 25 deadline for the formal announcement 
of presidential candidates is fast approaching. And if the 

NDA 

candidates (as appears likely) 

split -- much to the advantage of the ruling United 

Democratic Front. END COMMENT. 

BROWNING 
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Foreign Ministry Sends Special Team to Cyprus-Radikal 
Erdogan Annoyed with CDU ‘Privileged Partnership\' Offer - 
Yeni Safak 


BRIEFING 

Seizure of UzansY Assets: All papers and TV channels report 
that the Savings Deposit Insurance Fund (TMSF) acted to 
seize Uzan family assets 

owned by the Uzans or their partners. The seizures include 
\"Star TV\" and \"Star\" newspaper 

media empire. The TMSF appointed new boards of directors to 
all countries seized in the operation. In a written 

statement 

their capital and assets outside the country in order to 

escape the TL 7.5 quadrillion they owe the state from their 
fraud at Imar Bank. Cem Uzan was asked to leave his villa 
within a week because it was registered as a Media Group 
Guest House.V Under the takeover procedures 

companies will be run by trustees. Today\'s \"Hurriyet\" 
reports that the US has sent two FBI officials to Ankara to 
discuss the extradition of Kemal 

\"Milliyet\" draws attention to PM Erdogan\'s remarks that the 
action taken against the Uzan family will be applied to all 
other failed bank owners as well. Meanwhile 
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Council chairman Oktay Eksi criticized the action against 
Uzan-owned \"Star TV\" and \"Star\" newspaper. Eksi complained 
that the seizure violated the freedom of the press. 


Cyprus: Weekend papers report that the Turkish and Greek 
Cypriots have agreed to begin discussions on February 19 
within the framework of the Annan plan. The two sides will 
Seek to agree on a reunification plan by March 22. Monday\'s 
\"Radikal\" claims that 

the Greek side tried to provoke Denktas to leave the table. 
However 

showed extraordinary patience in his performance in New 
York. Monday\'s \"Yeni Safak\" reports that Denktas has 
outlined three conditions for the success of the 

negotiations. First 

of the other. Second 

continue. Finally 

the island must be accepted. Weekend papers report that PM 
Erdogan and FM Gul praised Denktas for his successful work 
in New York. 

EU Accession: All papers report that PM Erdogan harshly 
rejected a proposal by visitng chairman of the German 
Christian Democratic Union Angela Merkel for a “privileged 
partnership\' with the EU instead of full EU membership. 
Erdogan reportedly termed the offer "unacceptable 

argued that Turkey had shown greater progress in meeting EU 
criteria than any of the 10 candidate countries that will 
become new EU members in May. 


EDITORIAL OPINION: Cyprus 


\"Time to support Denktas\" 

Cengiz Candar observed in the mass appeal \"DB-Tercuman\" 
(2/17): \"The negotiation mechanism that was set up in New 
York has imposed a solution on Cyprus. . If the two Cyprus 
parties cannot agree on a solution 

Turkey and Greece 

to attend a "DaytonV or "Camp David\'-style negotiation 
process. . If a result is still not attained 

will take the initiative and fill in the blanks in the 

draft. The resulting plan will then be submitted to 
simultaneous referenda on the island. Such provisions show 
that a solution to the Cyprus problem is now inevitable. . 

The Cyprus problem is essentially a problem between Turkey 
and Greece. It is a problem of balance in the Eastern 
Mediterranean. . The emergence of the Cyprus issue and of 
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Greece\'s membership in the EU has disrupted that balance. A 
solution to the Cyprus problem and an opening of Turkey\'s EU 
horizons might reestablish the balance. . Since a solution 

is inevitable on Cyprus 

possible outcome for Turkey and the Turkish Cypriots within 
the parameters set out by the UN. It is time to support 
Denktas toward that goal. V 


\"984 hours to go\" 

Mehmet Ali Birand commented in the mass appeal V'Posta V" 
(2/17): VWe have now 984 hours to see all negotiations 
concluded on Cyprus. . We expect tough negotiations on the 
political issues. Believing they have already conceded a 
great deal 

last fight. No matter how much they yell about the process 
somebody will come in to fill in the blanks if no compromise 
is reached. . The only way to stop the solution process in 
Cyprus is by voting against the referenda. The Greek 
Cypriots may vote against a settlement 

the Turkish Cypriots 

remaining poor 
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April by removing double registrants and deceased persons and 
by processing transfers. (COMMENT: Our estimations point to 
the need for a more involved clean-up. With a population of 
11.6 million and a median age of 16.4 years 

calculate that there can be no more than 5.1 million people 

who could legally register to vote. And with roughly 260 

people dying per annum in Malawi 

as many as 790 

rolls were last cleaned in 2000. END COMMENT.) 


WHAT WE OBSERVED 

4. (SBU) Over the 23-day period 

observers to over 200 registration centers in 45 
parliamentary districts. Reports from US Mission observers 
-- similar to those of other missions -- indicate that the 
registration centers were largely well-organized and run by 
competent staffs. Political parties and local NGOs monitors 
were in the centers and appeared to understand their role to 
scrutinize the process. 


5. (SBU) Observers did however note the inadequate supply of 
registration forms and film and the overall low participation 
of voters. In addition 
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registration officials about unclear guidelines and 

impractical procedures for transferring a voter\'s 

registration from one constituency to another. Finding most 
registration centers in order 

of the centers visited to have \"serious problems\" that would 
likely V'affect the overall integrity of the registration 

process 

inadequate supply of materials. 


THE LOCAL RESPONSE 

6. (U) Midway through the exercise 

releasing press statements evaluating the registration 
exercise. Most of the statements noted the lack of 
materials 

to problems at registration centers. A few organizations 
also commented on specific incidents related to poorly 
organized centers or to political party rallies disrupting 
registration activities. To address these concerns 
extended the original 14-day registration period by 9 days. 
Some NGOs and political parties have also expressed their 
concern about the MEC\'s ability to handle polling day 
logistics. 


7. (U) The donor community (including the US 

UNDP 

the registration process. The statement included the above 
mentioned observations and counseled the MEC to intensify its 
efforts to deal with the registration exercise\'s shortcomings 
and to prepare more adequately for polling day. 


COMMENT 

8. (SBU) Recognizing the MEC\'s logistical difficulties and 
inadequate preparations for the registration process 

the overall process to have been generally acceptable. 
Throughout the process 

replenish form and film supplies and to address other 
concerns as they became apparent. That being said 

still faces the task of cleaning up the voter rolls and 
improving its performance for the actual polls. Since the 
vote is a one-day exercise 

adequate number of ballots and iron out the administrative 
glitches that dogged registration if it does not want to 
compromise the polling exercise on May 18. 

BROWNING 
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unified candidate to run for president in elections following 
an eventual recall referendum. The group claimed that the 
plan had possible widespread support among leaders of the 
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opposition 

Church 

candidates. The centerpiece of the presentation was a plan 

for a two-stage primary to choose the candidate. The NGO 
SUMATE would organize the primary. The exact timing of each 
aspect of the primary process had been extensively debated 
and was not finally decided in all its points. The main 
conclusion was that the primaries would be announced around 
the time the referendum was officially approved by the CNE 
and that the final phase would take place after the 
referendum. END SUMMARY 


2. (C) The Ambassador 

with Carmelo Lauria (ex-Minister 

(ex-Deputy 

Universal 

ex-head of VTV) 

ex-head of CANTV) 

group is composed of retired politicians 

members of the private sector who have met weekly for 10 
years to discuss politics. The group has been consulting with 
SUMATE over proposals for selecting a single opposition 
candidate. 


3. (C) Martinez made a presentation on the debate over the 
best system to choose a unified opposition candidate. He and 
several of those present were part of a larger group that has 
been circulating among the opposition 

consensus on the best way to resolve several issues. They 
presented an impressive list of the groups they have spoken 
to 


4. (C) The group starts from the premise that support for the 
recall of Chavez is much stronger than that of the 
opposition\'s candidates against Chavez. So while the 
referendum will be won if it is allowed 

still be lost 

popular than any single opposition leader. Martinez stressed 
the importance of the opposition developing a positive 
message for the future to attract those anti-Chavistas who do 
not support any of the opposition candidates (a figure the 
presentation put at 13%) 

opposition and Chavez. 


5. (C) According to Martinez 
that enjoys widespread support 
eventual winner legitimacy beyond hard-core anti-Chavistas. 
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It is also seen as the best way to force the potential 
candidates to develop a positive forward-looking campaign 
counter Chavez\' relatively clear political message. To this 
end 

candidates 

and not just attack one another. The main difficulty of a 
primary is its organization within the tight schedule 
provided by the Constitution 

between the referendum 

elections. Machado was confident that SUMATE could organize 
and execute the primary. 


6. (C) Martinez\' presentation stressed six main issues that 
still need to be resolved. 


Announcement of the primaries: A consensus was emerging that 
the announcement of the primary could come as soon as the CNE 
declared a referendum. 


Before or after the referendum? While their are good 
arguments on both sides 

two-stage primary after the referendum 

and campaigning might begin before-hand. 


CNE intervention: The constitution dictates that the CNE 
oversee elections of party officials 

possible primary. Machado believes there is a legal argument 
to avoid CNE involvement 

party official. 


Candidate eligibility: Candidates would be required to 
present signatures proposing them for the ballot. The group 
tended toward a low threshold (10 

keep most potential candidates inside the process. 


One round or two? Two rounds would produce a unified 
candidate with a majority backing 

all candidates could produce a winner by a slim margin. Only 
if one candidate got 40% or more of the vote 

than the next person 

The members of the G5 have reportedly accepted the plan 
have Celia Sosa 

Tejera Paris. Salas Romer has agreed 

with no runoff. Only Teodoro Petkoff has rejected the plan. 


Who can vote? Should the primary depend on the electoral 
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registry or those who signed the \"Reafirmazo\"? The group 
leaned toward a broader and inclusive process. 


10. (C) Blanco insisted repeatedly that no one would 
participate in the process unless they were assured that the 
winner would not only be the sole candidate 

the full organizational support of all the other parties. 

Martinez felt that Mendoza would probably withdraw to run in 
2006 if he saw he could not win the primary. The group noted 
that Henrique Salas Romer was supporting the plan because it 
has not emanated from the CD 

campaign committee . 


11. (C) Joaquin Marta Sosa is working on a consensus campaign 
platform and a more basic plan of governability for the 
opposition. But irreducible differences would need to be 

solved by allowing the candidates to run in the primary on 

those issues where they differ. The main issue is whether the 
candidates will run again in 2006 if they win (Henrique Salas 
Romer) 

only as an interim leader (Manuel Cova). 


12. (C) The opposition has got a number of issues it must 
deal with simultaneously: getting the CNE to set a date for a 
referendum 

opposition candidate for president 

campaign organization and platform 

are the near and medium-term tasks. This proposal helps 
resolve the candidate and platform issues 

coordinadora focuses on the CNE. The group was confident 
their proposal would be accepted by all the interested 
groups. The key to its ability to achieve this feat seems to 
have been a preference for negotiation and compromise over 
demands and impositions. Getting Salas to agree has been the 
most impressive accomplishment so far. If it is as close to 
acceptance by all candidates as they claim 

have provided a tremendous service to the opposition. 
SHAPIRO 
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the OAS and Carter Center observation effort. Rangel accused 
the USG of attempting to supplant the OAS and Carter Center 
over the CNE. He said the GOV will respect the decision of 

the CNE no matter what (though he noted that both the GOV and 
the opposition would have the right to appeal the decision to 
the Supreme Court). He challenged the USG to commit to 
respect the decision of the CNE 

would not respect a decision that favored President Chavez. 
Rangel said the \"will of the people\" is respected in 

Venezuela better than any other country because its 
constitution permits the recall of elected officials. Rangel 
objected to labelling as \"technicalities\" serious problems 

like signatures by the deceased 

and multiple signatures by the same person. Rangel noted 
that the signature forms presented by GOV supporters against 
opposition deputies contained many errors as well. 


4. (C) DAS DeShazo assured Rangel the USG respected the 


sovereignty of Venezuela and the authority of the CNE 
however 

crucial 

Center participation. These institutions have raised the 
existence of problems 

\"planillas planas\" (signature forms in which required 
information was filled out by one person and then signed by 
individual signatories). Declining to answer Rangel\'s demand 
that the USG commit to respect the final CNE decision 
DeShazo insisted several times that the manner in which the 
decision is carried out is just as critical. It must be 
transparent and fair and give precedence to the will of the 
citizens 

of the world would draw its conclusions based on these 
criteria 


5. (U) Speaking to press after the meeting 

reiterated USG support for the OAS and Carter Center 

that their presence facilitated a peaceful 

democratic and legal solution in accordance with OAS 
Resolution 833. He backed up the observers joint statement 
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of February 13 

expression over excessive technicalities. In response to a 
question 

decision 

pressure. Asked about recent charges by President Chavez 
that the USG is funding allegedly seditious NGOs via the 
National Endowment for Democracy (NED) 

that the NED\'s work has an established track record for 
supporting democracy worldwide and is open to a wide range of 
political actors. Both sides in Venezuela have received 
funding 


6. (U) VP Rangel 

he welcomed OAS and Carter Center participation. He said 

they would widen international observation to include other 

groups that observed the signature drives. He also warned 

the USG to refrain from casting the OAS and Carter Center as 

a parallel mechanism to the sovereign authority of the CNE. 
Rangel said he had asked DeShazo what the USG response would 
be if the CNE rejected the presidential recall petition and 

said he got no response. He then added that he did not care 

what the USG thinks since the matter is exclusively 

Venezuelan. Rangel renewed Chavez\'s accusations that the USG 
is funding the opposition 

took money might be guilty of violating a Supreme Court 

decision from 2001. 


7. (C) Rangel was contentious throughout the meeting and 
repeatedly tried to bait DAS DeShazo into committing to the 
CNE\'s final decision. He was in lockstep with the Chavista 

line that the international community seeks to subordinate 

the CNE to international observers. The GOV is obviously 
disturbed by the OAS/Carter Center statement of February 13 
and has begun a smear campaign to discredit them. The GOV is 
clearly positioning itself to deny the referendum 

neutralize the moral authority of the international 

observers. 


8. (U) DAS DeShazo cleared this cable. 
SHAPIRO 
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announces all Buddhist monk candidate slate. 


2. (SBU) In a taped televised address given late 
February 17 

out at President Chandrika Bandaranaike Kumaratunga 
laying the blame squarely at her feet for the long- 
standing cohabitation tensions between the two. He also 
accused her of calling parliamentary elections for 
sheerly political reasons and in the face of indications 
that the dispute between the two leaders over the 
control of the Defense Ministry was near resolution. In 
the approximately 20-minute address 

complained that the President\'s decision to call 
elections was \"like kicking the will of the people.\" He 
then went on to defend the record of his United National 
Party (UNP) government 

two years. In doing so 

the peace process with the Liberation Tigers of Tamil 
Eelam (LTTE) 

performance 

efforts by donors. 


3. (C) COMMENT: The UNP has seemingly had a tough time 
getting its campaign off the mark since Kumaratunga 
announced early elections on February 7. Up until his 
February 17 speech 

not appeared much inclined to leap into the fray either 
which no doubt had slowed down the UNPYs campaign 
machine. With his February 17 speech setting a tough 
tone 

UNP\'s campaign and 

will hit out at the President and defend his party\'s 
record in power. While low-key and technocratic in 
personality 

on the campaign trail. END COMMENT. 


4. (C) In comments carried February 17 on the pro- 
Liberation Tiger of Tamil Eelam (LTTE) website 
\"TamilNet 

Thamilchelvam 

the Tamil National Alliance (TNA). (The TNA is the 
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dominant Tamil umbrella political grouping in Sri Lanka 
with 15 MPs representing several parties.) At the 
conclusion of a meeting between the LTTE and TNA held 
earlier that day 

decided today that the Tamil people should vote only for 
the Tamil National Alliance. This is the wish of our 
leader (referring to Tiger leader V. Prabhakaran) and 
our leadership.\" Also in the same statement 
Thamilchelvam seemed to retract earlier remarks that 
non-Tamil dominated parties like the UNP and the Sri 
Lanka Freedom Party (SLFP) would be prohibited from 
contesting elections in the north/east. Clarifying 

said 

northeast. It is their freedom to do so. | only said 

that the Tamils might not prefer Sinhala parties.\" 
Thamilchelvam made no direct comments on the battle 
between V. Anandasangaree -- an independent-minded Tamil 
leader -- for control of the Tamil United Liberation 

Front (TULF) with pro-LTTE elements. (The TULF is the 
major constituent element of the TNA.) 


5. (C) COMMENT: It has long been an open secret that 
the TNA is basically a pro-LTTE grouping. In the past 
there were a multitude of Tamil leaders willing to take 

on the Tigers 

there are very few independent Tamil political leaders 
like Anandasangaree left. (There are several small 
anti-LTTE Tamil parties still operating 

decreasing importance.) Even with that as background 
the fact that the Tigers would come out in public and 
endorse the TNA is remarkable. It serves to highlight a 
newfound willingness on behalf of the LTTE to involve 
itself in political campaigns 

clandestine manner. In the meantime 

backtracked to some extent 

Thamilchelvam\'s comments are that the LTTE considers the 
north and east the group\'s very own political preserve 
and parties in the south should understand that. END 
COMMENT. 


6. (SBU) In a February 17 meeting 

Freedom Alliance (UPFA) 

the SLFP - Janatha Vimukthi Peramuna (JVP) linkup 
appointed various officials to top leadership positions. 
President Kumaratunga took her place as the leader of 
the alliance 

political rivals) Mahinda Rajapakse and Anura 
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Bandaranaike were named national organizers. (Rajapakse 
is the Opposition Leader. Bandaranaike is a senior SLFP 
MP and the President\'s brother.) Five vice presidents 
were named from among the spectrum of parties in the 
alliance 

left-wing Mahajana Eksath Peramuna (MEP) party; Ferial 
Ashraff 

(NUA); Sarath Amunugama and Nimal Siripala de Silva of 
the SLFP; and Vijitha Herath of the JVP. An additional 
four SLFP and one JVP members were appointed as 
assistant secretaries. 


7. (C) COMMENT: It is interesting that the SLFP holds 
most of the UPFA leadership positions 

three 

secondary position in the alliance. This probably means 
that the JVP does not consider the alliance leadership 
positions all that important and just a matter for show. 
That said 

both named national organizers was a virtually 
inevitable solution to an endemic problem: both men see 
themselves as heirs to Kumaratunga\'s leadership of the 
SLFP and will not accept being upstaged by the other. 
END COMMENT. 


8. (SBU) In our \"flavor of the campaign!" section: The 
Sinhalese Buddhist extremist party 

on February 17 decided to field a slate of exclusively 
Buddhist monk candidates for the upcoming parliamentary 
election. The party said it made this decision in order 
\"to vest the monks with their traditional right to 

protect the inalienable rights of the Sinhala-Buddhist 
people. The majority of the 285 monks on the slate 
have long associations with the SU 

being younger monks. SU leaders predicted that at least 
10 of the monks would win parliamentary seats. The SU 
also announced that it has officially changed its name 

to the \"Jathika Hela Urumaya 

as National Heritage Party. The party\'s symbol will be 
the conch shell (the old SU symbol was a bow and arrow). 
9. (C) COMMENT: The SU -- a minor party with no 
parliamentary representation -- is the most openly 
aggressive and communalist of the Sinhalese Buddhist 
extremist parties (much more so than the JVP which 
cloaks its extremism in leftist rhetoric). In 

nominating an all-monk slate 

clear that it plans to place the issue of Sinhalese 
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Buddhist ethno-religious identity front-and-center in 
this campaign. Using the saffron robe in this political 
way may be of questionable utility 

country\'s independence 

Parliament and this monk -- Ven. Baddegama Samitha 
is now in office and running for election again -- is 
pro-peace process. Monks taking a hard-line 
anti-peace process perspective have had some influence 
on the public policy discourse 

as candidates in the past. END COMMENT. 


10. (U) Minimize considered. 


LUNSTEAD 


--On February 18 

will meet to finalize their deliberations on whether Turkey 
should lead a PRT. The expected result: a recommendation to 
the Prime Minister that he back (both politically and 

financially) Turkey leading a PRT. TGS tells the MFA that it 
does not have the resources in its current operating budget 

to finance a PRT. 


--lf the PM concurs 

desired location of a Turkish-led PRT and when the Turks 
might be able to stand up the PRT. (The MFA and TGS have 
some proposed locations in mind 

declined to discuss specifics.) The MFA and TGS also want to 
send a team to Afghanistan to observe existing US-led PRTs 
and to \"pick the brains\" of US personnel assigned there. 


--The Turkish military is anxious to resolve the issue of who 
will provide the airlift for the three helicopters that 

Turkey has offered to backfill ISAF requirements. NATO is 
pressing the Turks to send the helicopters. 
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--US military officials told their Turkish counterparts the 

US would provide the airlift. (Note: this may be a 

reference to a statement made by VCJCS GEN. Pace during his 
early December visit to Ankara 

Basbug \"you provide the helos 

lift. After deputy pol-mil counselor\'s discussion with the 

MFA\'s Evergin 

SECDEF had told MOD Gonul at the December NATO Informal that 
Turkey would not have to pay for the airlift for the Turkish 

helos to ISAF. The Turkish officials went on to say that 

they recommended to TGS and MFA that the GOT support the helo 
request based on that understanding. End note.) 


--The GOT believes it has done its part by responding 
positively to the USG\'s request and offering the helicopters. 
It is now waiting for the US to do its part. 


--The Turkish military is not pleased with recent suggestions 
by some Allies that Turkey now provide its own lift. 


--The USG\'s apparent inability to follow through on its 
commitment on the airlift may impact adversely the GOT\'s 
decision whether to make further contributions to 

Afghanistan. (Note: MFA and MND officials told DATT 
separately that the MFA and MND are prepared to recommend 
that Turkey lead a PRT if the ISAF helo airlift support issue 
can be resolved to Turkey\'s satisfaction. End note.) 


- Turks are aware the US and NATO are interested in having 
Turkey do more in Afghanistan. 


--The MFA and TGS are discussing in general terms whether 
Turkey can or should do more in the way of support for OEF or 
ISAF. Turkey\'s present focus is on PRTs. 


--Turkey is not clear on the US priority in Afghanistan. Is 
it PRTs? OEF? ISAF? 


Column 3 


--The GOT remains interested in convening formal 
consultations in Ankara with Afghanistan Coordinator Taylor. 


--Turks would like to discuss the following issues: OEF 

ISAF 

in Afghanistan 

have the \"right\" US military officials accompany Ambassador 
Taylor to discuss PRT 

to answer any questions/address any concerns the Turkish 
military may have. 


--In response to the request from the US for acceptable dates 
in mid-March 
12 


3. (C) Action request: we request that the Department advise 
when Ambassador Taylor might be able to travel to Ankara for 
consultations. 
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added a sense of urgency to the subject we had not heard 
previously 

meeting with the Ambassador specifically to speak about 
Sudan. He said the GOS was not consulting adequately with 
the Sudanese bishops 

many issues. In particular 

be involved in the reform of Sudan\'s constitution and legal 
system. In this 

(complete text passed to EUR/WE) noted that \"the Church must 
be involved in the preparatory stages (of reform planning).\" 
Further 

of the juridical definition of the Church 

understood as a NGO.\" According to Lajolo 

could have a significant impact on religious freedom issues. 


3. (SBU) Lajolo emphasized the Holy See\'s concern about the 
situation in Darfur 
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conflict. Lajolo noted that there were few Christians in the 
region 

attention to the human suffering in the area. The non-paper 
stated that \"humanitarian corridors\" were no longer 
sufficient to ease human suffering in Darfur 

parties 

persuaded to undertake peace initiatives.\" 


4. (SBU) Ambassador noted the USG\'s commitment to peace in 
Sudan and our agreement that the Darfur situation was serious 
both from a humanitarian point of view and because of the 
threat it posed to progress in the North-South peace process. 
Lajolo told the Ambassador that while the Church\'s efforts 

on behalf of peace and reconciliation would be most effective 

in the North-South dispute rather than in Darfur 

See wanted to contribute to reconciliation in any way it 

could. His memorandum noted that the Church \"especially 
desires to assist in the return of (IDPs and) refugees.\" 

With the Holy See having already impressed upon the Sudanese 


bishops and the GOS the importance of cooperation and 
dialogue (reftels) 

ambassadorial level signals the Holy SeeVs seriousness on the 
issue 

the GOS to be more open to participation by the Sudanese 
bishops in these various endeavors. 


Nicholson 
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elections. 


Israel/Palestine 


6. (C) Israel/Palestine was the other main topic. Tuzun 

said discussion on this topic mostly took the form of GOT 
interlocutors soliciting MubarakVs views. Egyptian Counselor 
explained that the GOT did not have as good contacts in the 
region as the GOE 

the conflict as Egypt. Mubarak briefed the GOT on his recent 
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phone calls to Sharon 

he was trying to arrange a meeting between Sharon and Abu 
Alava 

iron out \"technical points" in preparation for an eventual 
meeting. Mubarak favors the meetings being \"without 
preconditions.\" 


7. (C) Mubarak also told the GOT he will continue pressing 
Palestinian militants 

Islamic Jihad 

the GOT was impressed with Mubarak\'s and FM Maher\'s 
demonstration of \"clear political will\" on this point. 


Turkey 


8. (C) Tuzun characterized Mubarak\'s visit as a 

demonstration of the \"increasing role\" Turkey sees itself 
playing in the Middle East. Moucharafa said the GOE welcomed 
increased GOT diplomacy with Arab countries including 
example 

relations in light of President Assad\'s recent visit 

(reftel). Both Tuzun and Moucharafa said Mubarak and his GOT 
interlocutors exchanged views about the Greater Middle East 
Initiative. Mubarak stressed the importance of input from 

the regional countries themselves 

imposed from outside. Mubarak also stressed the need to gear 
the initiative to the individual \"characteristics\" of each 

country. For example 

very different levels in Egypt as compared to the Gulf 

States. FM Gul emphasized the need for countries in the 

region to become more transparent 
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WILLINGNESS TO COOPERATE THAN HAS BEEN EXPERIENCED IN PREVIOUS 
SENIOR DOD VISITS TO VIETNAM 

COMMANDER 

ADDITIONALLY 

COMMANDER VISITED COMMANDER THIRD NAVAL REGION AND TOURED TWO Of 
THE NAVAL REGION'S SHIPS HIS WAS POINTED OUT AS \"THE FIRST 

TIME A U.S. MILITARY OFFICER HAS EVER VISITED A VIETNAMESE NAVAL 

SHIP.\" 


2. VIETNAM\S DEFENSE LEADERSHIP AGREED TO PURSUE COOPERATION IN 
COUNTERNARCOTICS AND COUNTERTERRORISM 

COOPERATION IN HUMANITARIAN DEMINING AND UNEXPLODED ORDNANCE 
(UXO) REMOVAL AND POW/MIA RECOVERY. ADDITIONALLY 

DEFENSE LEADERSHIP AGREED TO CONTINUE SUPPORT FOR USN SHIP VISITS 
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TO VIETNAM. THE VICE MINISTER OF DEFENSE AND CHIEF OF GENERAL 
STAFF STATED THAT HE INTENDED TO ATTEND THIS YEAR\'S PACOM- 
SPONSORED CHIEFS OF DEFENSE (CHOD) CONFERENCE TO BE HELD IN JAPAN 
- TO BEA FIRST FOR VIETNAM AT A CHOD CONFERENCE. VIETNAM 
WELCOMED ASSISTANCE IN ENGLISH LANGUAGE TRAINING 

THE AREA THAT MOST INHIBITS THE VIETNAMESE MILITARY FROM FULLER 
PARTICIPATION IN REGIONAL DEFENSE ACTIVITIES. HE NOTED 

THAT AGREEING TO THE TERMS OF THE INTERNATIONAL MILITARY 
EDUCATION AND TRAINING (IMET) AGREEMENT WILL TAKE MUCH LONGER. 
FINALLY 

TO OFFER WORLDWIDE PEACEKEEPING EFFORTS AND THAT VIETNAM WOULD B 
A WELCOME PARTICIPANT IN ONGOING OPERATIONS IN IRAQ AND 
THROUGHOUT THE WORLD. 


MEETINGS 


3. LIEUTENANT GENERAL NGUYEN DUC ((SOAT)) 

GENERAL STAFF 

FARGO\'S ITINERARY INCLUDED A VISIT TO THE NATIONAL DEFENSE 
ACADEMY AND CALLS WITH VICE MINISTER OF DEFENSE AND CHIEF OF 
GENERAL STAFF 

SEVENTH MILITARY REGION 

AND 94 YEAR-OLD 

NAVAL BASE 

(MINH)) 

MARKED BY THE FIRST TOUR OF VIETNAMESE NAVY VESSELS BY AN 
AMERICAN MILITARY OFFICER. 


4. THE VISIT BEGAN WITH THE NATIONAL DEFENSE ACADEMY IN HANOI. 
LIEUTENANT GENERAL NGUYEN THE ((TRI)) 

ACADEMY 

ADM FARGO DELIVERED A SPEECH TO THE 20 FACULTY AND STAFF IN 
ATTENDANCE HIGHLIGHTING THE NEED FOR MULTILATERAL SOLUTIONS TO 
TRANSNATIONAL PROBLEMS AFFECTING SOUTHEAST ASIA AND THE ASIA- 
PACIFIC REGION 

SHIPMENT OF WEAPONS OF MASS DESTRUCTION 

AND CHILDREN 


5. GENERAL SOAT 

FARGO AND HIGHLIGHTED THAT THE VISIT BY DEFENSE MINISTER ((TRA)) 

TO THE U.S. AND THE SHIP VISIT TO HO CHI MINH CITY BY THE USS 
VANDEGRIFT WERE IMPORTANT MILESTONES IN THE US IETNAM DEFENSE 
RELATIONSHIP. SOAT ALSO NOTED THAT THE GOVERNMENT OF VIETNAM WILL 
INVITE THE CHAIRMAN OF THE JOINT CHIEFS OF STAFF 

((MYERS)) TO VISIT VIETNAM THIS YEAR. IN ADDITION 

CONTINUED 

DEMINING AND THE REMOVAL OF UXO. HOWEVER 

VBETTER TECHNOLOGY IN DEMINING.\" 


6. ADM FARGO RAISED THE IDEA TO BEGIN COOPERATION IN 
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COUNTERNARCOTICS. THIS IS A GROWING PROBLEM IN SOUTHEAST ASIA 
AND VIETNAM 

EXPERTISE AND CAN ASSIST. IN FACT 

INTERAGENCY TASK FORCE EST (JIATF-WEST) IS AN AGENCY PACOM HAS 
USED IN OTHER COUNTRIES IN THE REGION 

THEY ARE VERY EFFECTIVE IN IMPROVING THE POLICE AND MILITARY\'S 
CAPABILITIES IN FIGHTING THIS PROBLEM. SOAT NOTED THAT VIETNAM 
COOPERATES WITH OTHER COUNTRIES IN THIS AREA AND WELCOMED 
PURSUING WAYS TO COOPERATE WITH THE U.S. 


7. COMMENTING ON THE AGENT ORANGE ISSUE 
VIETNAM COOPERATION WAS AGREED TO DURING THE VISIT BY THEN- 
SECRETARY OF DEFENSE ((COHEN)) TO VIETNAM IN 2000 AND DURING THE 


SIPDIS 

VISIT BY DEFENSE MINISTER TRA TO SECRETARY ((RUMSFELD)). SEVERAL 
DAYS BEFORE ADM FARGO\'S VISIT 

DAO IN HANOI A PLAN TO COOPERATE IN THE REMEDIATION OF DIOXINS AT 
FOUR SITES: BIEN HOA 

PASS. SOAT STRESSED THAT VIETNAM HOPED FOR COOPERATION WITH THE 
U.S. DEPARTMENT OF DEFENSE. ADM FARGO STATED WE WOULD LOOK AT 
THIS PLAN. 


8. ADM FARGO NOTED THAT VIETNAM IS RECOGNIZED FOR ITS CAPABILITY 

IN CERTAIN AREAS AND COULD MAKE SOME SIGNIFICANT CONTRIBUTIONS TO 
THE INTERNATIONAL EFFORT IN PEACEKEEPING. SOAT DID NOT DIRECTLY 
RESPOND 

VIETNAM'S PARTICIPATION IN THIS AREA. 


9. IN THE AREA OF POW/MIA RECOVERY 

IS CONSIDERED A HUMANITARIAN EFFORT THAT WILL CONTINUE TO BE 
SUPPORTED BY VIETNAM. HE NOTED THAT 

REMOTE AREAS 

ADDITIONALLY NOTED THAT VIETNAM'S MISSING ARE IN EXCESS OF 

300 

TO THE RECOVERY OF THESE REMAINS. ADM FARGO NOTED THAT THE US 
WILL ASSIST VIETNAM IN THIS AREA. 


10. ADDITIONALLY 

ASSISTANCE IN ARCHIVAL RESEARCH AND BILATERAL EFFORTS TO RECOVER 
UNDERWATER REMAINS OF AMERICAN MIA\'S. REFERRING TO UNDERWATER 
RECOVERIES 

SALVAGE SHIP THAT PACOM IS PROPOSING TO USE IN THE JOINT RECOVERY 
OF US REMAINS UNDERWATER. ADDITIONALLY 

THERE BE A BILATERAL WORKING GROUP ESTABLISHED TO SPECIFICALLY 
LOOK AT WAYS TO JOINTLY ADDRESS THIS IMPORTANT EFFORT. FARGO 
PROPOSED SENDING VIETNAMESE EXPERTS TO PACOM TO INSPECT THE US 
SALVAGE SHIP AND TRAIN WITH US SALVAGE EXPERTS 

CONDUCTING A JOINT US/VIETNAM SALVAGE RECOVERY WITH BOTH 
VIETNAMESE AND US NAVY SALVAGE SHIPS. SOAT INITIALLY RESPONDED 
THAT 
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VERY SENSITIVE AREA.\" HE ALSO REITERATED THAT IF THE VIETNAMESE 
SHIP IS NOT CAPABLE 

FOR THE VIETNAMESE SHIP. HE MADE CLEAR THAT THE NEXT STEP SHOULD 
BE A VIETNAMESE SHIP 

SEARCHING FOR UNDERWATER REMAINS. THIS TOPIC WAS CLOSED BY BOTH 
SOAT AND FARGO AGREEING TO FORM A BILATERAL WORKING GROUP OF 
EXPERTS TO LOOK AT UNDERWATER RECOVERY COOPERATION. 


11. COLONEL GENERAL PHUNG QUANG THANH WAS THE MOST SENIOR DEFENSI 
OFFICIAL VISITED. (COMMENT: MOD PROVIDED AN ITINERARY THAT 

INCLUDED A CALL WITH DEFENSE MINISTER SENIOR GENERAL PHAM VAN 

TRA. UNFORTUNATELY 

AFTER THE PRIME MINISTER SUDDENLY DEPLOYED MEMBERS OF THE CABINET 
THROUGHOUT THE COUNTRY TO MONITOR THE NATIONAL RESPONSE TO AVIAN 
FLU.) GENERAL THANH HIGHLIGHTED FOR ADM FARGO THAT THE U.S.- 
VIETNAMESE DEFENSE RELATIONSHIP HAD IMPROVED GREATLY IN 2003 WITH 
THE VISIT TO THE U.S. BY DEFENSE MINISTER PHAM VAN TRA AND THE 

VISIT TO VIETNAM BY THE USS VANDEGRIFT. THANH ADDED 

WILL WORK TOGETHER TO COOPERATE TO BUILD\" THE RELATIONSHIP 
FURTHER. 


12. IMET. IN DISCUSSING THE INTERNATIONAL MILITARY EDUCATION AND 
TRAINING (IMET) PROGRAM 

SIGN THE THIRD PARTY TRANSFER AGREEMENT 

AGREEMENT OF THE FOREIGN ASSISTANCE ACT 

PARTICIPATE IN IMET-RELATED TRAINING. THANH COMMENTED THE IMET 
AGREEMENT WILL TAKE MUCH MORE TIME TO APPROVE 

ENGLISH TRAINING WITHOUT IMET IS VERY WELCOMED. GENERAL THANH 
COMMENTED THAT AUSTRALIA AND INDIA PROVIDE ENGLISH TRAINING 
THIS REMAINS THE AREA THAT MOST INHIBITS VIETNAMVS MILITARY FROM 
FULLER PARTICIPATION IN REGIONAL DEFENSE ACTIVITIES. ADM FARGO 
NOTED THAT THIS IS AN AREA WE CAN COOPERATE IN ASSURED GENERAL 
THANH THAT PACOM WILL LOOK INTO DEVELOPING AND ENGLISH TRAINING 
PROGRAM THAT CAN TRAIN 30-35 STUDENTS ANNUALLY. THANH WAS VERY 
SUPPORTIVE OF THIS INITIATIVE. 


13. COUNTERTERRORISM AND COUNTERNARCOTICS COOPERATION. ADM 
FARGO OBSERVED THAT THE U.S. PACIFIC COMMAND AND VIETNAM SHOULD 
BEGIN COOPERATION IN COUNTERTERRORISM AND COUNTERNARCOTICS. 
GENERAL THANH NOTED THAT BOTH OF THESE AREAS WERE NOT UNDER THE 
PRIMARY RESPONSIBILITY OF THE MOD 

OF PUBLIC SECURITY (MPS). THANH WELCOMED COOPERATION IN 
COUNTERTERRORISM. HE INDICATED THAT VIETNAM WAS ON HIGH ALERT 
FOR TERRORISTS 

AREA 


14. THANH STATED THAT FOR COUNTERNARCOTICS WORK 

BORDER GUARD FORCES 

FIGHT THIS PROBLEM. ADM FARGO INDICATED THAT PACOM CAN DEPLOY 
THE JOINT INTERAGENCY TASK FORCE EST (JIATF-WEST) TO WORK WITH 
VIETNAMESE MILITARY AND POLICE IN FIGHTING THE PROLIFERATION OF 
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NARCOTICS. THIS IS SOMETHING THAT HAS WORKED VERY WELL IN OTHER 
SOUTHEAST ASIA COUNTRIES LIKE THAILAND AND VI THINK WILL ALSO 
WORK WELL IN VIETNAM 

THAT THIS WAS AN AREA THAT WAS PRIMARILY UNDER THE 
RESPONSIBILITY OF MPS. 


15. LIEUTENANT GENERAL CHIA. GENERAL CHIA WARMLY GREETED ADM 
FARGO 

DEFENSE MINISTER TRA AND THE US NAVY SHIP VISIT TO HO CHI MINH 

CITY. CHIA RECALLED THAT DEFENSE MINISTER TRA AND SECRETARY 
RUMSFELD SPOKE OF CONTINUED SUPPORT IN THE POW/MIA EFFORT AND IN 
THE DEMINING/UXO REMOVAL PROGRAM. CHIA LAMENTED THAT TO DATE 
USG ASSISTANCE IN HUMANITARIAN DEMINING/UXO REMOVAL HAD BEEN 
LIMITED TO THE CENTRAL PROVINCES OF QUANG BINH AND THUA THIEN HUE 
AND HOPED THAT THIS PROGRAM CAN ADDRESS A SERIOUS UXO PROBLEM IN 
THE SOUTH. IT WAS NOTED BY AMBASSADOR THAT IT WAS 

THE DECISION OF USG TO LIMIT THE DEMINING/UXO REMOVAL PROGRAM 

BUT RATHER THE VIETNAM NATIONAL GOVERNMENT. CHIA CONTINUED THAT 
THE LOCATIONS OF FORMER US MILITARY BASES WERE STILL VERY 
CONTAMINATED WITH UXO AND THIS WAS LIMITING COMMERCIAL AND 
ECONOMIC DEVELOPMENT. CHIA STRESSED THAT 

PROGRAMS ALREADY UNDERWAY; THERE SHOULD BE EXCHANGES OF MID AND 
JUNIOR-LEVEL OFFICERS AS A WAY TO BETTER DEVELOP THE DEFENSE 
RELATIONSHIP. ADM FARGO NOTED THAT WE CAN SHARE OUR BEST 
PRACTICES IN DEMINING. 


16. ADM FARGO ASKED CHIA ABOUT THE SECURITY SITUATION ALONG 
SEVENTH MILITARY REGIONVS CAMBODIAN BORDER. CHIA RESPONDED THAT 
THE 615-KILOMETER BORDER WITH CAMBODIA IS SECURE. THERE WERE 
INSTANCES 10 YEARS AGO WHEN SOME PEOPLE TRIED TO TRANSPORT 
WEAPONS AND EXPLOSIVES ACROSS THE BORDER 

CONJUNCTION WITH THE BORDER GUARD PREVENTED THIS FROM HAPPENING. 
CHIA NOTED 

TRANSPORTING WEAPONS OR EXPLOSIVES ACROSS THE BORDER 

A TRADITIONALLY GOOD RELATIONSHIP BETWEEN THE BORDER GUARDS AND 
THE MILITARY. 


17. WHEN ASKED ABOUT THE PROLIFERATION OF MANPADS 
THAT 
WE ARE WORRIED ABOUT SMALLER WEAPONS AND EXPLOSIVES. 


18. INDANANG ADM FARGO MET WITH THE COMMANDER OF THE THIRD NAVAL 
REGION 

STAFF. DISCUSSIONS INCLUDED THE MISSION OF NAVAL REGION THREE 

AND THE NAVAL BASE IN DANANG. THIS CORDIAL MEETING WAS FOLLOWED 
BY A FIRST TIME TOUR OF SRV NAVY PATROL BOATS BY US MILITARY 
PERSONNEL. THE TOUR INCLUDED A ((TURYA)) CLASS FAST ATTACK 
TORPEDO CRAFT 

ADM FARGO WAS GREETED BY EACH BOAT\'S CREW AND GIVEN A BRIEF TOUR 
WITH THE CAPTAIN OF EACH BOAT ANSWERING QUESTIONS DURING THE 
TOUR. THE TOUR WAS FOLLOWED BY A THIRD NAVAL REGION SPONSORED 
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LUNCH WITH ADM FARGO AND HIS STAFF. 

19. ADMIRAL FARGO HELD A SYMBOLIC 

SENIOR GENERAL VO NGUYEN GIAP. THE DISCUSSION BETWEEN ADM FARGO 
AND GENERAL GIAP WAS DOMINATED BY EMPHASIS ON THE IMPORTANCE OF 
THE BILATERAL DEFENSE RELATIONSHIP. ACCESS TO 94 YEAR-OLD 
GENERAL GIAP IS GUARDED CLOSELY BY THE GVN. AFTER COMMENTING HE 
HAD RECEIVED REPORTS THE VISIT HAD RECEIVED \"GOOD RESULTS\" 

GIAP RAISED TWO AREAS IA AND AGENT ORANGE COOPERATION. GIAP 
STATED THAT VIETNAM IS COMMITTED TO SUPPORTING THE UNITED STATES 
IN THE SEARCH FOR MISSING IN ACTION CASES AND ASKED FOR HELP IN 
LOCATING VIETNAM'S MISSING. IN TALKING ABOUT AGENT ORANGE 
COMMENTED THAT THIS ISSUE HAS A NEGATIVE IMPACT ON OUR 
RELATIONSHIP AND HE STATED 

IN THIS AREA\". IN DEVELOPING BETTER RELATIONSHIPS GIAP NOTED IT 

IS ESSENTIAL THAT THE VIETNAMESE PEOPLE HAVE A BETTER 
UNDERSTANDING OF AMERICANS AND VICE VERSA. (COMMENTS: IT WAS 
CLEAR GIAP WAS A STRONG SUPPORTED OF US N RELATIONS.) 


COMMENTS 


20. THE VISIT OF ADM FARGO WAS MARKED BY A POSITIVE TONE AND 
WILLINGNESS TO COOPERATE THAT HAS NOT BEEN EVIDENT IN PREVIOUS 
VISITS WITH THE MINISTRY OF DEFENSE. CLEARLY 

NAVAL BASE AND SENIOR GENERAL GIAP 

CONSIDERED TO BE SIGNS OF A CLOSER DEFENSE RELATIONSHIP AND ARE 
INDICATIVE OF THE STATE OF THE WARMING BILATERAL MIL-TO-MIL 
RELATIONSHIP. IMPORTANT ELEMENTS OF THE VISIT ARE THE 
COMMITMENTS TO COOPERATE 

COUNTERNARCOTICS 

BURGHARDT 
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in the USA.\" Despite the campaignVs anti-American tone 
there\'s no need for Hollywood to worry yet. GOS policy 
voiced by President Aznar 

market access barriers is highly unlikely. 


2. Spanish film producers started the New Year with the aim 
of improving their box office profits. Although film 

production in Spain increased from 114 movies in 2002 to 126 
movies in 2003 

for 70% to 80% of Spanish film sales. In an attempt to 
promote Spanish movies 

Asociaciones de Productores Audiovisuales (Fapae) initiated 
a campaign based on the slogan \"You need to come see us.\" 
The aim of the producers was to remind viewers that Spanish 
films are different from international films. While Fapae 

said the campaign wasn't anti-Hollywood 

referred to the U.S. 


3. The campaign consisted of three commercials that were 
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screened in theaters or aired on television for a period of 
fifteen days. The president of Fapae Pedro Perez made a 
press statement assuring that the message is not against 
anyone 

the first commercial 

between Spanish culture 

greet each other using hand-shakes and gestures 

those of hip-hop. Another commercial \"Halloween 

why aspects of foreign cultures are adopted into Spanish 
culture. The message of the last of three advertisements 
\"Batedor\" or baseball batter 

equally capable of producing movies. Although the 
commercials are comical 

American culture 

campaigns are not targeted at 

it 


4. Despite the anti-U.S. overtones 

film industry should be concerned about a backlash against 
American films in Spain. We spoke with Secretary General 
Estela Artacho of Fedicine 

American film and Spanish film industries. Although Spanish 
producers would support protectionist measures 

opined that given the present Aznar administration\'s liberal 
trade policies and its strong ties to the U.S. 

protectionist measures are unlikely. In his recent trip to 

the U.S. 

protectionism. Currently 

Spain is a long-standing movie quota of one EU-film for 
every three non EU-films. Artacho was convinced that the 
American film industry was not significantly affected by 

this quota. 


5. A closer look at the Spanish film sector can explain that 
the campaign is not driven politically 

been initiated by the economics of the film sector. For the 
second consecutive year 

sharply in Spain. For 2002 and 2003 

of nearly 17 million viewers. On the other hand 

some minimal improvements for Spanish films 

500 

16% in 2003. 


6. CONCLUSION. Last year\'s sales figures have been an eye- 
opener for Spanish film producers. They have opted to 

attract more viewers to their films by branding their film 
industry. For now 

unaffected by the new campaigns. The possibility of other 
measures being taken depends largely on the future situation 
of the Spanish film sector. 
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Discussion of Nagorno-Karabagh reportedly dominated most of 
the conversation and kept the participants from working 
through their planned agenda. She stopped short of assigning 
blame for the current impasse but shared her impression that 
recent pressure on Turkey by Azerbaijani President Aliyev had 
spooked her bureaucratic counterparts. 


2. (C) Harutunyan commented that 

of the recent meeting 

regularly scheduled meetings between FMs Oskanian and Gul was 
now at least an issue of discussion. She said that the FMs 

would likely speak on the telephone in early March and said 

that the GOAM was anxious to schedule stand-alone meetings as 
opposed to pull-asides during multilateral events. She 

reiterated that the GOAM wanted the border with Turkey opened 
as soon as possible but noted that FM Oskanian\'s optimism on 
the subject did not match the expectations of bureaucrats 
managing the day-to-day aspects of the issue. She thanked 

the USG for recent comments by Secretary Powell supporting an 
open border during his meeting with Turkish FM Gul in Tbilisi. 


3. (C) Comment: Harutunyan\'s measured reaction regarding 
opening the border contrasted sharply to the upbeat 
predictions of FM Oskanian earlier this year. Her comments 
together with recent remarks by Middle East Division Chief 
Karen Mirzoyan 

by high-level leaders if bureaucrats from both countries are 
to have sufficient room to maneuver closer together. 
ORDWAY 
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we dealt with used to know us as Jordanians.\" NOTE: It is not 
clear to us on what basis the Jordanian passports were 
initially issued. END NOTE. 


15. (C) Assuming that the account of the crew of the 061 is 
basically truthful 
beneficial owner of 061. While the account would not 
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constitute proof in a legal sense of actual ownership of the 
aircraft 

of Liechtenstein in the case appears to be rather lower. 
Post also stands ready to provide upon request 

interested parties within the U.S. government 

documents turned over to post by Iraqi Airways. These 
include photocopies of the flight log 

registry for 061 

Iraqi Airways for operating services provided by Jet 
Aviation 

attesting to the veracity of information (spelled out in the 
statements) provided by them on the history of 061 and of its 
links to the GOI. 


17. (C) It should be noted that the credibility of this 

source remains at issue. The crew members were by their own 
admission working for the Iraqi regime prior to regime 
change 

However 

truth of the history of 061 in order to protect themselves. 

If this extended to sanitizing the log book of 061 

possible 

do so. While the preceding account of the history of 061 may 
serve as the necessary evidence to arrange the transfer of an 
asset that everyone agrees is lraqi 

regarded as necessarily accurate in its particulars. 

GNEHM 
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Jaramillo said that since then OAS observers had been cut off 
from information from CNE mid-level officials with requests 
now having to go through the CNE board. 


4. (C) Jaramillo asserted that from the point when the CNE 
changed the rules halfway through the physical verification 
of the presidential signature forms 

invalidate as many signatures as possible. The V'planillas 
planas\" issue (signature forms that were apparently filled 
out by one person but signed by another) is a clear example 
of this strategy 

CNE board\'s decision on which criteria to apply to the 
\"planas\" would be decisive 

CNE would put off that decision until the last. Jaramillo 
noted that when the CNE\'s self-appointed deadline of February 
29 arrives 

announcement regarding the referendum. 


5. (C) Acknowledging that he was brainstorming 

said the OAS could not sit back and wait for the process to 
be pronounced dead. Their credibility as observers would be 
at stake if they simply continued to go along 
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procedures that ran counter to the spirit of recognized 
electoral and legal concepts 

Ambassador if his views reflected OAS SYG Gaviria\'s 
perspective on the situation 

cautioned that any decision by the observers to curtail 
activities should be based on actions 

decisions will be made. Diez said President Carter would 
likely agree that if the CNE refused to provide access and 


information necessary for completing the mission 
Center would have to withdraw. 


6. (C) Francisco Diez said the CNE was probably more angry at 
the OAS than the Carter Center 

information had also become more complicated. Diez said that 
on February 14 

mid-level that Carter Center was using to extract samples 

from the signature forms was cut off. Diez conceded that 
written permission made sense and immediately submitted the 
request to the CNE board. He said the Carter Center had 
collected only half of the signature forms needed for the 
statistical sample when access was cut. (Note: Diez and 
Jaramillo met with the CNE on February 17 and told reporters 
they had discussed with the CNE directors ideas for how to 
proceed with their observation mission 

follow up in writing shortly.) 


7. (C) Regarding the CNE\'s announcement that it would invite 
additional international observers 

not help the process. Jaramillo noted that no reputable 
observers would join the process in mid-stream. He did not 
preclude the possibility that the GOV would find 

personalities that would be nonetheless willing to lend 
themselves to the affair. Diez said he had suggested to the 
CNE \"for the sixth time\" that they extend an invitation to 

the UNDP; the board refused. (Note: Opposition groups also 
called for the UNDP\'s involvement 

tripartite committee that facilitated the May 29 agreement.) 


8. (C) DAS DeShazo briefed the observers on his meetings with 
Vice President Jose Vicente Rangel and ambassadors of 
interested countries (septels). He told the observers the 

USG fully supports their work \"in the trenches\" on helping 
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Venezuela reach a solution to the political impasse. 


9. (C) The situation for the electoral observation mission is 
deteriorating. The GOV has taken a hostile position toward 
the international observers 

the credibility of the CNE\'s ability to block the referendum. 
The situation could improve if and only if Chavez were to 
change his approach. The observers are still in place and 
CNE directors still speak with the observer chiefs. The 
CNE\'s ruling on the V'planillas planas 

again postponed 

and Chavez\'s -- determination to fulfill its mission in a 
transparent manner. 


10. (C) It is encouraging that OAS and the Carter Center are 
willing to take action sooner rather than later. If they 

don\'t act while the patient still has a chance of pulling 
through 

the cause of death. 


11. (U) DAS DeShazo cleared this cable. 
SHAPIRO 


NNNN 
2004CARACA00577 - CONFIDENTIAL 


14037 

14038 

zone -- has opened up old wounds. This is significant 
bilateral cooperation to close the border to smuggling and 
terrorist infiltration is key to security of both KSA and the 
Gulf states. 


6. (S) FM Qirbi 

yielded Yemeni agreement to permit U.S. teams to come (timing 
TBD) and interrogate al-Qaida detainees here. On the other 
hand 

of prominent Yemeni Sheikh Abdulmajid al-Zindani for 

terrorist financing. Ramifications of this issue are not yet 

clear; but the overall bilateral relationship 

cooperation 


7. (C) There are still threats in Yemen; but Yemeni security 
services have been prompt and effective in responding to 
security issues (including active threats) and the overall 
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threat level continues to decline thanks to U.S.-Yemeni 
security cooperation. Embassy planning for coming FYs is 
shifting toward greater emphasis on development assistance 
especially in outlying areas where al-Qaida has been active 
in the past. We are working with CUTF-HOA on a civil 
military opns program that will complement this positive 
evolution in U.S. engagement 

sustaining the effective CT engagement established over the 
past two years. 


8. (C) Your meeting with Saleh will afford an important 
opportunity to update his knowledge of the mutually 
beneficial U.S. military engagement with Yemen and -- 
importantly -- to reinforce his personal relationship with 
you. Again 


MISENHEIMER 
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government at that time 
me 


3. (SBU) Talks with the Paris Club are scheduled for March 5 
but he finds this gives insufficient time to prepare. Even 

so 

March 5 date. He asked the Charge to advise U.S. authorities 
of this plight and to seek U.S. support for continuing to 

make coupon payments on sovereign bonds 

country 

other creditors. 


Background 


4. (SBU) In its program for the standby agreement renewed 
finally 

obtaining USD 300 million in debt relief for calendar year 

2004 

million in Paris Club bilateral debt (originating pre-1984). 
Despradel says that total pre-1984 debt payments due in 2004 
are USD 264 million (USD 153m due to the U.S. 

40m to Japan 

that the Dominican Republic will continue to service all 
post-1984 debt to Paris Club members. Despradel regrets that 
the agreement is to obtain only one year of debt relief; he 
recalled that the 1991 Paris Club rescheduling had been for 
three years of payments (1991-1993) due on pre-1984 debt 
rescheduled over 15 years. 


5. (SBU) The rest of the USD 150 million is to come from 
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other creditors 

or non-Paris-Club official creditors. The country is 

servicing two issues of sovereign bonds: 27m due in January 
2004 was paid within the grace period 

27m in July and 25m in September 

scheduled for payment for the full year. The three coupon 
payments remaining in 2004 represent USD 77m. The only 
other significant non-Paris-Club creditors are Venezuela 
(20m) 

that each of these official creditors has provided 

supplier 

petroleum. He believes that it will be very difficult to 

obtain any relief from any of the three Latin American 
countries. 


6. (SBU) Despradel is hoping that with support from the 
United States and Spain 

be able to get Paris Club creditors to reschedule the entire 
USD 264m due in 2004 on pre-1984 debt. He thinks that 
eventually and with considerable difficulty the Dominicans 
might get debt relief of perhaps USD 10m due to Latin 
American countries. 


7. (C) The Technical Secretary says that he met in private 
with President Mejia on the need to comply with IMF 
conditions (&Using the military will not work 

them during the March review that we are in strict 
compliance8). Despradel says that Mejia subsequently told a 
full economic cabinet meeting that the administration had to 
adhere to conditions V'down to the last cent.\" The IMF has 
prepared a tabular presentation of relevant indicators 
renewed weekly. 


8. (SBU) Despradel said again -- \"and this is very 

important\" -- that the GODR will continue to pay all of its 
post-1984 debt servicing. He reminded Charge that according 
to the standby 

payments for rescheduled debt but that these will go into the 
Central Bank to reduce its holdings of short-term debt. 


9. (SBU) Despradel is willing to travel to Washington next 
week (February 23-27) to discuss these matters with Treasury 
and with the IMF and he expects to travel to Madrid for the 
same purpose. A five-person technical team arrives in 
Washington today 

the IMF before continuing to New York 

consult Dominican legal counsel and J.P. Morgan 

country 


10. (SBU) Charge and Eco-Pol Counselor took note of 
Despradel 
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them promptly to Washington authorities. The Charge reminded 
Despradel of U.S. Treasury misgivings about the Dominican 
desire to approach the Paris Club as part of the renewed 
standby; Despradel shrugged 

authorities had not found any other reasonable approach. 


Comment 


11. (C) We were dismayed to see Carlos Despradel given this 
ill-prepared dossier. Finance Secretary Calderon declined 

the job 

sector negotiations. Central Bank Governor Lois Malkun 
co-signer with Calderon of the mid-January declaration of 
intent to seek comparable treatment for other creditors 

simply turned it down. We are sympathetic to Despradel 
concern about the impact of Paris Club rescheduling on access 
to financial markets even for a future administration but 
appreciate the significant downside of backing away from an 
IMF commitment just days after the standby was approved. 
KUBISKE 
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aggressive USG multilateral approaches on the Middle East\" 
rather than fundamental disagreements on policy. He 
emphasized the GOAM\'s previous voting record and 2003 record 
on disarmament issues as indicative of an overall cooperative 
relationship with the USG in Geneva and New York. He 
predicted that the GOAM would support more USG initiatives 
during 2004 through fewer absention votes and possible 
co-sponsorship of key resolutions. He hinted that the GOAM 
might be able to support the USG on this year\'s Cuba 
resolution if approached with enough advance notice. 


2. (C) Apitonian said there was broad agreement among GOAM 
representatives in Yerevan and New York that the proposed 
Democracy Caucus would offer a \"less politicized\" forum in 
which the GOAM could openly support USG-proposed measures 
without the fear of pressure or backlash from the Non-Aligned 
States (NAS). He suggested 

better engage the GOAM on CHR issues this year if it would 
demarche the MFA 

earlier in the process. He claimed that the FM and Deputy 
Ministers had been increasingly active on multilateral issues 
over the past year and predicted a relative decline in the 
importance of the GOAM\'s missions in Geneva and New York as 
this trend continues. 
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3. (C) The MFA\'s heightened interest in multilateral 

mechanics is due in part to Armenia\'s current candidature for 
re-election to the CHR 

profile ambition on the multilateral scene. The MFA\'s 
multilateral department is at long last fully staffed and 

generally responsive to Embassy requests. Engaging early and 
often with the MFA will no doubt help counterbalance voting 
pressure from the NAS and European countries. Post requests 
Department assistance in identifying which issues it can 
preview with the GOAM to lay the groundwork for better CHR 
and UNGA cooperation this year. 

ORDWAY 
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One Yerevan State student informed us that most 
students \"don\'t contribute to the development of the 
university 

university.\" Students describe professors who offer 
\"sample exams\" on test days for a minimal fee 

the highest marks for an entire course for USD 20-100. 
A culture of conspicuous consumption has developed in 
certain departments (most notably the social sciences) 
where students brag of their perfect marks as a not-too- 
subtle reference to their affluence. Students assured 
us that those who choose to study rather than bribe 
their professors rarely face punitive grading; the 

system has 

that encourages students to pay rather than take a 
chance on their own academic performance. Alumni of 
the post-graduate American University of Armenia (AUA) 
an institution established by Diaspora groups 

University of California and USAID in 1991 

that in Armenia only the AUA programs are \"clean\" and 
students\' assessment is performance based. 


4. (SBU) Armenians also describe a cultural dimension 
to the corruption. Armenians generally have large 
support networks of friends and family that are 
expected to provide assistance in social and business 
affairs. Even distant relatives are obligated to use 
their personal connections to university administrators 
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and professors in lobbying for special consideration 
during the admissions process. Most Armenians do not 
consider such behavior as further corrupting the 

system 

Armenia\'s culture. As the mother of a university-age 
student told us 

good family member and friend or good citizen 

choose my friends and family.\" 


5. (SBU) Military conscription encourages further 
corruption and degradation of the Armenian higher 
education system. At age 18 

Armenian men to perform two years of military service 
often under poor conditions. Students may defer their 
military service while enrolled in undergraduate or 
master\'s programs (up to six years) 

men to prolong their studies as long as possible. 
Students tell us how parents save money to pay off the 
university testing board and use personal contacts to 
pressure school administrators to admit their otherwise 
unqualified or unmotivated sons. Current Yerevan State 
students describe an intellectual environment that is 
severely corroded by draft \'deferrers\' who view their 
time at the university as means for postponing the 
inevitable rather than a period for serious academic 
study. 


6. (SBU) Students who complete a full-time doctorate 
program at a public university are entirely exempt from 
conscription. The limited supply of Ph.D. degrees 
granted by public universities (usually two per 
department) coupled with Armenian menVs high demand for 
these degrees has created a system where women have 
been increasingly shut out of doctoral programs. The 
National Statistics Service reports that in 2002 

of the 155 full-time Ph.D. students 

Female undergraduate students from Yerevan State told 
us that they simply would not be competitive in the 
doctoral admissions process 

secure the seats in the programs. Women also face 
substantial family pressure not to compete against male 
relatives for admission to Ph.D. programs. The market- 
driven competition for these programs 
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better connected and well-funded 

of once prestigious doctoral programs in the sciences 
and humanities. 


7. (SBU) In October 2003 

Baghrat Yesayan as the Presidential Advisor on 
Corruption. Yesayan launched public hearings into what 
he considered the 10 most corrupt sectors of Armenian 
society (including education 

utilities and the police) 

recommendations on reforms necessary to combat the 
corruption. Yesayan made the higher education system 
his first priority and submitted his findings in 

January. Yesayan told us that most of the anecdotes 
shared by students were accurate and noted that the 
widespread corruption in the university system had 
substantially degraded the quality of Armenian higher 
education. He also told us that unless the GOAM 
addressed university corruption in its entirety 
substantive progress would be made. 


8. (SBU) Corruption throughout the Armenian university 
system is increasingly affecting broader societal 
interests. In recent years 

pursuing post-graduate degrees has declined to minimal 
levels. If the trends continue 

could be excluded from certain professions 

the sciences. Since diplomas from Armenian 
universities do not demonstrate that a recent graduate 
has the skills necessary for professional work 
private-sector employers require applicants to undergo 
professional competency tests as part of the 

application process. A recent study by Japonica 
Intersectoral surveyed Armenian employers and found 
\"general discontent with core competencies and 
professional skills demonstrated by recent graduates.\" 
Most employers (especially the government) 

recognize that most recent graduates are equally 
unqualified 

are frequently admitted to the university: by reaching 

an accommodation with the applicants support network. 


9. (SBU) Despite recent government attempts to address 
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corruption 

university system is an example of an Armenian 
institution that operates within a predictable range of 
bribery 

depth of the problem is compounded by the multiple 
factors perpetuating it: the GOAM could address some of 
the causes of the corruption by eliminating student 
military deferments (the National Assembly is currently 
considering such a bill that would end deferments and 
exemptions for post-graduate study) 

revenue in a small budget to raise professors\' 

salaries. But no government program could counter the 
cultural acceptance of partiality and bias in tit-for- 

tat deal making. The GOAM is increasingly willing to 
entertain proposals to combat corruption 

Yasayan said 

practices and attitudes.\" 

ORDWAY 
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flights from Suriname. The Ministry is exploring ways to 
share its courier information with interested countries. 
END SUMMARY. 


2. (U) Claiming success in his interdiction efforts at 
Schiphol airport 

February that ALL drug couriers from the Netherlands 
Antilles caught at Schiphol would be prosecuted. When the 
program began on December 11 (reftel C) 

caught with more than 3 kilos of drugs were prosecuted 
because of fears the Dutch judicial system would be 
overwhelmed otherwise. Those caught with less than 3 kilos 
surrendered their drugs and were returned to their 
originating country without criminal sanction. Their names 
however 

continuing to carry passengers on the blacklist run the risk 
of losing their Schiphol landing rights. 


3. (U) Ministry officials claim the interdiction policy has 

been a success and the number of people trafficking drugs 
has fallen dramatically 

and making possible the move to 100% prosecution. Minister 
Donner noted \"there are regularly flights on which no 
couriers are arriving 

there were dozens of people.\" During the first five days 

the policy went into effect in December 

investigated or prosecuted and 31 were returned to their 
place of origin. For the week of January 15 


Column 3 
people were detained and 13 were returned. 


4. (U) Following a visit to Suriname by a Justice Ministry 
delegation (reftel A) 

flights would also be subject to enhanced scrutiny. (NOTE: 
This amounts to five additional flights a week for the 
interdiction teams to watch.) That policy went into effect 
February 11. The Justice Ministry suspected drug 
traffickers were relocating from the Netherlands Antilles to 
Suriname to avoid detection at Schiphol. 


5. (SBU) Global officer met with Arie IJzerman 

of International Criminal Affairs and Drugs Policy 

11 and discussed the need for the Dutch to share their 
information on the drug couriers. IJzerman said the Dutch 
had informed their EU partners about the Schiphol 
interdiction effort and many 

expressed concern about how drug traffickers might transit 
their countries to avoid Schiphol. They were interested in 
getting access to the courier information for law 
enforcement and border control purposes. The Global officer 
reminded IJzerman the U.S. had also asked for the courier 
information in discussions last October as the Dutch were 
formulating the new policy (ref D). 


6. (SBU) lJzerman said the Justice Ministry was looking into 
the possibility of information sharing. One option under 
consideration was to share the information with Customs 
Services 

prosecution. Once a courier is convicted in the 

Netherlands 

that information with foreign law enforcement officials. He 
admitted 

visa purposes posed a problem 

looking into. 


7. (SBU) COMMENT: We are pleased the Justice Ministry is 
expanding the scope of its interdiction efforts. We remain 
skeptical 

Meanwhile 

overcome the legal obstacles 

concerns 

couriers. Such an effort has a greater chance of success 
now that the Netherlands\' EU partners have expressed 
interest in the information as well. END COMMENT. 


SOBEL 
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NOTES THAT THE CHANNEL WILL CONTINUE TO DISTORT ARAB ISSUES IN 
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FAVOR OF ISRAEL 

ARABIYAH\" FOR THEIR CREDIBILITY AND OBJECTIVITY AND CALL ON THE 
ARAB PEOPLE TO BOYCOTT VIEWING IT. COMMENTS TO PA STAFF FROM 
MEDIA CONTACTS HAVE BEEN UNANIMOUSLY NEGATIVE. END SUMMARY. 


ARROGANT AND OUT OF TOUCH: PERSONAL COMMENTS 


2. CHIEF OF THE NEWS CENTER AT ABU DHABI TELEVISION COMMENTED \"IF 
THE RHYTHM OF BROADCASTING CONTINUES LIKE THIS IT WILL MAKE BAD 
THINGS WORSE AND WORSE THING WORST. HOWEVER 

IMPROVE AND BE WIDELY VIEWED THEY NEED TO DO THE FOLLOWING: 


A. THEY HAVE TO CHANGE THEIR NEWS AGENDA. DESPITE PROMOTION 
THEY ARE TOO OBVIOUSLY A PROPAGANDA MACHINE. THERE ARE ALSO TOO 
MANY TECHNICAL FAULTS 


B. THEY NEED TO BROADCAST 3-4 HOURS FROM THE REGION SIMPLY 
BECAUSE THE CHANNEL SEEMS OUT OF REACH. IF YOU ARE REPORTING TO 
THIS PART OF THE WORLD YOU HAVE TO OPERATE FROM HERE. 


C. THE NEWS PRESENTERS ARE WEAK WITH NO CHARISMA. THEY NEED TO 
HAVE PRESENTERS WITH GREATER PIZZAZZ. 


3. MANAGING EDITOR OF THE NEWS CENTER 

SAID THAT \"ANY PERSON WITH BASIC TV PROFESSIONAL BACKGROUND WOULE 
REALIZE THAT THE CHANNELYS STAFF LACK PROFESSIONALISM ESPECIALLY 
IN NEWS REPORTING 

TAKE A LONG TIME TO SEE THAT THE STATION WAS ESTABLISHED 
ESPECIALLY TO ADDRESS ARABS AND MUSLIMS AND TO ASK THEM TO LIKE 
ISRAEL AND APPROVE WHAT THE U.S. HAS BEEN DOING TO THE ARABS. 
EVEN PARTS OF THE PRESIDENTVS INTERVIEW REFLECT THIS WHEN HE 
VOWED TO CONTINUE THE FIGHT AGAINST TERRORISTS USING ALL TOOLS 
POSSIBLE AND THEN LAUNCHED \"AL-HURRA\" TO ADDRESS ARABS AND 
MUSLIMS.\" HE CONCLUDED 

IS THAT IT IS REPELLING 


4. DIRECTOR OF EXTERNAL INFORMATION 

INFORMATION 

WOMEN TALKING ABOUT CO-EXISTENCE WITH PALESTINIANS 

ABANDON TERRORISM. THIS IS A VERY UNTRUE PICTURE OF THE STORY 
WHICH GOES TO SHOW THAT THE CHANNEL WAS ESTABLISHED IN THE FIRST 
PLACE TO ADDRESS THIS ISSUE." 


CALL FOR BOYCOTT/ATTEMPTS TO BEAUTIFY U.S. IMAGE: MEDIA REACTION 


5. UNDER THE HEADLINE "\"AL-HURRA\" LACKS HURRIYAH\' (FREEDOM) 
AHMAD OMARABI WROTE IN THE DUBAI-BASED ARABIC DAILY \"AL-BAYAN\" 
2/16: 
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\"THE DEGREE OF CREDIBILITY 

STANDARD THAT WILL DECIDE THE SUCCESS AND FAILURE OF THE NEW 
AMERICAN CHANNEL "AL-HURRA\" WHICH WAS LAUNCHED BY THE U.S. 
GOVERNMENT TO ADDRESS ARABS IN THEIR OWN LANGUAGE.. THE AIM OF 
THE CHANNEL IS TO IMPROVE THE U.S. IMAGE 

ARAB WORLD SHOULD NOT EXPECT FROM ITS POLITICAL AND NEWS PROGRAMS 
ANYTHING EXCEPT WHAT SERVES U.S. FOREIGN POLICIES TOWARDS THE 
REGION. IT IS WORTHWHILE FOR ALL ARABS TO BOYCOTT THIS SATELLITE 
CHANNEL 

MEDIA PERSONALITIES TO STOP WORKING FOR IT AND ARAB INTELLECTUALS 
AND POLITICIANS TO CEASE ANY COOPERATION WITH IT. THE SUCCESS OF 
THE SUSPICIOUS ANTI-ARAB STATION IN ATTRACTING 150 MEDIA 
PERSONALITIES UNFORTUNATELY SHOWS HOW FAR WE HAVE REACHED IN THE 
DETERIORATION OF OUR CIVILIZATION. NEVERTHELESS 

PREDICT THAT SUCH AN AMERICAN PROJECT IS DOOMED TO FAILURE 

IF THE U.S. WAS MISLED BY WHAT IT CONSIDERED THE SUCCESS OF RADIO 
SAWA 

DIFFERENT FROM THE POP MUSIC AUDIENCE ADDRESSED BY SAWA. THE 
MOUNTING POLITICAL AWARENESS IN THE ARAB WORLD EXPLAINS WHY AL- 
JAZEERAH\" AND "AL-ARABIYAH\" HAVE BECOME VERY POPULAR AND CREDIBLE 
TO THE ARABS.\" 

6. AISHA SULTAN WROTE IN HER DAILY COLUMN IN \"AL-BAYAN\" 2/16: 


V.THE AMERICAN POLITICAL DECISION-MAKERS AND THOSE IN CHARGE OF 
THE CHANNEL MUST REALIZE THAT THE PROBLEM OF IRAQIS AND ARABS 
WITH THE U.S. IS NOT HUMAN 

CLICHS. THE PROBLEM IS DEEPER AND OLDER. IT IS POLITICAL 
ECONOMIC AND COLONIAL 

POLITICIANS THAT ARE BIASED TO THE BACKBONE IN FAVOR OF ISRAEL. 
AL-HURRA WILL DO NOTHING BUT DISTORT MORE FACTS AND USE FURTHER 
TACTICS AIMED AT INTEGRATING ISRAEL INTO ARAB SENTIMENTS 
FOLLOWING THE ARABS INABILITY TO DEFEAT ISRAEL. AMERICA GOES IN 
LINE AGAINST THE ARAB MAIN CAUSE 

MAKE THINGS WORSE." 

7. UNDER THE HEADLINE "\"AL-HURRA\" AND THE AMERICAN FAULT 
AL-DEIRA WROTE IN HIS DAILY COLUMN IN SHARJAH-BASED PAN-ARAB 
DAILY \"AL-KHALEEJ\" 2/16: 


V.ONE DAY THE SIMPLE AMERICAN CITIZEN WILL WONDER WHETHER THE 

U.S. ACTUALLY NEEDED TO CHANGE ITS MEDIA TOOLS TO ADDRESS THE 
ARAB BRAIN AND SENTIMENTS INSTEAD OF CHANGING THE AMERICAN UNFAIR 
AND ARROGANT POLICIES. WHY DO THEY HAVE TO GO SO FAR FROM 
REALITY AND COME UP WITH THE DISHONEST AND UNJUST \"AL-HURRA\" 
WHILE AMERICA DOES NOT SEEM TO UNDERSTAND THAT ARABS ARE BEING 
SLAUGHTERED AND HUMILIATED. WHEN AMERICA READS THE ARAB WORLD AS 
A PIECE OF FICTION 

ARABS WHO HAVE BEEN VICTIMS OF DICTATORSHIPS BACKED BY THOSE IN 
CHARGE OF \"AL-HURRA\" AND VICTIMS OF THE ISRAELI AGGRESSION..BY 
VTHE MAN OF PEACE\" THE NAZI SHARON 

WITH AMERICAN NUCLEAR WEAPONS. THE AMERICAN VISION IS 
DRASTICALLY AT FAULT. FOLLOWING THEIR SUPPORT OF THE OCCUPATION 
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AND HUMAN RIGHTS VIOLATIONS 

AMERICAN BRAIN AND SENTIMENTS 

AND CALLING ON THE PALESTINIAN 

TO SELF-RESTRAINT AND ENJOY THE CULTURE OF PEACE AND 
TOLERANCE.CALLING ON THE ARABS TO FOLLOW AND ADAPT THE 
COMPREHENSION 

DISGRACEFULLY WHERE CONTRADICTIONS ARE PROMOTED. THEY AIM TO 
SEPARATE THE NATION FROM ITS HISTORICAL IDENTITY AND THE RIGHTS 
OF ITS OWN PEOPLE." 


8. COMMENTING ON THE U.S. POLICY TO BEAUTIFY ITS IMAGE IN THE 
ARAB WORLD THROUGH THE NEW \"AL HURRA\" SATELLITE CHANNEL 
KHALEEJ\" EDITORIALIZED 02/16: 


VHAD THE U.S. POLICY TOWARDS THE ARAB REGION BEEN CONVINCING 
WOULD NOT HAVE HAD TO RESORT TO MAKE-UP ITS FACE TO SHOW ITS 
CONCERN TOWARDS ARABS AND COMMUNICATE WITH THEM THROUGH RADIO / 
TV OFFENSIVES THAT ARE NOT VERY FAR FROM MILITARY 

ECONOMIC OFFENSIVES THAT THE NEW ADMINISTRATION 

CONCEAL ITS HATRED TOWARDS ARABS IN PARTICULAR AND MUSLIMS IN 
GENERAL 

REGION AND THE WORLD REQUIRES A CORRECTIVE MOVEMENT THAT WOULD 
PUT IT BACK ON THE RIGHT TRACK AND THIS SHOULD BE BASED ON 
INTERNATIONAL LEGITIMACY 

DEMOCRACY AND END TO THE OCCUPATION AND LETTING PEOPLE LIVE IN 
THEIR HOMELANDS IN PEACE AND DECIDING THEIR OWN DESTINY.\" 


WAHBA 
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enlarge\" the process of rapprochement. However 
much different geopolitical concerns than Greece 
prevent it from dramatically reducing its defense budget. 


3. (C) MFA DDG for NATO Affairs Fatih Ceylan echoed Eguz\'s 
comment that 

made 

planning to reduce its defense budget after 2005 anyway and 
acknowledged that Turkey was reducing its as well. 


4. (C) TGS/J-5 Greece and Cyprus Department Chief RADM (LH) 
Sislioglu repeated to Pol-Mil Counselor and PolMilOff 

February 12 that the proposal had not been made formally. He 
emphasized that the GOT was not working the issue yet but 
believed the initiate would become more concrete if PASOK and 
Papandreou were to win the Greek elections 

seemed to be V'a sincere person.\" Nevertheless 

noted that 


Column 3 

Turkey has more serious defense considerations to its east 
namely lran 

were very \"fragile\" and could change from good to bad in a 
day 

them. Sislioglu admitted candidly that 

considerations 

anyway 

leverage goodwill from Greece and the international 
community. He speculated that Greece was likely doing the 
same. Sislioglu then explained that only cuts in GreeceVs 
navy and air force would be meaningful to Turkey 

army is not considered a large threat in a potential conflict 
between the two countries. In addition 

stretched along the Mediterranean 

Coasts 

percentage reductions in Greece\'s and Turkey\'s navy would 
have consequences beyond the Aegean. 


5. (C) Sislioglu said that both Greece and Turkey are now 
focused on implementing the CSBMs to which they had agreed in 
the past. There were 11 on paper 

drafted action plans for five of these for both sidesV 
consideration. Senior MFA officials for both sides agreed 

that the militaries could move forward on these during their 
VsecretV consultations in London earlier this month. The 

Greek military had agreed to the TGS proposals the week of 
February 2. 


6. (C) Once the level of confidence had been increased 
Sislioglu hoped that more progress would be made in the talks 
on the Aegean and airspace. He added that if the ruling 
parties in both countries were to win in their respective 
forthcoming elections 

flexibility to \"take dramatic steps." The five that both 

sides had agreed to implement involved exchanging visits 
between militaries. None of these visits were scheduled 
before April (i.e. 

He did not expect anything dramatic before the Greek national 
and Turkish local elections. 


7. (C) Comment: The Turks are clearly waiting for the outcome 
of the Greek elections before taking Papandreouvs initiative 
seriously. Even then 


Column 3 

Turkey\'s complicated strategic situation makes such cuts 
difficult. But budget cuts appear inevitable for the Turkish 
military 

the ten-percent cut in discretionary spending that Turkey is 
making because of budget constraints will include military 
spending. In the meantime 

seemed positive about the future of Greek-Turkish relations. 
EDELMAN 
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that opposition societies clandestinely agreed to divide the 
GFBW board membership among themselves; 5 from NDAS and 6 
from Al Wifaq. Journalists accused both opposition societies 

of hijacking the elections and politicizing the trade union 
movement. However 

the GFBW Central Council elected independent candidate Abdul 
Ghaffar Abdul Hussain its General Secretary. Dr. Merbati 
explained to PoIFSN that neither opposition society had issue 
with Hussain as General Secretary based on his experience and 
stature. However 

he was angered to find out about Hussain\'s appointment. 
Hussain used to be a Shura Council member of the old regime. 
In the 199015 Hussain was named General Secretary of the 
GOB\'s National Labor Committee 

that position 

leaders (many of whom are now leaders in Al Wifaq) of being a 
Vbunch of terrorists." Al Abassi surmised that Hussain 

tricked both AI Wifaq and NDAS labor leaders by telling both 

he was aligning with them. The other two independent 
candidates aligned themselves with NDAS to secure seats on 
the board. In the end press reports were correct: the 

election results established a central council with 5 NDAS 

Al Wifaq 

Congregation. 


5. (C) A review of board committee positions reveal that 
NDAS holds the more prestigious positions on the board. Al 
Abassi told PolOFF that unlike NDAS 

expert in labor. Al Wifaq colluded with NDAS not realizing 
that committee designations made a difference in the balance 
of power. An unauthorized Deputy Secretary General position 
was created at the outcome of the elections and given to Al 
Wifaq. Although Deputy Secretary General would appear to be 
the second-ranking position on the board 

not exist in the bylaws and has no authoritative power. Al 
Wifaq feels used by NDAS. Both NDAS and al-Wifaq feel used 
by Abdul Ghaffar Hussain. Now AI Wifag is making an effort 


Column 3 

to woo the independent board members away from NDAS to try to 
rectify the imbalance. Al Abassi added that it does not help 
that every Al Wifaq member on the board is a \'soft spoken 
moderate.\' He said there is talk among Al Wifaq board 
members that the decision try and dominate the labor federal 
board was a political mistake. Some believe Al Wifaq can 
gain more ground politically by focusing on real solutions to 
actaul labor issues. 

6. (U) In a statement to the press 

Secretary for Activities and Social Protection and member of 


SIPDIS 

the National Democratic Congregation Khalid Al Aradi resigned 
his position because of the NDAS and AI Wifaq collusion. His 
replacement 

his resignation for the same reasons. NDAS member Almousawi 
claims Al Aradi quit because he failed to get the prestigious 
Assistant Secretary position for Arab and International 

Affairs. Both Almousawi and Al Abassi claim Al Aradi and 
Qassab took the opportunity to embarrass NDAS and Al Wifag. 


7. (C) With all the attention focused on getting opposition 
leaders in board positions 

establish clear operational guidelines for the board. Even 
though 8 of the 12 federation board members have over 100 
years of combined labor movement expertise and knew each 
other in the labor movement many years prior to joining 
political societies 

operational procedures has paralyzed the federation. Dr. 
Merbati claims that instead of creating a legitimate 
federation with a vision for the labor movement 

opposition socities crippled the federation 

credibility for the next 4 years 

labor movement. Shura Council member Faisal Fulad told 
PolOFF that union representatives from Batelco 

Petrochem 

Stewards 

a way to leave GFBW and start a new federation that has no 
political affiliations whatsoever. 


8. (C) COMMENT. Opposition societies went to great lengths 
to rig the GFBW board elections 

free nor fair. This has resulted in many unions wanting to 
leave the GFBW and establish a second federation. It also 
demonstrates their desire for a legitimate democratic 
federation. Although Al-Wifag and NDAS colluded to gain 
control of the board 
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to wield board power revealed that there is friction among 

the political parties which boycotted the October 2002 
parliamentary election. NDAS/AI-Wifaq have tarnished their 
image and certainly have raised serious questions about their 
long-term commitment to fair-play and democracy. 

FORD 
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affairs.\" The Gulf Daily News (GDN) published from the Royal 
Court Minister Shaikh Khalid bin Ahmed Al Khalifa a statement 
from the King. It said 

experts 

internal affairs remains restricted to its citizens and that 
no-one else take part in it.8 


12. (C) COMMENT. Overall 

been a non-event had the GOB ignored it. The GOBVs impeding 
movement of foreign political activists seeking to attend 
generated unwanted international publicity. Pan Arab media 
channel al-Jazeera and widely read Arabic newspaper al-Hayat 
reported extensively on the conference. The King\'s remark 
that foreigners should stay out of debates about internal 
Bahraini politics is a vivid reminder of government 

sensitivities. The GOB acted in a high-handed manner at 

least 

democratic reforms and respect for human rights. 

FORD 
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disaster.\" Jaramillo said the CNE refused an OAS and Carter 
Center proposal to bring fingerprint experts from the Mexican 
government to analyze signature forms. 


2. Opposition: 


-- (U) Streets and freeways in the eastern sections of the 
city were awash with thousands of opposition demonstrators 
peacefully congregating February 14. 


-- (C) Opposition representative told poloff February 14 that 
the march was a success 

demonstrators 

because it was blocked by GoV security forces and 
sympathizers armed with clubs. 


3. GoV: 


-- (U) The Ministry of Interior and Justice announced at the 
end of the march that everything had been carried out in 
peace. Minlnt officials had warned opposition leaders on 
February 13 that the GoV could not guarantee their safety if 


Column 3 
they marched to the CNE building. 


-- (U) The GoV mounted a large open food market 
medical clinics 
in the path of the march. 


-- (U) Official GoV television used a split screen with 
selective footage to play down the numbers of participants in 
the march. 


-- (U) Chavez said on February 13 he would appeal any 
decision by the CNE allowing a presidential recall referendum 
to the Supreme Court. 


4. CNE: 


-- (U) CNE Director Jorge Rodriguez (pro-GOV) said February 
13 the CNE board will announce criteria to be used in the 
verfication process by the Superior Technical Commission 
(CTS) on February 16. 


-- (U) Rodriguez also said the CNE believes the controversial 
signature forms alleged to have been filled out in the same 
handwriting may exceed 50 

approximately 450 


-- (C) On February 13 CNE Vice President Zamora (opposition) 
threatened not to attend further meetings in the CNE board 
until the \"encirclement\" of the CNE by pro-Chavez activists 
(\"chavistas\") is ended. 


End Summary. 


5. (C) The Ambassador met on the evening of February 13 with 
OAS chief of staff Francisco Jaramillo for a readout on the 
National Electoral Council (CNE) board meeting with the 
Carter Center and OAS earlier that day (reftel). Jaramillo 


confirmed that the pro-Chavez activists camped out around the 
CNE building made getting to the building nearly impossible. 
Jaramillo said when his car was stopped by traffic 

on the back of a motorcycle-taxi to arrive late to the 

meeting. 


6. (C) The meeting 
Carter Center and the OAS proposed bringing fingerprint 
experts from the Mexican federal prosecutor\'s office to take 
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a random sample of 1 

signatures) for an analysis 

the proposal. The OAS and Carter Center representatives then 
shared the statement they were about to read to the press 
(see reftel) and then left for the press area. After Carter 
Center representative Jennifer McCoy left for a meeting with 
President Hugo Chavez 

CNE President Francisco Carrasquero. Jaramillo said 
Carrasquero was furious with both organizations for allegedly 
making proposals that tried to shortcut the CNEVs procedures. 


7. (U) Opposition marchers started massing February 14 at 
about 10:00 a.m. at several gathering points in Caracas. By 
mid-day 

city were awash with thousands of opposition demonstrators 
peacefully congregating. Opposition plans called for 
marchers to converge from six points around the capital to 
Plaza Venezuela near the Botanical Garden to collect printed 
certificates showing copies of their signatures to petetion 

for a resesidential recall referendum. 


8. (C) Opposition statistic expert Amado Dounia told poloff 
at 2:30 p.m. that the march had been a success 

not continue to the CNE building because it was blocked by 
GoV security forces. Douia said Miranda State Governor 
Enrique Mendoza suspected an ambush after observing the 
number of troops and a band of GoV sympathizers carrying 
clubs in teh proximity. Dounia guessed that 500 

opposition demonstrators took to the streets in Caracas. 


9. (C) Officials of the Interior Ministry asked the 

opposition yesterday via press conference not to march 

farther than the Botanical Garden due to lack of security. 

The GoV also mounted a large open market on Avenida Bolivar 
in the capital 

on February 14. The GoV announced late on February 13 that 
in addition to a GoV-subsidized meat sale 

be free medical services 

naturalization process 

the GoV-sponsored megamarkets before the opposition march 
began 

market was not overtly partisan or hostile 


Column 3 
apparently attracted by the fifteen percent price break on 
meat and vegetables. 


10. (U) Official GoV television showed used a split screen to 
show selective footage on February 14 depicting higher 
concentration of people at the GoVYs megamarket than at teh 
opposition march. The right side showed a close-up of the 
GoV-sponsored crowd assembled for its cultural events and 
food markets. The left side showed sections of empty road in 
Caracas 

opposition\'s march. Keeping with the theme 

Jose Rangel announced February 14 that the opposition was 
invisible. Nevertheless 

showed thousands of marchers in all areas of the planned 
march route. The GoV footage showed the same truck passing 


the same empty street over and over 

TV was using a video loop. PD Off observing the opposition 
march confirmed huge crowds massing in the capitals eastern 
sections. 


11. (U) During his press conference to foreign correspondents 
on February 13 (carried live for 2 hours by GoV mandate on 
all/all media outlets in the country) 

appeal any forthcoming decision by the CNE to allow a 
presidential recall referendum to the Supreme Court of 
Justice (TSJ). Only if the TSJ upholds a referendum 

said 


12. (U) CNE Director Jorge Rodriguez (pro-GOV) February 13 
announced the CNE board will discuss rules for the 

verification of signatures to be used by the Superior 

Technical Commission (CTS) during the weekend on February 14 
and 15 

Rodriguez also said the CNE believes the controversial 

signature forms alleged to have been filled out in the same 
handwriting (the so-called \"planillas planas V 

may exceed 50 

signatures). Rodriguez did not/not address when the CNE 
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would provide rules for the possible 5-day period during 

which voters listed on questionable signature forms could 
come to the CNE in person to affirm their name and signature. 


13. (C) On February 13 CNE Vice President Zamora (opposition) 
threatened not to attend further meetings in the CNE board 
until the \"encirclement\" of the CNE by pro-Chavez activists 
(\"chavistas\") is ended. Zamora comlained about having to 
enter the CNE building through back entrances to avoid the 
Chavista camp in front of the building. The Chavistas have 
moved back 20 meters since February 13 

troops continue to guard the perimeter. Zamora said the CNE 
approved a schedule on February 13 for the rest of the 
verification process 

SHAPIRO 
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Yilmaz Oztuna wrote in the conservative-mass appeal Turkiye 
(2/18): \"One should not think that the US changed its 
radical policy over Syria and Iran. Otherwise 

policy would be directed wrongly. The US plan 

compliant regimes in the great geography which they call 
‘the Greater Middle EastV 

faced in Afghanistan and Iraq was confusing for the US 
because it did not have adequate information on this 
geography. After the presidential elections in November 
during winter 2004-2005 

The US believes that the biggest obstacle and the biggest 
enemy against the Pax-Americana is international 
Middle-East originated terrorism 

to counter the terrorism. Washington might show Turkey as a 
model 

just to improve (!) the relevant region. They expect 
friendly behavior from Ankara. It is not possible to show а 
state as an example if anti-American feelings exist.\" 


\"A Date is What We Deserve\" 


Column 3 

пиг Celik commented in the Turkish Daily News (2/18): 
V'Turkey deserves to start accession talks with the EU today. 
No one is doing us a great favor by giving us a date or even 
starting the accession talks because everyone knows this 
does not mean full membership is a foregone conclusion. 
Look at the examples of Greece 

them had viable democracies when they were allowed into the 
European Economic Community and yet the EU countries 
tolerated this situation to bring more democracy to the 
Mediterranean region. So why not help Turkey? The 
performance of the ruling AKP government to enhance the 
democratic structure in Turkey 

irregularities and revamp the economy shows the country is 
on the right course to becoming a member of the family of 
civilized nations. Turkey\'s democrats need encouragement to 
fight on. The government needs encouragement to display 
courage and resolve as it did on Cyprus in all other matters 
and thus ease the military out of our political system. 

Getting a date for the start of accession talks will 

definitely do the trick.\" 

EDELMAN 
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from Universidad Francisco Marroquin in Guatemala 
granted a Fulbright scholarship and obtained his Masters in 
Business Administration at J.L. Kellogg Graduate School of 
Management 

Finance 


His professional expertise has developed in the public 
sector as well as in the private sector. From April 1 

1998 through July 31 

Minister of Economy in charge of Trade Issues 
responsible for the Central American Integration Process 
the international trade negotiations of Guatemala in 
bilateral and multilateral forums 

the commitments derive from the International Trade 
Agreements and the project to create the National Quality 
System 


He was Minister of Economy from August 1 
January 14 

integration 

rules 

support to SME 


During the first semester of the year 2000 

of the Ministry of Economy 

the negotiations of the Free Trade Agreement with Mexico 
process in which he participated from 1996 through its 


Column 3 
closing 


Prior to his participation in the public sector 

very active in the private sector 

internationally. He has worked in banking 

bonds and the capital market 

and commercial sectors. In the organized private sector he 
has been Director and Treasurer of the Guatemalan Chamber 
of Industry 

business sector 

Puebla anama Plan 

the International Trade Negotiations and member of the 
Executive Committee of the National Competitiveness Program 
coordinated by the Guatemalan Ministry of Economy 

other duties. 


In activities of social responsibility 

Director of FUNDESA 

Guatemala and Director of the Mariano and Rafael Castillo 
Cordova Foundation. He has also been a professor in 
Business Strategy 

International Trade and Marketing 

and graduate degrees 

universities in Guatemala 

Marroquin 

Istmo. 


At the present time he is the Director of Strategic 
Planning of Cerveceria Centroamericana 

of foreign trade issues to different companies 
vice-president of the Guatemalan Chamber of Industry. 


End Text of CV. 
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GOVERNMENT HAS GOTTEN ONE HUNDRED CENTS FOR ITS DOLLAR.\" 
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forces 

dominated most of the region since about 2001 after several 
years of violent clashes with the FARC. There are an 
estimated 150 FARC guerrillas 

AUC into pockets of territory in the regionYs upland areas. 


Column 3 
Community Representatives Skeptical 


5. (C) Several members of the Chamber of Commerce said they 
were concerned about the consequences of a paramilitary 
demobilization. Many acknowledged that they had personally 
been extorted 

kidnapped in years past by the FARC. They said that the AUC 
presence had stabilized the region during the past four or 

five years 

the banana growing areas. They feared retaliation by the 
FARC if the paramilitaries were to demobilize. They 
emphasized 

demobilization 

and viable state presence. 


6. (C) Father Leonides Moreno from the Roman Catholic church 
of Apartado supports all peace efforts 

peace process. He acknowledged that an AUC demobilization 
would be complicated 

widespread drug trafficking activity. 


7. (C) Dario Mejia from the Peace Commissioner\'s Office 
conducted a confidential question and answer session with 
about 20 plantain farmers to determine their views of 
security in the region. Very few said that they had been 
directly hurt by the armed conflict. However 

third claimed that they did not think the GOC was capable of 
providing adequate security at the present time 

that they feel that some other group -- most likely the AUC 
-- is protecting them. 


8. (C) Two managers of a private security firm that was 
founded ten years ago as part of the then-legal 
state-sponsored self defense groups (convivir) expressed 
their opposition to all illegal armed groups 

AUC. The firm 

offer jobs to ex-paramilitaries 

currently employees several former guerrillas. The managers 
expressed confidence that the GOC would not leave the area 
vulnerable to attack from the FARC. They also suggested that 
private firms 

role in providing security after an AUC demobilization. 
(Comment: In many respects the private security firms would 
be performing much of the functions now performed by the AUC 
but presumably within a framework of law and without drug 
trafficking. End Comment.) 
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9. (C) Comment: Uraba illustrates a complicated conjunction 
of issues: (1) Citizen fear of violence 

FARC; desire to return to normalcy; and lack of confidence in 
the ability 

benefits 

strengthen the public security presence throughout the 
country; and (3) the complexity of the paramilitary problems 
especially regarding the peace process. 


WOOD 


14064 

travelers. He noted that revamping the Nassau International 
Airport is only the first step The Bahamas must take in 

order to keep its product \"fresh.\" Yesawich said that there 
is a growing interest among Americans for family vacations 
and weekend travel 

to target. He also suggested that The Bahamas reach out to 
weekday vacationers. Instead of complaining about \"slow 
months\" in the tourism industry 

country build a convention center. He further stated that 
The Bahamas should exceed visitor expectations through 
exceptional experience and service and fortify and sustain 
visitor arrivals through marketing and promotion. He 
emphasized that most Americans are looking for something 
different when searching for travel destinations and that 

The Bahamas should promote diversity by highlighting its 
uniqueness and combining it into the visitors experience. 


9. After 16 months of contentious negotiations 

the Bahamas Employers Association 

Allied Workers Union and the Minister of Labor finally 
signed a 17 million dollar 

for hotel union employees on January 29. The contract 
provides for an across-the-board increase in salaries for 
hotel workers retroactive to January 7 

to January 7 

been the longest in the history of negotiations between the 
two bodies. Additionally 

resulted in a targeted \"slowdown\" during the December visit 
of South African President Tabo Mbeki 

embarrassment to Prime Minister Perry Christie. 


10. As a result of the long negotiation period and the 
labor unrest experienced during this time 
Minister announced plans to review labor laws in order to 


Column 3 

avoid future disruptions in the tourism sector 

generates 40-60 percent of GDP. The government is 
considering the Barbados Protocol Four as a model. The 
Protocol is aimed at ensuring the resolution of industrial 
issues without causing disruption to the economy. 


11. Hotel Union President Pat Bain has 

that the union resents the position taken by the government 
regarding changes to the labor laws and said that such 
changes would be met with \"strong and endless\" resistance. 
Bain further stated that whoever is entertaining such a 
thought is moving in the wrong direction. Mr. Bain noted 
that the union believes that all laws should be progressive 
and not regressive 

to unions exercising their legal right. He stressed that 
labor laws should not be made without consultation with all 
social partners. 


12. Kerzner InternationalVs Atlantis Resort continues to be 
the anchor for the Bahamian tourism industry. Kerzner 
reported a net income of 3.0 million dollars for the 2003 
fourth quarter 

dollars for the same period in 2002. Adjusted net income 
for the quarter was 4.8 million dollars compared to 4.4 
million dollars in 2002. Adjusted net income per share for 
the quarter was 0.16 dollars as compared to 0.15 dollars 
achieved in 2002. Butch Kerzner 

the company 

performance with major future growth initiatives. During 

the 2003 fourth quarter 

occupancy rate of 73 percent with a 218 dollar average daily 
room rate 

and average daily room rate of 216 dollars during the same 
period in 2002. The company expects its average room rate 
to increase this year by an additional 3 percent for 

selected visitors. The high occupancy levels it is 

currently experiencing bode well for this prediction. 


13. COMMENT: The tourism industry is expected to remain 
stable 

Tourism has much work to do 

competitive edge in the industry. Given the slow pace that 
the government is moving to launch plans for the 
refurbishment of Nassau International Airport 

unlikely this major project will be completed in order to 
coincide with the scheduled completion of Atlantis Phase III 
by the end of 2005 


Column 3 
start date. END COMMENT. 
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from Universidad Francisco Marroquin in Guatemala 
granted a Fulbright scholarship and obtained his Masters in 
Business Administration at J.L. Kellogg Graduate School of 
Management 

Finance 


His professional expertise has developed in the public 
sector as well as in the private sector. From April 1 

1998 through July 31 

Minister of Economy in charge of Trade Issues 
responsible for the Central American Integration Process 
the international trade negotiations of Guatemala in 
bilateral and multilateral forums 

the commitments derive from the International Trade 
Agreements and the project to create the National Quality 
System 


He was Minister of Economy from August 1 
January 14 

integration 

rules 

support to SME 


During the first semester of the year 2000 

of the Ministry of Economy 

the negotiations of the Free Trade Agreement with Mexico 
process in which he participated from 1996 through its 
closing 


Prior to his participation in the public sector 

very active in the private sector 

internationally. He has worked in banking 

bonds and the capital market 

and commercial sectors. In the organized private sector he 
has been Director and Treasurer of the Guatemalan Chamber 
of Industry 

business sector 

Puebla - Panama Plan 

the International Trade Negotiations and member of the 
Executive Committee of the National Competitiveness Program 
coordinated by the Guatemalan Ministry of Economy 

other duties. 


In activities of social responsibility 
Director of FUNDESA 
Guatemala and Director of the Mariano and Rafael Castillo 
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Cordova Foundation. He has also been a professor in 
Business Strategy 

International Trade and Marketing 

and graduate degrees 

universities in Guatemala 

Marroquin 

Istmo. 


At the present time he is the Director of Strategic 
Planning of Cerveceria Centroamericana 

of foreign trade issues to different companies 
vice-president of the Guatemalan Chamber of Industry. 


End Text of CV. 
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rather than \"ownership 

assuming the group\'s debts. SDIF V.P. Binnur Berberoglu and 
BRSA V.P. Ercan Turkan explained to Econoff that 
amended banking law 

companies in the first stage. According to Berberoglu 
law allows SDIF to assume control 

ownership except the right to receive dividends. Ata 
subsequent stage 

evaluated 

or liquidate the companies. 


5. (Sbu) Cem Uzan in recent public comments has for the first 
time conceded that Telsim 

owed Motorola and Nokia 3.5 billion USD 

in the event of a takeover the SDIF became responsible for 
this amount. Media reports cite a number of legal experts 
however 

state control 

responsibility for its obligations. 


6. (SBU) A Paper Empire? On paper 

encompassing 219 companies and up to 40 

Initial reports 

of this total only 124 companies were actually doing 
business 

will soon be liquidated. Fund officials have declined to 
comment publicly on these reports 

SDIF will decide what to do with individual companies after 
reviewing their 2003 financial statements. Currently 


Column 3 
company trustees are poring over company books in an attempt 
to determine each company's actual operations and assets. 


7. (SBU) The SDIF 

of SDIF 

Uzan-appointed managers were not continuing to take money out 
of the companies for the Uzans 

reported that Telsim 

books. According to the press reports 

used the double-accounting to underreport Value-added and 
Special Communications taxes collected from customers and 
keep the tax collections for themselves. 


8. (SBU) Political Countercharges: Cem Uzan 

family member not in hiding 

typical bravura 

government was persecuting his family out of fear of the 
political threat posed by his \"Genc\" or Youth Party. Swiftly 
asserting that the charge was false 

including Finance Minister Kemal Unakitan 

was undertaken by the SDIF in full accordance with Turkish 
law. 


BANKING 


9. (SBU) Pressure on other owners of failed banks: Though the 
costly Imar Bank failure provided ample reasons for the SDIF 

to move against the Uzans 

other owners of failed banks who have yet to negotiate 

payment plans with SDIF. According to a Milliyet article 

there are nine bank owners who have yet to work out a payment 
plan 

years ago. On Tuesday 

referred to the other bank owners 

inviting them to the negotiating table 


10. (SBU) Telecom: Government officials have told us 
privately for weeks that they intended to take over Telsim 
(probably the most profitable company in the Uzan Group) 

to re-sell it quickly. At this early stage 

what impact the takeover will have on Motorola\'s attempts to 
recover its debts from Telsim. SDIF officials indicated that 
their priority is to recover debts owed to the Turkish state 

but refrained from making clear statements about debts to 
third parties. Some independent legal analysts have noted 
that such third-party 
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liabilities would only be repaid after the group met its 
extensive liabilities to the state. When Prime Minister 
Erdogan was asked about the debts to Motorola and Nokia 
said the State was not \"the interlocutor\" on the issue. 


11. (SBU) &Star8 Journalists Claim Press Censorship: 

The &Star8 media group 

(circ. 250 

played an important role in the Uzans 

aspirations. It served as a mouthpiece of Cem Uzan 

Party and a platform through which Uzan could criticize the 
AKP government with impunity and without concern for balanced 
coverage. The takeover of &Star8 management has had an 
immediate 

the Uzans. Monday 

featured a lengthy justification from the Savings Insurance 
Fund about the reasons for the takeover. The article 
portrayed the action as an effort to recover looted funds 
owed to Turkish depositors. Pro-Uzan political columnists 
have been notably absent from the pages of &Star8 since the 
weekend. The newspaper continues to publish 

pro-Uzan slant and the relentless criticism of the AKP has 
stopped. 


12. (SBU) The changes at &Star8 have provoked outrage among 
some employees of the &Star8 media group. For weeks 
employees of &Star8 television channel have used their 
nightly newscast to rant against the government for 
&blocking8 their salaries. In today 

opposition newspaper most reflective of Kemalist 
establishment views) 

accused the government of &religious 

pressure8 against the media. &Star8 columnist Hayrullah 
Mahmud said that the government &doesn 

it doesn 

Pro-Uzan forces at &Star8 received support yesterday from 
the Turkish Journalists 

Council 

Government) 

&Star8 media was &not just an effort to silence the 
opposition media 

for the government.8 


13. (SBU) Comment: Leaving aside the legal issue of 
government interference in media content 

characterization of &Star8 as &opposition media8 is both 
incomplete and disingenuous. &Star8 media under the Uzans 
was 
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moral scruple. &Star8 newspaper routinely fabricated 
&news8 to discredit its targets 

government 

attempting to build a personality cult for Cem Uzan to 
further Genc Party interests. Although there may be a 
legitimate debate here about freedom of the press 
shouldn 

media outlet. End Comment. 


14. (SBU) Political Dimension: Our contacts in and close to 
AK Party have consistently told us that 

have made a big deal about using the example of action 
against the Uzans to demonstrate resolve in combatting 
corruption 

personal and political reasons. Our Law Enforcement 
exchanges underline this point 

of effort at building a case to prove the seemingly-evident 
Uzan embezzlement from Imar Bank. Erdogan has never 
forgotten Cem Uzan\'s public insult -- denigrating Erdogan\'s 
piety -- at a rally in Bursa in mid-2003. Moreover 

contact with immediate access to Erdogan has just confided to 
us based on recent conversations with Erdogan and his inner 
circle 

AK in March 28 local elections and wanted to use this 
opportunity to rid himself of Cem Uzan\'s Genc Party 
Erdogan feared would be the principal rival in key 
urban-sprawl areas. By this action 

(i.e. 

political rival. However 

deep alienation in urban-sprawl areas which Uzan had fed off 
to launch Genc and which will provide the political Petrie 

dish for the next populist-nationalist political movement. 


15. (SBU) Comment: Saturdays takeover represents another 
nail in the coffin of the Uzan business empire 

increasingly difficult to see how the family will ever 

recover. Given his infamous clanVs unsavory track record 

is doubtful that Cem Uzan\'s attempt to turn the issue to his 
political advantage will succeed. 


ARNETT 
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Dr. Ahmed Al-Rubei 

independent Al-Qabas (2/17): V The launch of Al-Hurra 
satellite channel elicited angry reactions and was labeled 
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an American conspiracy by many Arab news media. This 
reaction is nave and clear sign of an overwrought mindset. 
In an age where technology reigns 

channels are in regress 

does not become the mouthpiece of American foreign policy. 
Only if Al-Hurra conducts a healthy and impartial dialogue 
where all opinions are presented 

the door for objective analysis and fair competition. Self- 
Confident nations must look on such an event as an addition 
of a new color to the spectrum of the colors of freedom.\" 


2. \"Rich and Poor\" 

Fouad Al-Hashem wrote in independent Al-Watan (2/17): \"l 
predict within one year 

satellite channel 

current Arab satellite channels. The finest endorsement for 
the new channel was articulated when a female employee said 
she worked at numerous media outlets 

Hurra she was free of the censor." 


3. VDo Not Underestimate the Power of Media" 

Sami Abdul Latif Al-Nisif wrote in independent Al-Anba 
(2/18): \"In the view of many Arabs 

satellite channel Al-Hurra is the first step in correcting 
decades of accumulated grievances created by America the 
\"Great Satan\". Not only can Al-Hurra pull the rug out from 
under the rest of the Arab satellite channels 

can correct many misconceptions on American foreign policy 
toward the region and perhaps end the tension.\" 


4. \"A reading . Into an International Plan\" 

Dr. Mohammed Al-Rumaih wrote in independent Al-Rai Al-AVam 
(2/17): \"On several occasions 

secretary Powell spoke of MEPI and both hoped Western states 


SIPDIS 

would adopt MEPI as a future working plan toward the Middle 
East. The philosophy behind this project lies in that 
instability in the Middle East is threatening the interests 

of countries such as the United States 

is due to a failure in the development in the Arab world. 
Most significantly 

that Arab leaders are using the unresolved Palestinian 
problem as a pretext to delay reforms. MEPI plan in general 
focuses on education 

beneficial and welcome. It is what MEPI fails to mention 
that is much more significant.\" 


5. \"Iraqis Electrocuted\" 
Faisal Al-Zamil wrote in independent Al-Anba (2/18): \"It 
seems Paul Bremer and the Coalition Authority are releasing 
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persons linked to the former Iraqi regime 

who tormented the Iraqi people. Many Iraqis were right to 

be suspicious of America\'s motives. How can we comprehend 
the reason behind the release of Saadoun Hamadi and Mohammed 
Al-Sahaf 

into pointless wars 

continue to be incarcerated only on reason of suspicion? 

This silly charade of releasing war criminals 

classifying their leader [Saddam Hussein] a Prisoner of War 

is a serious turning point which even the families of 

American soldiers are now questioning.\" 


Urbancic 
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Booster Doses: Current CDC Recommendations." 


2. Embassy understands that no assistance is necessary. 
3. THREAT ASSESSMENT: 


In general 

other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 

opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passportVs 

photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
StateVs website (http://www.state.gov) and the U.S. Embassy\'s 
website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 

Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 
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information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

MANZANARES 
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right to alter the population balance in the occupied 
territory by establishing alien settlements 

entitled to build a barrier to protect them. 


4. (SBU) The GOJ calls on the ICJ to acknowledge that 
Israel's construction of the wall \"breaches its international 
obligations\" as an occupying power. It argues that Israel is 
not \"entitled to build a wall which serves to establish 
underpin 

annexation of that territory or any part thereof." Moreover 
the GOJ argues that international law precludes Israel from 
constructing a wall which V'seriously and disproportionately 
impairs the rights of the inhabitants of that territory to 

the effective ownership of their land and property." 


5. (SBU) The GOJ argues that Israel's breaches of 
international law V'are not justified by considerations of 
self-defense or by regarding the wall as a security measure 
adopted as a military necessity. It concludes that such 
breaches require Israel to pay reparations for losses 
resulting from construction of the barrier. 


6. (C) MFA Legal Department head Samer Naber told PolCouns 
separately February 18 that FonMin Muasher had excised 
several sections of the Legal Department's original draft 

that he felt would be overly sensitive to Israel -- including 
individual criminal liability of Israeli officials. The 

Jordanian document does appear to have been toned down to 
avoid unnecessary friction with Israel. 

GNEHM 
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-- The other independent daily 
stated: \"Donors affirm aid pledged: On condition peace 


process progresses.\" 


-- The state-run DAILY NEWS stated: \"Donors will 
continue aid flow to Lanka.\" 


Coverage in the Sinhala- and Tamil-language press 
basically mirrored the coverage in the English-language 
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dailies. 


3. (C) The pro-Liberation Tigers of Tamil Eelam (LTTE) 
website \"TamilNet\" carried all of the Department\'s 
statement. As far as Mission is aware 

LTTE officials -- such as Political Chief S.P. 
Thamilchelvam and London-based spokesman Anton 
Balasingham -- have not yet issued specific commentary 
on the meeting and its results. (FYI. A Tamil MP with 
close links to the LTTE said he thought the meeting was 
basically positive -- see Para five.) 


4. (SBU) Overall 

provided much by the way of commentary. As news of the 
event is digested 

pieces to appear in February 20 newspapers and in the 
weekend press. (Septel will provide a synopsis of media 
reaction.) 


5. (C) In the meantime 

reaction from President Kumaratunga\'s office 

Prime Minister Wickremesinghe\'s. As reviewed below 
however 

parties has been generally positive (except for the JVP 
which -- as expected -- was a bit downbeat: see below). 
Snippets include the following: 


-- Dinesh Gunawardena 

Kumaratunga\'s People\'s Alliance (PA) party 

that 

appreciative of the February 17 statement. He was 
\"especially reassured\" by the four Co-chairs\' commitment 
to continue assistance to Sri Lanka 

for peace. Adding that he always was thankful for U.S. 
positioning on human rights and democracy matters 
Gunawardena said he looked forward to helping strengthen 
Sri Lanka\'s relationship with the U.S. should his party 

win the April 2 parliamentary elections. 


-- Keheliya Rambukwella 

(UNP) MP and former minister 

thought the statement was very clear in urging a rapid 
resumption of peace negotiations with the Tigers. 
Rambukwella said it was positive that the statement also 
urged Sri Lanka\'s political parties to continue 

exploring ways to work together in moving the peace 
process forward. 
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-- M.L.A.M. Hizbullah 

Unity Alliance (NUA) 

chairs meeting was quite helpful. He said it was 
important that aid should flow to the north and east. 
Regardless of which party was in control in Colombo 
said he felt that assistance funds should be provided as 
they would benefit the country and peace. 


-- N. Raviraj 

National Alliance 

statement was positive and would help the situation in 
Sri Lanka. He thought 

parties in the south felt that assistance was their 

right and there was no need to spread it around much to 
the war-torn north/east. This was unfortunate 

said 

stop battling each other long enough to consider how 
important the peace process was and how much assistance 
was truly needed in all parts of the country. 


6. (C) The only somewhat negative reaction that Mission 
picked up was from the radical Janatha Vimukthi Peramuna 
(JVP) party. In a meeting with polchief on February 19 
Somawansa Amarasinghe 

returned to Sri Lanka after years in the UK 

that he thought that the statement was V'as fine as far 

as it went.\" Amarasinghe said he would have wished that 
the statement was harder on the LTTE 

not proved itself \"sincerely committed to the ceasefire 
accord.\" Polchief countered that statement was evenly 
balanced 

example. Amarasinghe added that he was a bit worried 
because Norway had been involved in crafting the 
statement. The JVP did not believe that the GoN was 
Vfully neutral" and thought that it might be \"favoring 

the LTTE.V Polchief responded that Norway took great 
care in managing its role as facilitator and was in fact 
neutral as to the parties. 


7. (C) Local think-tank and civil society observers 
were supportive of the statement 

an appropriately balanced tone. Some reaction from 
these quarters follows: 


-- In a conversation with poloff 
of the National Peace Council 
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group 

reassuring on the need to move forward with humanitarian 
assistance in light of local worries over the upcoming 
election. He felt 

comment that future development aid would be conditional 
on progress in the peace process served as an important 
notice to Sri Lanka\'s political parties to be restrained 

in their language during the campaign. 


-- Hitting on many of the same points as Perera 
Logananthan from the Center for Policy Alternatives 

local think-tank 

message sent by the Co-chairs was a positive one. Sri 
Lankans would appreciate the international concern over 
the situation in the country and the commitment 

regarding the delivery of humanitarian assistance. 

Equally important 

development assistance remained contingent on progress 
in the peace process. 


8. (C) Our strong sense is that the February 17 meeting 
served to remind Sri Lankans that the international 
community remains concerned with the peace process and 
is closely watching during this sensitive election 
timeframe. In pressing this message 

meeting was excellent 

the effective start of the election campaign (when Sri 
Lankans will quickly tune out all things not political). 
Whether Sri Lankans heed the international community\'s 
message is as yet unclear 

could be seen in the general thread of the JVPVs 
comments 

appreciate the foreign concern with Sri Lanka and 
apparently remain willing to say things during the 

course of the campaign that might hurt the peace 
process. END COMMENT. 


9. (U) Minimize considered. 
LUNSTEAD 
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to infrastructure 


influence 


Thanlyin: The Company Town 
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2. (SBU) A first stop in Thanlyin 

Rangoon (Yangon) Division 

with few economic prospects. Nearly everyone in the city is 
employed by one of several state-owned enterprises -- a glass 
bottle factory 

plant 

with Daewoo. The largest employer is 

nearly a century 

Burma. The refinery 

process about 650 

operates at capacity. There is also a large naval shipyard 
and base between Thanlyin and Kyauktan 

it is staffed entirely by naval officials brought in from 
outside the region. 


Thilawa Port: Style Over Substance 


3. (SBU) The private sector has barely set foot in Thanlyin 
although it is very close to the capital over a bridge newly 

built by the Chinese and even closer to the country's largest 
container port 

Kyauktan and completed in 1997 also with Chinese assistance. 
Though able to handle three large container ships at one 

time 

gigantic and modern facility handles only two ships a month. 
The overgrown train tracks emanating from the port emphasize 
this point. When we were there a small Bangladeshi grain 
vessel was in port but no activity was visible. Traders and 
shippers in Rangoon say the ports along Rangoon\'s river front 
are smaller but far busier and more convenient for access 

into the city and beyond. The Thilawa port 

too far from any industry or consumers to be a logical option. 


Kyauktan: A Pilgrimage to Khin Nyunt\'s Hometown 


4. (SBU) Khin Nyunt\'s actual birthplace 

of Kyauktan 

agriculture 

famous floating pagoda lies just offshore. Thanlyin natives 
gripe that since Khin Nyunt rose to prominence in 1988 
development projects have bypassed the larger town in favor 
of Kyauktan. Indeed 

are far newer and better maintained than in other small towns 
in the region and a cell phone tower 

outside Rangoon proper 


5. (SBU) Nonetheless 

projects alone do not make economic development. Near 
Thilawa port 

founded in the 1990s by ethnic Kokang drug lord Lo Hsing Han) 
has built a network of well-paved roads with grassy medians 
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passing through a vast \"development zone.\" As far as we 
could tell the zone is currently populated by a single 

unfinished and apparently abandoned wire factory 

tumbledown huts 

we saw a spanking new \"e-library\" that had been \"donated\" to 
General Khin Nyunt by sycophants at the Union of Myanmar 
Federation of Chambers of Commerce and Industry. The library 
building is nice and has five new computers available for 

use. However 

nor 

however 

titles including English and Chinese language CDs and at 

least two \"How to be a Hacker\" instructional discs. 


In Khin NyuntYs House There are Many Mansions... 


6. (SBU) Religious harmony 

on our travels 

Kyauktan. Although Buddhist structures were clearly dominant 
and better maintained 

alongside mosques and an internationally renowned Buddhist 
meditation center. At a 400-year old mosque in Thanlyin 
Muslim official told us that in the region the majority 

Buddhists get along quite well with the large Muslim 

minority. There were no incidents of violence here during 

the inter-religious disturbances that flared up in Rangoon 

last October and November. He said that the government fears 
the size and power of the Muslim community in Thanlyin and 
thus does not harass it or enforce laws forbidding the 
renovation of non-Buddhist religious structures. 


Comment: One Economic Development Plan Fits All 


7. (SBU) The economic situation and various development 
projects in Thanlyin and Kyauktan illustrate some important 
points about the GOB\'s current development \"strategy.\" 
First 

obsession with huge infrastructure projects 

the glory of the country regardless of cost or usefulness. 
Second 

the pervasiveness of Chinese investment and assistance in 
these type of grandiose 

projects. Third 

projects alongside the Asia World V'development zone\" and the 
\"e-library\" show the nature of the pork barrel spending in 
Burma 

priority regardless of appropriateness. Finally 

state of Thanlyin\'s major state-owned 

profitable 

development priorities that focus on newness and flash rather 
than strengthening or rationalizing boring old existing 
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industries. End comment. 
Martinez 
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session. 


5. (C) This trial has become the latest test case for the 
Turkish judicial system. As in the high-profile Manisa case 
-- which resulted in convictions 

international pressure -- this trial pits the prosecution 
against elements of the State determined to use every 
available tactic to run out the clock and avoid a verdict. 
Underscoring the difficulty the AK government has in trying 
to bring reform to the court system 

of the Kemalist system 

bring the defendants to court or order their arrest has no 
legitimate explanation. 


EDELMAN 
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would leave Anandasangaree as the only candidate under the 
TULF name. 


-- Ronnie de Mel 

Alliance 

despite media reports that he would defect to the PM\'s 
United National Party. 


-- During brief remarks made during the opening of a school 
in her home district of Gampaha 

struck a moderate tone on the peace process. She indicated 
that her party would work hard with the LTTE and not do 
anything to incite or provoke the group into another armed 
conflict. The President went on to say that she was focused 
on helping the LTTE become a democratic 

(POL) 


MALDIVES RECEPTION 
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3. (U) Appreciate the go-ahead. The timing is good for 
making some timely points. (DCM) 
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NNPC boss said 

they cross his desk. He cautioned that a common oil delivery 
system may be difficult in the Niger Delta. However 
specifically pointed out a concentrated area near Calabar 
that may generate up to 40 

make a common system profitable in that one area. 


From Gas Fields to Grain Fields 


4. (SBU) Kupolokun expressed the same tentative encouragement 
for Jefferson\'s proposal that Nigeria establish an LNG-based 
fertilizer plant in the Niger Delta. Jefferson said Nigeria 
could become a major world exporter of low-cost fertilizer by 
inviting a U.S. company to produce 200 

annually 

production. According to Jefferson\'s numbers 

of his might be willing to build such a factory - at a cost 

of at least $500 million - if the plant were given 

reduced-cost access to natural gas until it recoups the cost 
of building the factory. \"OK 

his chair and his head resting in his hand. \"When they\'re 
here 


5. (SBU) Kupolokun was more animated about his own plans to 
attract international investment in Nigeria\'s LNG sector. He 
said Ward-McKenzie is helping NNPC develop a plan to offer 
financial incentives to investors on new natural gas-related 
projects. 


Shell Reserves 


6. (SBU) Kupolokun confirmed the weekends press reports that 
his corporation will be attending a Nigerian Senate hearing 

soon. While the focus of the hearing is to be NNPC\'s budget 
Kupolokun said he was also invited to discuss ShellVs recent 
downgrading of its proven petroleum reserves total. 
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\"Whatever Shell is saying is of consequence to the Nigerian 
position 

of line with the GON Department of Petroleum Resources\' 
figures for proven reserves. Stolt Oil representative 
Creaghan said Shell still owes his company millions of 
dollars for contracting work done for the GON-Shell joint 
venture before the figures reduction 

to pay Stolt since the downgrading. Kupolokun 

parastatal NNPC is Shell\'s joint venture partner 

offer to help Stolt on the issue. 


Verbal Dedication to Reform Remains High 


7. (U) The lack of help notwithstanding 

several times his determination to improve the efficiency 
business processes and human resources \"gaps\" in NNPC. He 
said NNPC \"needs to move aggressively!" to encourage more 
Nigerian firms to work in the upstream oil sector. He also 
acknowledged that downstream petroleum deregulation 

has prompted a strike last year and strike threats for the 

past four months 

would see through to its logical conclusion. Finally 

said that before yearVs end the Port Harcourt refinery would 
be functioning on a consortium basis. 

ROBERTS 
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REF: A. ABUJA 235 
B. LAGOS 309 


1. President Obasanjo announced in January that he was 
revamping the Nigeria Customs Service (NCS) because it was 
thoroughly corrupt and neither collecting proper duties not 
keeping out items the President had banned from importation 
(reftels). The NCS Controller General was sacked along with 
several other senior officers. A \"new\" NCS is emerging 

it now has its own TV news show 

Monday. 


2. This week\'s half-hour show was not badly done. The first 
story was a stakeholders meeting of Finance Minister Ngozi 
representatives of shipping companies 

and NCS working out new procedures for clearing shipments 
and Ngozi told the audience she hoped all Nigerians would 
watch \"CustomsDuty\" each week. The second story was ona 
World Customs Association training program for NCS personnel 
supported by USAID. A third story refuted accusations in the 
press that four seized containerloads of drugs had been 
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auctioned off by the NCS as auto parts 

reported the suspension of nine NCS officers for diverting 
and selling four tankers of vegoil that were supposed to be 
transshipped to Niger. 


3. The show then turned to interaction with viewers. Acting 
Controller General Ogungbemile started with a press 
conference 

revenue leakages\" in the NCS. While he spoke and answered 
questions from the audience 

flashed across the bottom of the screen with encouragement 
for viewers to e-mail questions that would be answered on the 
show. The last 5 minutes of the show then turned to the 
uniformed NCS presenter of the show answering the questions 
ranging from defining what \"commercial quantities\" of an item 
are compared to amounts \"for personal use\" to a rather 
in-depth explanation for those who want to import items like 
orange juice on the banned list. 


4. COMMENT: If NCS administered the ban on imported orange 
juice over the last several months as well it did the TV 

show 

domestic on the shelves of most grocery stores in Abuja. 
While we of course are working the GON to overturn the bans 
it should be noted that most items on the banned list have 
been entering anyway by Nigerian importers paying a bribe to 
customs officers that was less than the tariff before the 

ban. Few U.S. companies have complained (Ref B) that their 
sales in Nigeria have decreased after the bans 

this reason. 

ROBERTS 
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passed in the March legislative session. However 

upcoming May 2 elections could slow Embassy and GOP efforts. 
The recent bust of a child prostitution ring (Ref B) and 

attendant publicity provides an opportunity to move Panama 
\"ahead of the curve\" combating both TIP and the broader issue 
of child sexual exploitation. End Summary. 


2. (SBU) Embassy used the January 18-21 investigative trip 
of G/TIP officer Phillip Linderman to develop an abundance of 
information for G/TIP 

Linderman shared the Washington perspective on TIP with a 
diverse audience. Panama likely surpasses G/TIPVs informal 
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100 victims threshold; on the other hand 

various GOP officials demonstrated that the GOP is willing to 
address the issue. GOP efforts are hampered by a lack of 
resources. Several NGOs are combating TIP 

commercial sexual exploitation of minors 

context of stopping forced child labor. 


3. (SBU) Embassy TIP working group (POL 

CONS) 

and to map updated Embassy anti-TIP strategies (Ref A). The 
working group\'s agreed that GOP efforts to combat TIP can be 
improved by: A) improving training 

assistance C) starting a public education campaign 

proposing legislative changes. Training 

and educational campaigns 

near-term goals. 


4. (SBU) Acommon refrain heard from the GOP and NGOs is 
the desire for more training. Currently 

training sessions are planned. The \"Paul and Lisa\" training 
partially subsidized by G/TIP (REF C) 

diverse group of GOP officials 

training will be held in late March 2004 and will focus on 
identifying and preventing of TIP. The Department of Justice 
(DOJ) is planning anti-TIP training in Panama for early 
summer 2004. The training would focus on the legal issues 
related to combating TIP. In addition 

training focused on sexual exploitation of minors via the 
Internet and identifying potential TIP victims in transit to 
and/or through Panama. 


5. (SBU) TIP victims and/or those who know them need a 
place to report this crime. A victims hot line is just such 
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a place. The Embassy TIP working group believes that the hot 
line should operated by a NGO or independent GOP agency (i.e. 
the Ombudsman). A hot line separate from the GOP is less 
likely to be manipulated for policy or political reasons. 

Funding for such a hot line would be a joint venture between 

the GOP and the Embassy 


6. (SBU) A public education/awareness campaign on TIP makes 
a good link with a victims hot line. PTJ detectives already 
conduct informal sessions at schools and universities. 
Embassy support for a GOP TIP public relations campaign will 
expand to a broader public relations campaign. Print and 
visual media will be used. State 

and other informational resources will be included in this 
campaign. Embassy also plans to work with high-level GOP 
officials on public announcements and speeches that will help 
Panamanians further understand the importance of stopping 
TIP. 


7. (SBU) Legislative and statutory changes are proposed for 
anti-TIP 

Panama\'s current anti-TIP statues can hamper investigations 
because of the need for a formal complaint. Current 
proposals would eliminate that provision 

other parts of the law. To reinforce the anti-child 
pornography law 

society proposed a new law to update the definitions of child 
pornography and prostitution. Increased jail sentences and 
acknowledgment of the pervasive effects of the Internet in 
child pornography and prostitution are contained in this 
proposal. Finally 

immigration policy 

to eliminate the sex worker (\"alternadora\") visa program. 
(NOTE: The \"alternadora\" visa is granted to approximately 
400-500 Colombian women annually to work in the sex trade in 
Panama. End note.). A limiting factor is the current 

election season 

could provide an opportunity to turn at least some of these 
proposals into law. 
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8. (SBU) Sexual exploitation of minors is not limited to 
TIP-related circumstances. Poverty 

and a \"keep quiet" culture all contribute to child sexual 
exploitation and abuse. Embassy believes a broader 
perspective is needed to address this issue. Legitimate 
questions are raised about why the USG focuses so much time 
and effort in Panama on TIP when it likely affects relatively 

few (50-100) children. Panama faces a much larger problem of 
sexual abuse within families and communities that has no 
commercial context and the effects on young minds and bodies 
is no less devastating. The importance of combating TIP 
cannot be understated but applying our full efforts to 

problems that take deeper root and are more widespread in 
Panama might prove to be a more effective use of USG funds 
and time. 


9. (SBU) Panama is fighting TIP and already has a good 
anti-TIP base. GOP and Embassy near-term goals of enhanced 
training 

help place Panama ahead of the anti-TIP curve. Strengthening 
anti-TIP and anti-child pornography statutes 

eliminating sex worker (\"alternadora\") visas are ambitious 

but realistic goals as legislators broadly support these 

ideas. Embassy believes that a broader perspective and 
action plan to combat child sexual exploitation is needed. 

As the recent dismantling of a child prostitution ring shows 

(Ref B) 

USG support 

action to ensure Panama limits the spread of TIP reduces its 
scope. 


WATT 
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Criminal Procedure and Evidence Act\" (text e-mailed to AF/S) 
which permits police to hold individuals for seven days 
without charge pending investigation of a crime 
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additional 21 days if the state produces prima facie evidence 
of a crime. The measure prohibits a court from granting bail 

in such instances. The GOZ trumpeted the measure as 
necessary for its counter-corruption agenda and 

measure has first been employed against a ZANU-PF politburo 
member 

forex dealings. 


5. (U) According to initial state media reports and 
officially circulated summaries of the new measure 
apply only to \"economic\" crimes 

\"externalization\" and trading in controlled items such as 
grains or minerals. However 

host of non-economic offenses 

Public Order and Security Act (POSA) 

Serves as a pretext to arrest those criticizing the 
government. 


6. (U) The MDC and Zimbabwe\'s legal community have vocally 
condemned the new act in forceful terms. Objections include: 


-- The measure violates a constitutional provision limiting 
detention of an individual without charge to 48 hours. 


-- It violates separation of powers principles as an 
unconstitutional usurpation of legislative authority by the 
executive. 


-- It represents an unconstitutional usurping of judicial 
prerogative on bail by the executive. 


Courts Temporizing 


7. (U) We are reporting via septel on the recess of 
opposition leader Morgan TsvangiraiVs treason trial and 
deferral of decision on the consolidated appeal of issues 
relating to operation of The Daily News (TDN). In the 
meantime 

published since the Supreme Court upheld the 
constitutionality of the Access to Information and Protection 
of Privacy Act (AIPPA) on February 5 (ref E). 


MDC to Sit Out? 


8. MDC Spokesperson Paul Themba-Nyati reiterated on SW Radio 
Africa February 18 that the party was seriously weighing a 

boycott of the parliamentary elections if the GOZ did not 

undertake meaningful reforms 

an independent electoral commission and significant curbs on 


Column 3 

intimidation. MDC Shadow Minister for Legal Affairs David 
Coltart circulated to diplomats and civil society 
representatives the same day a missive (e-mailed to AF/S) in 
which he suggested that the party impose conditions on 
inter-party talks and boycott a flawed electoral process. He 
also took donors to task for extending certain assistance to 
the GOZ and for their indulgence of \"quiet diplomacy\". 


COMMENT 


9. (C) The GOZ\'s withdrawal of its solicitation of UN 
electoral assistance is just the most recent 

most telling 

countenancing a fair election contest or even a South 
African-sponsored dialogue leading to presidential and 
parliamentary elections in 2005. If ZANU-PF cannot entice 
the MDC into a government of national unity (which still 
seems unlikely) 

participate in an election it will not be permitted to win. 

The ruling party is unlikely to be moved by MDC threats to 
boycott the election; it probably calculates on a quiescent 
response to a flawed (even uncontested) election from enough 
neighbors and developing countries to meet its low threshhold 
of desired respectability. We see no evidence that the party 
is considering the balancing -- even superficially -- of a 
heavily tilted playing field to mollify its critics 

appears to fear the risks of a level field more than it does 
any diminution of international assistance. The 
non-substantiveness of the recent cabinet shuffle (ref B) 
offers little hope of new perspectives in GOZ thinking; 
indeed 

a campaign to crush the opposition electorally. 


10. (C) For the MDC leadership 

choice: it fears that the opposition\'s participation in a 
flawed process will confer greater legitimacy on Mugabe\'s 
party while a boycott will simply marginalize themselves in 
the eyes of their electorate and many in the international 
community 

measure may significantly complicate prospects for mass 
action by the MDC or civil society. In the past 
demonstrators could effectively count on being released 
within 48 hours; they must now weigh the costs to job and 
family of a month\'s detention. The MDC\'s growing frustration 
is likely to sharpen their appeals for international support. 


11. (S/NF) Why did the GOZ implement its controversial new 
measure via executive fiat instead of through a parliament it 
thoroughly controls? Speed was important; sensitive 
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reporting indicates that Mugabe personally wanted to engineer 
a quick 

addition 

like the one instigated by the opposition in parliament over 
the recent Land Acquisition Act Amendments (ref C). Finally 
the party leadership may been nervous about the reaction of 
its own MPs over the measure: several had been outspokenly 
critical of the lengthy police detention without charge of 
ZANU-PF MP Philip Chiyangwa (ref F) 

legalized by this measure and one that can now be employed 
against each of them. 


12. (U) The coming months will offer a number of litmus 
tests for government intentions toward individual liberties 
democratic processes 

response to its various proposals 

reforms 

Court has deferred a decision on TDN\'s consolidated appeals 
which may decide the paper\'s fate 

filings for the Zengeza parliamentary by-election 
occasion for intimidation of opposition candidates 
scheduled for February 20 

held March 27-28. A by-election for a formerly MDC-held 
parliamentary seat in the rural district of Lupane will 
follow at a date to be announced. 
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Cyprus 

side\'s initiative means a large part of the deal with Greek 
Cypriots has already been settled. Meanwhile 
Ankara has found the Annan Plan negotiable 
henceforth the issue will be Turkey\'s responsibility 
reports \"Cumhuriyet.\" If accepted 

terrible social 

Denktas warned; he added that time 

needed in order to resolve such issues. 


President Sezer visits Iran: Speaking at the D-8 summit 
meeting in Tehran on Wednesday 

stressed that those using violence in the name of Islam did 
not represent the Muslim faith. Sezer also rejected the 
thesis of antagonism between the West and Islam. Iran\'s 
Foreign Minister Kharrazi said only Turkey could change the 
false perception of Iran by the US 
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FM Gul carries Syrian message to Israel: Syria\'s Vice 
President Khaddam said that Damascus has sent messages to 
Israel via Turkey\'s Foreign Minister Gul 

for the revival of peace talks. Syria is still committed to 

the peace process in accordance with the UNSC resolutions 
Khaddam said. 


NATO Secretary General in Ankara: NATO Secretary General 
General Jaap de Hoop Scheffer 

to discuss Afghanistan and Iraq with TurkeyVs political 
leaders. President Sezer said Turkey was supporting the 
NATO expansion 

alliance at the June summit meeting in Istanbul this year. 


New U.S.-Turkey business association: US Ambassador to 
Ankara 

the American Business Forum in Turkey (ABFT) 

Having received serious complaints from American businessmen 
about the Turkish-American Businessmen\'s Association (TABA) 
the US Embassy pressed for the establishment of the ABFT 
following long months of preparation 

companies with Turkish partners have joined the ABFT 

will assist US businessmen in Turkey 


EDITORIAL OPINION: Greater Middle East Initiative 


\"The Greater Middle East\" 

Akif Emre argued in Islamist Yeni Safak (2/19): V'Although 
the US "Greater Middle East plan seems brand new 
actually comes after a long time of planning. The US 
started to develop a new Middle East concept as early as the 
1990s 

The US military presence in the Balkans 

Middle East 

strategic steps taken by Washington. . The US now plans to 
use three platforms for an extensive discussion of its 
Greater Middle East plan: the NATO summit in Istanbul 

8 summit 


\"Who will liberate the Greater Middle East?\" 

Ibrahim Karagul warned in Islamist Yeni Safak (2/19): V There 
are indicators that Turkey may be willing to play a 

pioneering role in the US Greater Middle East plan because 
some consider this to be a new strategic vision for Turkey. 
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In fact 

might contribute to the project by adding a Turkish 
perspective to it. Yet it is very unlikely to gain support 
because it would entail Turkey taming the Islamic world on 
behalf of the US. The people of this region have been 
through many disappointments 

another one. The US project 

however it may be characterized 

It is about new form of slavery in the Islamic world 
invasion and looting are far too common.\" 


\"It has to start somewhere.\" 

Sami Kohen opined in mass appeal Milliyet (2/19): \"The Bush 
Administration\'s idea of "The Greater Middle East 
InitiativeY has not yet matured. It is still in the process 

of research and discussion. This project envisions the 
Middle East as a wide area 

The goal is to stop hostilities 

economic reform 

in this large region 

countries.Of course 

some countries in the region already believe that this is a 
part of a US strategy to dominate the region. To ease these 
worries 

allies and partners 

The Administration wants this to be a "collective 

initiative.V Perhaps in that case the plan will win more 
support and trust. The US also wants Turkey to take a role 
in the plan. Turkey is supportive of the plan and is 

willing to contribute to it. Turkish diplomacy 

also trying to establish its own projects in the region. As 
Foreign Minister Gul suggested at the regional meeting (of 
Iraq\'s neighbors) in Kuwait 

East should take the initiative to work together in order to 
establish a security and cooperation system. Is it possible 
to fulfill this objective in a problematic region? That is 
unknown 

day 
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MAY HAVE ADDED TO THE STRONG REACTION. OTHER MEDIA 
COMMENTATORS CALLED FOR CALM AND PERSPECTIVE 

NOTING THAT FOREIGN RADIO BROADCASTS 

ISRAELI RADIO 

LISTENERSHIP IN JORDAN WITH NO DISCERNABLE NEGATIVE 
CONSEQUENCES FOR THE SOCIETY. SOME CONTACTS WELCOMED 
THE NEW CHANNEL AS A SOURCE FOR U.S. VIEWS AND AS A 
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WINDOW ON HOW THE U.S. SEES THE REGION. ONE PAS MEDIA 
CONTACT 

COMMENTED 

CHANGED BY THE MERE PRESENCE OF A NEW TELEVISION 
CHANNEL 

SUMMARY. 


2. EMBASSY AMMAN CANVASSED CONTACTS AND CONVENED A 
SMALL \"FOCUS GROUP\" 2/18 OF EARLY TO MID-CAREER 
JOURNALISTS TO GUAGE LOCAL REACTION TO AL HURRA\'S 
LAUNCH. BLOCK QUOTES FROM NEWSPAPER COMMENTARIES 
FOLLOW BEGINNING IN PARA 6. WHILE MANY OF THESE 
COMMENTARIES STRIKE A CRITICAL TONE 

CANVASSING REVEALED A MORE NUANCED REACTION. NEARLY 
ALL THE CONTACTS WITH WHOM WE SPOKE WERE AWARE OF THE 
CHANNEL 

PROGRAMMING. TWO PRINICPAL AREAS OF COMMENT EMERGED 
FROM OUR CONTACTS: WHETHER AND HOW THE CHANEL MIGHT 
GAIN CREDIBILITY AMONG VIEWERS 

CHANNEL WILL NOT SERVE TO BRIDGE MISUNDERSTANDINGS 
BETWEEN THE U.S. AND ARABS 

ONE MORE VEHICLE THROUGH WHICH THE TWO SIDES TALK \"AT\" 
RATHER THAN \"WITH\" EACH OTHER. 


3. ESTABLISHING AL HURRAVS EDITORIAL INDEPENDENCE AND 
CREDIBILITY EMERGED AS THE SINGLE MOST-IMPORTANT ISSUE 
FOR OUR CONTACTS. SOME DOUBTED IT COULD EVER SUCCEED 
IN DOING SO (\"THE DAY THEY BROADCAST A BIN LADIN TAPE 

IS THE DAY THEY WILL BE BELIEVED 

OTHERS OBSERVED THAT THE FREE - AND CRITICAL - 

DISCUSSION THAT FOLLOWED THE INTERVIEW WITH PRESIDENT 
BUSH REVEALED A WILLINGNESS TO AIR MORE THAN ONE VIEW. 

A YOUNG FEMALE JOURNALIST COMMENTED THAT WHILE SHE WAS 
INHERENTLY SUSPICIOUS OF A NETWORK FINANCED BY THE US 
GOVERNMENT 

OVER TIME 

PROGRAMS HAD INCLUDED PRONOUNCEMENTS THAT THE NETWORK 
WAS AN \"ALTERNATIVE\" TO AL JAZEERA AND AL ARABIYA. 

\"THEY SHOULD BE MORE MODEST. ONCE THEY\'VE ESTABLISHED 
THEMSELVES THEY CAN MAKE SUCH CLAIMS 

PRESUMPTUOUS TO DO SO IN THEIR FIRST WEEK 

THIS CONTACT ALSO THOUGHT THE VERY NAME OF THE NETWORK 
MIGHT BOTHER SOME VIEWERS: \"THEY\RE OVERPLAYING ALL 
THE REFERENCES TO FREEDOM 

NOT TOTALLY FREE - ITS PAID FOR BY THE US CONGRESS.\" 

THIS SENTIMENT WAS ECHOED SOMEWHAT BY ANOTHER 
JOURNALIST CONTACT WHO LAMENTED THAT AT A TIME WHEN 


Column 3 

JOURNALISTS IN JORDAN ARE URGING THE GOJ TO DIVEST 
ITSELF OF ITS HOLDINGS IN THE JORDANIAN MEDIA SECTOR 
THE U.S. GOVERNMENT HAS ENTERED THE LOCAL MARKET 
RECENTLY WITH SEVERAL LARGE GOVERNMENT-DIRECTED MEDIA 
INITIATIVES (SAWA 

IT MORE DIFFICULT 

DIVESTING ITS MEDIA HOLDINGS IS IMPORTANT. THIS 
CONTACT THOUGHT AL HURRA COULD 

A LARGE IMPACT IN THE REGION IF IT DARED TO CHALLENGE 
LOCAL GOVERNMENTS 

CLOSE DOWN AL HURRA OFFICES (AS HAS BEEN DONE WITH AL 
JAZEERA OFFICES 

GOVERNMENTS FOUND OBJECTIONABLE. 


4. SEVERAL COMMENTATORS IN THE MEDIA AND AMONG OUR 
CONTACTS NOTED THAT JORDANIANS HAVE LONG BEEN USED TO 
FOREIGN MEDIA BROADCASTING 

FRENCH AND AMERICAN RADIO 

LOCAL FOLLOWING. NONE OF THIS HAS LED TO AN EROSION 

OF THE JORDANIAN CHARACTER 

OUTLETS HAVE OFTEN SERVED AS IMPORTANT SOURCES FOR 
NEWS THAT GOJ-CONTROLLED MEDIA HAVE AVOIDED. FOR THIS 
REASON 

NOT BE REJECTED OUTRIGHT BY THE MAJORITY OF THE 
JORDANIAN PUBLIC. HOWEVER 

COMMENTATORS EXPRESSED SKEPTICISM THAT AL HURRA WOULD 
BE WILLING TO FORTHRIGHTLY DISCUSS ISSUES RELATED TO 
THE U.S. MILITARY PRESENCE IN IRAQ AND THE ACTIONS OF 

THE ISRAELI GOVERNMENT AND ARMY IN THE PALESTINIAN 
TERRITORIES. IF A PATTERN WERE TO EMERGE OF FAILURE 

TO DO SO 

BE CRIPPLED. 


5. SOME OF OUR CONTACTS HOPED AL HURRA WOULD NOT ONLY 
PRESENT INFORMATION FROM A U.S. PERSPECTIVE 

ENCOURAGE A TWO-WAY DIALOGUE. THESE CONTACTS NOTED 
THAT AS MUCH AS AMERICANS MIGHT FEEL MISUNDERSTOOD BY 
ARABS 

HURRA MIGHT HELP BRIDGE THIS DIVIDE 

WOULD NOT CONSTITUTE \"YET ANOTHER" VEHICLE FOR THE TWO 
SIDES TO SPEAK PAST ONE ANOTHER\". IN THIS REGARD 

THE CONTACTS WE CONVENED TO VIEW AND DISCUSS THE 
CHANNEL VALUED THE OPPORTUNITY TO PROVIDE THEIR 
FEEDBACK AND HOPED THE NETWORK WOULD INCORPORATE THE 
VIEWS OF VIEWERS IN THE REGION AS IT MOVED FORWARD. 


6. BLOCK QUOTES FROM THE JORDANIAN PRESS 
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-- \"Al-Hurra Following Sawa .. The Problem Lies in 
the Policy Not in the Media !!\" 


Daily columnist Uraib Rintawi writes on the op-ed page 
of center-left 

(02/17): VNeither the U.S. satellite channel \"Al- 
Hurra\" nor other similar channels will succeed in 
changing the image of the United States amidst Arab 
public opinion . Without any new developments in 
WashingtonVs stands and policies 

at Al-Hurra channel and at Radio Sawa will be far from 
able to convince any of us that Washington is not 
biased towards Israel or that its occupation of Iraq 

is blessing and not a curse to the country . 
VWashington does not want to acknowledge the radical 
reason behind the question: "Why do they hate us? V" . 
It also does not want to admit that it is greatly 
responsible for the collapse of its own image and 
position amidst Arabs. This collapse in the U.S. 
image is bound to grow deeper even if our countries 
and societies begin to enjoy democracy and freedom. 
Indeed 

hatred that expresses itself in elected parliaments 

and governments. V 


-- VThe American "Al HurraY Channel V 


Fahed Al-Fanek wrote in semi-official influential 
Arabic daily Al-Rai (2/17): V'The claim that Al-Hurra 
will help spread democracy in the Middle East is false 
because the U.S. is the ally of all the repressive 
regimes in the region. As for the stations 
professionalism 

days when we notice their selectivity not only in 
reporting 

that only reveal the hidden agenda of their user. 
Most importantly 

allocated for IraqWs satellite station 

U.S. has occupied this country. This makes Al-Hurra 
guilty until proven innocent." 


-- V The American \"Al-Hurra\" !! V 


On the op-ed page of center-left 

daily Al-Dustour (02/16) 

Abbssi asks: \"How can this Al-Hurra channel make Arab 
viewers truly fall in love with America and Israel 

while they are being burnt around the clock by U.S. 
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policies as the case is in Palestine or Iraq ? . We 
advise those who are managing \"Al-Hurra\" channel that 
their efforts will be fruitless and that this channel 

will not be able to rectify what America and Israel 
have spoiled over the decades. This is especially so 
when the ongoing U.S.-Zionist aggression is still 
based on terrorizing this nation and undermining its 
history 

land. Arab viewers 

channel have wagered their bets 

falling into \"Al-Hurra\" channelVs fragile and exposed 
trap. This is the case even if this \"Al-Hurra\" turns 
into a cabaret that disseminates vice and perversion 
amongst Arab youth 

of the next few days 

and alienate the Arab identity. V" 


-- VThe Thing that is More Dangerous to the Arab 
Conscience Than Al-Hurra Channell\" 


Daily columnist Bater Wardam writes on the op-ed page 
of center-left 

(02/17): \"There is no need to go overboard with the 
reactions towards Al-Hurra television channel. It is 
not a programmed cultural and political invasion and 
itis no cause for fear for the Islamic Arab culture 

nor does it cause any concern over the \"future of the 
nation" given that the nations present status cannot 
be any worse. The truth of the matter is that Al 
Hurra television channel will be presenting a 
commodity that is not marketable in the Arab world 
but is less serious and less influential than the 
extremism 

depravity that Arabic-language satellite channel are 
broadcasting to us. V 


Wardam adds: \"The channel wants to compete with Al- 
Jazeera and Al-Arabiyya satellite channels in 
particular. According to the channel's manager 
dissemination of accurate news reports and the entire 
truth will be the main factor in rendering Al-Hurra 
channel a success. However 

the channel to dare to present the entire truth in his 
newscasts. The dissemination of the entire truth 
entails exposing the U.S. Administrations lies vis-a- 
vis the invasion of Iraq. It also means exposing the 
destruction of life in Palestine; the increase in 

racism and extremism within the U.S. society; the 
predominance of the oil lords and the promoters of 
Zionism over U.S. political decision making; and the 
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plundering of Ігад\'ѕ resources in the name of 
rebuilding. Only when the channel starts to 
disseminate the entire truth can we talk about its 
credibility. | personally believe that such programs 
as Star Academy 

and the Bin Laden and Al-Qaeda tapes that are being 
broadcast by Arab satellite channels constitute a far 
greater danger to the Arab conscience - especially to 
the youth - than what Al-Hurra channel will 
broadcast.\" 


-- VFrom Al-Hurra to the Greater Middle East !!\" 


Daily columnist Yasser ZaVatreh writes on the op-ed 
page of center-left 

Dustour (02/17): \"It is clear that Al-Hurra channel 

will be less dangerous than Radio Sawa and \"Hi\" 
magazine. This is because it will deal with political 
and news-related matters which the Arab citizen will 
receive with much skepticism and suspicion 

he did with Israeli radio. Al-Hurra is part of a U.S. 
media project aimed at tackling the question of hatred 
with a superficial mentality just like what is 
happening with Vthe Greater Middle East\' project 
which the United States plans to present to the G-8 
states during their conference in June. We are facing 
a multi-faceted war that carries shining titles such 

as freedom and democracy 

reform 

cannot fool rational people who are aware of the 
\"Imperialist\" mentality that rules the United States 
these days.\" 


-- VThe American public diplomacy hoax: why do they 
keep insulting us?\" 

Opinion writer Rami Khouri writes on the op-ed page of 
centrist 

Jordan Times (02/11): VIf the U.S. really wanted to 
make the Middle East a better place and the U.S. a 
safer place 

of its own and Israel\'s policies on the Arab-Islamic 
world 

societies.. At many levels today - Palestine/Israel 
Iraq 

diplomacy 

- Americans and Arabs are interacting 
communicating.The Middle East is a mess 

been attacked 

sentiments are at an all-time high in the region and 
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the world. By arguing that our region is troubled and 
violent because Arabs and Muslims hate American 
values 

launching television 

Arabic 

combination of political blindness and cultural 
misperception that is only going to exacerbate the gap 
between Americans and Arabs 

Al-Hurra [the U.S. Arabic-language satellite TV 
channel] 

magazine before it 

and irrelevant hoax. Where do they get this stuff? 
Why do they keep insulting us like this?\" 
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THE EP ELECTIONS WHILE SIMULTANEOUSLY SERVING OUT HIS 
TERM ON THE COMMISSION. (COMMENT: BERLUSCONI ISNVT THE 
ONLY ITALIAN POLITICIAN WITH A FLEXIBLE INTERPRETATION OF 
WHAT CONSTITUTES A VCONFLICT OF INTEREST.) 


3. ITALY\'S ELECTIONS WILL BE HELD ON JUNE 12-13 

PRIMARILY FOR THE EUROPEAN PARLIAMENT 

SEVERAL LOCAL ADMINISTRATIVE POSITIONS. THE GOI IS IN 

THE PROCESS OF AMENDING ITS ELECTORAL LEGISLATION TO 

CONFORM WITH EU REQUIREMENT AND TO ACCOMMODATE EU 

ENLARGEMENT IN MAY 

FROM 87. THE CURRENT LAW IS BASED ON PROPORTIONAL 
REPRESENTATION 

CONSTITUENCIES -- NORTH-WEST (23 SEATS) 

SEATS) 

ISLANDS (10 SEATS). SEPTEL WILL ANALYZE THE STRATEGY AND 

OUTLOOK FOR THE CENTER-RIGHT GOVERNING COALITION AND THE 

CENTER-LEFT OPPOSITION IN THE RUN-UP TO THESE ELECTIONS. 


SKODON 
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REF: ANKARA 581 


Classified by Polcouns John Kunstadter; reasons 1.5 b and d. 


1. (U) Summary: German opposition CDU-CSU leaders told PM 
Erdogan and other GOT officials during a visit to Turkey that 


Column 3 

they favor a \"privileged partnership\" between the EU and 

Turkey over full Turkish membership. Erdogan rejected the 

idea 

German Embassy contact noted that EU Expansion Commissioner 
Verheugen 

the partnership concept. The contact said Schroeder will 

show strong support for Turkey\'s EU candidacy during his 
upcoming visit. End Summary. 


2. (U) German CDU-CSU opposition leaders Angela Merkel and 
Wolfgang Schauble met with PM Erdogan 

Party 

The visit from two of Germany\'s leading Turkey-sceptics came 
between a more positive January visit by German FM Fischer 
(reftel) and a pending February 22-24 trip by PM Schroeder 
during which the PM is expected to show strong support for 
Turkey\'s EU candidacy. 


3. (C) Thomas Bagger 

German Embassy in Ankara 

GOT and the German opposition leaders maintained their 
long-held positions on Turkey\'s EU candidacy during the 

visit 

Merkel made it clear that she favors a \"privileged 

partnership\" between the EU and Turkey over full Turkish 
membership. Erdogan made clear his view that such an option 
is Vnot on the agenda 

its reform efforts to lead to full EU accession. However 

both sides kept the tone of the meetings positive 

to emphasize areas of agreement wherever possible. Bagger 
said this was important for Erdogan 

Vconservative democratic\" party and needs CDU support to 
develop ties with conservative parties in Europe. In 

addition 

point during its quest to join the EU. Merkel 

wants to chart a middle course between hard-line CDU 
opponents of Turkish membership and the few CDU members who 
favor Turkey\'s EU accession. 
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4. (C) Bagger said Erdogan emphasized with Merkel and 
Schauble that Turkey is seeking only a negotiating date -- 
actual accession is years away and need not be discussed now. 
Bagger opined that this is a wise departure from the past 

GOT tendency of outlining a time frame for full EU accession. 
Merkel praised the GOT for passing extensive EU-related 
human rights reforms 

reform process. Schauble 

than Merkel 

Bagger said. 


5. (U) During a joint press conference 

Merkel what position CDU would take if the EU begins 
accession negotiations with Turkey in late 2004 or early 
2005 

replied that CDU would support the negotiations 

rejected the idea that the talks would automatically lead to 
full membership for Turkey. She averred that both sides 
should be open to the possibility that a \"privileged 
partnership\" will turn out to be the best option for all 
parties. 


6. (C) Bagger said the German Government is preparing a much 
more positive visit by PM Schroeder. He noted that EU 
Enlargement Commissioner Verheugen 

Schroeder 

Merkel\'s call for a \"privileged partnership.\" In addition 
Schroeder and other German officials have recently said 
publicly that they expect the October EU Commission report on 
Turkey to be positive. 

7. (U) MFA officials knowledgeable about the Merkel visit 

were not available due to the preparations for the pending 
Schroeder visit. We will therefore report septel on the 

MFAVs views of the Merkel visit. 
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controversial provisional law regulating public gatherings 

and condemned the Israeli security wall and excavations near 
the Al Aqsa mosque in Jerusalem. Complaints by members of 
Parliament directed at certain government ministers have led 
to speculation of a possible Cabinet reshuffle. End Summary. 


2. (U) Fourteen Amman-based firms and Jordanian citizens 
including former government officials and MPs 

in a long list published in the Iraqi media in late January 

of individuals and organizations that supposedly received 
contracts for the sale of Iraqi oil 

for political support of Saddam Hussein\'s regime. During a 
Lower House session on January 28 

Srour (East Banker 

to conduct an in-depth investigation of the allegations 
against those Jordanians on the list. Private individuals 

and firms should be investigated for possible tax evasion 
demanded Srour 

their posts for personal gains from the alleged Iraqi oil 

deal must be held fully accountable. In response to Srour\'s 
statements 

Lower House that 

seeking to verify if some people have acquired (Iraqi) 
graft. V 


3. (C) Despite Srour\'s demands for a full inquiry into the 
alleged oil scandal 

\"front-burner\" issue for many MPs or for the government. 
Abdullah Al-Jazi (East Banker 

that he and the other members of the conservative National 
Reformist bloc -- the largest grouping in the Lower House -- 
did not consider these bribery allegations as a priority 

item. He remarked that there were many more important issues 
for the Lower House to focus on 

no hard evidence to back the bribery claims and the former 
officials in question were no longer in positions of real 
influence. Other MPs outside the National Reformist bloc 
have expressed similar opinions. 
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WEIGHING SECURITY VS. PUBLIC FREEDOMS 


4. (U) On February 8 

the Public Assembly Law passed by the government of former 
Prime Minister Ali Abul Ragheb in August 2001 while 
Parliament was dissolved. Prior to the 2001 provisional law 
public assemblies were technically covered by a 1953 law 
which 

only \"notify\" government authorities of the event. The new 
legislation 

permission from the provincial governor 

whether to grant such permission cannot be appealed. 


5. (U) In a two-hour debate during which over 30 MPs voiced 
their opinions 

criticism from several legislators. Azzam Huneidi (West 
Banker 

example 

lower the ceiling of public freedoms.\" Abdul Rahim Malhas 
(East Banker 

Banker 

restrictive and stormed out of the Lower House chamber in 
protest prior to the vote when its approval appeared assured. 
Prime Minister Faisal al-Fayez defended the legislation 
saying the government was committed to freedoms highlighted 
in King Abdullah\'s Speech from the Throne (see ref c) 
warned that V'absolute freedom means chaos." 


6. (U) After conclusion of debate 

overwhelming majority. Yet critics succeeded in pushing 
through two minor amendments. First 

the wording to require assembly organizers to obtain 
permission 48 hours prior to the planned event 

72 hours. Second 

use \"force\" to disperse a gathering if it deviates from its 
approved purpose 

\"whatever measures they see fit to break up the assembly." 
7. (C) MP Malhas told PolOff February 10 that he had left 
the Lower House in protest because he wanted no part in the 
vote to approve this major step away from public freedoms 
which he said should have been called \"the Law to Prevent 
Public Assembly." According to Malhas 

statements promising greater freedom of expression 
government had apparently made a strategic choice to place 
security concerns above calls for political development. 
Malhas also expressed disappointment that the Islamic Action 
Front (IAF) -- after several statements criticizing the law 

-- had voted to approve it 

that contrary to popular perception 

of the system!" and that the government and the Islamists used 
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each other to their own advantage. While the IAF sought to 
maximize its popularity on the street 

battles in the Parliament so as not to overly alienate the 
government or the Palace. 


8. (U) During Lower House discussions on \"unscheduled 
topics 

under heavy verbal fire from numerous MPs. MP Younes Jamra 
(West Banker 

solidarity with the Palestinian people in their fight against 

the wall\" to coincide with the start of oral arguments before 
the International Court of Justice on the barrier\'s legality. 

On February 17 

the House Speaker condemning Israeli excavations around the 
Al Aqsa mosque in Jerusalem which allegedly caused the 
collapse of a structure near the mosque on February 15. \"We 
call on the government to intervene with Arab and friendly 
countries to stop (Israel) from invading the sanctity of Al 

Aqsa Mosque 

independent MP Khalil Attiyeh (West Banker 

District). 


9. (C) As noted ref b 

Cabinet have been the targets of criticism both within and 
outside the Chamber of Deputies. Hazem Al-Nasser 

Minister of Water & Irrigation 

recently that the government might have to contemplate a 
change in Cabinet ministers to assure the \"survival\" of Prime 
Minister Fayez and cement his relations with Parliament. 
While he did not make any firm predictions 

following ministers as most vulnerable: Bassem Awadallah 
(Minister of Planning & International Cooperation) 

Khader (Government Spokesperson) 

Municipal Affairs) 

With the exception of Darwazeh 

directed at these ministers from MPs and government insiders. 
However 

do not expect -- or even want -- a Cabinet reshuffle at this 
point. 
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10. (C) Both the government and Parliament are continuing to 
define their roles after the legislature\'s two-year hiatus. 

The issue of alleged Iraqi oil bribes demonstrates that even 
one vocal and determined MP can bring issues to public 
attention. Given the general lack of interest in pursuing 

this particular matter 

serious investigation will be mounted. The debate on the 
public assembly law likewise shows that emboldened MPs can 
denounce and modify legislation they find objectionable 
although at the end of the day the government can count ona 
majority in the Lower House to approve most of its proposed 
laws. The talk of contemplation of a Cabinet reshuffle 
indicates that some in the government are learning that they 
must listen to parliamentary opinion if the government wishes 
to push through its agenda while maintaining its political 
capital. 


Please visit Embassy Amman\'s classified web site at 
http://www.state.sgov.gov/p/nea/amman/ or through the 
Department of State\'s SIPRNET site. 
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Poloff subsequently circulated UNSC Resolution 1373 as an 
internationally accepted statement which highlights some 
elements such as money laundering. 


4. The Netherlands representative expressed concern that CTAG 
might duplicate efforts in other multinational groupings such 

as the Dublin Group (or \"Mini-Dublin Group\" here) and the 
Schengen Agreement. He noted that the Mini-Dublin Group 
meets locally at ambassadorial level to exchange information 
about efforts against drug trafficking and money laundering 
including police reform. The EU presidency also holds 

meetings of Schengen Agreement member embassies to exchange 
information on illegal migration and falsification of 

documents. The rep 

that CTAG draw on the existing information exchanges under 
these programs. 


Ongoing Programs 


5. France and Spain were the only participants to have 
provided assistance to the Dominican Republic specifically 
focused on counterterrorism (CT): a French expert from RAID 
(French acronym for an elite French police unit specialized 

in CT) conducted an \"audit\" of the rapid action group of the 
Dominican National Police 

The same Dominican police group had already had two training 
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sessions by experts from the BRI (Brigade of Research and 
Intervention) of the City of Paris. Spain in March 2003 held 
an FATF/GAFI seminar for Latin American countries on 
combatting terrorist-related money laundering 

Dominican participants. 


6. Japan provides training to approximately 80 Dominicans per 
year in all areas of assistance 

crime prevention 

management. There has been no CT-oriented training 

Japan offers courses in six CT-related areas which would be 
open to Dominicans if requested by the GODR (from a book of 
available cooperation programs which the GOJ distributes each 
year): migration control 

cooperation 

cooperation 

laundering. The Japanese Embassy here emphasized a need for 
governments receiving CT assistance to assign a priority and 
budget resources to CT efforts. 


7. Germany and the UK both have regional counterdrug liaison 
programs based elsewhere in the Caribbean 

with the GODR 

course on this topic for 22 Dominican policemen in 2003. The 
Netherlands trains employees of Dutch Airline Martinair on 
passport and visa control and provided a week of in-country 
counternarcotics training to police in 2003 as part of a 
continuing program. France in 2003 provided in-country 
police training on \"maintenance of order\" and 
counternarcotics. Spain in January hosted a meeting of NGOs 
on assistance to victims of terrorism. 


8. The EU has an ongoing project in the Dominican Republic 
for Modernisation and Reform of the State 

million euros for the period March 2002 - February 2006). 
This includes support for reform of the justice system and 
support for reform of public administration. This program 
stresses good governance and anticorruption 

EU program here specifically on CT. The EU rep noted the 
long lead time required -- the assistance follows a five-year 
plan -- and the need for a host government request for CT 
assistance. 


Proposed Legislation 


9. We understand the GODR intends to introduce draft CT 
legislation into Congress for consideration during its next 
session 

proposal and provide views and recommendations septel. 
KUBISKE 
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a comprehensive and permanent cease-fire including "all the 
needed security arrangements;\" 3) a reiteration of the ALVs 
Beirut Summit initiative that lays out in specific terms the 
benefits for Israel; and 4) a call for Israel to accept the 
roadmap without reservations. Muasher said he had consulted 
with Egypt 

and Amre Moussa 

\"surprisingly positive.\" Bahrain and Kuwait 

promised to push for GCC support for the same substance at 
the upcoming GCC summit. Muasher said he had not yet shared 
the draft with Syria so the Syrians would not get \"a head 
start" in opposing it. He would let Prince Saud present the 
ideas to Syria. 


5. (S) Muasher said that he hoped to come to Washington 
March 10-12 -- after the GCC Summit and March 3-4 AL Foreign 
Minister's meeting 

to present the set of reform principles he hopes the AL 
FonMins will adopt in Cairo. He also hopes to present a 
Jordanian reform plan including V'specific programs and 
timelines\" that Jordan will commit to implementing. He said 
the Jordanian cabinet should approve this plan in the near 
future. (Note: Subsequent to drafting this cable 

understand that the FonMin intends to arrive in Washington on 
March 8 and is available for meetings through Friday 

12.) 


6. (S) Muasher will argue to his Arab colleagues that the 

GME idea is gaining strength 

content as much as possible by setting forth principles of 

reform themselves and focusing on indigenous reforms (such as 
Jordan\'s). By gaining endorsement of these ideas in the 

March AL Summit 

regional initiatives rather than presenting ideas entirely 

from outside the region. Muasher 

King 

MEPP. 


Visit Embassy Ammanvs classified website at 


http://www.state.sgov.gov/p/nea/amman/ 
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or access the site through the State Department\'s SIPRNET 
home page. 
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discussion.\" He said that for the first time 

Zebari had fully participated in the discussions. For their 
part 

strong Iraqi commitment to unity 

regional -- not only internal -- issue that affects the 
interests of neighboring states. Similarly 

protection of minority rights in Iraq could cause instability 
and become a regional issue as well. 


3. (S) Zebari responded by saying that -- speaking as a 
Kurd -- there is no possibility of the creation of a separate 
Kurdistan 

the idea in the region. However 

semi-independent existence for twelve years 

willing to give up that status completely. Accordingly 
Zebari reportedly argued 

special case" Zebari told the group that Iraqi Shia want 
not only to rule Shia areas of Iraq 


4. (S) Muasher said that Zebari had underscored the desire 
of the Iraqi government to cooperate closely and cement good 
relations with Jordan 

ChalabiA" Muasher said he told Zebari that Jordan 

wanted close cooperation with Iraq 

spoiling deals negotiated by Jordan\'s Arab Bank and Export 
and Finance Bank with Iraq banks. Muasher said he would be 
raising this issue with senior USG officials on his upcoming 
trip to Washington. 


5. (S) In this frank and productive discussion 

commented 

the Iranians were positive.\" For example 

Syrian FonMin Farouq Sharaa insisted that Syria would not 
agree to any document that referred to the November 15 
agreement between the CPA and IGC 

by all members of the Governing Council. (Muasher said that 
Zebari shot back that he doubted that all policies of the 
Syrian government were approved by all segments of Syrian 
society.) During the meeting 

asserted -- without specifics -- that terrorist leader Abu 
Musab al-Zarqawi is \"moving freely back and forth between 
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Iraq and Syria 

had the impression that Zebari might have been exaggerating a 
bit. 


6. (S) Sharaa\'s behavior in Kuwait 

underscores Syria\'s \"stark ignorance\" of the U.S. and the 
rest of the outside world. Bashar al-Asad had told King 
Abdullah on his recent visit to Damascus that he was not 
worried about who would win the U.S. presidential elections 
since even a Democrat could choose to keep on the senior 
civilian officials in the current administration. Similarly 
Sharaa had told the Jordanians accompanying the King a 
tabloid-like story that showed how out of touch with reality 
he is: Sharaa told the group that British Prince Charles 
would soon be implicated in a Scottish judicial investigation 
into Princess Diana\'s death 

trip to Iraq and Iran V'to seek the support of the Muslim 
world.\" \"They just don\'t get it 


7. (S) Muasher was enthusiastic about the frank and 
positive tone of the Kuwait neighboring states meeting. 
However 

Sharaa in particular -- as the cause of friction in 
inter-Arab relations and an impediment to progress. 


8. (U) CPA Baghdad minimize considered. 
Visit Embassy Amman\'s classified website at 
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a comprehensive and permanent cease-fire including \"all the 
needed security arrangements; 3) a reiteration of the ALVs 
Beirut Summit initiative that lays out in specific terms the 
benefits for Israel; and 4) a call for Israel to accept the 
roadmap without reservations. Muasher said he had consulted 
with Egypt 

and Amre Moussa 

\"surprisingly positive.\" Bahrain and Kuwait 
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promised to push for GCC support for the same substance at 
the upcoming GCC summit. Muasher said he had not yet shared 
the draft with Syria so the Syrians would not get \"a head 

start\" in opposing it. He would let Prince Saud present the 

ideas to Syria. 


5. (S) Muasher said that he hoped to come to Washington 
March 10-12 -- after the GCC Summit and March 3-4 AL Foreign 
Minister's meeting 

to present the set of reform principles he hopes the AL 
FonMins will adopt in Cairo. He also hopes to present a 
Jordanian reform plan including V'specific programs and 
timelines\" that Jordan will commit to implementing. He said 
the Jordanian cabinet should approve this plan in the near 
future. (Note: Subsequent to drafting this cable 

understand that the FonMin intends to arrive in Washington on 
March 8 and is available for meetings through Friday 

12.) 


6. (S) Muasher will argue to his Arab colleagues that the 

GME idea is gaining strength 

content as much as possible by setting forth principles of 

reform themselves and focusing on indigenous reforms (such as 
Jordan\'s). By gaining endorsement of these ideas in the 

March AL Summit 

regional initiatives rather than presenting ideas entirely 

from outside the region. Muasher 

King 

MEPP. 


Visit Embassy Amman\'s classified website at 
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comprehensive and permanent cease-fire including V'all the 
needed security arrangements; 3) a reiteration of the ALVs 
Beirut Summit initiative that lays out in specific terms the 
benefits for Israel; and 4) a call for Israel to accept the 
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roadmap without reservations. Muasher said he had consulted 
with Egypt 

and Amre Moussa 

\"surprisingly positive.\" Bahrain and Kuwait 

promised to push for GCC support for the same substance at the 
upcoming GCC summit. Muasher said he had not yet shared the 
draft with Syria so the Syrians would not get \"a head start\" in 
opposing it. He would let Prince Saud present the ideas to 

Syria. 


5. (S) Muasher said that he hoped to come to Washington March 
10-12 -- after the GCC Summit and March 3-4 AL Foreign 
Minister's meeting 

present the set of reform principles he hopes the AL FonMins 
will adopt in Cairo. He also hopes to present a Jordanian 
reform plan including V'specific programs and timelines\" that 
Jordan will commit to implementing. He said the Jordanian 
cabinet should approve this plan in the near future. (Note: 
Subsequent to drafting this cable 

FonMin intends to arrive in Washington on March 8 and is 
available for meetings through Friday 


6. (S) Muasher will argue to his Arab colleagues that the GME 
idea is gaining strength 

content as much as possible by setting forth principles of 

reform themselves and focusing on indigenous reforms (such as 
JordanVs). By gaining endorsement of these ideas in the March 
AL Summit 

initiatives rather than presenting ideas entirely from outside 

the region. Muasher 

committed to an AL initiative to bolster the MEPP. 


Visit Embassy Amman\'s classified website at 
http://www.state.sgov.gov/p/nea/amman/ 


or access the site through the State Departments SIPRNET home 
page. 


GNEHM 


14103 
said that for the first time 
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participated in the discussions. For their part 

neighboring states had told Zebari that 

commitment to unity 

internal -- issue that affects the interests of neighboring 
states. Similarly 

in lraq could cause instability and become a regional issue as 
well. 


3. (S) Zebari responded by saying that -- speaking as a Kurd 
-- there is no possibility of the creation of a separate 
Kurdistan 

the idea in the region. However 

semi-independent existence for twelve years 

willing to give up that status completely. Accordingly 
reportedly argued 

case.V Zebari told the group that Iraqi Shia want not only to 
rule Shia areas of Iraq 


4. (S) Muasher said that Zebari had underscored the desire of 
the Iraqi government to cooperate closely and cement good 
relations with Jordan 

ChalabiA" Muasher said he told Zebari that Jordan 

close cooperation with Iraq 

deals negotiated by Jordan\'s Arab Bank and Export and Finance 
Bank with Iraq banks. Muasher said he would be raising this 
issue with senior USG officials on his upcoming trip to 
Washington. 


5. (S) Inthis frank and productive discussion 

commented 

Iranians were positive." For example 

FonMin Faroug Sharaa insisted that Syria would not agree to any 
document that referred to the November 15 agreement between the 
CPA and IGC 

Governing Council." (Muasher said that Zebari shot back that 
he doubted that all policies of the Syrian government were 
approved by all segments of Syrian society.) During the 

meeting 

specifics -- that terrorist leader Abu Musab al-Zarqawi is 
\"moving freely back and forth between Iraq and Syria 

other al-Qaeda operatives. Muasher had the impression that 
Zebari might have been exaggerating a bit. 
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6. (S) Sharaa\'s behavior in Kuwait 

underscores Syria\'s \"stark ignorance\" of the U.S. and the rest 
of the outside world. Bashar al-Asad had told King Abdullah on 
his recent visit to Damascus that he was not worried about who 
would win the U.S. presidential elections 

Democrat could choose to keep on the senior civilian officials 
in the current administration. Similarly 

Jordanians accompanying the King a tabloid-like story that 
showed how out of touch with reality he is: Sharaa told the 
group that British Prince Charles would soon be implicated in a 
Scottish judicial investigation into Princess Diana\'s death 

and was consequently planning a trip to Iraq and Iran \"to seek 
the support of the Muslim world." V'They just don\'t get it 
Muasher lamented. 


7. (S) Muasher was enthusiastic about the frank and positive 
tone of the Kuwait neighboring states meeting. However 
focusing more and more on Syria -- and Farouq Sharaa in 
particular -- as the cause of friction in inter-Arab relations 

and an impediment to progress. 


8. (U) CPA Baghdad minimize considered. 
Visit Embassy Ammanvs classified website at 
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4. Rep. Jefferson suggested to President Obasanjo that U.S. 
firms were interested in investing to build fertilizer plants 

in Nigeria if the GON could provide no-cost or low-cost 
liquefied natural gas (LNG) until the U.S. firms recouped the 
cost of building the factories. Obasanjo said he was 
interested 

proposal. Obasanjo also said he would consider an offer by 
the Black Caucus Foundation to be their guest of honor at a 
conference in September if it was near enough to Obasanjo\'s 
planned visit to the U.S. for the UN General Assembly. 
ROBERTS 
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Liberation Front\") party. Amarasinghe 

being careful in what he said in his first meeting with 
a USG interlocutor in years (he has been in exile in 
Europe -- see below) 

most issues. He said 

supported \"all ways to bring ethnic reconciliation to 
Sri Lanka.\" Brushing off years of criticism that the 
JVP is essentially Sinhalese extremist in ideology 
asserted that the party did not support any form of 
\"ethnic chauvinism\" and was working to bring all 
communities together. Polchief underlined that it was 
vital that the campaign for the April 2 parliamentary 
elections not be used in such a way that harmed the 
fragile peace process. In response 

the JVP would be careful on how it dealt with the peace 
process in the campaign because it \"did not want this 
important peaceful era to end.\" 


3. (C) Polchief also noted concerns from the Sri Lankan 
business community and international investors about the 
JVP\'s economic views. Amarasinghe replied that the JVP 
supported business investment of all types 

he had addressed Sri Lanka\'s Joint Business Forum 
(\"JBIZ\") on February 17 in order \"to alleviate all 
concerns.\" 


4. (C) GLINTS OF A HARD-LINE: Despite his efforts to 
appear reasonable and restrained 

hard-line showed through in many of Amarasinghe\'s 
remarks. Most particularly 

the ceasefire accord reached between the government and 
the Liberation Tigers of Tamil Eelam (LTTE) in February 
2002. Amarasinghe charged that the accord had been 
reached \"secretly\" by Prime Minister Wickremesinghe\'s 
United National Party (UNP) and contained provisions 
which were \"very favorable to the LTTE.V Polchief 
countered that the ceasefire accord was the linchpin of 
the peace process and efforts to undermine it would have 
very serious repercussions. Amarasinghe said the JVP 
had no plans \"to throw out\" the accord if it won the 
election in league with its Sri Lanka Freedom Party 
(SLFP) allies. The JVP might well lobby for changes 

but he said the party realized that the SLFP took a 
different approach on peace track issues (the SLFP is 
skeptical of the GSL\'s peace process policies 

critical of them than the JVP). (Also 

peace process 

went on to hit out at the Norwegian peace facilitation 
effort 
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5. (C) ANIMUS TOWARD THE UNP: Amarasinghe saved much 
of his bile for the UNP. Amarasinghe 

surviving official from the JVP \"politburo\" that 

launched a bloody 1987-89 insurrection 

the UNP had mistreated the opposition \"in countless 
ways\" since coming to power in December 2001 and had 
proven itself \"corrupt.\" When asked if any of his 

animus stemmed from the UNPVs successful crackdown on 
the JVPVs revolt 

as several of the current UNP leaders had been in power 
at that time 

(Wickremesinghe was a mid-ranked minister at the time.) 
He said he did not think Wickremesinghe was directly 
responsible for what he characterized as \"atrocities\" 
committed against the JVP in the 1980Vs 

sure. In any case 

founder Rohana Wijeweera had been killed in custody by 
order of the UNP government. (Wijeweera died in 
mysterious circumstances while under police custody in 
November 1989. Wijeweera\'s death effectively ended the 
JVP insurrection.) 


6. (C) Noting a certain wistfulness in AmarasingheVs 
eyes when he discussed Wijeweera (the two were close 
associates) 

up on any notion of returning to violence. Amarasinghe 
said the group had 

in public Von countless occasions. Even if \"UNP thugs 
attack us 

\"accepted democracy and the ballot" and would \"not 
resort to arms again. He then cited the alliance with 
the SLFP 

V mature organization that was committed to peaceful 
change. Questioned оп how the JVP might do in the 
election 

would win about 25 seats (it now has 16). 


7. (C) COMMENT: Amarasinghe spoke excellent English 
and was quite articulate 

meeting. He indicated that he was back in Sri Lanka for 
good after years of exile in the UK and other sites in 
Europe. (Amarasinghe returned to Sri Lanka last month. 
He was out of the country from 1990 until 2004 

for one brief trip made during the 2001 parliamentary 
campaign. See Ref B for additional biographic details.) 
While sophisticated and thoughtful 

to be a hard-line element in a hard-line party. His 
influence in the JVP appears considerable 

considered to be a senior statesman who was close to the 
revered leader Wijeweera (a huge photograph of Wijeweera 
was hung in the room at JVP headquarters where the 
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meeting took place). Given his apparent hard-line 
perspective 

years of exile 

on Sri Lanka\'s already turbulent political scene. END 
COMMENT. 


8. (U) Minimize considered. 
LUNSTEAD 
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treaties in the near future. The treaties are currently 
under review at MFA\'s legal division. While encouraging 
GOT officials to join the treaties 

out to the Culture Ministry that implementing 
legislation will be necessary to address some gaps in 
current copyright law. Culture Ministry officials are 
of the opinion that current Turkish law 

amendments currently under consideration 

to implement the treaties 

dialogue with USG experts on this question. 


9. (U) A decree directing use of authorized software by 
GOT agencies was issued in 1999. 


Action Request 


10. (SBU) Over the last few years 

the GOT on IPR concerns at senior levels without results 
on pharmaceuticals issues 

in the copyright/trademark areas. We support raising 
Turkey from the Watch List to the Priority Watch List in 
the 2004 Special 301 review. With appropriate 
sustained engagement with Washington participation on 
IPR issues 

action. AUSTR Novelli\'s January letter to Foreign Trade 
Undersecretary Kayalar in January was helpful in raising 
the profile of this issue. Embassy recommends that 
Washington agencies also consider dispatching an 
interagency IPR delegation to Ankara 

level correspondence 

Zoellick and Commerce Secretary Evans to State Minister 
Tuzmen. 

Edelman 
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centered around the UN. END SUMMARY. 


2. (C) Our interlocutor in the UN Affairs Office of the 
Commission\'s External Relations Directorate-General told us 
that Annan\'s meeting with the European Commissioners was 
largely a tour d\'horizon of Iraq 

East peace process 

contribution to the Global Fund to Fight AIDS 

and Malaria (GFATM). He also said the EU should play a 
leading role in the Global Commission on Migration. Annan 
welcomed the EU commitment to multilateralism as expressed in 
the recently approved Commission White Paper on the UN (refs 
E-F) 

the High-Level Panel on UN Reform. All in all 

source said Annan was more interested in what the EU could do 
for the UN here and now than in the EUVs more ambitious 
long-range ideas on \"effective multilateralism.\" 


3. (U) On January 29 

Parliament\'s Sakharov Prize for Freedom of Thought 

special honor of the UN officials who died in Iraq. To the 
surprise of a nearly full chamber of MEPs 

focused on Europe\'s need to manage immigration better. While 
praising Europe in the speech\'s introduction for pursuing 
\"the path of peace through multilateralism 

mince words on the need to integrate immigrants while 
accepting their diverse backgrounds: V'Migrants need Europe. 
But Europe also needs migrants. A closed Europe would be a 
meaner 


4. (U) Annan\'s discussion of migration notwithstanding 
officials used the award to promote the EUVs V'effective 
multilateralism\" strategy. EC Ambassador to the UN John 
Richardson argued at a roundtable discussion that a 
strengthened UN would follow the example of the EU: \"EU and 
UN goals are congruent -- peace 

throughout the world....For the EU 
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application of what the EU believes in internally: collective 
action through international institutions.\" Richardson added 
that the EC\'s current UN observer status would become 
insufficient if the final EU constitutional treaty gave the 

EU legal personality and established the post of EU Foreign 
Minister. 


5. (SBU) At the same event 

Solana\'s Director for Transatlantic Relations 

Human Rights 

European Security Strategy (ESS) (ref C) was effective 
multilateralism. He said 21st century security challenges 
could be met only by the \"international community with the UN 
at its center.\" 


6. (SBU) Coming at a time that coincided with the Commission 
White Paper on the EU in the UN 

topic 

Commission paper 

for the latest Brussels catchphrase 

multilateralism.\" The EU institutions are working on keeping 
the momentum going: the Commission has started regular 
dialogues between regional Commission and UN desk officers to 
increase working-level cooperation 

has invited Deputy UNSYG Louise Frechette to Brussels in 
March to discuss operational follow-up to Annan\'s visit. 


7. (C) Annan\'s visit underlined yet again the strong 
commitment of EU elites to a UN-centric approach to world 
affairs. This commitment will clash from time to time with 
U.S. interests 

as standing for the opposite paradigm of \"unilateralism.\" We 
continue to tell our EU interlocutors that the US is equally 
committed to effective multilateralism 

put the emphasis on effectiveness 

act in the protection of US national interests with 
like-minded partners in the absence of multilateral 
consensus. END COMMENT. 
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interpretation of Islam contrary to the principle of equal 

rights for men and women\" and therefore contrary to the 
German constitution. Schavan defended allowing Christian 
and Jewish symbols in public schools 

constitution says education should be based on Christian and 
Jewish traditions (articles 12 


3. (SBU) There is overwhelming legislative support for the 
ban. Social Democratic/SPD reps argue that teachers who 
wear headscarves undermine the integration of Muslim women 
into mainstream society. SPD legislators Nils Schmid and 
Herbert Moser told a Consulate representative that schools 
must not reinforce discrimination against women 

Ludin\'s legal campaign an affront to the German 
constitution. Both are confident that the courts will 

uphold the law. Citing a confidential source at the Federal 
Constitutional Court 

other sources as well 

paid by the Islamic lobby group Milli Goerues (as additional 
\"justification\" for the accusation that Ludin has a 

political rather than a religious agenda). By way of 
example 

program -- pointed to his wife 

opposes the headscarf. 


4. (U) A handful of politicians argue the law goes too far 

in banning expression. Greens caucus leader Winfried 
Kretschmann called for allowing headscarves unless schools 
or communities object. FDP (Free Democrat) representatives 
support the ban 

the German high court may strike down the law\'s preferential 
treatment of Christian and Jewish symbols. 


5. (SBU) Within the state government 

ban but worry about its consequences. The state\'s special 
representative for minorities 

privately that Ludin has become the mouthpiece of the 
Islamic fundamentalists who bankroll her legal battles. 
Storr voiced concern that the ban could spur economic or 
social discrimination against Muslim women who choose to 
wear a headscarf. Storr expects that the Federal 
Constitutional Court will find fault with the new lawVs 
special treatment of Christian and Jewish symbols 

the legal uncertainty. NOTE: The law leaves open the 
question of customs vital to other religious minorities -- 
both women and men -- for instance Sikh headdress. END 
NOTE. 
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6. (U) COMMENT: The B-W government is hurriedly enacting 
the ban in reaction to the verdict in the Ludin case (ref 

D) 

Baden-Wuerttemberg to give Ms. Ludin a teaching position. 
Because the draft law gives preferential treatment to the 
Christian and Jewish religions 

become the last word on this question. END COMMENT. 
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with the National Human Rights Commission 

human rights accord aside\" for the time being. The 
Ambassador agreed with Magazzeni on the need for technical 
support to strengthen the National Human Rights Commission. 
In a separate conversation 

Ambassador that the local OHCHR representative 

attempted to maintain contact with either the GON or the 
Embassy 

and was being \"fired.\" End summary. 


OHCHR REDIRECTING EFFORTS ON 
NATIONAL HUMAN RIGHTS COMMISSION 


2. (U) On February 17 Gianni Magazzeni 

leader from the UN OFfice of the High Commissioner for Human 
Rights (OHCHR) 

support for a UN proposal to provide technical assistance to 
Nepal\'s National Human Rights Commission (NHRC). Magazzeni 
was accompanied by Matthew Kahane 

Representative 

representative. 


3. (C) Magazzeni opened the conversation by suggesting that 
the OHCHR is refocusing its priorities on providing technical 
assistance to the NHRC 

Government of Nepal (GON) and the Maoists to sign a draft 
human rights accord. (Note: UN-provided assistance to the 
NHRC was originally proposed as a follow-on to the signing of 
the human rights accord 

ceasefire. The NHRC 

monitor both parties\' compliance with the terms of the 
accord. Neither the Maoists nor the GON has signed the 
accord. End note.) Whether or not the accord ultimately is 
signed by both parties--and Magazzeni indicated substantial 
doubt that it would be in the near term--the NHRC needs 
international support to fulfill its constitutional mandate 

and become an impartial 
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monitoring body. Strengthening the autonomous NHRC will 
reinforce the message that responsibility for human rights is 
not limited to one party in the conflict 

that the battle against terrorism cannot be won by 
sacrificing respect for human rights 

of human rights has 

loaded here 

get down to the nuts and bolts\" of basic monitoring with the 
NHRC 

being. To this end 

three-to-six-month intervention to provide such basic 
technical assistance to the NHRC 

the UN hopes to count on political and financial assistance 
from the USG. 


4. (C) The Ambassador acknowledged US Mission concerns with 
the lack of impartiality in the NHRC 

had been virtually paralyzed by internal political and 

personal rivalries among its members. Nonetheless 

has been looking for ways to support and improve the NHRC and 
help it fulfill its constitutional role of independently 

monitoring the human rights situation 


5. (C) The Ambassador noted that John Bevan 

local representative 

support for either the human rights accord or the proposed 
assistance to the NHRC (Reftel). As a result 

not understand the benefit of signing the accord but views it 
instead as a potential liability. In particular 

should make a concerted effort to cultivate better contacts 

among the Royal Nepal Army (RNA) 

adding that individual officers\' and soldiers\' experiences in 

UN Peacekeeping Operations had helped sensitize them to human 
rights issues. The Embassy uses its frequent meetings with 

the RNA leadership to emphasize the need to respect human 
rights 

had been wanting in this area. UNDP ResRep Kahane responded 
that UN officials in Kathmandu should do more to exploit the 
\"natural entree\" that RNA participation in UNPKO offers the 

UN. 


6. (C) The Ambassador also noted that the local OHCHR 
representative had made no effort to brief the Embassy on 
either the accord or the proposed assistance for the NHRC. 
Having just recently examined the revised draft accord--a 
copy of which the Embassy obtained from the British Embassy 
rather than the OHCHR itself--the Ambassador said he had 
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several questions. OHCHR regional representative Howen 
offered to meet with poloff to discuss these concerns. 


7. (C/NF) In a separate encounter with the Ambassador at a 
social event 

representative as an V'unmitigated disaster 

that he had spent nearly all of his time interacting with 
NGOs and sympathetic EU missions 

GON 

diplomatic community. Magazzeni said the OHCHR 
representative will be \"fired\" soon and replaced by a new 
team 

national 

the U.S. 


8. (C/NF) With no leverage over the Maoists to enforce 
compliance and no effort to persuade the GON of the benefits 

of signing 

recognized that hopes that either party would sign the human 
rights accord were moribund well before the end of the 

ceasefire. EU and UN proponents of the accord have done 
nothing to allay GON suspicions that the document would be 

little more than a vehicle for further international 

criticism of its human rights record that exerted no 
commensurate pressure on the Maoists. We welcome OHCHR\'s 
decision to recast its efforts in Nepal toward strengthening 

the woefully inadequate NHRC. Unfortunately 

of OHCHRv' local representative in Kathmandu may have tainted 
GON perceptions of OHCHR as a neutral 

capable of instilling such virtues in the NHRC. We are 
encouraged to hear that OHCHR in Geneva seems to be taking 
steps to address this. We endorse USG political and 

financial support of OHCHRVs initiative to strengthen the 

NHRC. 
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difficultV in their movements 

large number of refugees left Malawi for Mozambique 
refugee conditions were reportedly better 

returned. 


3. (SBU) WFP\'s deputy country director told poloff on 
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February 19 that Rwandan refugees are in fact leaving Malawi 
but not in a swift and organized manner; one month\'s estimate 
was 150 departures 

refugee departures are still not being documented to WFP\'s 
satisfaction. 
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visible and proactive role in leading party activities 
including a quiet march on Union Day 

diplomats 

the release of NLD leaders and space to operate as a 
political party. The regime responded with veiled threats 
directed at the uncles and cut their phone lines 
otherwise turned a blind eye to their activities. As for the 
regime\'s road map and a renewed National Convention 
says \"been there 

stand until ASSK and their other colleagues are released. 
End Summary. 


2. (SBU) We spoke on February 19 with NLD Central Executive 
Committee member U Nyunt Wei 

regarding an unsuccessful attempt on February 17 by the five 
released members of the NLD CEC to visit ASSK 

under house arrest at her University Avenue residence in 
Rangoon. The CEC has been increasingly visible in recent 
weeks 

procession of party members and supporters through a portion 
of central Rangoon on Union Day (ref A). (Note: Of the 
nine-member CEC 

November 

remain in detention. End note.) 


It\'s In the Mail 


3. (C) According to U Nyunt Wei 

months written three consecutive letters to SPDC Chairman 

Senior General Than Shwe and PM General Khin Nyunt. The 

first two letters appealed for the release of ASSK and other 

NLD leaders detained without charges and requested an 
opportunity to visit ASSK at her home. Their third and most 

recent letter 

SPDC leaders that the NLD CEC wanted to speak with ASSK about 
top-level party matters. The NLD CEC has received no 

response to any of their letters. 


4. (C) Parallel to their latest letter 
an SPDC intermediary that they planned to make a unilateral 
visit to ASSK\'s residence in the absence of a timely response 
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to their request. The intermediary 

pleaded with the uncles not to proceed and promised he would 
report their concerns to his chain of command. However 
Nyunt Wei said 

indefinitely.\" 


University Avenue Breakdown 


5. (C) On the morning of February 17 

response from the SPDC 

two taxicabs and headed for University Avenue. U Nyunt Wei 
recounted with delight that the two cabbies 

uncles and their famous destination 

fare. Arriving at ASSK\'s heavily guarded compound at around 
11:00 a.m. 

military intelligence (MI) agents fetched a more senior-level 
interlocutor. The regime officer who appeared apologized to 
the uncles 

ASSK\'s compound. \"And besides 

wants to see you 

The uncles suggested that the army major consult with ASSK 
directly on her wishes and the hapless officer demurred 
responding \"I don\'t have permission myself to enter the 
compound." 


6. (C) U Nyunt Wei said the uncles exchanged friendly banter 
for about an hour with their regime interlocutors. The 

senior regime officer on the scene claimed that the SPDC was 
undertaking efforts to \"improve the political situation" and 
cited as an example the recent transfer from prison to house 
arrest of NLD Vice Chairman U Tin Oo (ref B). In what the 
uncles interpreted as a threat to keep quiet 

exhorted the NLD CEC not to create V'untoward incidents which 
will inevitably cause problems and force the SPDC to blame 
the NLD leadership. Following what U Nyunt Wei described as 
a Vlight standoff 

government vehicles. 


A Train to Nowhere 


7. (C) U Nyunt Wei took advantage of our meeting to reiterate 
the CEC\'s position on the regimeVs road map for democracy. 
\"We will not take a public stand 

members of our Central Committee can meet together freely to 
discuss our views.\" We inquired about the CEC\'s ability to 
get input from ASSK on the road map and other party issues 
while she is under house arrest. U Nyunt Wei smiled and 

said 

intimating that the uncles make use of a back channel to 
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communicate with ASSK. 


8. (C) With regard to the December Thai-hosted meeting on 
Burma 

the Bangkok participants to exchange views. To date 
uncles have not heard a single word back from China 

or any of the ASEAN participants. U Nyunt Wei said he was 
particularly galled at not hearing from the Indians 

\"so-called largest democracy in the world.\" He added 
however 

and contact from the U.S. and the U.K. missions. \"Without 
you 


9. (C) However 

and Germany and the Japanese political counselor have all 
responded to the NLD appeal and met with the released CEC 
members in recent weeks. U Nyunt Wei said that while the NLD 
leaders appreciated the opportunity to hear first-hand about 

the Bangkok meeting 

which warned the NLD that \"the train is leaving 

to get on board (with the road map process).\" The NLD 

leaders responded 

going anywhere worthwhile. \" 


10. (C) U Nyunt Wei said that it was impossible to envision 
participating in a National Convention without the release of 
ASSK and other NLD leaders and the re-opening of NLD offices. 
He concluded that it would be \"foolish\" for the NLD to 

repeat the failed experience of the 1993 Convention which was 
convened under similar circumstances and failed miserably. 
\"We got off that train for a good reason 


Comment: Taking Charge 


11. (C) The released NLD CEC members are clearly pushing the 
envelope with the SPDC. While they may have some limited 
contact with ASSK 

pursuing more visible tactics may be to appease the youth 
wing of the NLD 

stalemate and growing restless. Also 

the past her own desire to see the CEC take a more proactive 
role in leading the party when she is incarcerated or 

otherwise isolated by the SPDC. The regime has responded to 
the feisty uncles by cutting the phone lines of several CEC 
members and restricting the others to outgoing calls only 
(which prohibits the uncles from receiving inquiries from 
international journalists). However 

intimidation since their late 2003 release has been 

regime standards 

Martinez 
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for the SPDC because their goals in the cease-fire are too 

divergent from the KNU\'s. He then tempered his remarks 
saying the participation of the KNU in a national convention 
might lead to pressure on the NLD to join. 


4. (С) In the Vice Chairman\'s opinion 

unable to maneuver politically due to economic and social 
constraints 

from this situation. Asked if the NLD in Mon State has 
discussed the PM\'s road map 

officially \"there is no discussion of the road map within the 
Mon State NLD membership 

consideration.\" He then offered that \"the heart of the road 
map is undemocratic 

the NLD.\" He defined this thought further by saying the road 
map would be acceptable and would be fine for a political 
transition 

leadership role in Burmese politics. 


NO NLD POLITICAL PRISONERS? 


5. (C) No NLD members in Mon State were arrested after the 
May 30 Depeyin attack. Six local NLD youth arrested in 1997 
were recently released 

political prisoners in the Moulmein prison. Each month 

Mon State NLD Humanitarian Assistance Committees visits them 
to provide food and clothing. 


KAREN STATE NLD HOLDING STEADY 


6. (C) Emboffs also visited Daw Nant Khin Htwe Myint 
Chairman of the Karen State NLD and MP-elect from Pa-an 
Township 

were 2 

seven Townships around Karen State 

or Vsleeping' members. She stated that Мау 30 had not 
brought a change in the political 

situation in Karen State. Prior to May 30 

thoroughly oppressed 

office. Pa-an had been scheduled for a visit by ASSK to 
reopen the NLD office there. The MP-elect uses her house as 
the NLD gathering point in Pa-an. She has already met with 
the NLD CEC in Rangoon to discuss the road map and finds it 
and the National Convention unacceptable. 


KNU CEASE-FIRE?: TOO EARLY TO TELL 


7. (C) Regarding the impact of the KNU cease-fire 
Khin Htwe Myint said \"it is too early to say." The КМО 
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hadn\'t discussed the cease-fire with the NLD 

Vice-Chair noted that the mentality and objectives of the KNU 
and NLD are the same 

publicly supported ethnic group declarations or statements. 
The MP-elects\'s brother 


8. (C) Regarding political prisoners 

are no NLD members currently in detention. However 
are still 20 students in jail convicted under law 17(1) for 
alleged connection with illegal organizations -- particularly 
the KNU. 


NLD LIFE IN A SMALL TOWN 


9. (C) We visited a small NLD office in Thaton Township 
halfway between Rangoon and Moulmein. Daw San Myint 
Vice Chair 

3 

organization and recruiting were static for the time being. 
The last party meeting was held January 23 at her house 
regular office having been shuttered -- though the local NLD 
still pays the 9 

office space. The local representatives of the military 
junta periodically visit her house to check on recent NLD 
activity. 


REGIME SECURITY GOONS INTERFERE 


10. (C) The security controls on the NLD were very evident 
during our visit 

Military Intelligence (OCMI) visiting our hotel twice in 
Moulmein demanding the staff question us on our purpose for 
the visit. Our first attempt to visit the NLD Chairman іп 
Moulmein was spoiled after OCMI learned of our presence in 
the city and subsequently placed security at the entrance of 
the ChairmanVs house. He was only able to meet with us by 
setting up an early morning meeting in a restaurant the next 
day. In Pa-an 

visit her house following our visit to question her on the 
reason we had come. 


11. (C) COMMENT: Considering the post-May 30 pressure the 
NLD has been under 

upbeat and ready for the next opportunity to bring their 

fight into the open. The heavy presence of OCMI could be 

felt in Moulmein 

restricted. In the small town of Thaton 

pressure reportedly came from the chatty local Peace and 
Development Council Chairman 

NLD members can be so vocal in their desire for change. END 
COMMENT. 
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Natsios was shown. 


4. Staff were given the opportunity to ask questions about 
the plan 

wholesale merging of the two agencies were raised 

concerns about the impact on staffing levels in certain 

fields. The Ambassador stated that although he was confident 
a complete merger unlikely and unnecessary 

staffing ramifications as management efficiencies are 
identified. If we can successfully accomplish the same goals 
as two agencies 

combined agency will be diminished. He added that an 
important objective of any government agency is responding to 
the needs of taxpayers; streamlining and right-sizing make it 
easier to determine accomplishments. 


5. We understand that the Joint Management Council has 
established functional working groups to prepare 
implementation plans 

them and implementing their recommendations on the post 
level. We believe that the Strategic Plan will benefit the 
work both of State and of USAID in the field. 
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Bulawayo fired Sithandekile Mhlanga allegedly for working for 
Studio 7. Another stringer 

from the semi-independent weekly \"The Financial Gazette\" in 
November 2003. Maravanyika said the Department of 
Information and Publicity in the President\'s office and ClO 
are in possession of a list of most of the stringers 

contributing to Studio 7 and are putting pressure on their 
employers to fire them. Earlier this month The Herald 
published an article by Nathaniel Manheru 

to be a pseudonym for Minister of Information Jonathan Moyo 
that named Maravanyika and other Studio 7 stringers and 
congratulated the Financial Gazette for firing Maravanyika. 


Comment 


6. (C) Although both sides accepted the Supreme Court\'s 
postponement of the ANZ hearing 

governments hand by delaying decisions that would permit TDN 
to re-open. TDN\'s problematic labor situation is just the 

kind of symptom the GOZ intended to induce with its 
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legalistic campaign to intimidate and harass TDN and its 
personnel. 


7. (C) Comment continued. Whether or not MIC is declared 
improperly constituted by the Supreme Court 

journalists should be able to work pending the outcome of 
their applications as journalists. However 

have refused to work without licenses 

decided whether to pursue its journalists\' licensing via 
normal channels. Licensing via normal channels is in itself 
a complicated issue as an Administrative Court ruled in 
October that MIC 

was improperly constituted. The root of TDN\'s problem 
continues to be an operating environment chilled by 
repressive laws and relentless government efforts to bleed 
the paper out of existence. 

SULLIVAN 
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campaign period in late March. End comment. 
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but does affect shipments to refineries in Izmir. Aral 
added 

misleading 

weather as well. Nonetheless 

a significant cost on shippers 

the Chief Financial Officer of the Zorlu Group 

partner in TatneftVs winning bid for Tupras 

avoid them provided an additional incentive for the Russian 
oil company\'s decision to bid on the Turkish refiner. 


4. (SBU) Running at capacity: In press comments 

officials have suggested that in addition to technical issues 
leading to shipping backlogs there are \"political issues\" as 
well 

Instead 

over the last decadeto what they describe as the straitsV 
capacity. Official figures document the dramatic increase. 
he amount rose from 124 million tons in 2002 to 13 million 
tons in 2003. Most tellingly 

twice 1997Vs total of 60 milion tons. With these volumes 
both government and industry sources describe the recent bad 
weather in European Turkey as he \"sraw tht broke the 
camel\'s back." Indeed 

13-15 

th Bosphorus and Dardanelles 

and Bulgarian seamen. 
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5. (SBU) Necessary Balance: Maritime Deput Undersecretary 
Sitki Ustaoglu stressed to Embasy econoffs tht evenwhen 

the new Vessel Traffic Syste (VTS)for te strats is fully 
operational it wa turne over o Turkey on a provisional 

bsis at the beginning of the year 

problems remain that should be resolved by April) 

not solve the problem of shipping delays. This point was 
echoed in Istanbul by Turkish Maritime Pilots Association 
(TKKD) Secretary General Cavit Istikbal 

the system is used to implement vessel spacing requirements 
which heretofore have often been observed mostly in the 
breach 

past 

straits officials to get around the transit rules 

with electronic management this is no longer possible.) In 
Istikbal\'s view 

documentary record of incidents that occur 

materially change the vessel transit system that has been in 
place since 1994 


6. (SBU) Upgrades: Istikbal said that planned implementation 
of an automatic ship reporting system may permit some 
increase in volume 

sooner about approaching ships and will be better able to 
organize them. But Ustaoglu noted that such organization may 
also require some unspecified changes in existing legislation 
and will not be implemented in the near future. In essence 
Istikbal described the current system as a delicate balancing 
act between safety requirements and traffic facilitation 

that the daylight and one-way traffic requirements for large 
(200 meter) tankers inevitably limit volumes (only six such 
tankers can be accommodated each day on the Bosphorus; the 
limit was raised to 7-8 on the Dardanelles at the end of 
January) 

accident in the straits could interrupt traffic for a 

protracted period. Similarly 

allow Turkey to require use of tugboats 

to encourage their use by allowing only one large tanker 
through a day without a tug. The costs of waiting far 

outstrip the modest cost of the tug 

acquiesce and employ one. 


7. (SBU) Bypass pipelines: The delays in the straits have led 
to renewed interest in pipeline projects to bypass them 
especially since in most experts\' view the Baku-Tblisi-Ceyhan 
pipeline will only provide limited relief when it comes 

online next year (Istikbal estimated that BTC would only 
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replace one of the six large tankers that transit the straits 
each day 

In press comments this week 

in a pipeline across Thrace that would enable it to avoid 

both straits. A source close to the Thrace bypass told us 
that the rising cost to shippers (delays and insurance) has 
convinced several oil companies that the Thrace bypass is an 
economically viable/cost effective alternative. Zorlu\'s 
Koksal judged that the most currently feasible project would 
take oil to the Tupras refinery in Izmit from a point on 
Turkey\'s Black Sea coast. He noted that this route could be 
built for a relative pittance (150 million USD) 

mostly parallel existing natural gas pipelines 

less right-of-way difficulties. 


8. (SBU) Comment: Turkish maritime officials have told the 
Embassy that they are preparing a paper for the International 
Maritime Organization (IMO) on the straits 

their response last year to Russia\'s complaints (ref b). 

They stress 

Montreaux convention and that while legislative changes are 
planned 

the works. From the perspective of our Istanbul contacts 
Turkey\'s measures to safeguard the straits strike a proper 
balance between Turkey\'s responsibilities under the 
convention and its responsibilities to its citizens 

particularly given the impact an accident would have on the 
city and its inhabitants. End Comment. 
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when he spoke. 
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provide applicants with letters indicating their refugee 
status 

Turkish police. 


5. (SBU) Caritas 

that there is a sizeable community of Christian-lraqi 
refugees in Istanbul 

Per Caritas estimate 

assistance. Caritas estimates that the families are fairly 
large 

the refugees come from various regions of lraq 

North 
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Need for Outside Assistance 


6. (SBU) Yakan says that outside support is being solicited 
from many other groups 

Papal Nuncio in Istanbul has permitted the Chaldeans to use 
St. Antoine Church for services 

worshippers. Yakan is soliciting support from Chaldean 
communities abroad 

Chaldeans in the US and 80 

attending meetings with European and American Chaldeans in 
Paris and Brussels in the near future to discuss possible 
assistance. 


7. (SBU) Ideally 

leave Iraq at all 

numbered 1 million before the most recent war) has shrunk to 
700 

minorities in Iraq 

situation 

ShiVa in particular are making life uncomfortable for the 
Chaldeans 

and even jobs 

Yakan related one story of 3 Chaldean nurses in Kirkuk who 
were all fired form their jobs so that Kurds could be hired. 


Fears of a Wave to Come 


8. (SBU) In tandem with Iraq\'s larger infrastructural 
problems 

Chaldean schools and hospitals all are currently defunct 
says. Yakan fears that 

hold 

Yakan fears that \"since Turkomans 

whole countries paying attention to their minoritiesV 
concerns 

MINIMIZE CONSIDERED 
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HERVOJE PETRAC.\" PETRAC IS NOW А WEALTHY CROATIAN 
BUSINESSMAN WITH DIVERSE INTERESTS 

HAVE GOTTEN HIS START IN MONEY-LAUNDERING DURING THE WAR. HE 
HAS BEEN THE SUBJECT OF POLICE INVESTIGATIONS 
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INDICTMENTS HAVE BEEN FILED. PETRAC EMPLOYS THE DAUGHTER OF 
DAMIR LONCARIC 


4. (C) INA CONVERSATION WITH THE AMBASSADOR ON FEBRUARY 14 
BRITISH AMBASSADOR NICHOLAS JARROLD CONFIRMED THAT HMG WAS 
CONSIDERING CHANGING ITS MEASURE OF HOW TO JUDGE CROATIA\'S 
COOPERATION WITH ICTY. WHILE HE MADE NO MENTION OF THE 
\"PETRAC CONNECTION 

BAGIC\'S OUSTER. 


COMMENT 


5. (C) THE UK DECISION -- STILL UNCONFIRMED -- TO MOVE THE 
GOALPOSTS A FEW YARDS CLOSER WOULD BE A POSITIVE RESULT OF 
THE SANADER GOVERNMENT\'S EFFORT TO CONVINCE THE EU (AND US) 
THAT CROATIA IS REALLY LOOKING FOR GOTOVINA AND THAT GOTOVINA 
IS NOT IN CROATIA. BUT THE NEW BENCHMARKS ARE STILL TOUGH 
POLITICAL HURDLES; IN AN APPEARANCE ON BBC\'S \"HARD TALK" 
SUBSEQUENT TO HIS MEETINGS IN LONDON 

DODGED A DIRECT QUESTION ABOUT WHETHER HIS GOVERNMENT WOULD 
ARREST GOTOVINA. 


6. (С) WHILE THE INSISTENCE AT SACKING SENIOR INTEL 
OFFICIALS COULD SEEM ODD 
WE SHARE -- WITH THE INTELLIGENCE ESTABLISHMENT IN ZAGREB. 
MORE SIGNIFICANT THAN BAGIC\'S AND LONCARICVS ALLEGED 
CONNECTIONS WITH ORGANIZED CRIME ARE THEIR LINKS TO PEOPLE 
WHO HAVE HAD CONTACT WITH GOTOVINA. BAGIC WAS REPORTEDLY THE 
CONNECTION DURING MESIC\'S BRIEF (AND VERY INDIRECT) CONTACT 
WITH GOTOVINA IN 2003. LONCARIC\'S CONNECTION TO PETRAC -- 
WHO IS WIDELY BELIEVED TO BE THE MONEY BEHIND THE 
SENSATIONALIST NEWSWEEKLY \"NACIONAL\" -- MAY HAVE LED TO 
GOTOVINAVS SURFACING IN THAT PUBLICATION AROUND THE SAME 
TIME. FINALLY 
LONCARIC WITHOUT MESIC\'S ASSENT 
IMPOSSIBLE FOR THE GOC TO ACHIEVE. 
FRANK 
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big crash 


2. (C) Arbulu suggested that within ten days 
issue its long expected bond issue which would roll over 
existing internal debt into a mixture of foreign and domestic 
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obligations with longer maturities. (Note: Finance Minister 
Nobrega told the Ambassador on February 6 that the issue 
could be for as much as USD 3 billion dollars.) Arbulu 
predicted that savings in loan amortizations could be as much 
as USD 1.5 billion over time. This would all 

be ploughed back into current spending by the GOV. He 
confirmed that like previous issues 

the immediate exchangeability of purchased bonds for dollars 
at the official rate (see reftel for further details on this 
mechanism). This has the effect of making such bonds \"a 
killing\" for purchasers 


3. (C) The successful bond swap means that the GOV will be 
able to maintain fiscal equilibrium avoiding a painful 
adjustment V'at least until October or even December 
Arbulu\'s view 

significantly. This would 

.05 pct tax on financial transactions 

expire. Arbulu also suggested that once it got past the 

current political season 

looking at revenue enhancement measures. (Note: Finmin 
Nobrega has spoken on occasion of extending value-added tax 
to a wider range of products. End note.) While the GOV may 
have covered its financial flanks 

crisis 

robust 

sector does not face conditions favorable to investment. His 
overall medium-term economic prediction was \"slow 
decline.\" 


4. (C) Arbulu 

headquarters 

racked by suspicion and confusion. The Central Bank was 
under great pressure 

it. His own access at the Bank was diminishing 

easily obtained information becomes less available. Chavez\'s 
repeated 

making Central Bank officials increasingly less willing to 

talk to him. The Finance Ministry remained a somewhat more 
normal environment 

weakened by Chavez\'s evident intention to maintain a single 
exchange rate 

the departure of Banking Superintendent Irwing Ochoa 
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U.S.-trained technician and a close Nobrega associate 
precursor to Nobrega\'s own departure. 


5. (C) A recent meeting at another key player in economic 
policy-making 

according to Arbulu. He had sought a meeting with members of 
Minister Luis GiordaniVs team for several months with the 
purpose of trying to understand the sources of funding for 
the various GOV \"missions\" in health 

creation and the purposes to which they were being put. The 
Planning Ministry officials danced around his questions 
ultimately it became obvious that they did not have any clear 
understanding themselves. Ministry officials 

devote considerable energy to defending GOV supposed 
initiatives to revitalize domestic agricultural production. 

This was crucial 

import-dependent now 

the country\'s main ports 


6. (C) Arbulu said that by his calculations in 2003 state 

oil corporation PDVSA earned more than USD 2 billion than it 
reported to the Central Bank. This very large sum was 
presumably being kept in off-shore accounts. Arbulu 

suggested that a considerable amount of the funding which the 
various GOV social spending programs were receiving was in 
fact coming off the books from PDVSA. Amounts earned by 
private individuals in exchanging this money 

go through the Foreign Exchange Control Commission (CADIVI) 
were 


7. (C) Arbulu\'s picture of turbulence and lack of 

transparency at GOV economic institutions tracks what we hear 
from other sources. The combination of ideology 

improvisation 

affects economic decision-making is not likely to change 

while Chavez is in office. Successful borrowing operations 
both externally and internally 
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is unlikely. But political tension 

exchange controls 

mean that the modest recovery we are seeing right now after 
two dreadful years is unlikely to be sustainable. ArbuluVs 
prediction of further decay over the medium term seems right 
on the money to us. 

SHAPIRO 
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year transition period was needed for integrating the TRNC 
economy into the economy of south Cyprus 

Denktas has also demanded $4 billion for new housing 
projects in the North. Gunther Verheugen 

expansion chief who is in Cyprus for meetings with the 

sides 

financial aid to support the TRNC economy. Both Verheugen 
and de Soto have found the talks "constructive 

that a solution was near 

said that Turkey would launch a campaign for recognition of 
the TRNC if the Greek Cypriots reject an agreement in the 
referendum in late April. Meanwhile 

Powell has asked Athens to continue cooperating with Annan 
to achieve a settlement 


NATO SG visits Ankara: In a meeting with the visiting NATO 
Secretary General Jaap de Hoop Scheffer 


SIPDIS 

Gul said that if invited by the Iragi people 

prepared to get involved in the coalitionVs efforts in Iraq 

under a NATO umbrella. However 

to contribute militarily to the ISAF in Afghanistan. Ankara 

is not eager to deploy more troops in Afghanistan 

offered Scheffer sending a 50-strong team of military 

officers and civilian specialists 

Israel denies receiving messages from Syria: Israeli Prime 
Minister SharonVs office has denied press reports about 
receiving a Syrian message via Turkey\'s Foreign Minister Gul 
calling on Tel Aviv to resume peace talks 

Turkish diplomatic sources said that Turkey had not 
presented Israel with any written document 

conveyed a verbal message to the US and Israel during Prime 
Minister Erdogan\'s visit to the US in January 
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EDITORIAL OPINION: 
A) Iraq 
B) Greater Middle East Initiative 


\"Two Iraqi Groups Reconciled\" 

Fatih Altayli observed in the mass appeal Hurriyet (2/20): 
\"The two strongest and most prominent political forces in 
Iraq 

other 

future of new Iraq. . The US 

its efforts to ensure a consensus among the three major 
Iraqi groups for the designation of a new constitution 

the Shiites stood against the US-imposed transition 
calendar. All of this seems to be changing rather 
unexpectedly in that Kurdish leader Talabani and Shiite 
leader Sistani have reached an agreement. According to 
recent reports 

to work for a separate election process in each others 
controlled regions. That means the possibility of a direct 
national election in Iraq is becoming unlikely because the 
Shiites and the Kurds have started talking about regional 
elections. The Sunni region is obviously left out the 
picture. It remains to be seen what the U.S. reaction to 
this will be. The general picture 

facto situation in which Iraq is moving toward division into 
three regions. V 


VArtificial Greater Middle East" 

Umur Talu argued in the mass appeal Sabah (2/20): \"There is 
an international marketing push underway for the US Greater 
Middle East Initiative. The US is trying hard to make it 

sound realistic by using certain arguments 

democracy 

fact of the matter is that this project has some realistic 

goals but they are not the same as those put forward by the 
US. The real intention of the US is to establish a 

mechanism by which to produce market economies and change of 
regimes through non-democratic means 

military coup 

is very big project 

implement. Since there is no way for the US to afford such 

a large amount by itself 

especially NATO 

certainly be the big boss and a number of NATO countries 
such as Turkey 

pawns on a brand new 

map.\" 
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\"The Greater Middle East Initiative\" 

Haluk Ulman opined in the economic-political Dunya (2/20): 
VAfter President Bush\'s justification to occupy Iraq proved 
to be false 

to free Iraq and the world from a cruel and dangerous 
dictator and bring democracy to that country. As the 
presidential elections approach 

and as though he has already solved the governance issue in 
Iraq and managed to establish a democratic regime in 
Baghdad 

political and economic order to the Middle East. And he 
wants to do this with the help of allies whose opinions were 
of no importance to him in the past. This is 'the greater 
Middle East initiative\' you have been hearing about 

recently. However 

know from past experience more about these Middle Eastern 
countriesY economic and social structures not being suitable 
for democracy and who have observed the chaos rather than 
the promised democracy the US brought in Iraq 

approach this project positively. Moreover 

witnessing US support for traditional and conservative 
administrations in the Middle East just for the sake of oil 

they do not believe Bush is sincere about this project. 
However 

get othersY support. The US and the countries that oppose 
them will face each other in June during the G8 

summits. Since the NATO summit will be held in Istanbul 
must follow the developments there closely. V" 
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Ismet Berkan to recall in his Feb. 19 column that Oymen 
then-MFA Undersecretary 

taking Turkey to the brink of war with Greece over the 
Kardak/Imia islets in 1995 by withholding vital information 
from then-FonMin Baykal and PM Ciller. 


4. (C) In a recent prominent example of fear-mongering 

tried to make hay of a 1995 speech by Prime Ministry 
Undersecretary Omer Dincer 

Republic might be better served if Islam played a prominent 
role in State affairs. In a recent meeting 

committee member and Hatay M.P. Fuat Cay argued to poloff 
that Dincer\'s statements are proof that AKP is trying to 
undermine the \"secular\" Republic. In addition 

without evidence that violence against women who do not wear 
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headscarves is increasing in rural areas. He claimed that 
women in Fatih and Esenler -- conservative districts in 
Istanbul -- cannot wear \"stylish\" clothes without being the 
subject of scorn. \"Fatih and Esenler are like Pakistan and 
Saudi Arabia 

had not been to either district recently. 


5. (C) Other M.P.s 

approach. Istanbul M.P. Damla Gurel 

party central committee 

disappointed with the party\'s focus on the AKP as an 
\"Islamist threat" when there are more pressing issues for 
Turks like jobs 

have made a similar argument to Baykal in a Jan. central 
committee meeting. However 

arguments 

secularist state is a virtue.\" Recent public opinion data 
bear out Gurel\'s sentiment. According to a January poll by 
the firm Pollmark 

criticism of Dincer was fair; some 66 percent do not/not 
believe AKP is trying to establish \"a state based on sharia\". 


6. (С) In the past week CHP\'ers Necdet Budak (Edirne) 
Nessar (Denizli) 

from Hakkari) have also acknowledged to us various aspects of 
CHP\'s structural and policy weaknesses 

authoritarianism and the emptiness of CHP\'s parliamentary 
opposition to the party\'s lack of contact with ordinary 

voters. 


7. (C) Offering a further view of CHP\'s shortcomings 

M.P. Cemal Kaya (a prominent Kurd) 

following CHP\'s failure to support the GOT repentance bill 

for PKK terrorists last summer and later joined AKP 

to poloff Feb. 9 that CHP has become the protector of a State 
that is out of touch with Turkish realities. Kaya was 
dismissive of CHP\'s reliance on the educated chattering class 
as its voter base 

more modern 

changing with the rest of Turkey.\" 


8. (С) Internal party troubles are compounding CHP\'s policy 
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missteps. Gurel noted 

have a clear set of criteria for selecting candidates for 

local elections. All decision making is concentrated in the 
hands of Baykal and a couple of close advisors. Budak 
similarly confided to us that he would never have been chosen 
as a candidate if the selection process for the 2002 general 
elections had been as tightly controlled by Baykal as it is 

now. Asked if her status as central committee member 
afforded her access to BaykalVs inner circle 

saying \"My position brings additional expectations from 
voters but no new authority to do anything.\" Noting that 
none of the committee members or party vice chairmen has a 
job description or portfolio 

copy AKP\'s organization and paste it onto CHP 


9. (C) Former State Minister and CHP M.P. Kemal Dervis echoed 
Gurel in a recent meeting with poloff 

had far superior local party offices. Dervis 

few public statements since becoming a party vice chairman 
last fall 

making on local elections. \"I wouldn\'t have much influence 
on picking candidates anyway 

Dervis said that many CHP members truly believe the party 
will do well March 28 

support AKP 

CHP 

Dismissing this as false logic 

will prefer not to vote than to cast their lot with CHP. 


10. (C) CHP\'s troubles are apparent in recent polling data. 

For months CHP has been polling well below the 19 percent the 
party received in the Nov. 2002 national elections. 

According to Pollmark 

CHP has consistently received 12-15 percent support from 
those Turks who are asked \"If there were Parliamentary 
elections today 

contrast 

elections has climbed to between 54-57 percent over the same 
period 


11. (C) The Pollmark surveys also indicate that Turks are 
dissatisfied with CHP: in the January poll 
percent of respondents said CHP has performed poorly. In 
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addition 

chairman/P.M. Erdogan for the most liked politician in 
Turkey. Erdogan received 26.6 percent of the vote 
Baykal received only 4 percent 

arch-rival on the left Bulent Ecevit (6.5 percent). 


12. (C) Pollmark director Ozer Sencar asserted to poloff 
recently that CHP is in danger of losing almost all of the 
election races in Turkey\'s big cities 

bastion of the political left. Sencar asserted that AKP had 
pulled ahead of CHP in Izmir (23 percent to 21 percent) 
though the CHP candidate 

respected 

the national level is spilling over into local politics. 

Sencar also noted that according to his own analysis of the 
survey data 

supporting CHP but are dividing their votes among all 
parties 

other contacts prior to the Nov. 2002 elections. 


13. (C) Sencar related to poloff that security forces in the 
Southeast routinely incarcerate his firm\'s pollsters 

the lifting of emergency rule and the slow spread of reform 
in the region. Security forces -- police and jandarma -- and 
the judiciary argue that the pollsters have to register with 
the State before conducting surveys 

employees are not legally bound to do. Sencar said he has 
had to call the Interior Ministry 

and even AKP headquarters to get his employees released. He 
also noted that some questions -- particularly about the 
military and Kurdish DEHAP -- still make Turkish citizens 
uncomfortable 

false answers and thus distorted data on attitudes toward 
either issue. 
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LEFT OF DS 

WANT TO FORMALLY ABSTAIN 

ABSTENTIONS ARE COUNTED AS NEGATIVE VOTES. THEY DID NOT 
WALK OUT 

TROOPS DID NOT HAVE THEIR MORAL SUPPORT. THEY STAYED 
WITHOUT VOTING 

GOVERNMENT POSITION ON IRAQ. THEY WANT THE UN TO 
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IMMEDIATELY TAKE ON A LEAD ROLE IN IRAQ 

CONSTITUTION NOW 

ESTABLISHED 

PLACE. THEY ALSO WANT THE ITALIAN GOVERNMENT TO ADMIT THAT 
THE WAR WAS A MISTAKE AND THAT SENDING THE TROOPS HAS 
FUELED TERRORISM INSTEAD OF STOPPING IT. 


3. THE OPPOSITION WOULD HAVE PREFERRED TO VOTE ON FUNDING 
FOR THE IRAQ MISSION SEPARATELY FROM THE OTHER MILITARY 
MISSIONS; IT WOULD THEN HAVE APPROVED ALL THE MISSIONS 
EXCEPT IRAQ 

FUNDING IN JULY 2003. THE GOVERNMENT REJECTED THAT 
COMPROMISE APPROACH THIS TIME AND INSISTED ON ONE VOTE ON 
THE ENTIRE PACKAGE. AS CENTER-RIGHT FORZA ITALIA SENATE 
GROUP LEADER SCHIFANI TOLD THE FLOOR 

THE WAR IN IRAQ 

FOR DIRECT ATTACKS ON IRAQ. ALL THE MILITARY MISSIONS 

ITALY IS CURRENTLY ENGAGED IN 

AND ALL SERVE TO HOLD WAR BACK. HENCE THE REASON FOR THE 
GOVERNMENT\'S DECISION NOT TO SPLIT THE VOTE IN TWO. 


4. COMMENTING ON THE RESULTS OF THE VOTE AND THE DIVISIONS 
IT PRODUCED WITHIN THE CENTER-LEFT 

THERE WAS NOT WIDER CONSENSUS 
STILL LOOKING AT THE PAST 
TO THE PRESENT AND THE FUTURE. MARTINO CITED GERMAN FM 
FISCHER 
POLICY FEBRUARY 7 SAID 
WAR 
WE WILL LOSE TOGETHER. WE HAVE TO LOOK FORWARD.... THE 
FORCES OF VIOLENCE AND TERROR IN IRAQ MUST NOT WIN THE 
UPPER НАМО \" 


5. THE SUM TOTAL APPROVED BY THE SENATE IS A LITTLE OVER 
EURO 550.640.000 (ABOUT USD 700 

DOWN 

AMOUNT TO A LITTLE OVER EURO 209.000.000 (ABUT USD 

265 

RECONSTRUCTION MISSION THERE TOTAL A LITLE OVER EURO 
11.627.000 (ABOUT USD 14 

IN ALL THE OTHER INTERNATONAL MISSIONS ADDS UP TO JUST 
UNDER EURO 293.000000 (ABOUT USD 372 

LIST OF THE MILITARY 
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FOR ITALYYS PARTICIPATION IN ALL THE MILITARY MISSIONS IN 

WHICH IT IS CURRENTLY ENGAGED ABROAD 

WHILE APPROVAL OF THE DECREE WAS ASSURED BY THE GOVERNING 
COALITION\'S SOLID MAJORITY 
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PARTICIPATION IN IRAQ WAS HEATED AND CONTENTIOUS. THE 
FINAL VOTE WAS 153 IN FAVOR 

ABSTENTION 

PARTICIPATE IN THE VOTE 

THREATENED 

UNDER SENATE RULES.) THE DECREE WILL NOW GO TO THE CHAMBER 
OF DEPUTIES FOR DEBATE AND APPROVAL 

SCHEDULED FOR THE WEEK OF MARCH 8. PARA 5 PROVIDES A LIST 
OF THE MISSIONS FOR WHICH FUNDING WAS APPROVED BY THE 
SENATE. 


2. THE SENATORS WHO VOTED IN FAVOR WERE ALL FROM THE 

CENTER-RIGHT MAJORITY 

VOTED AGAINST INCLUDED 

RENEWAL (RC) 

OF THE LEADING OPPOSITION PARTY 

(DS). UNEXPECTEDLY 

DS SENATORS AND FOUR FROM EU COMMISSION PRESIDENT PRODI'S 

PARTY 

VOTE WERE ALL FROM WHAT IS COMMONLY REFERRED TO HERE AS 
PRODINS \"TRICYCLE\" 

LEFT OF DS 

WANT TO FORMALLY ABSTAIN 

ABSTENTIONS ARE COUNTED AS NEGATIVE VOTES. THEY DID NOT 

WALK OUT 

TROOPS DID NOT HAVE THEIR MORAL SUPPORT. THEY STAYED 

WITHOUT VOTING 

GOVERNMENT POSITION ON IRAQ. THEY WANT THE UN TO 

IMMEDIATELY TAKE ON A LEAD ROLE IN IRAQ 

CONSTITUTION NOW 

ESTABLISHED 

PLACE. THEY ALSO WANT THE ITALIAN GOVERNMENT TO ADMIT THAT 

THE WAR WAS A MISTAKE AND THAT SENDING THE TROOPS HAS 

FUELED TERRORISM INSTEAD OF STOPPING IT. 


3. THE OPPOSITION WOULD HAVE PREFERRED TO VOTE ON FUNDING 
FOR THE IRAQ MISSION SEPARATELY FROM THE OTHER MILITARY 
MISSIONS; IT WOULD THEN HAVE APPROVED ALL THE MISSIONS 
EXCEPT IRAQ 

FUNDING IN JULY 2003. THE GOVERNMENT REJECTED THAT 
COMPROMISE APPROACH THIS TIME AND INSISTED ON ONE VOTE ON 
THE ENTIRE PACKAGE. AS CENTER-RIGHT FORZA ITALIA SENATE 
GROUP LEADER SCHIFANI TOLD THE FLOOR 

THE WAR IN IRAQ 

FOR DIRECT ATTACKS ON IRAQ. ALL THE MILITARY MISSIONS 

ITALY IS CURRENTLY ENGAGED IN 

AND ALL SERVE TO HOLD WAR BACK. HENCE THE REASON FOR THE 
GOVERNMENTS DECISION NOT TO SPLIT THE VOTE IN TWO. 


4. COMMENTING ON THE RESULTS OF THE VOTE AND THE DIVISIONS 
IT PRODUCED WITHIN THE CENTER-LEFT 
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THERE WAS NOT WIDER CONSENSUS 
STILL LOOKING AT THE PAST 
TO THE PRESENT AND THE FUTURE. MARTINO CITED GERMAN FM 
FISCHER 
POLICY FEBRUARY 7 SAID 
WAR 
WE WILL LOSE TOGETHER. WE HAVE TO LOOK FORWARD.... THE 
FORCES OF VIOLENCE AND TERROR IN IRAQ MUST NOT WIN THE 
UPPER HAND.\" 


5. THE SUM TOTAL APPROVED BY THE SENATE IS A LITTLE OVER 
EURO 550.640.000 (ABOUT USD 700 

DOWN 

AMOUNT TO A LITTLE OVER EURO 209.000.000 (ABOUT USD 

265 

RECONSTRUCTION MISSION THERE TOTAL A LITTLE OVER EURO 
11.627.000 (ABOUT USD 14 

IN ALL THE OTHER INTERNATIONAL MISSIONS ADDS UP TO JUST 

UNDER EURO 293.000.000 (ABOUT USD 372 

LIST OF THE MILITARY 
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SION TO GUARANTEE CONDITIONS OF SECURITY FOR THE 

HUMANITARIAN INTERVENTION AND THE STABILIZATION PROCESS. 

-- BOSNIA: JOINT FORGE AND OVER THE HORIZON FORCE. 

-- BOSNIA AND KOSOVO: MULTINATIONAL SPECIALIZED UNIT (MSU). 

-- KOSOVO AND FYROM: JOINT GUARDIAN (INCLUDES KFOR). 

-- FYROM: NATO HEADQUARTERS SKOPJE (NATO HQS). 

-- KOSOVO: UN MISSION IN KOSOVO (UNMIK) AND CRIMINAL 

INTELLIGENCE UNIT (CIU). 

-- ALBANIA: ALBIT 

(NATO HQT). 

-- TERRITORIES: TEMPORARY INTERNATIONAL PRESENCE IN HEBRON 

(TIPH2). 

-- ETHIOPIA AND ERITREA: UN MISSION IN ETHIOPIA AND ERITREA 

(UNMEE). 

-- AFGHANISTAN: ENDURING FREEDOM 

RESOLUTE BEHAVIOR 

(ISAF). 

-- EX-YUGOSLAVIA: EU MONITORING MISSION (EUMM). 

-- SOMALIA AND SUDAN: PARTICIPATION IN PEACE NEGOTIATIONS 

AND MONITORING MISSION ON SUDAN\'S NUBA MOUNTAINS. 

-- ALBANIA AND BALKANS: STATE POLICE PARTICIPATION IN 

POLICE COOPERATION PROGRAMS. 

-- BOSNIA-HERZEGOVINA: STATE AND MILITARY (CARABINIERI) 
POLICE PARTICIPATION IN EU POLICE MISSION (EUPM). 

-- FYROM: STATE AND MILITARY (CARABINIERI) POLICE 

PARTICIPATION IN EU MISSION (EUPO PROXIMA). 


6. CPA BAGHDAD MINIMIZE CONSIDERED. 
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advisors assure consulate personnel that Durak 
will run as an AK Party candidate. AK Party 
remains silent on Durak\'s candidacy. End 
comment). The Mayor expressed concern that once 
re-elected he would continue to experience 
difficulty working with the sub-municipalities 
(Yuregir and Seyhan) on the City Council. Durak 
went on to explain that 

strongest party 

Yuregir more effectively. He gave the example of 
gecekondus he had observed near the Consulate 
(new Consulate now is located in Yuregir 
municipality). When visiting the Consulate 

Durak told PO that he would like to do something 
about the illegal structures 

Yuregir 

(Comment: Consulate has only requested road 
security 

not asked that Durak or his Yuregir counterpart 
address the nearby gecekondu. End comment). 


5. (SBU) When the Ambassador asked Durak what he 
considered Adana\'s most significant problem 
Durak responded that it was internal migration. 
The rich people moved to Istanbul and the poor 
people continue to immigrate from southeastern 
Turkey to Adana 

noted that this was producing a strain on 
services in the area because 

predominately agricultural nature of the area 
economy 

unemployed and too illiterate to find other than 
agricultural jobs. 
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6. (SBU) In response to the Ambassador\'s 
discussion of area plans regarding the January 
2005 expiration of the Multifiber Agreement 
Durak and his advisors offered that a QIZ 
including textiles in Yumurtalik would be 
beneficial to the area. Only one of the Mayor\'s 
advisors (an experienced businessman who handles 
Durak\'s press affairs) responded with an 
understanding of the need for Adana textile 
manufacturers to move up the value chain. The 
advisor noted that there was a need to 
manufacture higher quality higher value-added 
apparel because in the production of bulk cloth 
and low quality apparel few countries could 
compete with China. 


7. (SBU) When the Ambassador asked the Mayor 
about the situation in Adana for religious 
minorities 

very small community in Adana. Most of the 
Christians are in Mersin or Iskendurun 

Durak did not mention any problems (Note: 
Recently there was a molotov cocktail thrown at 
an Adana church 

to the faade 

investigation. Durak did not appear to be aware 
of the incident. End note). 
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on January 29 

insurance privileges 

and free land 

to increase employment opportunities in eastern 
and southeastern Turkey. 


2. (SBU) According to a statement released by the 
Presidential Press Office 

has been printed in the Official Registry as of 
February 6 

to all cities with less than $1 

annual income as of 2001. The free land provision 
includes all cities with less than $1 

capita income and special economic development 
areas. Thirty-six cities are going to benefit 

from this law. Incentives in these cities include 
provisions that new employees and workers 
employed since October 2003 will pay only 20 
percent of their required taxes. The Treasury 
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will pay the insurance premiums of all new 
employees. For other regions 

pay 80 percent of the insurance costs. 


3.(SBU) Firms which employ at least 10 people in 
these 36 cities will be allocated free Treasury 

or state lands. In order to receive the free 

land 

employees for five years.Energy support for 
investors will be provided until 2008. The 
Treasury will pay 20 percent of the electricity 
costs of firms which employ at least 10 people 
and are in the mining production 

animal 

Every additional employee above ten will increase 
the rate paid in the electrical subsidy by half a 
point. Public sector enterprises will benefit 

from energy support 

Firms operating in free-trade areas will also 
receive tax and insurance incentives. 


4.(SBU) Of 36 affected cities 

Adana Consular District: Malatya 

Osmaniye 

Van 

Sirnak. Conspicuous by its absence is the 
southeast province of Tunceli which Consulate 
Adana initially estimated would meet the low per 
capita income threshold for this initiative. 
However 

of Commerce and Industry General Secretary 
Consulate found out that reason why Tunceli was 
excluded from this list because its per capita 
annual income was $1 


5.(SBU) Chamber of Commerce and Industry 
officials in southeast Turkey found 
the recently passed Economic Incentive Bill 
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positive but inadequate. They said the 

majority of the western entrepreneurs who would 
like to benefit from these incentives 

would not go to their cities 

Duzce 

because of its proximity to their existing 
investment in Istanbul. If there had been a 100 
percent investment and tax exemption in the 
region 

attract either foreign direct investment or 
shifting domestic investment to the southeast 
Turkey region. They also said that the Incentive 
bill would have been more useful if it had 
offered some concessions on provincial and 
sectoral bases. Generally 

scale investments from businessmen already 
active in the southeast region. 


6.(SBU) One notable new domestic investment 
possibility emerged in Sanliurfa province 

Mr. Ismail Demirkol 

Commerce and Industry 

endorsment of the bill 

unspecified businessmen in the Istanbul garment 
sector who said that they would like to do some 
research on starting new garment factories in 
Sanliurfa. Mr. Demirkol believes such factories 
would contribute to mitigating the significant 
unemployment problem in the region. 


COMMENT: The IMF sought to eliminate these 
investment incentives as part of the 

broader tax reform effort 

compromise incentive package in the face of the 
Prime Minister\'s insistence. There is 
considerable skepticism among Fund and World Bank 
staff that these incentives will result in 

significant new investments in the poorer 

parts of Turkey 

in Ankara are convinced they are essential to the 
region\'s development. 
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provincial Liberal party have so far remained above the fray and 
are distancing themselves from their federal counterparts 
although there are indications that the scandal may get worse. 
Charest\'s vision of a new era of federalism is being sorely 
tested 
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Federation will go on 
Vancouver February 23-24. End Summary. 


2. (SBU) Prime Minister Paul Martin passed through Quebec 
February 16 for damage control on the sponsorship scandal and to 
stop the hemorrhage of public support for the Liberals. Ina 

recent Leger Marketing poll 

thought that Martin knew about the subsidies 

should have known. A February 11-12 CROP poll showed a drop in 
support for federal Liberals in Quebec to 35%; the Bloc 

Quebecois showed 47% support. President of the National 
Assembly Michel Bissonet (PLQ) admitted to CG Keogh February 20 
that the Bloc might gain around 20 seats in the next general 

election because of the scandal. Note: February 17 

for Natural Resources Sam Hamad downplayed the depth of negative 
public reaction 

voters temporarily park their votes when they are mad at the 
government. End Note. 


3. (SBU) Bissonet said that Quebecers are angry and offended 
for having been implicated in a flag-waving campaign that went 
wrong 

cynical about bending over backwards to placate Quebec 
separatists. Politicians in Quebec wince over the image of a 
corrupt political culture in the province 

comparison to European politics. They tend to dismiss the 
current outcry as \"Quebec-bashing 

that political scandals relating to countering separatism have a 
long history in Quebec. Certainly 

federalism behind the subsidies scandal has never gone down well 
with the provincial Liberals. Jean Charest has been at pains to 
emphasize his loyalty to Quebec and determination to defend the 
province\'s interests. He was not close to former PM Chretien. 
Embattled at home 

themselves from Martin Liberals who have become a liability for 
the PLQ 


4. (SBU) In a February 17 editorial interview with Le Solely 
Martin insisted heads would roll if they were implicated in 
impropriety. Among provincial names mentioned prominently in 
the press in the scandal are Jean Pelletier 

former Chief-of-Staff for Chretien 

Postes Canada 

du Canada. Local press have reported on criticism of Minister 
for Heritage Canada Helene Scherrer 

of the implicated companies 

sponsorship for the World Junior Downhill Ski competition in the 
Quebec region (allegedly the firm was paid a $30 

to show the Canadian flag in and around the site). 


5. (SBU) Scherrer strongly denied any impropriety in a February 
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18 conversation with CG. \"I was not even elected when involved 

in the ski event. The program was there for people to use. If 
anyone had known about malfeasance 

the money.\" As for the Bloc Quebecois gaining from the scandal 
Scherrer accused Bloc Chief Gilles Duceppe of encouraging groups 
in his riding to apply for federal funds - $1.9 million in 

FY2001-2 

know something fishy was going on.\" 


6. (SBU) So far the provincial Liberal Party (PLQ) has escaped 
direct involvement in the scandal 

vision of Quebec finding a new place in Canada. February 19 
a meeting of Consuls General in Quebec 

government has nothing to do with it." He called the scandal 
\"shocking\" but said the storm would pass. Norman MacMillan 
President of the Liberal Caucus 

Jean Charest and his entourage 

accounting fraud. He noted the worst excesses took place in 1997 
after the failed sovereignty referendum. At that time 

was head of the federal Conservative Party 

Liberals. Respected journalist Alain Dubuc (former chief 
editorialist of La Presse 

Charest had no involvement in the federal sponsorship scam. 


7. (SBU) Of course 

contact hinted to CG that the revelations so far are the tip of 
the iceberg and that the PLQ will eventually be implicated. 
While some commentators point out that Charest himself is 
relatively insulated from the scandal 

weak link is Groupe Everest 

the scandal 

Bissonet believes the scandal will deeply undermine the Martin 
forces in the province and said the scandal could have a 
\"Watergate\" dimension. 


8. (SBU) Until the recent scandal 

have tended to characterize Quebec Liberals as a house divided: 
federalist Liberals 

center-left Bourassa Liberals 

One result of the current scandal 

papering-over traditional divisions. There is less evident 
partisanship. Charest told the recent CG gathering that his 
three main priorities relate to the demographic problems of an 
aging population 

promoting cultural diversity. On the latter point 

the federal government has been the main supporter of cultural 
institutions in Quebec 

monies dried up it would cause a lot of problems. 


9. (SBU) Quebec\'s initiative on forming a Council of the 
Federation will go on 
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Affairs Benoit Pelletier told CG February 19 that all Provincial 
and territorial premiers (possibly with the exception of 

Nunavut) will be meeting February 23-24 in Vancouver. This 5th 
reunion/first full meeting of the Council will create a 

Secretariat to be based in Ottawa 


SIPDIS 

imbalance 

relations with Ottawa have been affected by the subsidies 
scandal 

Ottawa might not want to make any concessions to Quebec in the 
current environment. Negotiations with Health Minister 

Pettigrew are not yet arranged. \"Everything is on hold because 
of the scandal 

better after the federal elections. 


10. (SBU) Comment: Charest is keen to propagate new relations 
with the rest of Canada\'s provinces and with Ottawa and to 
promote national unity 

vision of a new era of federalism is being tested by the 
sponsorship scandal; the widespread cynicism over political 
corruption that it has engendered is obviously a source of 
frustration as the Quebec Premier tries to establish a new place 
for Quebec within Canada and on the international scene. 
Charest does have the advantage - unlike PM Martin - of time. 
He knows where he wants to go. With 4 years of his mandate 
still ahead of him 

the civic groups he alienated through precipitous legislation at 

the end of 2003. After the elections 

power 

Quebec\'s place on the international scene. Some of these larger 
visions may go on hold though if indeed the subsidies scandal 
continues to grow. Quebecers are likely to insist on 

individuals being held accountable. 
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President Chavez accused several human rights organizations 
of receiving funding from the National Endowment for 
Democracy (NED) through the Washington-based Center for 
Justice and International Law (CEJIL) to help overthrow the 
GOV. Several of the named NGOs issued statements rejecting 
the accusation and demanding that Chavez retract his 
statements. While publicly projecting an image of 
fearlessness in the face of this frontal attack 

organizations\' directors privately acknowledge their worry 
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about the possible consequences of being labeled as traitors. 
End Summary. 


2. (U) During his February 15 \"Alo Presidente\" broadcast 
President Chavez accused several human rights organizations 
of receiving funding from the National Endowment for 
Democracy (NED) through the Washington-based Center for 
Justice and International Law (CEJIL) 

NED funding. Chavez named the Human Rights Education and 
Action Program (PROVEA) 

Victims of the February 1989 Events (COFAVIC) 

Network (Red de Apoyo) 

Catholic Church (Vicaria) 

the NGOs 

participate in efforts to overthrow the GOV. Vice President 
Rangel followed up February 16 with a statement that the NGOs 
had broken the law 

the activities of organizations that receive foreign funding. 


3. (U) PROVEA fired back with a February 17 press release 
denying it has ever requested or received funding from the 
USG. It also affirmed that doing so would not be a crime 
and it acknowledged its strong working relationship with 
CEJIL. The NGO states that it has condemned all \"ruptures of 
constitutional continuity 

attempt and the brief presidency of Pedro Carmona in April 
2002. PROVEA also reminded the President that it has 
requested protective measures favoring Chavez from the 
Inter-American Human Rights Court 

deterred from its work \"by threats from any government 
official 


4. (U) PROVEA plans to invoke its right under Article 58 of 

the Constitution to demand that the President rectify the 

damage he has caused by making false statements. COFAVIC and 
the Vicaria made similar statements on February 16 and 

accused Chavez of \"setting a very negative precedent 

according to news reports. 


5. (C) Carlos Correa and Liliana Ortega 

respectively 

that they are very concerned about the possible consequences 
for their staff and activities as a result of being labeled 

traitors by Chavez. According to Ortega 

email and phone calls have already begun.\" Correa told 
poloff that PROVEA had activated its normal security 
procedures and is staying alert 

subjected to any direct threats or violence.\" 


6. (C) Jose Gregorio Guarenas 
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coordinator 

threatening email and phone calls 

by Chavez has \"definite security implications 

about their usual activities. He also told poloff that the 
National Assembly (AN) appointed a committee February 18 to 
investigate all of the human rights NGOs named by Chavez. 
V'The investigation will only magnify the danger for us 

said. 


7. (U) Amnesty International issued a statement February 18 
insisting that Chavez respect the work of human rights NGOS 
emphasizing that international human rights treaties 

which Venezuela is a signatory 


8. (U) In November 2000 

that receive funding from foreign governments or whose 
leaders are not Venezuelan are not part of civil society. 

The ruling concludes that such NGOs may not represent 
citizens in court or bring their own legal action 

does not criminalize the acceptance of foreign funding. All 

of the organizations named by Chavez receive funding from a 
variety of foreign sources and state that their financing is 
public information. 


9. (C) The common characteristic of the human rights NGOs 
named by the President is their refusal to wink at certain 
actions for political or monetary reasons. It is precisely 

this institutional integrity and independence that threatens 
Chavez and has led him to seize on the link to CEJIL and the 
NED as a means to weaken a societal sector that he doesn\'t 
control. 
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considering\" establishing a PRT and that the decision was 
dependent on doing so in the north. They believe this 
proposal is consistent with NATO\"s initial conops for the 
expansion of PRTs. 
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3. (C) If Washington\'s reaction is positive 

to immediately approach the UK to explore reducing the UK 
PRT\'s AOR. (The Turks say they already have some indications 
from the Brits that the current AOR is more then they can 
handle.) If the UK\'s reaction is also positive 

will submit a formal proposal to Prime Minister Erdogan 
requesting his political and financial approval -- a step the 
MFA/TGS would like to take next week and one they admit (at 
least in the case of money) may be tough. If the PM is on 

board 

Afghanistan in March to examine the area under consideration 
and to meet with UK and US PRT personnel. The MFA does not 
believe the GOT requires further authorization from the 
Parliament before deploying civilians/military personnel to 
Afghanistan as part of a РАТ. If Turkey is able to set up a 

PRT in the north 

police training there as well. 


4. (C) On ISAF 

terms) the need for Allies to increase their contributions to 

ISAF during his February 18 visit to Ankara 

focus with Turkey was on securing a commitment on PRTs. MFA 
officials reiterated the GOT\'s desire for the US to follow 

through on its commitments to take care of the airlift 

required to transport the Turkish helicopters to Afghanistan 

for ISAF 

this issue could impact favorably Turkey\'s deliberations on 

PRTs. End summary. 


5. (C) The Embassy strongly endorses the MFA/TGS proposal to 
establish a PRT in Afghanistan and recommends that Washington 
respond positively to the proposal. A negative reaction from 

us will likely kill the PRT proposal and complicate future 

efforts to secure Turkish contributions to OEF or ISAF 

operations. The Turks requested a US response by Feb. 23. 
Embassy requests that Washington provide us ASAP guidance to 
respond to the MFA\'s proposal to establish a PRT in the 

north 

in Afghanistan (para 13). 


NEED TO INCREASE SUPPORT FOR AFGHANISTAN NOW 
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6. (C) MFA DDG for South Asian Affairs Aydin Evergin and DDG 
for NATO Affairs Fatih Ceylan informed pol-mil and deputy-pol 
counselors February 20 that the MFA and TGS had reached an 
agreement to establish a PRT in northern Afghanistan. 

Evergin said that while the MFA and TGS had been considering 
establishing a PRT 

and see how discussions in Brussels panned out before 
finalizing their deliberations. The GOT was now at the 

\"final stages\" and wanted to move quickly in order to be able 
to stand up a PRT prior to the NATO Summit. Evergin said it 
was also important to move quickly in order to shore up 
international support for Afghanistan at this important time 

in the country\'s political development. The international 
community -- and NATO Allies in particular -- need to 

increase support for security and reconstruction efforts in 
Afghanistan. He added that it would also be important for 

the Allies to show strong support for Afghanistan during the 
NATO Summit in Istanbul. 


7. (C) Evergin asked that the USG provide an official 

reaction their proposal (see para 8) to establish a PRT in 
northern Afghanistan as soon as possible -- preferably by 
Monday 

submit their proposal to the PM without first knowing the US 
and UK positions. \"If the US and the UK are not supportive 
our recommendation to the PM will be negative" Evergin said 
the MFA/TGS proposal had not yet been discussed with either 
the UK or with NATO. \"We want you (the US) to hear it 
first." Evergin added that if the US responds positively 

the MFA will then raise it immediately with the UK and 
eventually with NATO. Ceylan said that while PM Erdogan did 
not know the details 

proposal with the PM\'s foreign policy advisor and told him 
that the PM would receive a joint MFA/TGS recommendation 
after getting reactions from the US and UK. FM Gul 

other hand 

board. 


8. (C) Evergin then outlined the following MFA/TGS proposal: 
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--Turkey would establish a new PRT in northern Afghanistan. 


--Faryab province would be the core of the PRT 
as a possible site of the PRT\'s HQs. 


--Faryab province would be the core 

to considering including the Jawzjian and Badghis provinces. 
(Note: at one point during the meeting 

clarification on the areas under consideration 

\"Faryab is the priority 

open to considering extending it to Badghis province.\" End 
note.) They recognized that Faryab and Jawzjian were 
currently in the AOR of the UK-led PRT based in Mazar. 
Ceylan said that UK officials on the ground in Afghanistan 
had indicated that they were not able to adequately take care 
of the entire area currently under their PRT. 


--The number of Turkish personnel would depend on the AOR. 
MFA/TGS were initially considering sending 50-80 people (both 
civilian and military) 

area of the PRT were to expand. 


9. (C) Evergin said there were a number of reasons why the 
MFA and TGS believed it was paramount that any TU-led PRT be 
established in northern Afghanistan. He cited the following: 


--long-standing and positive relations with the peoples and 
leaders of the region; 


--common language and cultural affinity; 


--relative security of the north vis-a-vis other parts of the 
country; 


--logistical advantages of the north that would facilitate 
Turkey\'s ability to deploy and sustain forces; 
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--complement plans to make significant contributions to 
reconstruction efforts in the north (Evergin mentioned plans 
to establish schools 

Jawzjian provinces); and 


--Faryab is one of the most neglected regions of the country 
and in need of international assistance. 


10. (C) Evergin acknowledged that while other NATO Allies 
were considering establishing PRTs 

the same area being proposed by Turkey. Ceylan added that 
NATO SYG confirmed during his meeting with Turkish President 
Sezer that Turkey\'s consideration of establishing a proposal 

in the northern was consistent with NATO\'s initial concept of 
operations 

expansion of PRTs. 


11. (C) Evergin said that once the Prime Minister approves 

the proposal 

Afghanistan to survey the area under consideration and to 

meet with US and UK personnel involved with the PRTs. Evergin 
said that while Turks had visited the area under 

consideration 

establishing a PRT. A site survey would also give the 

MFA/TGS a better sense of exactly how many personnel and what 
supporting materials would be needed to stand up the PRT. 


12. (C) Both Evergin and Ceylan said they did not believe 
that further Parliamentary approval would be required in 

order for Turkish civilians and troops to be deployed to 
Afghanistan as part of a PRT. Evergin said that the GOT was 
\"covered\" by ParliamentVs decision in September 2001 
authorizing the deployment of Turkish troops abroad in 
support of OEF and ISAF. 
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PROPOSAL TO PROVIDE POLICE TRAINING 


13. (C) Evergin said that during a recent meeting with USG 
officials in Afghanistan (ref b) 

encouraged to participate in police training efforts in 
Afghanistan. US officials reportedly said that Turkey could 
help provide training at the US-established police training 
center in Kabul or at other centers being established 
elsewhere in the country. He said the Turkish police were 
favorably disposed to provide training in Afghanistan. If 
the GOT were to establish a PRT in northern Afghanistan 
Turkey would be inclined to provide police training there as 
well if the US provided the facilities. 


ISAF 


14. (C) Deputy pol-mil counselor asked if the issue of 

additional Turkish contributions to ISAF was discussed during 
NATO SYGVs visit to Ankara. Ceylan said the SYG noted in 
general terms the need for all Allies to increase 

contributions to ISAF 

discussions was on securing a commitment from the GOT on PRTs. 


15. (C) Caylan raised the issue of the Turkish helicopters 

for ISAF (ref a) 

SECDEF and MOD Gonul during the December 1 

Ministerial in Brussels 

you take this decision (to offer helos for ISAF) 

help you with the transportation.\" SACEUR and VCJCS Pace had 
made similar comments to TGS. Ceylan added that the Germans 
had told the Turks that they would assist with 
sustainment/logistics support for the helos while they are in 
Afghanistan. Ceylan encouraged the US to come up with a 
\"creative\" solution to address the issue of airlift ina NATO 
context. This could facilitate winning government approval 

(and funding) of the PRT 
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bursting\". Still 

sharp fall in housing prices and public anxiety over 
affordable housing 
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opposition Socialist party (PSOE) are both making housing 
policy a central plank of their economic platforms in the 
upcoming national elections. END SUMMARY. 


2. The price of real estate in Spain has become a key 
issue in the run up to the March national elections. A 
survey from the Center of Sociological Studies (CIS) 
published in December noted that 22% of Spaniards consider 
rising housing prices a serious personal concern 

of the population considers housing to be one of the 
nation\'s most critical problems. Both percentages have 
risen significantly in recent months. Housing concerns 
were identified as the third most important personal issue 
in Spain after unemployment and economic problems 
fourth most important issue facing the nation. 


3. Press coverage has focused on Spaniards\' growing debt 
and the challenge of paying mortgages. In Madrid 

average family requires 70% of its salary (EUR 37 

year - USD 47 

pay the mortgage over fifteen years at an interest rate of 
4.3%. Housing payments vary in other regions: 65% of 
average salary in Catalonia 

on the low end of the spectrum 

In 2003 

mortgages accounted for four-fifths. 


4. The average price of new housing has doubled in Spain in 
the last eight years 

The increase in property values in 2003 alone was an 
estimated 1796. The causes of the boom 

studies by the Spanish Savings Bank Confederation (FUNCAS) 
and the Bank of Spain 

housing market 

rent 

government real estate regulation. 


5. What is clear from the significant rise in housing 

prices in the past few years is that the supply of housing 

is lower than existing demand. More buyers are appearing 
in the Spanish market: single Spaniards 

Spaniards 

rates and easy credit make these customers eager to 
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purchase. The resulting construction boom has failed to 
satiate demand or slow the rise in prices. Spain is 

currently on track to construct over 500 

the fourth consecutive year 

40% of total EU new home construction over that period. 
Despite additional supply 

times as fast as salaries over the most recent four-year 
period. Spain now has a housing price to wage ratio among 
the highest of EU countries. 


6. Spanish investment habits add additional fuel to the 
property boom. Real estate is the chief form of investment 
in Spain 

the world\'s best performing in 2003. According to Miguel 
Blesa 

bank) 

(bricks and mortar) and only 20% in financial assets. This 
compares to a North American profile of 60% in financial 
assets and 40% in property. 


7. Unlike in many developed countries 

let their investment property go vacant rather than renting 
it out. Some say the Spanish cultural preference to own 
rather than rent creates a weak rental market. Others 
point to Spanish rental law as a disincentive to 
prospective landlords. As Norman Flynn 

of the U.S. National Association of Realtors 

during a recent Madrid visit 

delinquent renters under current Spanish legislation. 


8. Regulation and local government real estate policy also 
contribute to the rise in Spanish property costs. Local 
governments control the amount of property available for 
new housing 

Many critics feel that local government decisions 

are often made without public input 

landowners who want to see their land values rise. Other 
critics see the scarcity of land zoned for development as 
designed to maximize the local governments\' property tax 
income by artificially restricting supply. Flynn noted the 
need for greater flexibility and transparency in Spanish 
real estate regulation 

towards a freer property market that can self-regulate. 


9. Many economists agree current housing prices are 
overvalued. The FUNCAS report estimates an overvaluation 
of up to 28% 
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overvaluation of 8% to 20%. Antonio Cortina Garcia 

Assistant Director of Economic Research at Santander 

Central Hispano Bank agrees that prices are overvalued 
between 15% and 20%. Numerous opinion and editorial pieces 
in the Spanish press have declared the existence of a price 
bubble that might burst and lead to real price decreases 
experienced during the 1990s and possibly even nominal 

price decreases. (Note: Nominal housing prices have never 
fallen in Spain. End Note.) 


10. While most experts agree that market overvaluation 

exists 

Governor Jaime Caruana 

progressive correction in the property market. Continuity 

of current low interest rates will be a key factor. As 

consumers have acquired 98% of new homes through variable- 
rate mortgages 

significantly negative effects on household wealth and 

savings 


11. The current PP government downplays the threat of a 
real estate crash. At year\'s end 

President and Minister of Economy Rodrigo Rato publicly 
recognized housing in Spain as expensive 

does not mean we are standing before a bubble that will 
involve a sharp price correction.\" Only a sharp interest 

rate hike would cause such a change 

rates will rise slowly and moderately from the current 2% 

to 4 or 4.5% over the medium term. Bank of Spain Governor 
Caruana commented that Spain\'s financial institutions have 
\"done a good job\" of risk and resource management 
would be prepared to weather possible loan defaults 
resulting from interest rate rises. 


12. A minority of analysts asserts that Spanish real estate 
prices remain completely justified. Angel Berges Lobera 
Director General of Financial Analysts International (АРІ) 
and Professor of Finance and Accounting at MadridVs 
Autonomous University 

justify current prices. He cites the same inflationary 
factors as other experts 

overvaluation. Furthermore 

housing price-levels are not out of line 

recently attained average EU levels. Not surprisingly 
Spain\'s largest construction companies also join in denying 
any market overvaluation. Fermin Molina 

at the Urbis construction company reflected the industry\'s 
general position: SpainYs housing bubble is fiction 
\"invented by a few journalists. V 
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ELECTORAL ISSUE 


13. The current PP governments denial of a housing bubble 
has not kept it from addressing housing affordability as a 
key electoral issue. According to Vicente Martinez- 

Pujalte 

the economic issue on which the PP is most vulnerable in 
the March general elections. PP presidential candidate 
Mariano Rajoy pledges the construction of 900 

government subsidized homes during the next parliamentary 
term should he be elected. A new type of government housing 
category will classify 200 

maximum of EUR 165 

30-year loan for those that qualify. He also wants to 
increase the amount of units available for rent. His plan 
calls for the creation of a new state agency that would 

work with regional governments to increase the amount of 
public land available to build rental units. Rajoy also 
proposes the movement of delinquent rent cases to courts 
after 20 days rather than the current 2 years. Finally 
address the difficulties of younger homebuyers 

for house purchasing assistance from the government for 
200 


14. The opposition PSOE has also made the issue a campaign 
theme. The Socialist party line accuses the Administration 
of enacting legislation that encourages speculation 

failing to recognize that many citizens cannot afford 
housing 

Spain is the EU country in which it is most difficult to 
obtain housing. They also accuse the ruling party of 
shunning debate by offering hollow responses to worries 
over increased prices such as \"When people buy homes 
because they have the money to do so.\" We expect the 
Socialists to increasingly emphasize this issue as the 
March election approaches. 


15. COMMENT: Though most analysts bet that any housing 
overvaluation will adjust gradually rather than abruptly 

the PP government and the opposition are keenly aware of 
the political and economic issues surrounding the housing 
market. On one hand 

wants housing costs to come down. On the other hand 
SpaniardsY nest eggs for retirement are tied up in real 
estate. With construction driving economic growth in 
recent years 

with a sharp slowdown in the market 

economic growth. With interest rate policy outside of its 
control 

housing policy to assist those priced out of the market 
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and to prevent a collapse of a key sector of the Spanish 
economy. 
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Publica\" workshop. 


2. Embassy understands that no assistance is necessary. 
3. THREAT ASSESSMENT: 


In general 

other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 

opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passportVs 
photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
StateVs website (http://www.state.gov) and the U.S. Embassy\'s 
website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 

Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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offices to all conflictive areas (5) 

funding had helped the GOC assign such personnel to many 
remote and problematic regions. (Note: Fruhling gives the 
GOC insufficient credit for having representatives of the 
Ombudsmanvs office in all 33 of Colombia\'s departments. End 


Column 3 
note.) 


--The Vice President has established a Special Committee (20) 
to advance investigations and prosecutions in select human 
rights cases 

slow. (Note: The GOC had significantly advanced six of the 
one-hundred cases by the end of 2003 

advanced another 15 cases by the end of February. End note.) 


--Although the GOC is negotiating with several paramilitary 
organizations 

enter into dialogue with the Government. It is essential 
that the GOC\'s negotiations with illegal armed groups be 
guided by principles of truth 


--The Inspector General (\"Procuraduria\") has not taken 
disciplinary actions against all state employees who in any 
way jeopardized the work of human rights defenders (6). In 
this regard 

officials have been unhelpful. 


--Although President Uribe has been clear on the need to 
sever the public security forcesV links with paramilitaries 
(21) 


--The GOC has begun preparing a national plan of action on 
human rights (23) 

key sectors of society (read human rights NGOs) necessary 
input. 


--There have been positive discussions with the Ministry of 
Education on incorporating human rights education in the 
national curriculum (24) and providing human rights training 
to judicial entities (25) 

been achieved. 


--Although the Vice President\'s Office has worked 
productively with UNHCHR 

sufficient advantage of the office\'s human rights expertise 
(26 and 27). 


- The GOC faces a major challenge in developing policies to 
narrow the economic inequality gap in Colombia (22). 


--The Ministry of Defense is resisting the requirement to 
suspend from duty public security force personnel implicated 
in serious human rights violations (19) by relying on what 
Fruhling believes is an erroneous reading of relevant legal 
codes. 


- The GOC made it clear 
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and subsequently 

calling for it not to adopt anti-terrorism legislation giving 

the military arrest powers (15) and for the independent 
Inspector General\'s Office (\"Procuraduria\") to inspect 
military intelligence files on human rights defenders and 
publish the results (7). Fruhling maintains that the GOC 
agreed to these recommendations in March 2003 at Geneva 
is therefore bound. (Note: The Colombian Congress approved 
an anti-terrorism statute in December and will consider 
implementing legislation next session. The UNHCHR is 
exploring with the Defense Ministry a possible compromise on 
the review of military intelligence files. End note.) 


--The Prosecutor General\'s Office (\"Fiscalia\") only signed in 
November an agreement to work with UNHCHR 

results have been achieved on recommendations 3 

18. 


7. (C) During the past week 

representatives concluded at meeting with Fruhling that 
UNHCHR gives the GOC insufficient credit for compliance with 
some of the recommendations and that in others it demands 
that the GOC go beyond the language of the recommendations. 
In particular 

among the most conspicuous champions of human rights within 
the local diplomatic community 

Fruhling has been excessively demanding in his assessments of 
GOC compliance. 


8. (C) On February 18 

ambassadors and excoriated the draft report Fruhling had 
shown him. He said that the report was highly inaccurate in 
key sections; the GOC could accept damning assessments 
they should at least be accurate. Santos claimed that he 
Vdid not know how to show the draft report to President 
Uribe.\" He asked for advice. 


9. (C) The Brazilian ambassador urged Santos to produce a 
GOC drafted human rights report 

warranted but admitting shortfalls 

Committee meeting in Geneva. She was supported by the other 
G-7 ambassadors present. The G-7 group then met at the Swiss 
embassy without Santos and came to the same conclusion. No 
one had much confidence 

that Fruhling would modify his report before sending it as a 

draft to Geneva. Subsequently 

privately indicated to us that he is considering recommending 
that the GOS question the draft report\'s assessments in 
Geneva -- which would be a surprising development 

Fruhling is a former Swedish diplomat. 
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10. (C) Comment: The more critical stance of the G-7 
ambassadors regarding certain aspects of the UNHCHR Colombia 
office\'s report may not translate into a willingness to 

criticize itin Geneva. It has 

notice that he runs such a risk. End Comment. 
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apparel. 


4. (SBU) On February 16 

finally reached a decision favoring Nike. The Constitutional 
Court annulled the Supreme Courts prior rulings 

the various legal errors made by the Supreme Court 

the 1999 decision back to the Supreme Court for a new and 
Vproperly reasoned\" decision. Industry insiders estimate it 
will likely take a year for the Supreme Court to issue a new 
decision 

in just a matter of weeks. In the meantime Nike has regained 
use of its entire logo 

and officials are cautiously optimistic. They say the 
Constitutional CourtVs decision reflected a good part of the 
reasoning they had used in their legal brief. They are 
hoping the Supreme Court response will be objective. 


5. (SBU) One final twist in the Nike case involves an 

inter-court struggle for power between the Constitutional 

Court and the Supreme Court that has been going on for years. 
In at least one example in the past few years 

Court took umbrage that the Constitutional Court returned a 
decision for reconsideration. The Supreme Court revised its 
decision 

CourtVs requirements 

Tensions between the two courts escalated this month when the 
Supreme Court accused the Constitutional Court of a judicial 
misstep and humiliated the justices by requiring them to pay 
restitution to a local lawyer. 


6. (SBU) The 1999 Supreme Court decision barring Nike from 
selling clothes with its logo in Spain has cost the company 
tens of millions of dollars in separate production runs and 

lost sales. Throughout the legal struggle 
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asked us on numerous occasions to advocate on their behalf to 
various GOS ministries. While we have not wanted to 
interfere in independent judicial proceedings 

many occasions spoken and written to various GOS officials to 
underscore the importance of intellectual property rights and 
the negative implications of Nike\'s ongoing court troubles. 
This week 

been delicately asking relevant contacts if they believe the 
inter-court feud could prejudice the final Nike Supreme Court 
ruling. 
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believes a referendum is the only way to avoid civil war in 
Venezuela and said she would give serious thought to ways the 
GOG can support the effort either through a statement at the 
OAS Permanent Council or a joint declaration by the Central 
Americans. Rodriguez was aware of our earlier interventions 
and expressed appreciation for the talking points which we 

left as a non-paper. 
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sacrificial lamb 

GOH\'s commitment to combating drug trafficking and corruption 
at the highest levels. Also 

AG candidate to demonstrate his judicial toughness on 
impunity by corrupt Honduran officials. It remains to been 
seen 

exhibit under Navarro\'s leadership in pursuing other high 
level cases. Reports on his background raise serious 
questions about his ability to pursue such cases. 
Nonetheless 

Honduras. End Comment. 
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CSEC 

Honduras.\" The GOH also conducted operations December 16 
2003 in Tegucigalpa 

victims 

victims 

border towns of Guasaule and EI Triunfo. Please see: 
http://www.casa-alianza.org/ES/human-rights/s exual- 
exploit/docs/16122003.phtml for more information on the 

study. 


Ringleader in Texas TIP Case Arrested 
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5. In May 2002 

homes in Forth Worth 

suspicion of immigration violations. Members of a family 
from Choluteca 

trafficked 29 Honduran women and five Honduran girls to work 
at the bars. The victims were subject to sexual exploitation 
and debt bondage. Honduran authorities participated in law 
enforcement investigations that led to several convictions in 
the U.S. Honduran police 

Department of Homeland Security 

ringleader Roger Galindo in San Lorenzo 

5. Also arrested February 5 were Marlene de Jesus Aguilar 
Galindo and Sabina Cepeda; Maria Isabel Cruz Zamora is still 
a fugitive with a pending Honduran arrest warrant. Roger 
Galindo and the others had been fugitives since the original 
arrests in 2002. 

Arrests in Chinese Alien Smuggling 


6. Honduran police arrested two Taiwanese citizens in 2003 on 
charges of alien smuggling in cases that could have some TIP 
elements 

subject to debt bondage to pay off their smuggling fees. The 
Taiwanese were caught trying to smuggle PRC nationals to the 
U.S. via San Pedro Sula 

Chen Ke Jung 

has since violated probation status and is currently a 

fugitive. Len Wei-Chung 

still in jail. (See ref A for more information on these 

cases.) 


7. Honduran police also arrested Chinese naturalized 
Hondurans Hu Weng Rong (December 9 

(December 11 

alien smuggling ring for PRC nationals using fraudulent 
documents. Both are still in jail. (See refs B-C for more 
information on these cases.) 


USG Assistance to Combat TIP 


8. The Embassy is spending $350 

Police Assistance Funds to support the Frontier Police to 
among other goals 

of illegal immigrants 

the $29 

Office of Prosecutorial Development and Training (OPDAT) 
classes in 2004 for Honduran police and prosecutors on 
investigating and prosecuting TIP. 
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Moscoso\'s will. Shortly after Endara\'s TV advertisement 
was removed from the air 

Arnulfo Arias. 


6. (SBU) On February 18 

Prosecutor Gerardo Solis said publicly that Moscoso had not 
inherited AriasY image with his estate. Solis continued 

that rights of image and honor cease when an individual 
dies. He also noted that Moscoso had abandoned any 
residual rights she might have had when she remarried after 
Arias\' death. Endara 

already announced that he is not going to use Arias\' image 
anymore \"because it was only the first part of my public 
strategy.\" Arnulfista candidate Jose Miguel Aleman made 
angry public statements that the Endara group is planning 
an electoral fraud. (NOTE: Prosecutor Solis is the son of 
Endara\'s campaign manager 


7. (SBU) Aleman\'s statements represent the first GOP 
allegations about fraud in the May 2 elections. Used to 
fraud allegations against themselves 

insisted that they will respect election results. Aleman\'s 
strong remarks could be part of a new Arnulfistas strategy 
to discredit Endara. PolOffs learned from interlocutors 
that the Arnulfistas intend to launch frontal attacks on 
Endara instead of Torrijos so that the Arnulfistas end up 
\"at least in second place.\" 


WATT 
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investigate child pornography on the Internet End Summary. 


2. (U) The case of Thonya Xiomara Hubbard (aka Madam 
Thonya) has been on-going since 2000. In that year 

Tres 

report in which Hubbard offered the sexual services of minors 
in exchange for cash to reporters posing as foreign 
businessman. The first investigation resulted in Hubbard 
being sentenced to 40 months in prison for \"pimping\". 
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However 

second formal complaint was filed by the mother of a minor 
who Hubbard had hired out for sexual services. In the second 
trial 

jail for corruption of a minor and procurement of sexual 
services to the detriment of a minor. A Hubbard associate 
Thanya Yamila de La Lastra Bedoya is already serving a 40 
month sentence and a former client 

Larry Pinto 

Hubbard maintains her innocence and claims the Spanish 
reporters were on a witch-hunt against her and that all 
charges are unjustified. 


3. (U) The Supreme Appeal Court's decision comes less than 
a month after a high-profile bust of another child 

prostitution ring (Ref A). In addition 

the Hubbard decision 

proposals to establish a V'cyber police force\" to monitor and 
investigate internet crimes in Panama. The GOP is especially 
concerned about internet scams!" 

pornography. (NOTE: The E-Panama Commission is a 
collaboration between the GOP and the Canadian Commerce 
Corporation. End Note.) 


4. (SBU) If the decision to send Hubbard to prison holds 
Panama will achieved another victory in its efforts to combat 
TIP. The Hubbard case is especially significant given the 

high level of national and international attention. Members 

of Judicial Police (PTJ) sex crimes unit informed PolOff 

NAS 

prominent Panamanian who were her clients and would expose 
them if she was sent to prison. It appears 

those were empty or unsubstantiated threats. While Embassy 
has been pressing GOP for continued action combating TIP 
recent positive developments should be fully credited to GOP 
initiative. 

WATT 
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should be resolved in Haiti" and has called on the GODR not 
to accept Haitian refugees. Embassy on February 20 delivered 
reftel demarche to military and MFA officials 

the need to prevent Dominican territory from being used by 
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persons seeking to oust President Aristide by violence. 


2. (C) There are now 500-600 Dominican troops assigned to the 
northern border close to rebel-held areas of Haiti 

the usual 300-350. On February 20 when defense attache 
(DATT) delivered reftel demarche 

Forces LTG Jose Soto Jimenez replied that the Dominican 
military would do whatever necessary to maintain control of 
the border. He expressed concern that 

of Cap Haitien as he expects 

threatened. DATT cautioned Soto that human rights abuses 
would be unacceptable. Soto Jimenez said that if the OAS or 
CARICOM put together an international stabilization force 
the GODR might consider sending troops into Haiti 

as part of a multinational effort. 


3. (SBU) On February 18 Deputy Foreign Minister Miguel 
Pichardo observed to Charge that throughout the Mejia 
administration the GODR has tried to alert the international 
community about Haiti. The Dominican Republic wants to avoid 
the disintegration of the Haitian government. Pichardo said 

an international force should work with Haitian authorities 

and restore order. 


4. (SBU) \"The Armed Forces assure us that they are in control 
of the border; events have disrupted cross border trade and 
informal markets.\" He said there is no indication of any 

refugee flows. He said the GODR does not favor establishment 
of refugee camps on its side of the border. He informed us 

that the Dominican ambassador and staff continue to work in 
Port au Prince 

fighter Guy Philippe 

Ministry that Philippe had crossed the border without arms or 
any fighting force. 


5. (SBU) On February 19 the Foreign Relations Secretariat 
Directorate of Migration and Armed Forces jointly announced 
that repatriations of undocumented Haitians would be 
suspended temporarily. This was in response to increasing 
violence in the Haitian border town of Juana Mendez 

rebels occupied and set fire to a police station. According 

to Director of Migration Miguel Vasquez 

decision to suspend 

repatriated in 2004; the military listed 3 

as of February 16. Tensions on the border have escalated 
since two Dominican soldiers were killed on February 14 -- by 
Haitians 

locality; by Dominican criminals 

Forces leadership. 


INTERNATIONAL ORGANIZATIONS ON ALERT 
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6. (SBU) UNHCR Junior Professional Officer Sandrine Desamours 
is in daily contact with the Embassy and the Armed Forces 
operations staff (J3). Desamours told poloffs February 18 

that there had been no mass migratory flows. On the 

contrary 

declined dramatically over the past three weeks 

cases on intake days to virtually none. She said the number 

of Haitians crossing the border with legal documentation has 
been steady 

January 1 to February 16 

and 5 

Seekers to increased military deployments on the border. 
Desamours expressed concern that fewer Haitian women were 
crossing the border for medical attention 

circumstance 

repatriation since February 5 

help overthrow Aristide. 


7. (C) Director for the International Organization for 

Migration (IOM) Juan Artola (protect) 

emboffs 

anti-Aristide groups to attack Haiti\'s second city Cap 

Haitien and of GOH concern over having underestimated the 
rebelsY arsenal. Artola says that the GODR views the 
prospect of a massive influx of Haitians as a security issue 
and if necessary would eventually order the military to 

prevent HaitiansV entry. MFA Undersecretary for Consular 
Affairs Wenceslao Guerrero Pou had requested information from 
him on international norms regarding displaced persons and on 
what emergency support IOM could provide. Artola said told 
the MFA he would seek guidance from IOM headquarters in 
Washington. 

8. (SBU) On February 19 Catholic Relief Services (CRS) 
Project Director Jason Belanger told us the CRS Haiti program 
officer had been evacuated from Port au Prince. Belanger 
said that the Red Cross was preparing to assist border 
communities and that his CRS program officer had traveled to 
Dajabon to coordinate with that effort. The Red Cross had 
unconfirmed reports of increased border crossings at night 

but no reports of mass migration or expulsions. Belanger 
believed most Haitian migrants would seek destinations other 
than the Dominican Republic 

towards Haitians. With this in mind 

contingency plans for directing any mass migration toward 
Jamaica 


HAITIAN EXPATS ALARMED 


9. (C) On February 18 poloffs met with expat Jean Bertin 
former Deputy Director of Civil Aviation in Haiti (1991-92) 
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longtime resident here who founded the International Alliance 
for Recuperation in Haiti (AIRH). Bertin said many Haitians 
believe Aristide would step down only if the United States 
intervened to remove him. He lamented that Haitians are 
consumed with Aristide\'s departure 

democratic transition. 


10. (C) Bertin asserted that the Dominican and Haitian 
governments should work together to find a solution 

of an OAS-brokered agreement. When asked about Guy 
PhilippeVs recent return to Haiti 

known of the plan beforehand and that Philippe crossed the 
border with a dozen men. Bertin warned that opposition 
groups in Haiti have no vision and are ill-prepared to run 
the country. Group 184 

emotional and more political\". 


CIVIL SOCIETY CONCERNS 


11. (SBU) Executive Director of MUDHA (Movement of Dominican 
Haitian Women) Sonia Pierre told poloff that the GODR lacks 
political will to address problems in Haiti or the plight of 

the many undocumented Haitians living in the Dominican 
Republic. She considers that the Haitian diaspora here is 

far more concerned with day-to-day survival than with 

politics in Haiti. Like other contacts 

migration would become a problem. 


12. (SBU) Pierre contradicted other reports and asserted that 
random round-ups of Haitians and darker-skinned Dominicans 
had increased recently 

neighborhoods of Villa Altagracia and Zona Universitaria 
(where many Haitian construction workers live) 

and La Sabana (in Puerto Plata). She said she had complained 
to the director of Haitian affairs at the Foreign Ministry. 

She urged the Embassy to continue engaging the GODR on the 
need for a new migration law to protect Haitian immigrants 
rights. 


13. (SBU) Executive Director of MOSCTHA (Socio-Cultural 
Movement of Haitian Workers) Joseph Cherubin claimed to us 
that the Dominican military and police are doing little to 

control the border. He reported that on February 16 

stood by while a group of Dominicans beat Haitian laborers in 
Dajabon to protest the murders of two Dominican soldiers. 
Cherubin also believes mass migration from Haiti will not 
occur because many Dominicans are V'anti-Haitian V". 


HAITIAN CONSUL SPEAKS OUT 


14. (SBU) Haitian Consul Jean Baptiste said this week that 
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Dominican exporters have stopped transporting merchandise 
into Haiti because delinquents are grabbing it for 
themselves. Baptiste also accused rebel Guy Philippe of 
killing people in Haiti. Baptiste did not say exactly where 

on the border Philippe had crossed 

Haiti. 


ECONOMIC IMPACT 


15. (SBU) Violence in Haiti has already disrupted border 

trade. The Armed Forces chief told us that the border market 
in Dajabon remained closed February 20 

commerce and cash incomes on the Dominican side. However 
residents in the region still had adequate food supplies. 

(Many Haitians purchase Dominican agricultural products along 
the border such as eggs 

After the United States 

main trading partner. According to the Dominican Republic 
Center for Exports and Investments (CEI-RD) 

Dominican exports to Haiti amounted to almost USD $112 
million. About 52 per cent of that trade originated in 

Jimani and 41 per cent in Dajabon.) 


GENERAL PERSPECTIVE 


16. (SBU) Embassy sources agree that a mass Haitian exodus 
into the Dominican Republic is unlikely 

Dominican economy 

uncertainty about the upcoming elections 

animosity between the two nations 

Dominican racism. The United States is viewed as the most 
likely destination for refugees. 


17. (SBU) Despite the military\'s increased presence along the 
border 

refugees. Further significant troop deployments 

border or as part of a peacekeeping force in Haiti 

require months of training. The GODR also has security 
concerns at home 

stoppage in mid-March 

garrisons in the capital. 


18. (SBU) The Senate\'s resolution on Haitian refugees clearly 
signals that they would not be welcome. The GODRvs failure 
to process more than 200 pending refugee applications from 
years past 

for passage of the stalled migration law -- despite repeated 
Embassy urging -- are indicative of the general attitude. The 
Government's announced intent to suspend repatriations of 
undocumented Haitians is a welcome exception 

to be seen whether random round-ups of sugar workers cease. 
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19. (SBU) Humanitarian problems could arise as truckers 
refuse to deliver foodstuffs in the border towns out fear of 
Haitian vigilantes and hijackers. The situation could also 
have repercussions in Santo Domingo neighborhoods heavily 
populated by Haitian construction workers. Given the human 
rights record of the military and police 

the possibility of human rights abuses. We do not know 
whether the military is coordinating its contingency plans 

with civilian authorities including the President. 


COMMENT 


20. (SBU) Embassy accepts the view 

Haitians are unlikely to flee in any significant numbers 

across the land border. A further breakdown in Haiti could 
send small numbers of determined armed individuals across to 
seek shelter in the Haitian community here. We see the 
possibility in such circumstances of increased violence -- 

not only along the border but also in urban settings. This 
could include increases in general crime 

violence 

distrust between the two ethnic/national groups continues and 
can only be exacerbated by the crisis next door. 

HERTELL 
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core budget. End Summary. 


2. (C) On 2/18 

Angelini 

and Christian Berger 

Though there was agreement that the situation for 

Palestinians 

has deteriorated substantially 

expressed reservations when asked to increase funding to 
UNRWA\'s emergency appeal. Angelini chided UNRWA\'s \"emergency 
appeal" process and emphasized that the EC does not look upon 
the Palestinians as victims of an immediate 

crisis but rather as casualties of a long and protracted 
emergency. Berger noted that although ECHO\'s response to 
UNRWA\'s emergency appeals has declined 

UNRWA had actually increased. Berger explained that for this 
reason the EC has reallocated significant funding for 

Palestinians to the МЕРА II program 

instrument of the EU for the implementation of the 
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Euro-Mediterranean Partnership 
humanitarian and emergency accounts. 


3. (C) According to Berger 

EC and UNRWA is growing out of this issue of 
non-responsiveness to the emergency appeals. Berger said the 
EC has repeatedly urged UNRWA to move away from emergency 
appeals and to incorporate these long-standing needs into the 
main budget. He opined that UNRWA utilizes the \"sexy\" 
programs as bait for its emergency appeals thereby 

undermining legitimate needs assessment by donors. According 
to Angelini 

increase funding to NGOs vis a vis funding for UNRWA. 


4. (C) Angelini indicated that ECHO plans to provide roughly 
35 million euros to assist vulnerable Palestinians in the 
Middle East. He added that the amount could increase 

the case in 2002 and 2003 when UNRWA eventually 

a pre-planned choice 

38 million that were finally allocated to Palestinians.\" He 
said ECHO will adopt a first funding decision near the end of 
April 

with about one third responding directly to the UN\'s 2004 
consolidated appeal (CAP). Angelini said that the largest 
portion of these CAP-related funds probably will be allocated 
to UNRWA and WFP. 


5. (C) Angelini also described ECHO\'s planned response of 
shelter needs. To address the house demolitions in Rafah 
ECHO will probably make one million euros available to UNRWA. 
Another euros 4 million has been reserved for shelter needs 

but is pending discussion with UNRWA and the results of the 
June Geneva Conference. Angelini emphasized that ECHO does 
not make allocations by agency 

assessment of the operational capacity of its implementing 
partners and therefore cannot \"plan\" exactly how much they 
\"intend to contribute specifically to UNRWA this year.\" 


6. (C) Based on information obtained during the 2/18 meeting 
with Berger and additional information obtained by USAID 
Development Counselor on 2/19 from DG RELEX 

financial support to the Palestinian Authority (PA) is 

currently under discussion and should be proposed within the 
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next week. (Note. The OLAF report on alleged irregularities 
on the use of EC funds is due to come out in March. While 
the EC does not expect anything dramatic 

deliver on the 2004 budget is directly related to the OLAF 
findings. End Note.) Funding decisions are based ona 
four-year cycle 

Though there is a desire to match last year\'s funding amount 
of 80 million euros to the PA 

be smaller due to overall budget constraints. The EC\'s 
strong preference is to provide support through the World 
Bank Trust Fund but will do so only if their contributions 

are matched by other donors. They will be actively seeking 
support for matching funds from other donors 

Member States 


7. (C) On the issue of disbursements from the 2003 budget 
support fund 

deposited into a single Treasury account for the PA budget 
and is currently pending review. The EC has a certifier and 

an Ernst & Young auditing team to review and release payment 
based on satisfactory documentation. Of this first tranche 

6 million euros has been released 

34 million euros under review. Both sources suggested that 
20 million euros could be released shortly. 

8. (C) The second tranche of 40 million euros is much more 
complicated; it has not yet been deposited because certain 
conditions must first be met. The conditions include pension 
contributions 

salary payments for the security services through deposit 
accounts. (Note. These conditions were made at the request 
of the PA during prior consultations with the EC. End Note.) 
A meeting between PA Prime Minister for Finance Salam Fayyad 
and President Prodi on 2/18 helped to clarify the problems 
surrounding security payments. According to DG RELEX 

now has 40 percent of all security personnel receiving salary 
payments through deposits into their accounts. He would like 
to expand this to the remaining 60 percent within the next 

few weeks 

told HiRep Solana this week that the PA cabinet has taken a 
decision to begin all salaries under the bank transfer 

method 

The EC agreed to look at possibilities over the next few 
weeks. RELEX stressed that although the funds are currently 
unavailable 

and pay salaries. In essence 

substantial hindrance to the functioning of the PA. 


SCHNABEL 
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the controversial structure being built by Israel to serve as 

a security barrier dividing Palestinians from Israelis. 

While 44 governments 

Arab League and Organization of the Islamic Conference) 
submitted written comments 

representatives of Palestine 

League and OIC) have signed up to participate in the oral 
hearings. None of the governments which urged the Court to 
decline to address the legality of the Fence (see ref a) will 
present oral arguments 

affair 

presentation on the 23d. The proceeding is expected to spark 
competing demonstrations of pro-Israeli and pro-Palestinian 
groups outside the Peace Palace 

Israeli organization planning to bring the burnt-out carcass 

of a bus that was blown up in a Palestinian terrorist attack. 

A CODEL consisting of Rep. Wexler (R-Fla) and Rep. Chabat 
(R-Ohio) will reportedly address demonstrators on Feb. 23. 
End Summary. 


2. (SBU) The ICJ is in the last phases of preparing for next 
week\'s hearing of the UNGA\'s request for an Advisory Opinion 
as to the legality of the Israeli security barrier 

The Court has issued a schedule of the proceedings 

will take place on the mornings of February 23 

the afternoons of February 23 and 24. The sixteen 
participants in the oral phase of the hearing reflect 

one-third of the submissions made by governments and 
organizations 

likely to ask the Court to advise that the fence is contrary 

to international law. The position of Turkey remains 
uncertain and there are indications that it may decide at the 
last minute not to participate. The Court has also arranged 
for the first time in its history 

of the proceedings on its website (ref b) 

available in transcript and archived video formats. The 
schedule is as follows with each day being divided into two 3 
hour sessions: 


Feb. 23 
AM: Palestine 
PM: South Africa 


Feb. 24 
AM: Belize 
PM: Madagascar 


Feb. 25 
AM: Sudan 


3. (SBU) Demonstrations and activities will begin on Feb. 
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21 

meetings 

pro-Israeli and pro-Palestinian demonstrators are expected to 
march on the Peace Palace. Hague authorities have enlisted 
the help of riot police and have staggered the demonstrations 
to help avoid hostile confrontations and control any crowds. 
One group that has been the focus of both the media and the 
local Hague authorities is Zaka 

organization that is well-known for gathering the remains of 
victims of terrorist attacks in Israel and ensuring a proper 
Jewish burial. Zaka is transporting to the Hague the 
burned-out carcass of a bus blown-up by a suicide bomber in 
Jerusalem. A spokesman for the group says that the bus is 
supposed to emphasize how much terrorism dominates everyday 
life in Israel. The project is funded by a Dutch foundation 
Christians for Israel. City Councilors in The Hague have 
expressed concern that the bus 

of the ICJ and also shuttled around the city on a truck 
provoke violent reactions from pro-Palestinian groups. 
Embassy RSO is also trying to confirm reports that 
pro-Palestinian groups will be bringing a vehicle blown up by 
an Israeli missile strike. Organizations participating in 
demonstrations include B\'nai Brith 

Washington DC (headed by Jennifer Laszio Mizrahi) 

for the Defense of Democracies 

World Union of Jewish Students 

Documentation Center (CIDI) 

the Dutch Palestinian Committee. 


4. (SBU) A CODEL consisting of Rep. Wexler (R-Fla) and Rep. 
Chabat (R-Ohio) arrives Feb. 23. The Congressmen are 
scheduled to address demonstrators on Feb. 23 
participating in a press conference hosted by B\'nai Brith. 
The Foundation for the Defense of Democracies (a 
non-religious but pro-Israeli American NGO whose board of 
Directors includes Steve Forbes 

Kirkpatrick) will also host a press conference featuring its 
Vice-Chairman 

23. The Foundation will also host a photo exhibition 
Feb.23-24 portraying a history of the victims of terrorism. 
RUSSEL 
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there were no plans for the GOS to increase its current 
financial commitments in Afghanistan. Mora added that he did 
not know of any interest to renegotiate the Bonn Accord 

that the topic was not on the agenda. 


3. (C) Mora said the group would hear reports from Javier 
Solana on Pakistan-India and on SFOR operations in the 
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Balkans. While he said that economic assistance to Pakistan 
was not on the agenda 

opinion that Pakistan was a state that needed meet its 
nonproliferation responsibilities before aid could increase. 


4. (C) On reftel B themes 

discussions would center on reasserting the EU\'s previous 
positions towards Russia regarding the accession of the new 
EU member states in May. He said that Russia has been 
pressing the EU to have some of the new member states 
continue to honor preferential bilateral trade deals with 
Russia 

Mora said that this was a non-starter with EU members 

that he expected them to forcefully reiterate this point. 

While he said that Spain shares USG concerns on democracy in 
Russia 

this meeting. 

MANZANARES 
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software 

illegally copying) additional products. He said that the GOB 
is complying fully with the MOU and its commitment to IPR 
protection. 


Proposed IPR legislation under review for TRIPS and FTA 
compliance 


5. Bahrain is serious about developing quality intellectual 
property protection legislation 

Agreements and Treaties 

ECONOFF February 16. Within the last year 

Bahraini Parliament passed three IP laws: Trade Secrets 
Geographical Indicators 

with the parliament 

received cabinet approval 

it to fulfill anticipated FTA obligations. The Cabinet is 
currently studying Integrated Circuits 

Industrial Design drafts. In addition 

plant varieties is under review at the cabinet. 


6. Al Alawi told ECONOFF February 16 that Legal Affairs is 
holding back the new intellectual property laws designed to 
bring BahrainVs regulatory system into TRIPS compliance to 
assure that they also conform to negotiated FTA requirements 
and will not need to be amended. To that end 

Affairs Directorate has provided English translations of 

these (draft) laws to the USG for study by appropriate 
agencies. 
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WIPO Copyright Treaty (WCT) 

Treaty (WPPT) accessions soon 

7. Legislation supporting the WIPO Copyright Treaty (WCT) and 
the WIPO Performances and Phonograms Treaty (WPPT) has been 
passed by the cabinet and parliamentary committees and is 
currently with the Council of Representatives (the elected 

house of Bahrain\'s National Assembly). Jameel Al Alawi 
Director of Agreements and Treaties 

Affairs told ECONOFF February 16 that he expects this 
legislation to pass once parliament reconvenes 

next few weeks. 

FORD 
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personal status cases. End Note). Article 126 of the family 
law code addresses domestic violence and states that abuse 
whether committed by the husband or the wife 

divorce. However 

as to what constitutes abuse and therefore gives family law 
judges tremendous discretion in abuse cases. A prominent 
female lawyer and women\'s rights activist 

Al-Awadi (protect throughout) 

refer to social and cultural \"norms\" to make determinations 
in domestic abuse cases because the law is vague. She said 
they tend to look 

tribal affiliation 

whether or not the abuse is \"acceptable\" (i.e. 

\"common\" for a woman of a certain social standing to be 
\"insulted\" physically by her husband). There are no female 
judges or prosecutors in Kuwait. There are criminal laws 
against rape 

crimes 

there are no provisions of the family law code that deal 
specifically with child abuse 

removal of abuse victims into the protective custody of a 
third party or shelter. According to Waem Al-Misri 

prominent female lawyer interested in domestic abuse cases 
(protect throughout) 

law courts sometimes dismiss legitimate abuse cases due to 
lack of documented evidence of the abuse. As elsewhere 
there is no documented evidence (i.e. 

police report 

easy for abusive husbands to deny the abuse and difficult for 
attorneys to win abuse cases in court. 


3.(SBU) Female lawyers point out other problems with Kuwait\'s 
family law code. One provision in particular 
French Napoleonic law rather than Islamic ShariVa 
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husband the right to kill his wife in a \"crime of passion\" if 
he finds her \"in the act\" with another man. Instead of life 
imprisonment or hanging 

punishments 

to З years in prison as such a crime is not regarded as a 
felony. However 

her husband \"in the act\" with another woman 

have the right 

If she does 

likely be sentenced to life in prison. Dr. Al-Awadi said 
although such acts are rare in Kuwait 

reformed to better protect the rights and welfare of married 
women. (Note: A local English language daily reported on 
February 18 that police arrested a Kuwaiti man for allegedly 
killing his wife in their home as a result of his suspicions 
that she was \"flirting\" with another man. End Note). 


(U) Divorce Rights and Options 


4.(SBU) Female lawyers uniformly praise one aspect of 
KuwaitVs personal status law that benefits women seeking 
divorce from their husbands. The personal status or family 
law grants women the right of \"khul\\" 

by court order on condition that the woman relinquish many if 
not most of her financial and other entitlements (but not 
custody of her children). Some of the financial entitlements 
a woman must forego in order to divorce her husband under 
this ShariVa practice include the financial sum agreed upon 
by both parties to be paid to the woman in case of divorce 
(instituted by the male 

pre-nuptual agreement) 

property or other financial assets. In 2002 

Al-Awadi 

Kuwait 

acknowledged 

to marital property and financial assets. However 
proceedings can often drag on in family law courts for some 
time 

Al-Awadi said \"khul\'\" might be an especially favorable 
divorce option for foreign women 

women 

their home countries. 


(U) Lack of Shelters Hinders Victim Assistance 


5.(SBU) The lack of shelters or other forms of community 
assistance to domestic abuse victims is an area of concern 
for female lawyers and some womenvs rights activists. It 
reflects the cultural taboo against airing \"private\" family 
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matters and the widespread belief in the sanctity of the 
patriarchal family as the fundamental societal unit. Lawyer 
Al-Misri 

incest cases 

a teenage citizen girl by her relatives because the girl 
apparently became pregnant after being raped repeatedly by 
her own father and brother. The hospital in which the girl 
delivered the child released her into the custody of the 
abusive family because 

(under age 18 and therefore under the primary guardianship of 
her father) and there are no third party custody alternatives 
or shelters. Al-Misri plans to take up the case arguing that 
the girl should never have been released from the hospital 
without intervention by social workers or access to an 
attorney to protect her rights and welfare. She plans to use 
this and other similar cases to win broader support for 
amending the family law code to include specific provisions 
guaranteeing the safety and rights of abuse victims 
particularly children. 


6.(SBU) COMMENT: Influential female lawyers and womenVs 
rights activists agree that Kuwait\'s family law code upholds 
numerous basic rights of women in matters of personal status 
and guarantees women many valuable protections 

in cases of divorce. Most believe that a major obstacle 
facing women in Kuwait is lack of knowledge about their 
rights and the legal protections available to them. 
Nevertheless 

code to address remaining weaknesses that adversely affect 
women 

specifically with child abuse 

custody issues. Although they have not yet developed any 
specific reform proposals 

encouraging discussion about sensitive and often ignored 
problems. In order to support such local advocacy efforts 
post sent lawyer Waem Al-Misri to Jordan this month to 
participate in the MEPI-funded Women and the Law" workshop 
to dialogue with other Arab women on reforming aspects of law 
that fail to protect the rights of women and children. It 
appears that at least some parliamentarians and government 
officials are starting to listen to women\'s legal concerns. 

The National Assembly\'s Legal and Legislative Affairs 
Committee this month announced that it has added to its 
official agenda a draft bill granting Kuwaiti women married 

to foreign men the right to government-provided housing 
allowances 

Another female lawyer 

recently that she expects the government to approve and 
license her new NGO 

Institute 

assist women involved in family law disputes 
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for stronger protections for women. (Note: This would be 
significant considering the GOK has only licensed 6 new NGOs 
since 1985). 

URBANCIC 
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Barakat Yarkas (in Arabic) in August 2001 that something 
would happen in the next few weeks that he would like and 
made comments to the effect that the \"bird\'s\" throat would be 
cut. Garzon and Gomez believe these conversations indicate 
a foreknowledge of the 9-11 conspiracy. 


3. (C) Gomez Menor 

investigating the case 

for Snell and Kim on the Barakat Yarkas cell members and 
their activities. Garzon and Gomez also discussed with 

Snell and Kim the possibilities that Barkat Yarkas or members 
of his cell might have been in contact with Mohamad Atta or 
other 9-11 conspirators during Atta\'s two visits to Spain in 
2001. 


4. (SBU) Prior to the meeting with Garzon 
as they had requested 
Legat 
They also paid a courtesy call on the Charge. Snell and 
Kim departed for Berlin on February 14. 
MANZANARES 
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ARE EXTREMIST ERITREAN MUSLIMS WHO WOULD LIKE TO UPSET THAT 
BALANCE. ACCORDING TO SHENGEB 

PRIMARILY FROM SUDAN 

AS REFUGEES 

BECOME EXTREMIST IN THEIR VIEWS. SHENGEB ATTRIBUTED RECENT 
BOMBING INCIDENTS IN TESSENEI AND BARENTU TO THESE GROUPS. 
POLOFF ASKED IF THESE EXTREMISTS WERE RESPONSIBLE FOR THE 
RECENT GRENADE ATTACK ON A WEDDING PARTY IN KEREN 

SHENGEB SAID YES 

PLACE IN HAGAZ 

OF KEREN (SEE DAO ASMARA REPORTING FOR DETAILS ON THE 
INCREASE IN BOMBINGS). ASKED HOW EXTREMISTS COULD TRAVEL SO 
DEEPLY INTO ERITREAN TERRITORY AND CARRY OUT SUCH ATTACKS 
SHENGEB CONCEDED THAT V'THERE CERTAINLY ARE ERITREAN MUSLIMS 
WHO ARE SYMPATHETIC WITH THESE PEOPLE AND GIVE THEM SHELTER 
AND THESE ARE THE ONES WHO CONCERN US.\" 


2. (C) POLOFF ASKED WHAT ROLE 
LIVES OF ERITREANS MUSLIMS. SHENGEB RESPONDED THAT THE 
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GOVERNMENT OF THE STATE OF ERITREA\'S (GSE) INFORMATION WAS 
NOT COMPLETE IN THIS REGARD 

PLAYED LITTLE OR NO ROLE IN ERITREAN ISLAMIC LIFE. THE 

LIBYAN GOVERNMENT AND THE WAHHABIS HAVE BEEN AT ODDS IN THE 
PAST 

GAINED MUCH TRACTION WITHIN ERITREA. \"THE LIBYANS COME IN 
HERE 

MAKE A BIG SHOW 

SAID THAT LIBYAN LEADER MU\'AMMAR AL-QADDHAFI WANTED TO FORM 
AN ASSOCIATION OF GRADUATES OF LIBYAN COLLEGES AND 
UNIVERSITIES IN ERITREA 

SHENGEB 

THE LIBYAN GOVERNMENT ALSO REQUESTED TO BUILD A CULTURAL 
CENTER SEVERAL YEARS AGO 

ITS AUTHORIZATION 


3. (C) BIOGRAPHIC NOTE: SHENGEB HAS BEEN HEAD OF THE NUEYS 
SINCE BEFORE 1991 AND IS A MUSLIM ORIGINATING IN THE EASTERN 
LOWLANDS. NUEYS IS A GOVERNMENT ORGANIZATION THAT IS ACTIVE 
IN HIV/AIDS PREVENTION AND 

TO IT THAT ANY NATIONALIST YOUTH INITIATIVE AIMED AT 

UPLIFTING YOUTH\'S ROLE IN THE SOCIETY IS MATERIALIZED.\" MORE 
IMPORTANTLY 

MEMBER OF THE RULING PARTY 

AND JUSTICE (PFDJ). HE CLAIMS TO BE 34 YEARS OLD AND WAS A 
FULL-TIME ACTIVIST IN MASS ORGANIZATIONS IN EUROPE AND THE 
MIDDLE EAST DURING THE INDEPENDENCE STRUGGLE. HE IS 
CHARACTERIZED BY LONGTIME EMBASSY CONTACTS AS MODERATE 
PRAGMATIC 


4. (С) COMMENT: SHENGEB\S COMMENTS 

PFDJVS OFFICIAL LINE 

HEAR FROM GSE OFFICIALS. MANY OFFICIALS WILL NOT ADMIT THAT 
THERE ARE ERITREAN MUSLIMS WHO SYMPATHIZE WITH 

DO NOT FULLY SUPPORT 

DISCREDIT THE GSE. AS RECENTLY AS JANUARY 24 

PFDJ MEMBERS TOLD A VISITING ACP-EU DELEGATION THAT V'THERE IS 
NO POLITICAL OPPOSITION IN ERITREA 

TRYING TO DESTABILIZE THE GOVERNMENT" (REF B). SHENGEB\'S 
CANDID VIEWS ARE PROBABLY A MORE ACCURATE REFLECTION OF THE 
GSEVS REALIZATION THAT THERE IS A DANGER THAT RELIGIOUS 
EXTREMISM COULD GAIN A FOOTHOLD AMONG ORDINARY ERITREANS AND 
THAT THIS MUST BE COUNTERED. 


5. (U) KHARTOUM MINIMIZE CONSIDERED. 
KATZ 
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piracy in many product categories remains rampant 
some progress in strengthening the IPR legal regime over the 
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last year. While Vietnam sporadically conducted law 
enforcement actions against IPR violations 

remains the exception rather than the rule. Additionally 
Vietnam is behind schedule in meeting the IPR commitments 
included in Chapter Two of the BTA 

were due to be implemented no later than December 10 
Finally 

\"cultural products\" continue to impede the availability of 
legitimate product 

piracy. 


3. (U) Chapter Two of the BTA 

December 10 

its IPR legal regime and enforcement practices up to 
international standards by December 2003 

consistent with WTO TRIPs standards 

provide protection stronger than TRIPs. The BTA covers the 
fields of copyright and related rights 

signals 

layout designs of integrated circuits 

industrial designs 

incorporates by reference the major substantive provisions 
of the principal international conventions governing IP 

well as the WTO TRIPs Agreement. Vietnam\'s leadership has 
expressed consistent 

Vietnam\'s commitments in the agreement 

chapter. 


4. (SBU) Despite strong public support for BTA 
implementation 

obligations 

majority of VietnamVs IPR-related obligations in the BTA 
were due to be implemented no later than December 2003. 
These obligations specifically include providing expeditious 
remedies to prevent and deter infringement 

effective provisional measures 

penalties for willful trademark counterfeiting or 
infringement of copyrights or neighboring rights on a 
commercial scale. Vietnam also committed 

force of the BTA 

Copyright Agreement 

routine and reliable enforcement exists. Additionally 

the BTA 

international intellectual property conventions \"promptly.\" 
Although the BTA entered into force in December 2001 
Vietnam has not yet submitted its applications to the Berne 
Convention (literary and artistic works) 
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(phonograms) 

These applications have been pending signature by the 
President since the fall of 2003 (Ref B). 


5. (U) Vietnam began extensive legal reforms to bring its 
IPR laws and regulations into compliance with BTA (and 
therefore TRIPs) standards before entry-into-force of the 
agreement. In 2003 

strengthening its IPR legal framework. The GVN issued the 
following legal and regulatory IPR reforms over the past 
year: 


-- A March 13 

CP) detailing the implementation of a November 2001 
Ordinance on Advertisement. This Decree required 
advertisements for inventions 

designs and trademarks 

geographical indications 

rights to ensure the veracity of IPR-related information. 

The Ministry of Science and Technology (MOST) was tasked 
with coordinating with the Ministry of Culture and 

Information (MOCI) to oversee implementation of this Decree; 


Е А Мау 2 

42/2003/ND-CP) on Industrial Property Protection for Layout 
Design of Integrated Circuits. This decree established 
protection for original semiconductor integrated circuit 
layout-designs. However 

processes 

information or software included with integrated circuits. 
This was the first regulation to address the protection of 

the layout design of integrated circuits in Vietnam; 


-- A July 01 

21/2003/TTLT-BVHTT-BTC) jointly promulgated by MOCI and the 
Ministry of Finance (MOF) on royalties. This Circular 

established guidelines for royalty payment regimes and the 

use of royalty funds for some types of works (stipulated in 
Government Decree No.61/2002/ND-CP of June 11 

Decree also prescribed specific grades or percentages of 
royalties for each genre and scale of work; 


-- A July 16 

43/2003/TT-BVHTT) on implementation of the March 13 
Decree on Advertising. This circular stipulated that 
advertisements adhere to the properties of the trademark as 
announced or registered with the relevant State management 
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agencies; 


-- An October 17 

No.58/2003/TTLT-BVHTT-BTC) on copyright protection for 
import and export commodities at the border 

by the MOCI and the MOF. This Circular provided guidelines 
for registration to protect most goods subject to copyright 
according to the Law on Customs and related regulations. The 
Circular entitled organizations or individuals with 

registered goods to request customs officers to seize 

imports or exports that are suspected of copyright 

violation; 


-- A November 5 

No.29/2003/TT-BKHCN) on the Procedures for Establishing 
Industrial Property Rights for Industrial Design. This 
circular simplified the procedures and requirements related 
to establishing IPR for industrial designs. lt abolished 

the requirement for notarized documents 

of application copies required 

required for both the formal examination and the substantive 
examination of claimed industrial designs from 13 months to 
9 months; and 


-- A November 5 

No.30/2003/TT-BKHCN) on the Procedures to Establish 
Industrial Property Rights for Patent and Utility Solutions. 
The circular streamlined NOIP\'s internal regulations and 
processes with respect to the registration of patents and 
utility solutions. The period of time required for 
examination of invention or utility solution applications 
was reduced from 3 months to 1 month for the formal 
examination and from 18 months to 12 months for the 
substantive examination. The Circular also established 
procedures on granting 

of protection of patents and utility solutions. 


6. (U) In addition 
are in the draft stage 


-- The GVN has incorporated comments from the International 
Union for the Protection of New Varieties of Plants (UPOV) 
Secretariat into its draft ordinance on new plant varieties. 


SIPDIS 
The GVN expects to submit the draft to the National Assembly 
in June and to accede to UPOV some time in 2004; 


-- The Supreme People\'s Court continues to revise an amended 
draft Civil Procedure Code 
for IPR enforcement procedures. The GVN expects to approve 
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the amended Code by the end of 2004; and 


-- There are several draft regulations on IPR enforcement 
which the GVN expects to finalize in 2004. These include 
joint circulars between the MOST and: 1) the Ministry of 
Finance on industrial property protection at border; 2) the 
MOT on market control over domestic goods with respect to 
industrial property protection; 2) the Ministry of Post and 
Telecommunications (MPT) on settling domain name disputes 
that relate to IPR; and 

Investment on protection of businessesY trade names. 


7. (U) While there was some progress on reforming the legal 
and regulatory regime over the past year 

little 

and pirated goods in Vietnam. Hanoi 

major cities in Vietnam are rife with music CD 

shops 

Also rampant are video rental shops in which all the videos 
are pirated. Trademark violations are also prevalent 

all types of clothing and other items carrying unlicensed 
versions of famous trademarks available at shops of all 
sizes 

major cities. None of these areas of piracy appear to have 
been reduced over the past year. 


8. (SBU) In one exceptional trademark case in August 

Can Tho Department of Science and Technology (DOST) fined 

the Vietnam Beverage Company (VBC) approximately USD 660 for 
infringing the Sunkist trademark 

producing and distributing products confusingly similar to 

the Sunkist trademark 

infringing labels from tens of thousands of cans 

and cartons. 


9. (SBU) State-owned television and cable stations 
sporadically show unlicensed U.S. films on local television 
and cable channels. Most of these films are \"borrowed\" from 
legitimately licensed channels (such as HBO and Star Movies 
which do not allow dubbing) and dubbed in Vietnamese for 
widespread viewing. Public cinemas as well as private cafes 
sporadically show pirated films 

not as widespread as the retail sale of pirated DVD 
videocassette versions of the same films. 


10. (U) In terms of consumer and business software for PC\'s 
piracy is the norm. Anecdotal evidence and industry sources 
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suggest that GVN agencies use mostly pirated software on 
PC\'s in government offices. However 

Year\'s party 

prizes for their use of legitimate software. Microsoft 
experienced an estimated fifty percent growth in its sales 

to government agencies and state-owned enterprises in 
Vietnam this year. U.S. companies engaged in sales here of 
such software continue to complain that 

significantly drop licensing charges 

and government agencies generally will not buy legitimate 
product because they have no budget for software and because 
of the ready availability of pirated versions. 

Alternatively 

purchase a limited number of legitimate copies 

then install on numerous machines (far exceeding the 
limitations set by the licensing agreement). 


11. (U) Software piracy is also a strong disincentive for 
local software developers. Most companies choose to sell 
their products only as packages bundled with hardware 
because stand-alone software is easily and quickly copied 
and sold on the local market. 


12. (SBU) Despite the stated commitment at the highest 
levels of the Vietnamese Government to creating a body of 
law on IPR consistent with international norms and meeting 
Vietnam\'s international commitments 

weak. The organizational structure of GVN IPR agencies is 
complicated and bureaucratic; multiple agencies are tasked 
with overlapping functions or 

left in coverage. Institutional experience on IPR 
enforcement is extremely low. Government IPR agencies focus 
primarily on \"administrative\" enforcement of IPR laws 

are mostly limited to issuing administrative findings and 
occasionally issuing warnings either by letter or orally to 
small retailers of pirated material. At the local level 
Vietnam\'s enforcement personnel seem almost completely 
uninformed on Vietnam\'s own laws and how to implement them. 
From the police to the courts 

relatively unaware of the rights of IPR holders or how to 
prosecute 

there are no procedures in place to provide recourse or 
compensation to rights holders whose rights have been 
violated. 


13. (SBU) The Market Management Bureau (MMB) 
agency within the Ministry of Trade 
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enforcement 

IPR holders. In one notable case in 2003 

multiple shops and one state-owned factory in Hanoi selling 
counterfeit Nike products and later destroyed all of the 
goods confiscated during the raids. However 

levied against the infringers (Ref C). Additionally 
September 

and Information (DCI) raided an optical media shop in HCMC 
and confiscated over 100 

CDs) (Ref D). At the time of the HCMC raid 

reports quoted the relevant officials as saying the shop 
owner would be prosecuted 

meetings with Congenoffs. Yet 

has been no prosecution and DCI sources say the case has 
been referred back to the district police for further 
\"investigation.\" 


14. (U) Vietnam\'s agencies do from time to time engage in 
publicized enforcement campaigns that target unlicensed 
goods 

violations 

content." MOCI reported that in the first eleven months of 
2003 its inspectors carried out approximately 19 

surprise inspections (an increase of more than 6 

2002). MOCI inspectors collected fines of 5 billion VND 
(about USD 318 

criminal liability prosecution of 12 cases. Two cases on 
copyright violation were brought to court for trial. 

According to NOIP 

detected and handled 5 

counterfeit goods - of which about one third were related to 
IPR. (Note: The majority of the rest are related to food 
safety. End note.) 


15. (U) Given the relative poverty of Vietnam 

capita GDP of around 400 dollars 

U.S. IP product remains relatively small. While losses to 
piracy are as high as 100 percent of the market 

value remains a tiny fraction of losses faced by U.S. IPR- 
related companies in the rest of the region. In addition 
some types of products 

products 

regulations that impede market access. That said 
economy has much potential and 

population of 80 million 

the major economies in the region. Even now 

pool is clearly growing. The prevalence of motorbikes 
costing in excess of 6000 USD on city streets 
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shops offering higher-end consumer electronics 

popularity of restaurants and clubs with near Western prices 
take credence away from the oft-repeated assertion that 
Vietnamese simply cannot afford legitimate products. 
Expensive software suites may remain out of reach for small 
businesses but the price of the latest pop aloum may not be 
beyond the means of young urban consumers. 


16. (SBU) One relatively recent development has been 
evidence of a increasing awareness in many sectors of 
Vietnam\'s economy of the value of IPR protection for 
Vietnamese products both in Vietnam and abroad. While this 
understanding is still only evident among a small percentage 
of the population 

development 

business associations 

priority concerns. These new associations include: the 
Vietnam Software Association (VINASA); Vietnam center for 
Protection of Music Copyright (VCPMC 

2002); the Recording Industry Association of Vietnam (RIAV 
established June 2003); and the Literature Copyright Center 
of Vietnam (LCCV 

quarter of 2004). These associations are all relatively new 
and inexperienced in lobbying. It will clearly take time 

for them to learn to lobby effectively the GVN on IPR 

issues. 


17. (U) In a recent 

and branding the Ho Chi Minh City government organized a 
\"Festival Honoring Vietnamese Trademarks\" (Ref E). The 
festival\'s main component was a nighttime parade that 
traveled down a main boulevard through the city's preeminent 
shopping and commercial district. The paradeVs floats each 
represented a well know Vietnamese company and celebrated 
the companys products. The Ho Chi Minh City People\'s 
Committee Chairman opened the evenings festivities with a 
speech extolling the value of Vietnamese businesses. The 
prominence of logos 

encouraging sign that local business and government leaders 
understand the importance of this issue 

protection of Vietnamese brands. 


18. (U) In 2003 Vietnam received considerable IPR-related 
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technical assistance from a number of foreign donors 

as well as multiple USG agencies. This assistance included 
conferences 

resource collection in a library in HCMC 

review/comments on draft pieces of legislation. In 2004 
Vietnam will continue to receive a significant level of IPR 
related technical assistance. Of particular note 

Support for Trade AcceleRation (STAR) Project 

funded technical assistance program specifically addressing 
BTA implementation issues) plans to provide the following 
IPR-related technical assistance to the GVN: 

-- Support for revising the IPR section of the Civil Code. 
STAR will provide the Ministry of Justice with extensive 
comments on draft revisions to the IPR section (Part VI) of 
VietnamVs Civil Code as part of MOJVs efforts to bring the 
Civil Code into compliance with the BTA (and TRIPs). This 
will include changes required to conform to the various 
international IP conventions noted in the BTA (particularly 
Berne 

include technical workshops with the MOJ drafting team and 
key National Assembly committees as well as a large public 
seminar; 


-- Support for Development and Promulgation of a Civil 
Procedure Code. Star will support a retreat and technical 
workshops for key drafters 

National Assembly deputies working on the revision of 
VietnamVs Civil Procedure Code; 


-- Capacity building for courts that will handle IPR cases. 
Specific initiatives include a study mission for the Chief 
Justice of the Supreme PeopleVs Court and four additional 
senior judges and staff to the U.S and IPR training for 20- 
30 judges from key courts throughout Vietnam; 


-- Support for the MOJVs efforts to draft a decree on IPR 
remedies through comments on drafts and technical workshops; 


-- Support for MOJ efforts to draft a Code on Judgment 
Enforcement by providing comments on an initial draft 
concept paper 

organizing a study tour to the U.S. for key experts 
responsible for drafting the Code to learn how the U.S. 
judicial system enforces court judgments; 


-- Support for stronger IPR enforcement at the local level 
through training for a core group of the Economic Police (a 
division of the Ministry of Public Security tasked with IPR 
enforcement); supporting an IPR enforcement workshop with 

the HCMC People\'s Committee under the lead of its Department 
of Science and Technology; and supporting publication of a 
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guidebook on IPR enforcement; 


-- Support for GVN efforts to improve IPR enforcement at the 
border through workshops with customs officials on border 
measures; 


-- Support for the further development of Vietnamese 
copyright stakeholders through technical assistance to the 
Copyright Center of Vietnam and the Recording Industry 
Association of Vietnam. The focus will be on amending the 
legal framework to enable the functioning of collective 
management organizations and their activities; 


-- Support for GVN efforts to accede to UPOV in 2004 through 
training and policy seminars; and 


-- Support for efforts by MOCI and the Ministry of Trade to 
develop regulations on optical disc production and 
distribution. 


19. (SBU) Vietnam will remain a market in which IPR 
violations are of concern for at least the foreseeable 

future. That said 

to the WTO provide us with strong tools for engaging the GVN 
on IPR enforcement. U.S. policy should continue to work 
toward ensuring Vietnam\'s commitments are translated into 
good law and regulation in the near term and effective 
enforcement in the medium term. Further USG funding for 
technical assistance in IPR 

building capacity for IPR enforcement in VietnamVs law 
enforcement and judicial organs 

objective. At the same time 

press senior GVN officials at every opportunity to address 
IPR piracy and counterfeiting in Vietnam. We will continue 
to stress that legal reform is not sufficient for Vietnam to 
meet its obligations -- it must enforce its own laws -- and 
that lack of IPR enforcement will hinder the GVNVs attempts 
to attract information technology investment. 


20. (SBU) RECOMMENDATION: Embassy believes it important to 
maintain consistent pressure on Vietnam to enforce IPR. For 

that reason 

Special 301 Watch List in 2004. 

BURGHARDT 
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Vallows the Muslims to practice freely as long as they don\'t 
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create any problems.\" 


OFFICIAL INVOLVEMENT IN HUMAN TRAFFICKING 


3. (C) Human trafficking is rampant in Mon State 

route for migrants and traffickers heading to Thailand 
Singapore 

the depressed local economy 

from their communities across the borders. For Mon women 
the NMSP and Mon community leaders 

their women on the dangers of migration 

by simply banning Mon women from traveling. But brokers and 
traffickers have organized a systematic process with the help 
of field-level officials from GOB immigration 

Burmese Army (BA) 

Intelligence (OCMI) 

number across. According to the NMSP 

officials \"coordinate trafficking activities with the Thai 

and Malay police.\" The total number of trafficking victims 

is unknown 

(Embassy Comment: The NMSP leaders didn't specify if these 
were cases of trafficking or migrant smuggling.) 


FESTERING SORE OF LAND CONFISCATION 


4. (C) According to the NMSP leaders 

confiscated land to expand its Yay Township brigade by ten 
battalions 

land. The NMSP leadership raised the matter with then 
Secretary-1 (now PM) Khin Nyunt in August 2003 and requested 


SIPDIS 

compensation for the land. The General promised the GOB 
would compensate land owners 

said it would only compensate for plants left behind at a 

rate of 300 kyat (.31 cents) for fruit bearing trees 

kyat (.15 cents) for trees without fruit. Owners would get 

no compensatino for land without plants as the land was 
declared \"State Owned Property.\" NMSP has not accepted this 
answer 


KNU CEASE-FIRE: FOR THE ROAD MAP 


5. (C) NMSP expects the SPDC and KNU will eventually reach a 
political settlement since the SPDC is eager to settle all 

its ethnic problems as soon as possible to execute the road 

map. NMSP also commented that two 70-truck convoys of three 
BA battalions seen by Emboffs in Mon State in early February 
could be BA preparations for new offensive operations. 
(Comment: However 
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Union Day Dinner with the UNA that these large BA convoys 

could be reinforcements for the demarcation process and to 

provide security for an imminent Mae Sot-to-Myawaddy road 
project.) 

MON IDP/REFUGEES: DEFORESTATION WHILE SITTING TIGHT 


6 (C) According to the NMSP leadership 

\"refugee\" camps just on the Burma side of the Thai-Burma 
border 

4 

Before the 1996 SPDC-NMSP cease-fire 

to evacuate their native villages and resettle in the camps 
on the border. The Burma Border Coalition (BBC) provides 
rice and MSF-Holland provides health care to the IDPs. 
However 

ago 

facing food and medicine problems. The Mon IDPs have begun 
clearing the forests in the surrounding area to prepare for 
planting the rice crops they will now need. 


7. (C) According to the NMSP leaders 

have little intention of returning to their original villages 
because of better job opportunities in Thailand. The IDPs 
are also concerned about the fragility of the SPDC-NMSP 
cease-fire 

anytime. Several concerns have to be answered before IDPs 
return to their home villages: 1) because of their long stay 
along the border they will feel alien if resettled back 

inside the region; 2) educational concerns for the children; 
3) health care concerns; 4) work concerns. Asked if the 
SPDC-NMSP cease-fire is fragile 

a gentlemen\'s agreement. V 


JUST SAY V'NO!' TO THE DRUG-RUNNING DKBA 


8. (C) The NMSP Vice Chairman told Poloff that in early 

January the Democratic Karen Buddhist Army (DKBA) 

KNU splinter group 

methamphetemines to Thailand though NMSP territory near Three 
Pagoda Pass. An NMSP patrol stopped and challenged the DKBA 
convoy 

leaving behind one DKBA killed 

handful of methamphetemines. The NMSP 

OCMI intermediaries 

DKBA soldier with 1 million kayt (about $860) to resolve the 

issue with the DKBA. The NMSP informed the DKBA they won\'t 
allow any drug trafficking through their area. 


ANY CHILD SOLDERS? 


9. (C) According to the NMSP 
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year old child soldiers in the DKBA.\" As for the BA 

leaders estimated there are about 30 soldiers per BA 

battalion under 18 years of age 

pressed on the number actually observed 

interlocutors said they hadn\'t seen many recently 

their number \"was just a guess." However 

in the BA 

headquarters compounds 

foreigners won\'t see them. Young people don\'t want to join 
the BA 

army. (Comment: Their \"30 child-soldiers per battalion\" 
figure could be an figure based on NMSP experience fighting 
the BA in the mid 1990s when BA recruiting efforts would have 
been more frantic and child recruiting more common. However 
if still current 

child soldiers in the BA\'s estimated 215 battalions) 


10. (C) COMMENT: The Mon leaders were very engaging and 
talkative 

police state. The land confiscation issue has remained a 
major bone of contention between the NMSP and the SPDC 

if the SPDC continues to ignore Mon requests for 
compensation 

cease-fire may possibly be undermined. END COMMENT. 
Martinez 
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in a HCMC software park 

Intel officers from coming to Hanoi to finalize the deal. 
(NOTE: According to Intel Country Manager 

continues to be one of three countries -- along with India 
and Thailand -- under consideration for this project. There 
has been no final decision and no decision is expected for 
at least another year. END NOTE) Sang added that he was 
personally involved in this project. He stressed that he 

fully understood the importance of IPR protection to improve 
the investment climate for not only for SOEs 

private enterprises 

tenure in HCMC as Chair of the People's Committee 
million dollar investment to produce CDs had failed because 
of imported pirated discs. As for how to improve 
enforcement 

but stressed that IPR was a problem in all countries and 
joked that to avoid the problem entirely one would probably 
have to locate in Singapore. He acknowledged that IPR 
enforcement was a weak point 

continue to strengthen it. 


7. (U) BTA/WTO: Sang described the BTA was the first step 
towards normalizing trade relations 
billions of dollars of increased trade for both sides 
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albeit in favor of Vietnam. Vietnam was currently striving 

to join the WTO 

problems. Noting that some forces in the US did not support 
developing trade relations with Vietnam 

hoped that both sides could avoid difficulties in this area. 

He expressed a hope that US firms would keep investing in 
Vietnam. Although US investment in Vietnam was rising 
was still lower than from other Asian countries. Vietnam 
was working to improve transparency 


8. (U) Buy US: Ambassador noted that the US and Vietnam 
were working together through technical assistance to help 
make the commercial law and regulations more attractive to 
investment. Currently there was a significant trade 
imbalance in favor of Vietnam. The purchase of Boeing 
aircraft had helped in 2003 and would again in 2004. 

Another good opportunity to improve the trade imbalance 
would be for Vietnam to buy a cutting edge U.S. 
communications satellite and launch from the sole U.S. firm 
in this procurement process. Sang acknowledged the trade 
imbalance in favor of Vietnam and said he hoped both sides 
would try to increase trade. Sang said that Vietnam was new 
to the market economy and wanted to learn from experts. He 
agreed to take the Ambassador\'s suggestions into 
consideration. 


9. (SBU) Bio comment: Sang stuck to his script and showed 
little desire to engage in a meaningful dialogue even on his 
field. He parried questions well. If he has a vision for 
Vietnam\'s economic future 

Compared to other CPV economic types we have met 

very impressive. 

BURGHARDT 
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resolving Nagorno-Karabakh; EU agrees that recent positive 
attention on Georgia creates an opening for increasing 
pressure on Azerbaijan 

after GeorgiaWs dramatic turnaround. END SUMMARY. 


Wider Europe Initiative: 
Momentum Growing to Include South Caucasus 


2. (C) COEST Troika members told Pascoe that moves to include 
the three South Caucasus states in the EUYs Wider Europe 
Initiative (WEI) were gaining ground. Commission rep 

Reinhold Brender said that a decision would have to be taken 

by the end of June 

Kocharian made a direct plea for WEI inclusion during a visit 
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to Brussels in December (at which time he also invited 
Enlargement Commissioner Verheugen to visit Yerevan). The EU 
had two serious concerns about expanding WEI into the South 
Caucasus 

second 

expectations of the three countries regarding benefits of WEI 
membership? The Council Secretariat's Michael Swann echoed 
this concern by explaining that the EU is nervous about 
comments by Georgian President Saakashvili and Azeri 
President Ilham Aliev that EU membership is an ultimate 
policy objective of their countries. Wouldn\'t inclusion in 

the WEI reinforce this unrealistic objective? Pascoe replied 
that the EU should tell Russia that the South Caucasus states 
are independent 

policies. The benefit of expanding WEI into the region would 
be too great to abandon just because the Russians might get 
upset. Of the second concern 

expectations of regional leaders was to be expected and 
provided a powerful impetus to reform. There would be time 
to deal with these issues after WEI expansion and as reforms 
proceed. 


3. (SBU) Irish Presidency rep Barbara Jones said that 
maximizing the WEIN's value as a point of leverage over 
included countries was an issue of great concern to the EU. 
Council Policy Planning advisor William Boe illustrated the 
concern by pointed out that Syria has been in the WEI for 

over a year now 

context 

after WEI inclusion? Jones noted that Commissioner Verheugen 
is briefing other Commissioners on the issue this month. She 
said that while some FMs remain wary -- arguing that the EU 
\"doesn\'t need a policy driven by enlargement" -- many others 
are increasingly supportive of inclusion of the South 

Caucasus in the WEI. Among the notable supporters of 
inclusion were Irish FM Cowen (who \"will manage the Council 
debate 

EU Special Rep Heikki Talvitie. 


4. (C) COMMENT: The EU clearly has serious issues to resolve 

-- notably about scope 

-- before signaling any decision to the region\'s leaders. 

Yet based on signals we have been receiving since December 
from Council 

clear that the EU's momentum has shifted from debates about 
whether to include the Caucasus in WEI 

when 

being outpaced by advocates of WEI expansion. END COMMENT. 


Georgia: A Success for US-EU Cooperation 
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5. (SBU) Jones said the EU remains optimistic about the new 
Georgian administration and anticipates positive outcomes 
from the new reform initiatives and the upcoming 
parliamentary elections. She said it was important to 

maintain the momentum and to continue cooperating on 
difficult issues like Abkhazia 

Pascoe agreed 

success for US-EU cooperation. On Russia 

was maintaining a strong line with Moscow on the need to 
cooperate; Irish FM Cowen told FM Ivanov in a recent meeting 
that Russia must take Georgia\'s territorial integrity more 
seriously. Pascoe agreed that Russia must learn to deal with 
Georgia as a normal 

difficult issues like Abkhazia would not be found without 
serious Georgian progress and some Russian help. Quoting a 
statement by NATO SYG de Hoop Scheffer that the South 
Caucasus were as much a part of Europe\'s near abroad as 
Russia\'s 

effort to treat Georgia as a privileged sphere of influence. 
While recent public statements by Russian officials seemed 
positive 

Moscow moving forward. Boe said that compromise would be the 
key to resolving the Russian basing issues. The Russians 
know the proposed payment of USD 500 million is a nonstarter 
he said 

forces (conducting Georgia\'s train and equip program) to 

their advantage during negotiations. 


6. (SBU) Boe said that HiRep Solana and EUSR Talvitie are 
focused on the development of basic state structures as the 
primary priority in Georgia. He noted that the EU budgeted 
30 million euros for assistance to Georgia in 2004. 
Commission rep Brender said the EU currently has 5 million 
euros available now for food security 

budget would provide for 12 million euros for the EUYs TACIS 
(Technical Assistance to the CIS) program in Georgia 

million euros for food security 

rehabilitation projects in South Ossetia and Abkhazia 

2.5 million euros for an EU initiative on democracy and human 
rights. EUR/ACE Deputy Rosenblum noted that the US FY2005 
budget request for assistance to Georgia was higher than the 
amount requested for any other FSU state. The US is 
prioritizing revenue collection 

creation. He also noted that the US is considering 

supporting projects we have never before done in Georgia 
such as helping mitigate the employment impact of public 
sector reform 

the World Bank lead. Rosenblum noted that the US 
contribution for upcoming parliamentary elections will amount 
to about one quarter of Georgia\'s self-assessed need of USD 


Column 3 

3.4 million. The US was also looking for help from others to 
fund a USD 500 

said. 


7. (SBU) Pascoe urged the EU to maintain the pressure on 
Georgia to reform. We should not be any softer on 
Saakashvili than we were on the last group 

Saakashvili\'s positive start needed to be bolstered 

outside pressure should be maintained to keep the new 
government on track. Jones agreed 

the message to EU member states to \"keep the spotlight on\" 
Saakashvili and his new administration. Pascoe said that 
US-EU cooperation on the ground should be increased even 
further. We should build on our success during the run up to 
the January election and carry our coordination into 
additional aspects of regional assistance 

said the EU welcomed the enhanced coordination and would 
direct its Missions to continue these efforts. 


8. (SBU) Pascoe noted that while the US continues to press 
Turkey on the need to make progress with Armenia 

President Ilham Aliev continues to plead with Turkey not to 
abandon its defense of Azeri interests in Nagorno-Karabakh 
(NK). Turkish PM Erdogan seems interested in beginning 
discussions on opening the Turkish-Armenian border 

caught between Turkey\'s commitments to Azerbaijan and its 
partnerships with the West. Pascoe estimated that Armenian 
President Kocharian will eventually compromise with the 
Azeris over NK 

enough Azeri partner. Boe voiced skepticism that the that NK 
could be delinked from the issue of Turkish-Armenian 
relations 

open the Turkish-Armenian border without first resolving NK. 
Pascoe said that the US and EU needed to set out a series of 
arguments to push home resolution of NK as soon as possible 
rather than just letting it simmer on indefinitely. 


9. (SBU) Jones assessed as positive Kocharian\'s recent 
progress toward meeting the conditions of Council of Europe 


(CoE) membership. Pascoe agreed 
membership remained a useful point of leverage over Armenia. 


10. (C) Boe noted that Ilham Aliev told EUSR Talvitie during 
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a recent visit (January 20 to February 5) to the region that 
he (Aliev) could wait for a solution to NK. He was young and 
not in a hurry like his father had been 

said. Boe said that it was unclear whether Ilham\'s remarks 
signaled a shift in policy or a sign of his weakness as he 
tries to consolidate power in Baku. Boe also remarked that 
he and Talvitie had been hearing conflicting stories about 
IIham\'s personal interest in power. \"Some say he wants 
power 

either case 

as a professional by boasting to Talvitie that Ilham now 
shows up for work at 9:00 every day. 


11. (C) Pascoe said the US was trying to strengthen Ilham and 
assist him with reform efforts because 

perfect 

pool of unimpressive candidates. Boe asked how we intended 
to do that. Pascoe responded that the US was exploring ideas 
with Ilham and would want to discuss these issues during 
Talvitie\'s March 1-2 visit to Washington. Boe pointed out 

that Georgia\'s recent and dramatic progress -- which has the 
Azeris complaining that the Georgians are getting all the 
attention lately -- provided a useful point of leverage over 
Ilham. Pascoe agreed that Georgia\'s about-face had had a 
profound impact on Azerbaijan 

use this new leverage for maximum benefit. 


Schnabel 
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the Burman/Buddhist majority. Despite common calls for NLD- 
SPDC-ethnic group dialogue and demands for federalism 
ethnic groups\' internal divisions prevent a unified approach 

to the SPDC. The Muslim community 

oppressed by the SPDC and having no natural minority ethnic 
affiliation 


Diversity and the Need to Look to the Future 


2. (U) From February 8-14 

professor of sociology from St. John\'s University in 
Minnesota 

University in Japan 

funding support) to give presentations on diversity 
inequality 

racial 

Americans place in a diverse society 

objective was to help our target audiences view diversity 
positively and find mechanisms to constructively address 
inequality. 
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3. (U) The programs were directed at both cross-ethnic 
political groups 

(UNA) and the Ethnic Nationality Mediators\' Fellowship 
(ENMF) 

Development Committee (KDC) and the Shan Language and 
Literacy Association. In addition 

religious-based groups and individuals 

and students of the Myanmar Institute of Theology 
recently retired Catholic archbishop of Rangoon 
interfaith group organized by the Mandalay YMCA 
Community religious and social leaders 

group from a prominent Islamic Center. 


4. (U) In his presentations 

the importance of looking to the future to establish a sense 

of \"identity\" as a basis for increasing solidarity within a 

society 

race and ethnicity that often divide communities. He 
contended that ethnic and religious majorities are not as 
monolithic as they seem and can often find common cause with 
minority groups. He also emphasized 

majority often gets its way and that those with power try to 

keep it. 


\"Second-class Citizens\" Mistrust Government But Lack Unity 


5. (SBU) All the groups with whom Professor Kamakahi met 
are attempting to address ethnic/religious identity issues 

both in the general sense of coexisting equitably and 
peacefully with a Burman-Buddhist majority 

specific sense of determining how to defend their 
ethnic/religious interests in the context of the SPDC\'s 
seven-point road map to democracy. The road map includes 
convening a national constitutional convention and holding a 
referendum on the new constitution to be followed by 
parliamentary elections to form a new government. The SPDC 
has been conducting bilateral negotiations with a number of 
ethnic groups to participate in the constitutional 

convention. In that context 

to Professor Kamakahi for provoking discussion and providing 
intellectual tools to address diversity issues. 


6. (SBU) Professor KamakahiVs program also revealed a 
unanimity among groups that ethnic and religious minorities 
are treated as V'second class citizens V' even in the areas in 
which they constitute a majority and that the SPDC (with its 
policies of \"divide and rule\" and \"Burmanization\") could not 
be trusted. Most also called for a \"tripartite\" dialogue 
among the SPDC 
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7. (SBU) In many instances 

extended to the Burman/Buddhist majority as well. A UNA 
participant explained: \"| hate Burman authority 

people 

government. A Shan interlocutor commented that while he had 
no problem trusting other ethnic groups 

ethnic Burmans. Similar sentiment was expressed in meetings 
with other ethnic and religious groups. In fact 

the ethnic groups have built significant alliances with the 
members of the Burman-Buddhist majority. (Ironically 
Mandalay 

the plight of non-Buddhists 

the burgeoning Chinese community there.) 


8. (SBU) Ethnic groups\' common consensus disintegrates over 
a number of issues 

in light of the SPDC road map. As much as the ENMF (which 
is working with ethnic cease-fire groups) supports the 
national constitutional convention envisioned by the SPDC 
(under certain conditions) 

believe they represent the best interests of their own 

ethnic groups. Perhaps revealing his own ideas on 

diversity 

to the constitutional convention to V'inviting a Muslim to 

eat pork.\" The ENMF\'s more positive posture towards the 
road map has drawn criticism for its leader 

Jum. Retired Catholic Bishop Gabriel 

accused Saboi Jum of being an opportunist 

profiting financially from cease-fire negotiations. 


9. (SBU) Another factor contributing to ethnic disunity was 
the perception of each group's importance vis--vis the 
other groups. For example 

Burmese exile groups on the Thai border and the Karen 
minority\'s wide geographic distribution within Burma 
Karen community believes it is a leader among ethnic groups. 
Commenting about participation in the national convention 
Karen business leader said: VIf we go in 

ethnic groups) will follow.\" Similarly 

still feels an acute historical grievance: they believe that 
the Union of Burma only exists because of the Shan 
nationality\'s agreement to join in 1948. 


Muslims Feel Powerless and Unrepresented 


10. (SBU) Having emphasized their Burman identity in the 
past 
the face of SPDC oppression. For example 
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insist on identifying Muslims as \"mixed race 

attribute in the SPDC\'s \"pure Burman\" race construct. 
Muslim leaders have supported the NLD in the past 

do not feel the NLDVs support in return. And because they 
have no natural ethnic affiliation (as some of the Christian 
denominations do) 

alone represented) in the current political environment. 
The Muslims reserved particular disappointment for the 
Indian 

indifference to the plight of Burmese Muslims. 


11. (SBU) In that context 

Professor Kamakahi\'s message of seeking commonality with 
other groups in order to forge a future-oriented identity. 
Commenting on the Professor\'s lecture to a student group 
from a prominent local Islamic Center (the first such 
Embassy event with this group) 

\"You\'ve said the right thing.\" 


12. (SBU) Comment: Professor Kamakahi commented that most 
of the groups seemed to be at the \"pluralism\" phase of 

diversity 

negotiating with other groups for its own parochial 

interests. However 

program 

explore points of commonality among groups in Burmese 

society (including the Burman/Buddhist majority) that will 

help address constructively their historical grievances and 

current political aspirations. End comment. MARTINEZ 
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unmentioned 

Second 

unmentioned 

Finally 

Financial Investigation Unit (FIU). 


3. (C) The three January directives close several gaps that 
remained even after the GOB in December 2003 issued 
long-awaited regulations to promulgate its June 2002 Control 
of Money Laundering Law (CMLL; see ref C). It was 

the lack of these regulations that led FATF last November to 
officially urge its member countries to impose 
countermeasures against Burma. The other half of FATFVs 
concern 

has not yet been addressed. 


Thresholds Set 


4. (C) According to a close Embassy source 
FIU 
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highly classified. He said the CCB reported the threshold 
amounts only to the banks 

Myanmar. Likewise for the real estate transaction threshold. 
We learned from other sources in the GOB and at private 
banks 

100 million kyat (roughly US$120 

bankers told us 

notification on this new requirement. We have not yet been 
able to verify the threshold amount set for real estate 
transactions. 


The FIU: Outfitted But Not Ready for Battle 


5. (C) The FIU membership announcement is also classified 
however 

the list. The director of the FIU will be a police Colonel 

from the Myanmar Police Force\'s Central Committee for Drug 
Abuse Control (CCDAC). He will have two deputies 

the Police Force\'s Central Investigation Division (CID) and 
one from the Ministry of Home Affairs\' Bureau of Special 
Investigation (BSI). (Note: The Myanmar Police Force is also 
under the aegis of the Home Affairs Ministry.) 


6. (C) The rest of the committee is made up of a Lt. Colonel 
from CCDAC 

Central Bank 

Revenue Department 

GeneralVs office. There will also be three administrative 
staff from the CCDAC 

investigative staff will be made up of various officers from 
the BSI 


7. (C) In the context of asking for more international 

capacity building 

dearth of well-trained financial investigators in the Burmese 
law enforcement community. This 

primary barrier to enforcement of the money laundering 
statute. He told us that since the FIUVs formation in 
mid-January 

investigations begun by the FIU. This is not a good sign. 
Although private banks have been in shambles since a banking 
crisis struck in February 2003 

in major transactions (see ref B) 

were supposed to be retroactive to the passage of the CMLL in 
June 2002 

freewheeling ways. 


Comment: Some Good 

8. (C) The appointment of solidly professional 
political 

Likewise 
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fighting money laundering and terrorist financing will be a 
large obstacle to the successful enforcement of Burma\'s now 
\"complete\" money laundering regime. However 

that once again the senior SPDC leadership is clearly having 
a hard time committing fully to a policy step. This is too 

bad 

due from making important reforms 

also makes us suspicious of the SPDC\'s motives 

to advise caution until there is evidence of real action 

taken. The result of the ongoing investigation into two of 
Burma\'s most notorious private banks 

will be the first test of the SPDC\'s earnestness to combat 
money laundering. End comment. 

Martinez 
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is planned for the period March 1 

2005 and would include almost 10 

total cost to WFP of just over $4 million. A March 2003 
joint assessment of humanitarian needs 

UNODC and JICA (Japanese aid agency) 

in the heart of Burma\'s poppy regions on average now only 
grow enough rice to live on for about half a year. U.N. 
agencies expect food insecurity to increase as pressures 
mount on local Wa authorities to cease poppy cultivation 
entirely by 2005. Currently 

about $160 cash per year from the sale of opium 
represents roughly 70 percent of the farmer\'s total cash 
income. 


4. (SBU) Based on the findings of a recent WFP rapid needs 
assessment 

60 

other areas in Shan State. WFP will assist beneficiaries 
through food-for-work activities (50 

reaching 165 

(45 

elderly 

currently has a field office in Laukai (Kokang) and to help 
implement the new program will open two additional field 
offices (Lashio and Pangsang). WFP expects to implement the 
overall program through its existing partners 

CARE 


5. (SBU) WFP is planning its emergency food program largely 

in response to UNODC\'s appeal for partners to help implement 
\"KOWIN" (Kokang and Wa initiative) to keep farmers poppy-free. 
In the Wa region 

including office facilities and a comprehensive database. In 
exchange 

unit (TCU) within existing WFP facilities in the Kokang 
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region as a key first step in implementing its KOWI 
initiative. 


6. (SBU) Udas 

food program will be mostly independent of the Burmese 
regime. However 

that administers border area affairs 

program discussions with local authorities in Special Regions 
#1 and #2 (self-governed by former Kokang and Wa insurgents) 
and secure GOB permission for static and mobile 
communications equipment. 


7. (C) Comment: WFP\'s Country Director has submitted a 
proposal and budget to his Executive Director in Rome 

WFP is expected to make an appeal to donors for support. In 
addition to his approach to us 

with members of the NLD\'s Central Executive Committee on the 
emergency food assistance program. (Note: We have not heard 
the results of his meeting with the pro-democracy opposition 
leaders. End note.) The new WFP program is in line with 
existing WFP food assistance in Burma\'s central dry zone 

with repatriated refugees in Rahkine State along the 

Bangladesh border 

with UNODC counter-drug initiatives in the Wa and Kokang 
regions. End comment. 

Martinez 
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coalition in the previous government.) Three of the 
four MPs who switched their support to the UPFA 
Authalla 

the same eastern district of Ampara. The fourth 
Azeez 

District. Authalla and Azeez 

VAuthalla GroupY within the SLMC previously had 
threatened to side with the PresidentVs party at various 
times over dissatisfaction with Rauf Hakeem\'s leadership 
of the SLMC. 


3. (C) Specifically citing Hakeem\'s lack of progress in 
ensuring security for the Muslim community as the key 
reason the group had switched sides 

poloff on February 23 that the group had had \"по choice" 
but to support the PresidentVs party. (Note: Sri 

Lanka\'s eastern province is an ethnic patchwork 

Muslims 

third of the population. The Muslims in the eastern 
province have long been subjected to attacks and 
harassment by the Liberation Tigers of Tamil Eelam 
VLTTE.V) Azeez said he thought President Kumaratunga 
would be \"much more dedicated to Muslim security" than 
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Hakeem had been 

doubt" of a nationwide victory for the PresidentVs party 
in the upcoming election. Azeez also felt there was a 
\"great amount of support" for the UPFA among Muslim 
voters in the north/east. 


4. (C) In reaction to this move 

agreement of its own late on February 22 with Prime 
Minister WickremesingheVs United National Party (UNP). 
The SLMC-UNP agreement 

general secretaries 

the UNP in several districts 

under its own electoral symbol in the north/east. 
Although Muslim political groups have been divided in 
the past 

Muslim candidates to join together and run under a 
united Muslim banner. Ferial Ashraff 

Muslim party National Unity Alliance (NUA) -- long a 
supporter of the President -- rejected Hakeem\'s call for 
unity on February 18. With the breakaway of the four 
SLMC MPs from Authalla\'s group and Hakeem\'s alliance 
with the UNP 

clearly finished. 


5. (C) COMMENT: With the defection of the four SLMC 
members to support the UPFA 

now closely divided between the parties of the President 
and Prime Minister. The PM has the support of eight 
SLMC MPs and the President has seven -- the three NUA 
MPs plus the four SLMC defectors. Geographically 

move leaves the SLMC strongest in the central and 
western regions of the country 

the east where the majority of the islands Muslim 
population is concentrated. Although Muslim voters in 
the eastern province have tended to back the SLMC in the 
past 

NUA\'s support for the ОРҒА 

now more likely to be divided. Showing how seriously 

the party is taking recent developments 

Rauf Hakeem announced February 23 that he would be 
running from the eastern Ampara District 

constituency of Kandy in the center of the country. END 
COMMENT. 


6. (U) Minimize considered. 
LUNSTEAD 
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--EU will decide in next two days whether or not to send 
monitoring team. If decision is yes 

arrive shortly. Commonwealth also deciding. 


--Other donors have contributed funds to Pafrel and other 
local election monitors. Gap still exists and US hopes to 
fill it. 


--Donors agreed to coordinate their local staff monitoring 
so as to avoid overlap. 
ASSISTANCE 


--IMF and World Bank will have Board meetings end of next 
week 

peace process and economic policies. Statements will be 
\"forthright.\" Good opportunity to make impact in Sri Lanka. 
Donors who want input into the statement(s) should give 
their suggestions early to Fund/Bank staff. 


--Ambassador pushed once again a public relations strategy 
which would include release of assistance figures for 2003 
(and perhaps earlier years) showing over $1 billion 
disbursed in V03 

East. World Bank agreed to set up an event 

participation by all three MDB\'s and co-chairs. 


--In recent visits to European capitals 
direct funding. All donors (Netherlands 
Switzerland 

wanted a NERF-like mechanism. 


- World Bank has proposed to Tigers a NERF-like mechanism in 
which LTTE 

proposals to a World Bank Secretariat. Proposals would need 

to be agreed by both sides 

evaluated for Trust Fund funding by a Donor Coordinating 
Committee. (US would not participate as we would not put 
money into such a Trust Fund. Idea is still important to us 

as it would allow other funding to move forward.) 


PARLIAMENTARY ELECTION UPDATE 


5. (C) FYI. Politicians continued their maneuverings 
over the weekend and we offer below the latest tidbits 
on the upcoming parliamentary election: 


-- With the week-long nomination period officially 
ending on February 24 

their candidates for each electoral district and the 
national list. We will let you know who has aligned 
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with whom 


-- You will see our front-channel today on weekend 
changes and cross overs that occurred in the Muslim 
bloc. 


-- Ronnie de Mel 

the PresidentVs party 

21 by announcing switching parties and would contest 
his southern electoral district as a United National 
Party (UNP) candidate. We had earlier reported de 
MelVs vehement denial of rumors indicating he would 
cross over to the UNP. President Kumaratunga was 
apparently not too pleased with de Mel\'s decision 
wishing him well in his \"checker political endeavors.\" 


-- The chief monks of two leading Buddhist sects 
Asgiriya and Malwatte 

expressed their disapproval for the Sihala Urumaya 
party\'s intention to field a Buddhist monk-only slate 
for parliamentary elections. Citing their distress and 
concern 

should act in advisory and spiritual capacities to 
those who govern. (POL) 


TRANSLATING THE HRR INTO LOCAL LANGUAGES? 


6. (SBU) We noticed that the cable highlighting public 
diplomacy methods related to the release of the annual 
human rights report (State 37213) mentions a new 
Congressional requirement that all reports be 

translated into the local languages. For us 

means Sinhala and Tamil for the Sri Lankan report and 
Dhivehi for the Maldivian one. Would the bureau please 
check with DRL to confirm this requirement 

SA/PD to see if they are involved in any translations. 
Thanks. (POL) 


DMI? PSI? 

7. (C) We were wondering about the Department\'s 
Dangerous Material Initiative (DMI) 

State 33733. It is unclear whether it is an action 
request for all posts 

Singapore 

to how this complements the on-going Proliferation 
Security Initiative (PSI) that the Department is also 
overseeing. Finally 

the French Embassy that they have a joint demarche 
instruction on PSI to be done possibly with us and/or 
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the EU members. We have not seen anything here on that 
front. Would the bureau please check if there is any 

joint demarche on the horizon? (POL) 


Schlosser Visit 


8. (U) Wevre looking forward to seeing John later this 
week and have put together an encyclopedic program for 
him. (DCM) 


LUNSTEAD 
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for whom ?\" 


Semi-official 

editorializes: \"It is time to put a stop to these 
operations that have no political benefit and only 
contribute to increasing the siege against and the 
killing of Palestinians 

international silence with regard to Israel\'s crimes. 
Todays hearing on the wall would have been an 
opportunity to expose Israeli measures 

operations only waste such opportunities." 


Editorial Commentary on U.S. Presidential Elections 
-- VJohn Kerry in the face of George Bush" 


Columnist Yagoub Jaber writes on the op-ed page of 
center-left 

(02/23): \"It is nearly certain that John Kerry will 

win the nomination of the Democratic Party to compete 
against George Bush in the U.S. presidential elections 
this year. The question is whether Kerry can defeat 
Bush 

consider him the most capable to implement their plans 
and serve their objectives that can only be described 
as extremely hostile. George Bush\'s popularity is in 
a state of continuous decline and John Kerry 
manages his elections battle intelligently and focuses 
on his opponent\'s mistakes inside and outside the 
United States 

cheated and brought enmity to the United States from 
all the people of the world. The other question is 
what is the level of change that Kerry would bring 
about to the U.S. policy on Iraq and the Palestinian 
issue 

It is known that Kerry voted in favor of the war on 

Iraq when he was in Congress 
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so based on the lies that were told by the Bush 
administration with regard to the Iraqi weapons of 
mass destruction. As for the Middle East and the 
Palestinian Israeli struggle 

talking about it 

battle that he is unprepared yet to wage.. Most 

likely he will have to talk about the Middle East 

issue 

and the Jewish Lobby and not hurt the feelings of the 
Arab constituents 

We already know that there has been no American 
president since Eisenhower who managed to twist 
Israel\'s arm and make it do something that it did not 
want to do. Having said that however 

Democrat presidents were closer than their Republican 
counterparts to attempts to resolve the struggle on 
bases that steer away from Israel's expansionist 
aspirations and measures that reflect neither morality 
nor logic.. We must not pin any hopes on this or that 
president. Yet 

president 

more understanding that the current president." 
GNEHM 
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to questions we have received from Washington audiences about 
the upcoming Spanish national elections 

complexities of Spain\'s parliamentary system and its regional 
aspects. 


2. (U) WHEN ARE THE NATIONAL ELECTIONS? 


-- All 350 seats in the Congress of Deputies. 


-- All 208 elected seats in the Senate. (an additional 51 
seats are appointed by the regional governments (called 
Autonomous Communities)) 


-- President of the Government (Prime Minister). Not voted on 
directly 


-- Separate elections for regional assembly and government in 
Andalucia. 


4. (U) HOW ARE SEATS ALLOCATED AND MEMBERS ELECTED TO THE 
CONGRESS OF DEPUTIES? 
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-- Each of the 50 provinces is entitled to a minimum of two 
seats = 100 seats 


-- The autonomous cities of Ceuta & Melilla receive one seat 
each = 2 seats 


-- The remainder of the 248 seats are allocated to the 50 
provinces in proportion to their populations (Ceuta and 
Melilla are excluded) 


-- Voters do not choose individual candidates 

vote for a party list. The political parties assign 

candidates for each province list. Those candidates do not 
necessarily have to be residents of the province 

of Congress serve the nation 

Constituency issues are handled by the regional 

and local governments or in the Senate 

responsibility of managing the relations between the national 
government and the regions. 


-- The candidates on the list are ranked-ordered by the 

party 

candidates will receive any seats won by the party. For 
example 

three names on its list will take a seat in Congress. 

Parties strategically place those they wish to ensure are 
elected by placing them at the head of a list or in a 

province where they expect to win enough seats to reach the 
candidate. 


-- In order to participate in the allocation of seats 
party must win at least 3% of all valid votes cast (this 
includes blank ballets) in their respective provinces. 


-- From the votes cast 
by a proportional representation formula 
Method. 


5. (SBU) DOES THE SYSTEM HAVE ANY BIASES? 

The D\'Hondt Method\'s proportional-representational formula 
tends to over-represent the party that wins the highest 
percent of the vote 

parties. It also benefits parties who agree to unite and run 

a combined candidate list 

parties agreed to coalition after the election. 


6. (SBU) HAVE THE TWO MAJOR LEFT-LEANING PARTIES CONSIDERED 
RUNNING TOGETHER THIS ELECTION TO DEFEAT THE RULING 
CONSERVATIVES? 
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No 

Unida) have not run combined lists since the reintroduction 

of democracy. Socialists and \"communists\" uniting (which is 
still remembered as being the constituents of the Popular 
Front coalition of the mid-1930 

voters away 

Socialists and far leftists have had agreements and joint 
candidate lists in regional races in Catalonia and Mallorca. 


7. (U) HOW IS THE PRESIDENT OF THE GOVERNMENT (PRIME 
MINISTER) SELECTED? 


-- Indirectly 


-- Just as political parties select the closed-list of 
candidates for Congress 

candidates for President. These are in practice designated 
before the election 

a different candidate after the election. 

-- The Presidential candidates run for a position in the 
Congress at the top of the party list in a given province ) 
usually Madrid. 

-- The political party which wins the largest number of seats 
will be invited by the King to form a government. 


-- The candidate for President of the Government (PM) then 
presents his program (similar to party platforms in the US 
giving the candidate 

foreign policy 

presentation 

who must be approved by an absolute majority* of the 
Congress. If this does not happen 

to the Congress (approximately one week later) and win the 
Presidency with a simple majority". 


-- After the installation of a new government 
designate one or more Vice Presidents 
Vice President in Spain does not necessarily go to the 


party 


Note 

*Absolute majority means a majority representing more than 
half the number voting (In the case of the Congress of 
Deputies 

the greatest number of votes. 


8. (U) HAVE THE TWO MAJOR PARTIES EVER HAD TO SHARE POWER? 
No. Since the reintroduction of democracy in 1977 

major parties has always been able to either win an absolute 

majority or coalition with smaller parties to win a majority 
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and select their President. 


9. (U) IS THERE A CONTROLLED CAMPAIGN TIME? 
Official campaigning begins two weeks before the actual 
elections. All canvassing for votes must cease one day 
before the actual election day 

permitted either on the last day (\"day of reflection\") or on 
election day. 


10. (U) WHO ARE THE MAIN PARTIES IN THE ELECTORAL RACE? 
The two main parties are: 

PP ) Popular Party; Leader: Mariano Rajoy 

PSOE ) Spanish Socialist Worker 

Rodriguez Zapatero 


Others include: 

CiU ) Convergence and Union (Moderate Catalan Nationalists); 
Leader: Josep Antoni Duran i Lleida 

IU ) United Left; Leader: Gaspar Llamazares 

PNV ) Basque Nationalist Party; Leader: Josu Jon Imaz 

CC ) Canarian Coalition; Leader: Paulino Rivero 

BNG ) Galician Nationalist Bloc; Leader: Anxo Quintana 

AP ) Andalusian Party; Leader: Antonio Ortega 

ERC ) Catalonia 

Carod-Rovira 


11. (SBU) HOW DO THE TWO MAIN PARTIES COMPARE ON POLICY? 
The ruling Popular Party (PP) 

pledged to continue the PP 

transatlantic alliance 

Iraq peacekeeping efforts and maintaining close ties with the 

United States in the War on Terrorism. The PP also promises 

to keep the strong economy on track and to preserve the 

integrity of the Spanish state from growing nationalist 

pressures in Catalonia and the Basque Country. 


The Spanish Socialist Worker 

Luis Rodriguez Zapatero 

presence in Iraq until the end of the current commitment 
(June 30) 

after that date unless the UN is in control of peacekeeping. 
While the PSOE states a desire for a constructive 
transatlantic alliance with the US 

of Spain 

pledges to maintain full Spanish cooperation in the War on 
Terrorism. The PSOE also proposes to increase social 
programs without raising taxes. 
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12. (U) WHAT IS THE POPULATION OF SPAIN IN RELATION TO THE 
NUMBER OF ELIGIBILE PARTIES? 

Population: 42 

Number of eligible voters**: 34 


Note 

**Voters do not need to be registered to vote in Spain. The 
only requirements are that the voter be over 18 years of age 
listed on the census 

residents and some other non-citizens are allowed to vote in 
municipal elections 

elections. 


13. (U) HOW ARE MEMBERS ELECTED TO THE SPANISH SENATE? 
-- There are 208 directly elected seats: 
- Each of the 47 peninsular provinces is assigned 

4 seats = 188 seats 

- The larger Balears and Canarias (3 islands) are 
assigned 3 seats each - 9 seats 

- The smaller islands (seven) are assigned one seat each 
= 7 seats 

- Ceuta & Melilla are assigned two seats each - 4 seats 


-- The legislative assemblies of the regional governments 
(Autonomous Communities) are also assigned one seat each and 
one seat for every million inhabitants. These positions are 
appointed by the regional government assemblies and are not 
involved in the electoral process. 


-- Voters select specific candidates for the Senate 

uses an \"open\" list of candidates. Voters have three votes 
for the four seats allocated to the province 

all three for a single candidate or split their votes as they 
choose among different parties. 


-- The Senate in the Spanish system is by far the weaker of 
the two houses. 


14. (SBU) WHAT\'S THE LIKELY OUTCOME IN THE REGIONAL 
ELECTIONS IN ANDALUCIA? 

Andalucia has been a PSOE stronghold 

they are close to an absolute majority and should be able to 

form a government in coalition with smaller parties. 

MANZANARES 
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1. SUMMARY: Armenian mass media widely covered the 
murder of Lieutenant Gurgen Markarian who was attending 
a NATO training course in Hungary. Echoing the 

official press statements made by the Ministries of 

Defense and Foreign Affairs 

outlets connected this crime to the general policy of 
Azerbaijan\'s authorities towards Armenia. END SUMMARY 


STATEMENT BY ARMENIA\'S DEFENSE MINISTRY 


2. In an official statement 

it was \"deeply shocked\" by the officer\'s death and 
pledged to do \"everything possible and impossible to 
subject the murderer arrested by the Hungarian 
authorities to deserved punishment.\" The Defense 
Ministry added: \"This atrocious murder is the direct 
consequence of Azerbaijan\'s policy aimed at kindling 
hatred towards the Armenian people.\" \"We hope that the 
international community will draw corresponding 
conclusions and will properly assess the situation 

the Armenian Defense Ministry concluded. 


STATEMENT BY ARMENIA\'S FOREIGN MINISTRY 


3. The Armenian Ministry of Foreign Affairs noted that 
\"this crime is the logical consequence of the anti- 
Armenian hysteria that has been unleashed by the Azeri 
authorities over the years and of the war-mongering 
militarist propaganda of recent months 

consistently infects all of Azeri society.\" \"It is 

evident that such state policy has crossed the bounds 
and officials representing Azerbaijan abroad can commit 
cold-blooded murder.\" \"The Ministry expects that the 
international organizations will appropriately assess 

this crime and react. At the same time 

the Hungarian authorities punish the perpetrator to the 
maximum extent of the law.\" 


REACTIONS IN THE MEDIA 


4. In its article titled \"The Relatives Demand that the 
Murderer Not Be Extradited to Azerbaijan 

government official Armenian language daily HAYASTANI 
HANRAPETUTIUN (02/23) said that Gurgen Margarian had 
plans for the future after his return - he was going to 

get married and go to the U.S. to study at a military 
academy for two years. Another article in the same 
newspaper says: \"Even though the deed of the Azeri 
officer-murderer was a surprise 

The obstruction of the Armenian officersY participation 

in the planning conference for NATOVs VBest Joint 
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Effort-2004\" in Baku and the forms of this obstruction 
had already indicated that there are some people in 

that country who are obsessed with killing Armenians. 
The Azeris seemed to have known what they were doing 
when they did not allow Armenians to go to Baku 

knew that there are some people there who would not be 
able to resist the temptation to smell blood. On the 

eve of the conference 

organizations had stated publicly more than once that 
they would physically assault any Armenian officers who 
might come to Baku. Essentially 

Baku 


5. While commenting on the statement made by the Azeri 
Foreign Ministry expressing its regrets to the family 

of Gurgen Margarian 

AZG (02/23)wrote that \"in the statement 

of Foreign Affairs indirectly justified Safarov\'s crime 

by noting that the murdered Armenian officer constantly 
humiliated the Azeri officer 

killed in the Jebrayil (sp.) region during the Karabakh 
war.\" 


6. Opposition Armenian daily ARAVOT (02/23) commented 
on the reports published in the Azeri press 

that \"elements of emphasized cynicism can be seen in 
the reactions by the Azeri side. According to the 
newspaper \"Zerkalo 

of Defense 

murder 

conclusions. \"Nobody has the right to call the Azeri 
officer a murderer until he is proven guilty by an 
investigation and a court verdict 

added that at the moment Safarov is being held in 
custody as a suspect. The fact that the murderer did 
not put up any resistance during his arrest and did not 
deny his guilt says that this was not a usual murder.\" 
\"Nevertheless 

likelihood 

political murder. The allianceVs attitude towards the 
Republic of Armenia was already made clear during the 
NATO conference in Baku.\" 


7. The pro-government Russian language newspaper NOVOYE 
VREMYA (02/23) wrote: \"A 26-year-old Armenian officer 

who was undergoing training under the most peaceful 

NATO program 

very combination of these words is already nonsense. 

What happened there is completely beyond comprehension 
regardless of who committed this crime that was 
unprecedented in its cruelty. This is how this would 
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have been taken 

Sumgait and Baku 

to show to the civilized world what kind of medieval 
brutality the Armenian population of Azerbaijan had to 
face at that time.\" \"All of this has happened before. 
And it can happen again 

community reacts strongly to what has happened. The 
initial comments on what happened are nothing but 
examples of political correctness.\" V'From the first 
the NATO leadership refrained from comments until 
further details of the incident were clarified. In 

exactly the same way 

from calling things by their names when Armenian 
officers were not allowed to go to Baku to participate 

in the NATO planning conference." V'We do not want to 
draw parallels 

because of the ideas of proletarian internationalism 
the party leadership called the organized massacres in 
Sumgait \"an action by criminal elements. As a result 
the virus of unpunished evil spread throughout the 
territory of the former USSR. Sumgait has 
essentially happened again many times over 

called \"hot spots\" of that enormous country 

reaping the consequences to this day.\" 


8. Dashnak-affiliated HAYOTS ASHKHAR newspaper (02/23) 
qualifies this crime as political and calls on 
international organizations as well as NATO to 
recognize it as such. \"This is simply a call to arms 

for Armenia and for the international organization 
namely NATO 

Partnership for Peace program. This factually 
automatically discredits the principle of \"partnership 
for peace\" and turns it into the principle of \"murder 

for war 

of the NATO program. No matter how hard they try 
Hungarian authorities also cannot deny that the murder 
was clearly politically motivated. NATO cannot deny 
that either." V'They cannot deny this for the simple 
reason that this was already characterized as such by 
the head of the press service of the Azeri Ministry of 
Defense 

said that the Azeri officer who committed the crime was 
a resident of the region of Jebrayil 

were killed during the Karabakh war. This means that 
the crime was committed not only by an officer who 
officially represented Azerbaijan under the Partnership 
for Peace program 

not a specific person (Gurgen Margarian) 
representative of a specific nation and specific 

country 
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Armed Forces. After all 

presented as the result of a mundane or personal 
dispute because the murderer tried to kill the other 
Armenian officer as well." \"We think that such cruel 
and insolent behavior by not only the Azeri officer 
but also by other Azeri officials has to do with the 
fact that NATO recently failed to blame Azeri 
authorities for having prohibited the participation of 
Armenian officers at a Partnership for Peace conference 
in Baku.\" \"The Azeri authorities bear full 
responsibility for the cruel political murder in 
Budapest 

new and crueler crimes by keeping silence or 
considering this a simple criminal act 

ignoring once again the obvious facts and allowing 
impunity.\" 


ORDWAY 
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many of whom were from the paper\'s editorial staff. 


2. (SBU) Nkomo advised that TDN would take its time in 
reinforcing its staff prior to publishing again 

government permitted it to publish. He said the courtVs slow 
pace in deciding the consolidated appeals of its various 
legal cases would give it some time 

retain a core group to continue its internet publishing and 

to prepare a reconsolidated work force. 


3. (C) COMMENT: A difficult recruiting challenge now 
supplants a problematic labor situation at the embattled TDN 
much to the delight of Moyo and many in the GOZ. Masiyiwa 
multi-millionaire who controls a highly successful 
international cellular telephone company among other things 
had continued to pay full salary to the entire TDN staff 
during the five months the paper was shuttered by the GOZ. 
The staff 

push for huge salary increases 

complexities of putting TDN back together have grown 
Jonathan Moyo and his minions wish. 

SULLIVAN 
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epidemic is to be successful. V" 
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2. (U) Supported by USAID-funded POLICY project 

AIDS Policy that was launched by Muluzi in Blantyre on 
February 10 aims to provide comprehensive guidance on 
prevention 

response to the spread of HIV/AIDS. The policy has a 
particular focus on human rights and empowerment as the 
primary means for fighting the pandemic at the village level. 
As a result 

for gender equity in the family 

and information 

abuse 

The policy also contains several controversial provisions 
such as allowing children age 13 and older to seek VCT 
without parental consent 

disclose the status of an infected individual to a spouse 
and approving the provision of condoms in prisons. The 
Cabinet officially adopted the policy in November 2003. 


COMMENT 

3. (C) While the President's announcement about AIDS in his 
family was laudable 

country so clearly affected by HIV/AIDS 

missed) many opportunities to deal with the pandemic in a 
personal and practical way. The GOM has had countless 
high-level officials and parliamentarians whose deaths have 
gone unremarked 

been compromised by AIDS-related absences and deaths. While 
Muluzi has routinely included HIV/AIDS messages in almost all 
of his speeches for several years 

occasion that he has personalized the issue. 


4. (C) COMMENT CONTINUED: The need for Muluzi (and other 
senior officials) to move directly and personally to address 
HIV/AIDS was made all too apparent at the February 10 launch. 
When Muluzi announced he had voluntarily been tested for 

HIV 

seated behind the Ambassador) audibly giggled. END COMMENT. 
BROWNING 


14188 

14189 

14190 

security mission to Basra and V'a change of mood in CPA\" were 
helpful for the UNVs reentry to Iraq. Mountain hopes to 

resume UN operations in Basra soon and believes that UN 
Headquarters\' security concerns include both real and 
perceived threats. Mountain believes greater consultation 

with Iraqi authorities is required for development of the 

UN\'s strategic plan. The UN will present detailed funding 
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needs at the Feb. 28-29 Iraq Fund meeting but is unlikely to 
issue a new appeal. With USD 300 million on-hand 

real challenge is to implement programs under current 

security conditions. Mountain\'s forward-leaning position on 
UN reentry to Iraq does not match the pessimistic assessments 
provided by UNSECOORD and we are not confident that his 
arguments will outweigh UN NYVs security concerns. End 
summary and comment. 


2. (U) PRM PDAS Richard Greene met UN SRSG 

Ross Mountain on February 16 

meeting on Iraqi refugees 

reported septel). UNAMI Senior Adviser for IDPs John Pace 
UN strategic planning officer Michael Dalton and UNAMI 
humanitarian affairs officer Maura Lynch also attended the 
meeting 

PRM/ANE officials Larry Bartlett and Andy Wyllie and Regional 
Refcoord Joan Polaschik (notetaker). 


3. (C) Repeating a familiar refrain 

is now a question of when 

return to Iraq. With UN Special Advisor BrahimiVs \"good\" 
visit to Iraq 

agreement for the UN plane to fly into Iraq and a \"change of 
mood in CPA 

\"helpful\" for the UN\'s reentry to Iraq. Based on the 

February 14 security mission 

be able resume operations in Basra \"soon.\" The UN has a 
significant number of staff prepositioned in Kuwait and Amman 
who could conduct \"in and out\" missions to Iraq once security 
conditions improve. Mountain (who had just spent three weeks 
in Amman and Kuwait) said he expects to spend the majority of 
his time in the region although UNAMI headquarters will 
remain in Cyprus. 


4. (C) Noting that UN Special Advisor Brahimi was scheduled 

to brief UNSYG Annan in a few days 

Vsome accommodation had been reached" during BrahimiVs recent 
mission to assess elections prospects in Iraq. Because \"it 

is clear that elections will not be held before the transfer 

of sovereignty 

deal with the transition period between July 1 and elections. 

While the transition period before elections could be 
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difficult 

neighbors would support a delay in the transfer of 
sovereignty. 


5. (C) Mountain commented that UN security concerns include 
both real and perceived security threats; his biggest 

challenge is to change perceptions in New York. He predicted 
that the UN would be able to reestablish operations in Basra 
and Irbil \"soon\" although the February 1 attack on Kurdish 
party offices in Irbil delayed UN plans for a security 
assessment there. Security in Baghdad 

real problem.\" Mountain also expressed concern that the 
security situation could worsen after the June 30 transfer of 
authority in Iraq. 


6. (C) Mountain acknowledged that the UN was not making 
adequate use of its national staff under the current security 
restrictions. While some UN agencies follow the spirit 

rather than the letter of the security regulations 

agencies have ordered their staff not to leave home. Greene 
urged Mountain to make maximum use of UN national staff 
especially in capacity building for Iraqi ministries before 

the June 30 transition. 


7. (C) Mountain said that further work needs to be done on 
the UN\'s strategic plan for Iraq 

of coordination with Iraqi authorities and cash-flow 

analysis. While the UN had already begun formal 
consultations with the Iraqi Ministry of Planning 

believes the UN must expand its strategic planning to line 
ministries and also build on existing consultations with CPA. 
Pressed by Greene to identify immediate funding needs 
Mountain responded that the UN has roughly USD 300 million in 
cash on-hand but will require USD 900 million for food 
assistance in the coming year 

funds for up-front program needs such as software and other 
crucial support purchases. Mountain pledged that the UN 
would have more precise figures ready by the February 28-29 
Iraq Trust Fund meeting in Abu Dhabi. However 

unlikely to issue a new appeal for Iraq as it has sufficient 
funds on-hand. The real question 

the UN\'s ability to implement programs. 


Humanitarian Priorities 
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8. (C) Noting that the lack of solid information makes it 
difficult to prioritize humanitarian needs in Iraq 

said that health services 

basket distributions remain problematic. In the longer term 
Mountain is concerned that an appropriate social safety net 
is constructed along with efforts to monetize the Iraqi 
economy. 


9. (C) Mountain\'s forward-leaning position on UN plans to 

return to Iraq and resume assistance activities does not 

match the more pessimistic security assessments presented by 
Amman-based UNSECOORD officials (ref). While we appreciate 
his enthusiastic advocacy for an early return to Iraq 

not confident that his arguments will outweigh security 

concerns. 


10. (U) PDAS Greene cleared this message. 


11. (U) CPA Baghdad minimize considered. 
GNEHM 
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prior to Gul\'s February 23-25 visit to Moscow. According to 
Tabatadze 

on regional affairs and security. Japaridze\'s meeting with 
Erdogan was shorter and focused on economic issues. 
Tabatadze confirmed that Japaridze left pleased with his 
visit and sees Gul as a good interlocutor. However 
Tabatadze and 

Lebanidze found Gul poorly briefed on Caucasian affairs. 


Georgian-Russian Relations 


4. (C) Tabatadze said Japaridze gave Gul a positive spin on 
President Saakashvili's February 11-14 visit to Moscow; the 
GeorgiansY aim was to re-start Georgian-Russian relations 
with a clean slate. However 

Saakashvili told Putin two things are non-negotiable: 
Georgia\'s pro-Western orientation and the need for Russian 
withdrawal from bases in Georgia. At the same time Georgia 
is prepared to guarantee Russian security through joint 
patrols along the entire length of the Russia-Georgia border 
(ref A). 
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5. (C) Gul reportedly expressed interest in the progress of 
the Georgia-Russia Framework Agreement (ref B). Japaridze 
reportedly answered that Georgia will never agree to Russian 
demands that the GOG guarantee no deployment of foreign 
forces on Georgian territory 

Russians during his upcoming trip that Turkey does not intend 
to establish bases in Georgia. 


Abkhazia 


6. (C) Gul reportedly suggested that increased 
\"people-to-people\" contacts between Abkhazia and Turkey\'s 
ethnic Abkhaz community could help reduce Russian influence 
in Abkhazia and reduce tensions between Abkhazia and Tblisi. 
(Comment: This suggestion appears to run counter to one 
Turkish MFA assessment about Turkey\'s Abkhaz community: in 
September 

members of Turkey\'s Abkhaz community 

Russian Embassy in Ankara 

into Abkhazia from Turkey (ref C). End comment.) 


7. (C) In reporting Gul\'s strong request to Japaridze that 
Tblisi formally open Abkhazia to Turkish business 

Tabatadze claimed some Turkish companies are already doing 
business there. Gul reportedly asserted to Japaridze that 

the CIS embargo of Abkhazia is not working: Russian 
companies are doing business there and some Russian officials 
have visited. More Turkish business in Abkhazia 

will reduce Russian influence. Downplaying the idea that 
Turkish access will promote Abkhazian separatism 

predicted most Turkish businesspeople would not be from 
Turkey\'s Abkhaz community. According to Tabatadze 
Japaridze told Gul he will consider this proposal. 


Ajara 


8. (C) Japaridze asserted to Gul there is now a V'good 
understanding!" between Ajaran leader Abashidze and President 
Saakashvili (ref D). DCM Tabatadze added that he expects 
Abashidze to visit Saakashvili in Tblisi within the next 

several days. Gul reportedly welcomed the news 

Japaridze that the Turkish Consul General in Batumi has been 
pressing Abashidze to \"play by the rules" and avoid 

separatism. Japaridze V'highly appreciated" Gul\'s message. 
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Border Controls 


9. (C) Gul reportedly pressed Japaridze to relax the visa 
regime for Turkish truckers entering Georgia. Japaridze 
promised to consider this. However 

Japaridze noted Russian pressure to tighten visa controls on 
Turks entering Georgia: the Russians point to cases of 
Turkish fighters killed in Chechnya who bore passports with 
Georgian entry visas. Gul reportedly also complained about 
corruption at the border; Japaridze replied that the new 
government is determined to fight corruption. 


10. (C) The two FMs also discussed the possibility of 
opening a third border crossing between Georgia and Turkey. 
Tabatadze noted that one possible location is near a 
now-closed Russian base 

activity lost when the base closed. 


Turkish Assistance to Georgian Ministry of Interior 


11. (C) Tabatadze said Gul also proposed expanded Turkish 
assistance to Georgia\'s Ministry of Interior 

grants 

proposed helping the GOG reconfigure Ministry of Interior 
security forces to look more like Turkey\'s jandarma 

in charge of security outside Turkey\'s urban areas. 
Japaridze said he would consider it. 


Pipelines 


12. (C) Both FMs agreed on the importance of BTC in 
fostering regional security and prosperity 

any delay in construction is in neither Georgia\'s nor 
Turkey\'s interest. Japaridze raised the possibility of a 
pipeline from Novorossiysk to parallel BTC in Turkey and 
reduce the amount of Russian oil shipped through the 
Bosphorus. According to Tabatadze 

expressed interest 

reaction; the Georgians replied that Putin has formed a group 
to study the proposal. 


13. (C) Comment: DCM Tabatadze said the visit left him with 
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the clear impression that Turkey wants to expand its role in 
Georgia. At the same time Tabatadze 

interlocutor for the past two years 

that 

is searching for ways to work with Russia on the Georgia 
question rather than concentrating on helping Georgia extract 
itself from Russia\'s shadow. As just one example 
Japaridze\'s interlocutors as consistently emphasizing 
Russia\'s role in the region 

and Georgia should find ways to make Russian involvement 
constructive. End Comment. 

EDELMAN 
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Israelis were unlikely to accede to this request 

then asked the U.S. to consider resettling these 
Iragi-Palestinians in the United States. Morjane told Greene 
that UNHCR realizes the political difficulties of finding 
durable solutions for Palestinian refugees 

has a morale imperative to find solutions for this group. 
UNHCR could not expect Jordan to accept more Palestinian 
refugees and could not force this group to return to Iraq. 
Resettlement outside the region seemed to be the only durable 
solution. 


5. (C) In a follow-on February 17 conversation 

ComGen told refcoord that Morjane had not raised this issue 
in their meeting and she was surprised he was considering the 
possibility of resettling Palestinians from an UNRWA area of 
operation. She commented that resettlement of Palestinians 
outside the region would be interpreted as a conspiracy to 
solve the Palestinian refugee question outside a negotiated 
political settlement 

Moreover 

agencies 

of operation (e.g. 

exceptional vulnerabilities. AbuZayd said she would add this 
issue to the agenda of the upcoming UNHCR-UNRWA consultations 
and brief refcoord after the meetings. 


6. (C) AbuZayd confirmed to Greene that UNRWA Commissioner 
General Peter Hansen intends to step down after his current 

term expires in February 2005. She cautioned 

Hansen could change his mind if he believes the U.S. is 

pushing for his ouster. AbuZayd said Hansen was taken aback 
by recent comments from the UNSYGVs office that the U.S. 

would not want Hansen to remain in office for another term 
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and asked specifically that AbuZayd probe U.S. intentions. 
Assuring AbuZayd that the U.S. would not launch an overt 
campaign to oust Hansen 

nonetheless prefers that Hansen\'s third term become his last. 
AbuZayd confirmed that she plans to stay on as Deputy ComGen 
until August 2005 

to anew ComGen. 


7. (SBU) Greene told AbuZayd that the U.S. continues to be 
concerned that UNRWA take all possible measures to ensure 
that no assistance is provided to terrorists 

in section 301(c) of the Foreign Assistance Act. Referring 

to a February 6 letter from PRM A/S Dewey to UNRWA ComGen 
Hansen 

UNRWA to take a broader view of what constitutes an act of 
terrorism 

explosions in refugee shelters that result from presumed 
bomb-making activities. The technical explanation provided 

in UNRWA\'s November 2003 letter to A/S Dewey simply was not 
sufficient. Greene suggested that the Department\'s legal 
advisors should speak directly to UNRWA legal counsel. 
AbuZayd responded that UNRWA took the U.S. concerns seriously 
and had already drafted a response to A/S Dewey\'s letter. 
However 

practices rather than its technical interpretation of U.S. 

law and UN conventions on terrorism. 


8. (U) Explaining that the manager\'s report to the FY04 
omnibus appropriations bill urged the Department to provide 
funds to make UNRWAVs Operations Support Officers (OSO) part 
of the agency's regular programs 

the agency had not done so. Greene explained that the U.S. 
Government found the OSO program to be an effective oversight 
tool for the agency and hoped that it could be continued 

beyond the current emergency in the West Bank and Gaza. 
AbuZayd responded that limits on UNRWA international staff 
members 

of the OSO program. UNRWA international staff positions for 

its regular programs currently are limited to 110. UNRWA 
employs an additional 43 internationals beyond the UN HQ 

limit (including 14 OSOs funded by the U.S.) but with the 

caveat that they are short-term positions funded by 

individual donors. Regularization of the OSO program would 
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require UN HQ to raise the limit on UNRWA international 
staff. 


9. (U) Noting that there is a large 

limited U.S. emergency assistance funds 

AbuZayd that the U.S. Government plans an expanded monitoring 
mission to review UNRWA emergency programs. Tentatively 
planned for April 

programs in the West Bank and Gaza 

prioritization 

programs\' impact. AbuZayd welcomed the mission 

it could complement an EC review of West Bank programs and 
the UK-financed external review of all UNRWA programs. 


10. (C) We -- as well as the UNHCR Jordan Representative -- 
were surprised by Morjane\'s proposal to resettle 
Iragi-Palestinians from their temporary place of asylum in 
Jordan. UNHCR resettlement of a group of Palestinian 
refugees would constitute a departure from existing 
Palestinian refugee policies and 

PM Sharon\'s statements about unilateral withdrawal from Gaza 
would likely be viewed in the region as something far more 
significant than a humanitarian solution for a small number 

of refugees. We again recommend that the Department not 
consider Iragi-Palestinians for the U.S. resettlement program. 


11. (U) PDAS Greene cleared this message. 


12. (U) CPA Baghdad minimize considered. 
GNEHM 
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POSITION AND THE V'LESS RESTRICTIVE\" NORWEGIAN POSITION. 


2. RATIFICATION: CALIENDO ANTICIPATED THAT THE EU MEMBER 
STATES WILL COORDINATE THEIR RATIFICATIONS AND DO THEM MORE 
OR LESS AT THE SAME TIME. HE SEES NO DIFFICULTY WITH 
RATIFICATION IN ITALY. CALIENDO ASKED WHEN THE U.S. MIGHT 
RATIFY THE TREATY. 

SEMBLER 
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morning of February 20 

office. As events in Haiti continue to deteriorate 

sense of vulnerability by the Government of the Commonwealth 
of The Bahamas (GCOB) at being overwhelmed by mass Haitian 
migration continues to grow. In this light 

Foreign Minister Fred Mitchell have exerted considerable time 
and energy in recent weeks to mediate peace talks between 
President Aristide and the opposition (reported reftels A 

and C). Increasing deterioration in conditions in Haiti are 

also reinforcing the Bahamian Government\'s sense of 
dependence on the United States in the event uncontrolled 
Haitian migrant outflows occur. At the 60 minute meeting on 
February 20 in his private office 

on recent developments on Haiti from his Government\'s 
perspective. 

END SUMMARY 


2. (C) Christie initiated the discussion with a report on 
Foreign Minister Mitchell\'s just-concluded presentation at 
the United Nations General Assembly that morning. The 
Ministry of Foreign Affairs later faxed the Embassy a copy of 
Mitchell\'s speech 

including a constitutional role for a Prime Minister 

governing protests and demonstrations by the opposition 
professionalization of the Haitian National Police 

additional security and economic support. FM Mitchell also 
called for the international community to V'provide immediate 
security assistance to bring stability to Haiti 

helping the legitimate authority of Haiti to restore law and 
order and disarm the elements that now seek to violently 
overthrow the government 

humanitarian assistance. Mitchell continued using -- for 
him -- unusually strong language: V'Those armed gangs who seek 
now to overthrow the constitutional order should be urged to 
lay down their arms and if not they should be disarmed.\" 


3. (C) Christie related to Charge that in New York Mitchell 
had sought out and obtained additional support 

from Central and South American countries 

approach. Christie was particularly proud that Bahamian 
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efforts had resulted in Venezuela 

agreeing to send police or military to Haiti as he observed 
wryly 

the U.S. of late. Christie also announced that FM Mitchell 

and Assistant Secretary Roger Noriega would fly to Haiti 
Saturday to continue to work all sides of the issue. 

Christie spoke authoritatively about conversations between FM 
Mitchell and A/S. Noriega and between Mitchell and NSC 
Western Hemisphere Director Tom Shannon. He also indicated 
that he had been in contact with members of the U.S. 
Congressional Black Caucus to allay their \"deep concerns\" 
about the V'good faith\" of the U.S. and others in seeking a 
resolution to HaitiVs crisis. 


4. (C) The Prime Minister described his week of frantic 
conference calls on the Haitian crisis and a U.S. preference 
for the Bahamian Foreign Minister to play a new 
significant on-going role in Haiti as the third member in a 
tripartite committee that 

effectively serve as a kind of 'Council of Wise Men\" in 
governing the country. Christie said that as he understood 
current plans 

members: a representative from the Haitian Opposition 
independent Haitian Prime Minister 

representing Caricom and others. According to the Prime 
Minister 

reservations about the constitutionality of formally creating 
such a body. However 

his conversations with him that President Aristide would 
accept an arrangement in which the same group would 
\"informally\" advise him on matters. 


5. (C) Continuing his exposition 

say that his preferred solution would be for the United 
States or the French to assume the leadership of this body 
and supply the V'third member" rather than The Bahamas. 


PRIME MINISTER WORKS THE PHONES IN NASSAU -- DEFERS TO U.S. 
AS V TOP DOG\" 


6. (C) The Bahamian Prime Minister appeared comfortable in 
his newly-assumed role of international mediator. He noted 
that he had spoken \"at least a dozen times\" with Haitian 
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President Aristide of late 

he had spoken with the Haitian President at least once each 
day. Explaining his frequent telephone conversations 
Christie declared that 

he did not want to risk having his message diluted or 
distorted \"by leaving (the resolution of the crisis) to 
ambassadors.\" 


7.(C) Noting that President Aristide had claimed that 
\"bandits\" were responsible for attacking the Opposition 
government forces 

with Aristide he had stressed the importance of Aristide 
appealing directly to the U.S. 

assistance in re-equipping Haitian police so that law and 
order could be restored. Christie indicated some sympathy 
for Aristide\'s claimed plight 

simply no way that a demoralized police force of less than 


million.\" Christie seemed hopeful that the U.S. would 
reconsider its position against supplying the Haitian police 
with lethal weapons 

Haitian police with non-lethal support. 


8. (C) Christie indicated his preference for continued 

direct high-level involvement in Haiti. He felt that it was 
important that he and others at the head of state level 
continue to involve themselves in the situation and interact 
directly with Aristide in order to reinforce the urgency of 

the situation. Christie said that it had been his idea to 
contact South African President Thabo Mbeki to try to involve 
him in Haiti. It would be appropriate 

world\'s \"newest black nation\" to help the world\'s \"oldest 
black nation.\" At regular intervals during the one-hour 
meeting 

restore law and order in Haiti made by himself and others to 
Secretary Powell 


SIPDIS 
and the O.A.S. 


9.(C) Christie stressed his agreement with his Foreign 
Minister that the best resolution would be an agreement that 
conferred some \"dignity\" to Aristide. Christie specifically 
sympathized with Aristides complaint that he (Aristide) was 
being asked to take unconstitutional actions. The Bahamian 
Prime Minister indicated that based on his conversations with 
Aristide 
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working with the opposition on the joint appointment of a 
new Prime Minister and subsequently a new cabinet 
objecting to being left out of the process or becoming a 
figurehead for the remainder of his term in office. Christie 
also made clear his position that President Aristide is 
HaitiVs legitimately elected constitutional leader. But 
Christie then coupled this principled stand with an 
evaluation of the state of the Haitian opposition from his 
position as a practicing politician. \"Even with a year to 
organize 

level of support 

again 


10. (C) In this vein 

might be the outcome of the February 21 talks in Port au 
Prince 

had the power to achieve a solution. Christie said that he 
was confident that A/S Noriega V'had the clout\" to bring 
Haitian Opposition leader Apaid around 

signed on to an agreement 

follow" in permitting President Aristide to serve his term 
out since they couldn't organize themselves to win an 
election now. 


11. (C) Turning from the crisis in Haiti to the consequences 
for The Bahamas if that country's political instability 

results in a migrant outflow 

great length to reiterate his determination to build a deep 
water port at Great Inagua that would serve as his country\'s 
strategic southern base. As he lamented: \"The Haitian 
problem isn\'t going to go away for years to come.\" Given 
this reality 

Defence Force (RBDF) will always need to patrol the country\'s 
vast southern waters. Moreover 

problem will always be there 

consistent problem of fish poaching in by neighboring 
countries. According to Christie 

Republic exported $2 million in conch 

conch in Dominican waters!V Clearly 

the best interests of The Bahamas to have a deep water port 
and refueling station at its southern tip. Christie 

reiterated the common interests of the United States in 
having access to a similarly-situated facility and again 
asked for the Charges help in obtaining U.S. funding for 
construction of a harbor and breakwater at Great Inagua. 


12. (С) Charge responded that the U.S. would like to support 
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the Bahamian plan 

to get RBDF and National Security officials to go beyond 
global declarations and obtain specific plans regarding GCOB 
intentions on Great Inagua. Given budgetary constraints in 
the United States 

were forthcoming 

own funds 

blocking off possible funding. Noting that the U.S. was 
already looking at FY 06 budgets 

Minister to accelerate internal GCOB decision-making on Great 
Inagua. The Prime Minister agreed 

government is willing to work out the details immediately. 


13. (C) In addition to construction of a southern strategic 
base in Great Inagua 

he was in negotiations to conclude an agreement with Royal 
Caribbean Cruise Line to build a deep water port at Great 
Inagua. Though the island is currently barren 

more than 50 

and at least one nice beach. He was hoping that the flamingo 
national park would provide cruise ship passengers with an 
interesting diversion to the normal Caribbean port of call. 
Christie took on board Charge\'s suggestion that costs of 
constructing a base on Great Inagua could effectively be 
reduced if any Royal Caribbean construction were to be made 
part of the GCOB\'s plans. 


14. (C) Regarding what The Bahamas would do in the event 
that large numbers of Haitians started appearing on Bahamian 
territory 

the United States to effect repatriation. The Bahamas 

said 

migrants for any period of time. Declaring that he had no 
concert with \"those liberals\" on this issue 

there would never be asylum in The Bahamas for Haitians. The 
total population of The Bahamas was 

of a small town in the United States. We simply cannot do 
what Amnesty International and other groups would insist on 
us.\" 


15. (C) Christie was surprisingly well versed on the 
proposed latest iteration of Operation Compassion 
patrolling exercise that involves enhanced communication and 
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coordination between the RBDF and the U.S. Coast Guard. PM 
Christie reported that the Cabinet had discussed 

participation in \"Op Compassion\" the previous day and had 
approved Bahamian involvement. As the Haitian crisis has 
evolved 

comments to publicize an increased RBDF presence in southern 
Bahamian waters. Charge indicated that we believed that the 
USCG would be prepared to engage in planning discussions for 
this iteration of Op Compassion as early as March 3-4. 


16. (C) However 

RBDF vessels capable of long range patrolling are 
operational. Charge queried the Prime Minister on the return 
to service date of the HMBS Bahamas noting that effective 
Bahamian participation in this six-month extended V'Op 
Compassion" required that there be at least three functioning 
RBDF vessels (the HMBS Bahamas 

that one would be on station 24/7 throughout the exercise. 
Similarly 

Bahamian vessel on site 24/7 also presumed that the RBDF 
vessels would re-fuel and re-provision at Guantanamo Naval 
Base rather than make extended return trips to its home port 
of Coral Harbour in New Providence. Finally 

that we would need assurances of the commitment and 
cooperation of RBDF Commodore Rolle to commit the necessary 
assets to the operation. PM Christie responded that the 
repairs have started and completing them is a government 
priority. He also acknowledged Commodore Rolle\'s reluctance 
to commit the necessary assets by explaining that Rolle 

claims he needs to keep some ships in reserve in the event of 
other problems in other areas of the country. The Prime 
Minister said that he overrode the Commodore\'s objections by 
asking him rhetorically 

The Bahamas right now that is more critical than preventing a 
migrant outflow from Haiti? V 


17. (C) Closing this part of the discussion 

Minister also urged the U.S. to simplify matters by providing 
fuel to RBDF vessels at no cost 

mere \"drop in the bucket V" for the U.S. As Charge responded 
that refueling costs to the GCOB would probably be much lower 
at Guantanamo than in Nassau 

accused Charge of \"trying to nickel and dime me!" while 
thanking him for not yet pressuring him for an Article 98 
agreement in the meeting. 


COMMENT 


18. (C) The fact that the over-programmed Prime Minister 
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would budget more than one hour for a meeting on one day\'s 
notice speaks to the overriding importance Haiti has in local 
politics. PM Christie is clearly committed to remaining 
engaged on finding a solution to the Haitian problem 
accepts that this is currently the dominating project of his 
Foreign Minister 

While his decision-making style may be protracted and 
indecisive 

impressive 

an indefatigable seeker of consensus. For the purpose of 
promoting peace in Haiti 

Foreign Minister Mitchell 

more methodical. Given The BahamasY proximity to Haiti 
feel The Bahamas has no choice except engagement. 
WITAJEWSKI 
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the Nationalist Party (PN) and is a long-time associate of 
ex-president Rafael Callejas 

corrupt practices. Navarro was 

of CallejasV legal defense team during his mid-1990Vs 
corruption scandals. Callejas 

influence within the PN 

Navarro\'s selection as AG and Navarro 

sitting Supreme Court Judge 

legal team. Navarro is also a close friend of Honduran 
Supreme Court President Vilma Cecilia Morales 

strong personal relationships with Honduran National 
University Rector Guillermo Arias Perez Cadalso and Honduran 
Foreign Minister Leonidas Rosa Bautista 

supported his candidacy. 


3. (C) Navarro\'s selection as the new AG was guided by high 
ranking Nationalist Dark Side members of congress 

the President of Congress 

(Picho) Goldstein 

Soto 

with the political will to aggressively pursue high level 
corruption cases. Not necessarily the most qualified for the 
job 

concerted effort by either the Liberal Party or the 
non-Callejas faction of the PN to derail it. Although 
Honduran law requires the selection of the AG to be an open 
and transparent process 

vote limited the coordination of any of the other candidates 
and their supporters 

filled rooms. 


4. (U) Other candidates who had made the AG short-list were: 
Lidia Estella Cardona Padilla (Supreme Court Judge); Carlos 
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Africo Madrid (Supreme Court Representative on the National 
Election Tribunal); Luis Enrique Galeano Milla (private 
attorney); and Roberto Lagos Banegas (private attorney). All 
AG candidates were PN members. The new Deputy Attorney 
General is Yuri Fernando Melara Berlios 

member 

at the PM represent the main opposition party. 


5. (C) Comment: After current AG Medina\'s dismal 
performance 

hoped that a new more aggressive 

might usher in a new mind-set at the PM. Such a lead 
prosecutor might have been able to dent the pervasive 
corruption and sense of impunity that permeates Honduran 
society. However 

that probably little will change at the PM. This isa 
disappointing development 

international community\'s and Honduran civil society\'s 
concerted efforts to promote the rule of law in Honduras and 
the significance of choosing a highly qualified AG. While 
Navarro was the presiding judge in the recent conviction and 
sentencing of PN deputy Armando Avila Panchame 

rumors emanating from high levels within the Government of 
Honduras (GOH) indicate that Avila Panchame was \"sacrificed\" 
in an effort to demonstrate to the U.S. Navarro\'s commitment 
to combating drug trafficking and corruption at the highest 
levels (ref A). Post believes that Navarro will improve the 
PM\'s performance in prosecuting low-level crime and in 
working more collaboratively with the other judicial and law 
enforcement entities in Honduras. Despite MedinaVs poor 
leadership and the overall problems with the PM 

many strong individual prosecutors untainted by allegations 
of corruption or incompetence that mar many in the PM. 


6. (C) Comment Continued: It appears that Navarro is not 
likely to improve the rule of law in Honduras or lead an 
effort for needed reforms. Thus 

not change a legal system which is desperately in need of 
improvement. End Comment. 


7. (C) Ramon Ovidio NAVARRO Duarte was born in Trujillo 
Honduras 

of the newly reformed Honduran Supreme Court of Justice in 
2002 and continued in that capacity prior to being selected 
as the new AG. Navarro remains an active Nationalist Party 
member and is clearly identified with the Dark Side of the 
party. Prior to joining the Supreme Court Navarro was a 
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professor of labor law at the Honduran National Autonomous 
University (UNAH). At one point 

Minister at the Honduran Ministry of Government and Justice 
and was head of 

of Social Security. 


8. (U) Navarro has considerable judicial experience and is 
known as an able litigator. He was a judge in the Court of 
Appeals in San Pedro Sula 

Law Judge 

Property. Navarro holds a 1965 degree in law from UNAH and 
his Bachelors degree is from a local university in San Pedro 
Sula. Navarro is married to Ingrid E. Vasquez. He does not 
speak English. 
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with nuanced messages to opposition leaders and the 
international community. 


4. (SBU) Kocharian acknowledged the increased 
chatter in the political community about opposition 
initiatives to oust him from power. Kocharian 
stated unequivocally that the GOAM would counter 
extra-constitutional measures and warned that \"we 
[the government] have the resources\" to quell such 
movements. Kocharian categorized opposition protest 
methods as cowardly 

protests and rallies. He had harsh words for 
opposition parliamentarians who openly criticized 
his administration during January 2004 meetings of 
the Parliamentary Commission of the Council of 
Europe (PACE). Kocharian stopped just short of 
daring the opposition to put legal mechanisms of 
impeachment or national referendum into play. 
(Note: Kocharian is well aware that the pro- 
government majority in parliament would not allow 
such legal maneuvering at this time. End Note.) 


5. (SBU) Kocharian responded to journalists\' 
questions regarding U.S.-Armenia relations by 
defending his administration\'s policy of 
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\"complementarity\" with Russia and the U.S. When 
asked whether or not the GOAM was worried about a 
perceived increase in U.S. interest in the Caucasus 
Kocharian replied 

in the South Cacasus can favor Armenia 

the settlement of the N-K conflict.\" (Note: The 
President\'s response was widely misquoted in Armenia 
the following day 

This error has yet to be clarified by the 

Presidents office 

groups tell the us that they will pressure news 
agencies to correct the error. End Note.) 


6. (SBU) Journalists peppered Kocharian with 
questions about anticipated lower levels of USG 

military assistance to Armenia vis-a-vis USG 

military assistance destined for Azerbaijan. 

Kocharian refrained from outwardly criticizing the 

USG 

USG had not \"maintained its promises to the American- 
Armenian community.\" He hypothesized that the 
decrease in military assistance was a commensurate 
USG response to Armenia\'s lukewarm cooperation with 
coalition efforts during the war with Iraq. 

Armenia\'s \"independence [on the Iraq issue] 

said 


7. (SBU) Perhaps more important than Kocharian\'s 
remarks themselves was the timing of the press 
availability. This interview may have been a 
reaction to the opposition\'s recent reentry into the 
policy fray following the splashy January speeches 
at PACE and the controversial Dashnak World Congress 
(reftel). Alternatively 

administration believe that Kocharian is irritated 

by the \"exaggerated 

attention Western governments 

policy think tanks have paid to Georgia over the 
past few months. This interview may have been an 
effort to re-establish KocharianVs political prowess 
and defuse any hopes for a \"rose revolution\" in 
Armenia. Lastly 

military assistance levels could be a potentially 
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fatal policy issue for Kocharian and see the 
interview as a convenient way for him to pass the 
blame to the National Assembly and other more 
strongly pro-Russian political forces. 


8. (SBU) Regardless of the reason 

nonchalant performance during the interview 
notwithstanding 

media offensive indicates that he 

him 

public perception. Ironically 

interview has done more to capture the attention of 
local conspiracy theorists than quell those who 
question Kocharian\'s authority. Although Kocharian 
faces a potentially trying Spring given opposition 
leaders\' calls for increased rallies and protests 

we believe the prospects for any major political 
upheaval remain remote. 

ORDWAY 
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comfortable\" with lower transaction thresholds and lower 
penalties but they still fit within acceptable parameters. 
The EFCA 

threshold for reporting individualsV transactions and a 3 
million naira limit for corporations. It also stipulates a 
100 

investigation. 


4. (U) Based on these FATF comments 

month sent the laws back to the National Assembly for 
changes. The House of Representatives denied his request to 
lower the thresholds and penalties 

to remove a clause that limited appeals 

Attorney General had found unconstitutional. The clause was 
meant to have sped up cases by reducing the time-consuming 
immediate appeal of all technical and procedural issues. The 
National Assembly also removed the Attorney GeneralVs 
authority to direct the operations of the EFCC 

the EFCC would lose accountability to the National Assembly 
and some of its anti-corruption punch if it was micromanaged 
by the Executive. 


5. (U) Comment: The Embassy has long advocated 
privately 

The money laundering-related reporting levels and penalties 
are not optimum for FATF approval 

enough and the legislation undoubtedly gives the EFCC tools 
to attack corruption overall. Akomaye was particularly 
pleased with the law\'s legislative mandate for an EFCC 
Financial Investigation Unit (FIU). Senator Farouk Bello 
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chair of the Senate Committee on Banking and former executive 
director of Guaranty Trust Bank 

on corruption 

looking at further tightening of the country\'s financial laws 

and regulations governing checks and other financial 
instruments. 
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progress on judicial reform in Afghanistan 

that no semblance of a judicial system exists in Afghanistan 
as abase. Finally 

elections might need to be postponed 

community must strengthen and support the Karzai 
administration. END SUMMARY. 


2. (C) Charge 

for Asia and Human Rights Margherita Boniver February 20 to 
deliver Ref AGAERC demarche and discuss Afghanistan prior to 
the spring Berlin conference. Somewhat more mildly than we 
had expected 

irritation at the last-minute request by the USG that Italy 

switch gears to lead a PRT in Afghanistan in a place other 
than Ghazni. Months of careful planning had gone into making 
the Ghazni PRT possible 

specific request. Charge explained the new security analysis 
that made the change advisable 

change had nothing to do with Italy or our confidence in 

ItalyVs capabilities 

abrupt change had caused GOI officials. Boniver let the 
matter drop 

new location it would assume 

hoped to be able to announce where. 


3. (C) Charge shared points in Ref A GAERC demarche 
(previously shared with the MFA 

appreciation for Italy\'s contributions to Afghanistan 

asked for GOI assistance in doing not only what it could 
also in urging other nations to do as much as possible to 
help the Afghans meet budgetary needs. He noted the expected 
U.S. one billion dollar pledge. Boniver said Italy hoped to 
be able to make its own three-year pledge 

remaining on the current scale of 45-50 million Euro/year. 
(Her Chief of Staff emphasized that Italy\'s annual 
contributions were closer to 45-47 million Euro/year than to 
50. Italy pledged 47.3 million Euro at Tokyo 

exceeded that pledge in recent disbursements (see Ref D).) 
Boniver stated this was in addition to expenses associated 
with Italy\'s role as lead nation for Afghan judicial reform. 
(NOTE: According to figures from the MFA\'s Development 
Directorate General 
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judicial reform efforts.) Boniver will lead the Italian 
delegation to the Berlin conference. 


4. (C) Responding to Charge\'s inquiry 

from a \"theoretical point of view 

toward judicial reform in Afghanistan were going very well. 
Judge Di Gennaro has worked extremely well and has completed 
a new condensed version of an Afghan penal code that awaits 
only KarzaiVs approval. Her satisfaction had to be 
\"theoretical 

Afghanistan in terms of judicial infrastructure on which the 
Italian efforts could build. Nothing resembled democratic 
judicial fixtures; there were no codes 

judges. Training will begin on February 21 of the first of 

some 450 Afghan judicial officials (lawyers and judges) to be 
trained over the next two months. This would also be 
supervised by Di Gennaro. Training will occur in Rome and 
Turin. 


5. (C) Boniver shared her thoughts on the timetable for 
Afghan elections 

in Berlin. Presidential elections are \"absolutely necessary 
and fantastic 

procrastinate a bitV on legislative elections. If only eight 
percent of the population is registered to vote 

enough. Regardless 

continue to strengthen President Karzai and his 
administration. 
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that it was hard to believe Taylor was financing his 
loyalists in Liberia when his cash reserves have been so 
depleted that he recently considered selling his personal 
jet. Finally 

with Liberian interim leader Gyude Bryant and had not heard 
any complaints about Taylor's influence from him. Adeniji 
said he would raise the issue when he sees Bryant at the 
upcoming AU conference in Libya. 


3. (S/NF) COMMENT: We have raised the issue of Taylor\'s 
influence in Liberia on multiple occasions over the last 


Column 3 

several months 

each time. The GON is certainly aware of Taylor\'s meetings 
with Salame in Calabar and contacts with his loyalists in 
Liberia. Nigerian troops are deployed to UNMIL\'s 
peacekeeping mission in Liberia 

to clamp down on Taylor\'s activities if it thought he was a 
significant threat. With the GON not believing Taylor is a 
major threat to Liberia from Calabar 

different case will have to be made to the Nigerians to get 
them to take action against him. END COMMENT. 
ROBERTS 
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interpretations by States Parties regarding non-inclusion of 
chemically identical salts of treaty-monitored bases in 
verification as a prime example of States Parties not 

fulfilling the purpose of the Convention by creating a 
verification loophole. He also noted the migration of States 
Parties towards an emphasis on schedules and verification of 
monitored 

General Purpose Criterion. Having such a focus on schedules 
for verification and associated prohibitions undermines the 
object and purpose of the treaty. 


3. (U) Inch commented that declarations and inspections were 
intended to be confidence-building measures 

be-all of verification 

technological developments 

on-site sampling and analysis are critical to effective 
verification. Inch suggested that increased participation of 
the SAB as a \"peer review\" partner in OPCW inspector 
training 

useful in ensuring technological and scientific developments 
continue to play a prominent role in the execution of the 
Convention. 


4. (U) The first round of consultations on stabilizing the 
funding of verification activities under Articles IV and V 

was launched February 19 by facilitator Johan Verboom of the 
Netherlands. Seventeen delegations participated in the 
discussion 

discussions in the halls. Verboom opened the meeting by 
seeking confirmation that all delegations were prepared to 
enter discussions on the basis of the proposal put forward by 
the Advisory Body on Administrative and Financial Matters 
(ABAF) in November (REF A). While a few (Mexico 
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Italy) said they were still awaiting confirmation from their 
governments 

proposal. Japan noted that as a matter of policy 

surpluses should be returned to States Parties 
nevertheless was prepared to support the ABAF proposal. 
Given that this approach had supposedly been agreed to in 
advance 

views. 


5. (U) Verboom distributed a draft decision at the meeting 
(e-mailed to AC/CB) that 

centered on expanding the Working Capital Fund (WCF) and 
extending the repayment period. However 

in important respects from the ABAF proposal by not spelling 
out how the fund would be replenished and placing few 
restrictions on its use. Verboom explained that this 
language was drawn from other UN-affiliated organizationsV 
regulations concerning WCFs rather than focusing on the 
unique funding needs that Article IV and V activities impose 
on the OPCW. The UK led a number of delegations urging that 
the decision hew more closely to the ABAF line. OPCW 
Director of Administration Herb Schulz sought to retain 
maximum flexibility in using an expanded WCF. U.S. Del 
stressed that the size of the WCF 

and regulations governing its drawdown and replenishment 
would have to be carefully delineated (per REF B). 


6. (U) Peter Beerwerth (Germany) argued that revising 
Financial Regulations was preferable to Verboom\'s draft 
language V notwithstanding Financial Regulation 6.3 and 6.4" 
to expand the WCF. Yu Dunhai (China) noted that the draft 
decision made no provision for replenishing the WCF for 
drawdowns of inspector salaries if planned inspections were 
not carried out (the \"ficticious income\" problem). Gianpaolo 
Malpaga (Italy) was not convinced that the current size of 

the WCF was not sufficient 

the current 

is the standard for international organizations 

expanded because of the additional layouts required to cover 
costs of verification under Article IV/V. 


7. (U) COMMENT: Notwithstanding the many questions and 
objections raised at the initial round of consultations 

Verboom expressed satisfaction that the groundwork had been 
laid for more detailed discussion in coming weeks. While 

that process will obviously re-write much of the draft text 

we agree that the initial session was useful for putting down 
U.S. markers and helping to narrow the scope of future 
consultations. We are cautiously optimistic that the talks 

will ultimately result in an EC decision that stabilizes 

Article IV/V funding while meeting USG requirements for 
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rigorous accounting. The \"ficticious income\" problem 
however 


8. (U) Facilitator Peter van Brakel (Canada) resumed 
consultations on outstanding revisions to OPCW Financial 
Regulations (REF C) by circulating new language (e-mailed to 
AC/CB) on Regulations 4.11 

in the February 19 discussion succeeded in working through 
that entire agenda 

revisited 

India) did not have instructions 

Russia) were not present. With the caveat that we too did 
not have final guidance 

consultations with AC/CB to steer the discussion in a 
positive direction. 


9. (U) Participants did not reach agreement on revised 
language for Regulation 6.2 (a) 

income received during the financial period\" as a budget 
credit referring to Article IV and V contributions by 

possessor states. Beerwerth suggested replacing 

Vm miscellaneous income" with a reference to V'contributions as 
specified under 5.1 actually received in the financial 

period 

that for accounting purposes Article IV and V payments must 
be counted as miscellaneous income" or Wmiscellaneous income 
- other" rather than as any kind of \"contributions.\" Finding 
deadlock on that point 

the U.S. would be willing to propose alternate language. 


10. (U) At Del\'s urging 

the formulation V'cash surplus" instead of van BrakelVs 
proposed V'cash balance\" in references to the final (audited) 
budget in Regulation 6.3. 

balance\" in references to the provisional balance during the 
course of a given financial period. On the margins of the 
discussion 

accept van Brakel\'s proposed change to Article 6.3 

stipulates that cash surplus credits are to be applied first 
against arrears of assessed contributions (current practice) 
and then against any arrears of Article IV and V payments (a 
change) before being applied as a credit against future 
assessments. We said that Washington was still studying that 
issue 

object. Sandeep said he did not know where Delhi would come 
out on that point. 
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11. (SBU) Following the consultations 

to provide DelOff with an advance look at further proposed 
revisions that he plans to distribute for the next round of 
discussions 

asked us not to share with other delegations until he had a 
chance to consult with them 

Financial Rule defining the role of the Office of Internal 
Oversight as well as proposed modifications to Regulations 
12.1 


12. (U) Javits sends. 
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his role was important.\" (NFI) Deputy Prime Minister and 
Minister of Planning and International Cooperation Anmed 
Sofan also told CDA that Saleh was pleased with the DCIVs 
role. 


3. (s) Later that same day 

\"Saleh had to go\" to Saudi Arabia 

successful negotiations with Crown Prince Abdullah was a 
significant step for Yemen. Echoing comments by DPM Sofan 
Qirbi said Saleh found Abdullah \"unaware\" of this issue 
once notified was immediately responsive to ROYG concerns. 
In a separate conversation on the return flight from 

Mukallah 

questioned the explanation 

Abdullah could be unaware of an 8 million USD expenditure. 
He commented that Yemen was obliged to accept the Saudi 
position as stated. 


ROYG: Despite Loopholes Claimed by Saudis 
Construction Violates Jeddah Agreement 


4. (s) DFM Noman described Saudi construction as complying in 
the \"technical sense\" of the Jeddah Agreement because the 
agreement prohibits any construction in the 20 km border area 
that obscures vision across the landscape. The Saudi 

position 

pipes anchored vertically in the ground and linked by wire 

does not impede vision and thus is permissible under the 
agreement. Noman stressed that the ROYG believes that the 
Saudi position is disingenuous because the barriers clearly 
violate both the spirit and the letter of the agreement. 
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5. (s) DFM Noman said the agreement includes a freeze on 
Saudi construction (no dismantling of existing structures) 
and upcoming talks will work out details for stepped-up joint 
patrols that will stop smuggling V'and render the barriers 
unnecessary.\" However 

C) 

papers Yemeni repeated this claim. Saleh also said further 
negotiations would be conducted by the Ministries of 
Interiors. In a 2/23 meeting 

Department Abdullah Matar told Pol/Econ Chief that an 
agreement had been signed by both Interior Ministers 

that the issue of whether to cease construction and/or 
dismantle the barriers was not decided 

out by V'committees 


6. (s) DPM Sofan underscored the political necessity of an 
agreement for the ROYG. He said that the Saudi barrier 
stopped legitimate cross-border movement by tribes on both 
sides of the border. Sofan said they were not engaged in 
smuggling per se 

explosives or facilitating the transit of terrorists. But 
Sofan reiterated 

border is vital to the tribes. Sofan commented that Saleh 
was compelled to intervene directly when talks by the 
Interior Minister and Foreign Minister failed to yield any 
progress at all. 


7. (s) Comment: While the ROYG and the SAG have not yet 
completely resolved their differences over the SaudiVs 
construction of barriers 

step forward for Yemeni/SAG cooperation (ref b). While the 
tribes described by DPM Sofan may or may not be smuggling 
arms 

and cars 

and businessmen throughout the country. DPM Sofan clearly 
implied that the tribes put pressure on Saleh to pursue a 
resolution and future cooperation will have to continue to 
balance political 

countries. End comment. 

HULL 
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understood its importance of the GME 

how to best support it. The NATO Department at MFA was 
working on the security pillar of the initiative 

other departments were working on political 

societal pillars. Ceylan noted with approval that the US 
hoped to implement the initiative using existing mechanisms 
within NATO 

Partnership for Peace. He said the UK DCM had recently 
raised similar points with him. PM Erdogan had spoken 
several times in recent statements of his support for 
\"developing the Middle East." Ceylan concluded that there 
was a political willingness to \"share this initiative 

stated by the Prime Minister.\" 


2.In a parallel conversation 

was anxious to assist with our NATO GME concept. They were 
pleased that the concept distributed at NATO drew on existing 
mechanisms and did not overreach in trying to push NATO 
projects beyond security. Morali indicated that they remain 
concerned with the interconnection (in NATO) between the 
existing Mediterannean Dialogue and the new initiative. He 
added that they look forward to continued engagement with the 
US on the GME as it unfolds in this SummerVs three summits. 


3. (C) Ceylan said 

NATO-EU common strategic vision at the Summit had met a 
lukewarm response in Washington. Ceylan reiterated reftel 
points that in recent statements there seemed to be much 
common ground between NATO and the EU on the subjects of 
preventive engagement 

Turkey believed it was important to construct a common 
strategic vision based on these building blocks that would 
consolidate commonalties between NATO and the EU. Ceylan 
gave PolMil Counselor a copy of the non-paper on the issue 
(para 4) that Morali provided to USG interlocutors in 
Washington 

e.g. a statement that includes both a GME element and a 
common strategic vision between NATO and the EU. Morali 
indicated that Turkey would like to see further progress on 

the NATO-EU vision at the summit. He said the GOT believed 
that moving forward in implementing Berlin Plus in real 
circumstances (e.g. in Bosnia) created a circumstance where 
NATO and the EU should demonstrate a common vision. He 
commented favorably on suggestions received from the UK that 
such a statement could fairly easily and usefully focus on a 
common vision against Terrorism. 


4. (C) Comment: Getting Turkish support for a Greater Middle 
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East initiative is pushing on an open door. But the Turks 
still are looking for clarity of the broadest definition 
including their role in the broad applications. At the same 
time as a boost to their EU candidacy 

define elements of a NATO-EU Common Strategic Vision. 


5. (U) Begin Text of Turkish Non-Paper: 


Non-Paper on NATO-EU Common Strategic Vision 


-- NATO-EU common understanding is that both military and 
non-military threats and risks of the 21st century are 

diverse in nature. The international environment is equally 
more dynamic and less predictable. 


-- As interlocking institutions 

in synergy and making full use of Berlin Plus arrangements 
can constitute a formidable force for peace 

well being on a global scale. 


-- A shared threat assessment by both organizations should 
lead to common words and deeds. NATO-EU Common Strategic 
Vision is the best means to this end. 


-- There is already a solid basis to build upon in this 

regard: December 2002 

partnership of the two organizations. These arrangements 

have been further defined and solidified in the exchange of 
letters between the two Secretary Generals on 17 March 2003 
establishing the \"Compilation of the Results of the work on 
NATO-EU Relations.\" The documents listed in this compilation 
provide the necessary mechanisms for NATO support for EU-led 
operations where the Alliance as a whole is not engaged. 


-- This solid basis is further buttressed by the shared 
values and common interests of the transatlantic partners. 
The transatlantic partnership constitutes an irreplaceable 
asset in which NATO remains the foundation of collective 
defense. 


-- The European Security Strategy is a welcome and 
constructive step in contributing to a NATO-EU Common 
Strategic Vision. 
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-- A stronger European Security and Defense Policy/Union is a 
means of having a stronger NATO-EU Strategic Partnership. 


-- Our joint work should be guided by the principles of 
openness 


-- Coherence 
consultations are the tools at our disposal for the common 
endeavor. 


-- Our commitment to working together as Allies and Partners 
continues to be the framework in which we aim to build our 
efforts for peace and stability. A NATO-EU framework is the 
most suitable multilateral tool to achieve this mission. 


-- Terrorism and the proliferation of WMD and their means of 
delivery constitute the greatest potential threats to our 
security. Both organizations have already charted a common 
course for the fight against these scourges. 


-- Further development of NATO-EU cooperation in the area of 
security and stability in the Mediterranean will also provide 
synergies in our fight against terrorism. 


-- We categorically reject and condemn terrorism in all its 
forms. It has complex causes 

comprehensive and multifaceted response. Our concerted 
approach would provide a great added value to our common 
fight against terrorism. 


-- We are committed to the goal of preventing the 
proliferation of WMD and their means of delivery. Achieving 
greater adherence to multilateral treaty regimes on 
disarmament 

strengthening them and their verification provision 

to be our main tools in the is effort. We are determined to 
take joint NATO-EU work on non-proliferation further ahead. 


-- Regional instability continues to be a threat to our 
security. Our concerted approach in the Balkans has already 
yielded tangible results. Following our successful joint 
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action within the framework of Operation Concordia in 
Macedonia 

action in Bosnia and Herzegovina. NATO has decided to 
terminate SFOR in Bosnia-Herzegovina on .....*. Following 
the Alliance\'s decision 

decided to launch on ....* 

capabilities through the Berlin Plus arrangements 

proof of our determination to jointly bring peace and 

stability to the Balkans. NATO should continue to be engaged 
as ever in the security and stability of Bosnia-Herzegovina 
and in the Balkans as a whole. 


-- Both NATO and the EU continue to further their efforts 
through a common approach towards providing peace and 
stability in Afghanistan by making best use of their 
comparative advantages. Further cooperation on the territory 
among major organizations 

United Nations 

consolidating peace and stability in Afghanistan. 


-- NATO and the EU will continue to work together in the same 
spirit for peace and stability in other areas struck by 

conflict. They will join their efforts in humanitarian and 

peace building missions. 


-- Both organizations confirm their willingness and readiness 
to work together in dealing with man-made or natural 
disasters. 


-- Developing effective military capabilities in a 

consistent 

priority for NATO-EU cooperation. This cooperative effort 
will make available the required military means for effective 
action. 


-- NATO-EU cooperation in areas mentioned above could only 
benefit from more frequent NATO-EU joint crisis management 
exercises 

CME/CMX 03 has proved to be a useful and effective instrument 
in planning for similar experiences. 

-- Bad governance 

power and human rights continue to pose a threat to 
international security. Organized crime is another threat 
undermining international security that needs to be urgently 
addressed. NATO and the EU are determined to work together 
against such diffuse threats 
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Mediterranean 


-- Conflict prevention proves to be more important than ever. 
It is never too early to initiate cooperative and united 

efforts for conflict prevention. Regional organisations 

(Black Sea Economic Cooperation Organisation 

the Islamic Conference 

are useful partners in this effort. NATO and the EU can each 
provide their accumulated institutional expertise to this end 

іп a concerted way. Furthermore 

Europe are close partners in this common endeavor. 


Conclusion 


-- We will be reporting on the implementation of this joint 
strategic vision to our next summit on.... 


-- Facing the challenges 

century together 

strategic partnership for the maintenance of peace and 
stability in the world. 


* EU is expecting to launch an EU-led operation in B-H 
following the termination of SFOR. This new EU-led operation 
(nicknamed Operation X for the moment) will also have a 
military component making use of NATO assets and 
capabilities. A separate declaration would most probably be 
made for this purpose during the Summit. 


End text of non-paper. 
EDELMAN 
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believe that Armenia would commit. 


4. (SBU) Martirosyan confirmed recent press reports that 
customs officers found and seized a radioactive source 
(strontium 90) at the Iranian border crossing. The source 
was in a pile of scrap metal being exported from Armenia. 
Border guards found the metallic container of the source 
badly damaged and the major part of the material absent. 
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Martirosyan said that the source is now in the radioactive 
waste storage facility (RADON). He added that this source 
had not been registered in Armenia: he has contacted the 
Russian Federation for information about its origin. 
According to Martirosyan 

discovery of the source and has also sent a report to IAEA. 
(Note: For a copy of the IAEA report or photographs of the 
source 


5. (SBU) While Martirosyan claims that ANRA\'s placement 
under the Ministry of Nature Protection (MNP) is temporary 
ANRA remains in the same limbo that it was in a year ago. 
Martirosyan claimed that his office had been moved under the 
MNP due to a government decision that no agencies would 
report directly to the prime minister. (Note: This 

decision was ostensibly part of an overall effort to 

consolidate government. End Note.) He acknowledged that 
the ANRAVs current status violates Armenia\'s Atomic Law 
added that it had been a temporary measure. The Minister of 
Nature Protection has asked him to draw up a plan that would 
give ANRA a legal status (probably as committee) that would 
have more autonomy than an inspectorate. He said that 
President Kocharian is aware of ANRA\'s shaky status and that 
they would discuss proposals for a solution \"in the coming 
days.\" He did not seem optimistic that ANRA would 
completely regain its former independent status. 


6. (SBU) In a separate 

Aram Gevorgyan 

Ministry of Energy 

He said that at a meeting about the future of ANRA 
President Kocharian asked Martirosyan when the last time 
Martirosyan had met with the Prime Minister. When the 
latter replied \"1998 

had better access to the government under the MNP than it 
did before. Comment: ItVs been more than one year since 
Martirosyan last told us that the government would soon 
consider proposals to resolve ANRA\'s status (ref B). 
Martirosyan gave us no reason to believe that a resolution 
is around the corner 

moving ANRA again is a non-starter for the government at 
this time. End Comment. 
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7. (SBU) Speaking about the effects of ANRA\'s status 
Martirosyan cited two legal problems: ANRA cannot negotiate 
directly with assistance providers 

Regulatory Agency (NRC) 

narrower than its necessary activities. ANRA\'s status does 
not allow it to sign on its own behalf a Memorandum of 
Cooperation with the NRC. (Note: Martirosyan told us that 
the U.S. position is that the NRC memorandum of cooperation 
can only be established with its counterpart regulatory 
agency and not with a ministry. End Note.) According to 
Martirosyan 

coming from the United States. Another legal problem stems 
from ANRA\'s official status as an inspectorate. Although he 
claims everyone is currently ignoring this legal conflict 

an inspectorate is empowered only to make inspections and 
impose sanctions 

ANRA has nevertheless carried on the same functions as 
before: licensing and setting requirements through norms and 
regulations. Martirosyan told us he did not feel that he 

had lost control over substantive issues of regulation. 


8. (SBU) ANRA has recently experienced other administrative 
difficulties: the transfer to MNP put the staff in lower 

pay brackets 

retaining its staff. According to Martirosyan 

their 26 positions are vacant 

intend to leave. Head of ANRAVs Nuclear Information and 
Foreign Affairs Section 

intended to leave to take a position for IAEA in Vienna. 
Kurghinyan added that it was difficult to recruit capable 
new people because the organization\'s new status lacked 
prestige and qualified candidates did not want to take the 
civil service exam. 


9. (SBU) Not least of ANRA\'s staffing worries is the 
precarious position of Martirosyan himself. Because ANRA is 
under the MNP 

which requires that all civil servants pass the civil 

service exam. Martirosyan explained that he failed the 
exam 

law and nothing about nuclear regulation. Having failed the 
exam 

but they have retained him in his same position as a 
contractor because 

sought the position. 
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COMMENT 


10. (SBU) Martirosyan is clearly concerned about the ongoing 
changes in his agency. While he believes that ANRA\'s status 
within the bureaucracy will change 

that ANRA would again become an independent agency. 
Martirosyan has not lost substantive control over the 
agency''s responsibilities 

created bureaucratic problems that influence ANRAVs work in 
concrete ways 

making it difficult to recruit and retain staff. 

Martirosyan was grateful for U.S. expressions of concern 
about the GOAM decision 

status of ANRA so that he could address pressing concerns of 
staff problems and his own tenure. 

ORDWAY 
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rest\" rumors that the companies may not be able to meet their 
obligations 

receive a discount in the purchase price from the PA for 
doing so. He noted that the financing on the installment 
plan offered by the PA 

since the group would need to finance the remainder in any 
case 

Koksal added that some part of Zorlu\'s downpayment would also 
be financed 

from various group companies. Turkish banks 

very interested in the deal 

strong equity base with excess liquidity. They are also 
attracted by the prospect of regular business from Tupras 
given that its banking activities will be channeled through 
financing banks. Koksal noted that the group's financing 
focus is currently on large Turkish banks like Garanti and 
Isbank; the group\'s Denizbank will not participate to avoid 
any appearance of connected lending 

avoid using industry leader Akbank 

not have an existing relationship. 


5. (SBU) Tatneft: Koksal expressed little concern about the 
various legal challenges Zorlu\'s Russian partner faces 
suggesting that such legal processes as shareholder 
consultation were required only if the company had 
participated directly in the tender. Instead 

German subsidiary 

itself from these legal requirements. Once the deal is 
completed 

it. He hailed the project 
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Russia\'s biggest overseas investment and is equal in scope to 
the Blue Stream project. He added that TatneftVs interest in 
Tupras stems in part from recent delays on the Bosporus 
that Tupras shipments are able to \"јитр the queue\" and sail 
directly to the company\'s Izmit refinery. The ability to 

avoid these delays was a powerful incentive for Tatneft 

is the fact that as part of the purchase the partners agreed 
that assuming that pricing and quality are equal 

first purchase oil from Tatneft. (Earlier 

Ditas 

only sources 2.5 million tons of oil each year from Russia 
with the bulk of its supplies coming from Iran and Syria.) 


6. (SBU) Labor woes: Koksal conceded that the purchase will 
confront challenges from organized labor 

more to the fear of the petroleum workers union (Petrol-Is) 
that it will continue to lose power and influence than to 
concern about job losses. In fact 

employment at Tupras is not far from world standards 
exceeds that level by only 10 percent or so. Hence he does 
not anticipate major layoffs 

labor force can be thinned mostly through attrition as 
workers retire. He added that Zorlu had expected the legal 
challenges 


7. (SBU) Investment: Koksal stressed that Zorlu and Tatneft 
see little need for large immediate investments in their new 
acquisition. A major capital investment program has been 
underway since 2001 

by 2006. The bulk of this total (two-thirds) is dedicated to 
bringing Tupras\' diesel production into line with EU 
standards. This is key to Tupras\' future 

under Turkey\'s new petroleum law 

will be able to source 100 percent of their purchases from 
overseas 

of EU standards 

which will keep out cheaper low quality products 

Turkey will retain its competitive advantage against its 
European rivals. He added that overall refineries in Izmit 
and Izmir are up to world standards 

Baku-Tbilisi-Ceyhan pipeline will bring new raw materials to 
the Kirikkale refinery. The major question is Tupras\' oldest 
refinery at Batman in Turkey\'s southeast 

brought into compliance with EU sulphur rules. Koksal noted 
that the government retains a golden share in the company 
and the military may desire to keep this site operational for 
strategic reasons. Koksal added that the new partners also 
have serious questions about Tupras\' plans for a new refinery 
in Izmit 
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would be a mistake 

typically trade at half their \"book\" value. He noted that 

the partners\' consultants have told them that Tupras capacity 
can increase from 25-26 million tons per year to 30 million 
tons simply by shifting production from \"black to white 
goods.\" 


8. (SBU) Comment: Koksal is Ahmet Zorlu\'s key advisor on 
financial and other issues 

been deeply involved in the group's strategy on the Tupras 
acquisition. He noted too that the group is moving ahead on 
other fronts as well 

exports of white goods to Europe from 1.5 billion USD to 2.3 
billion. End Comment. 

ARNETT 
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all\" the possibility of negotiating an FTA with the GCC. 


3. (SBU) Comment and action request: Although some UAEG 
interlocutors have voiced restrained support for the GCC 
proposal (most probably out of a sense of obligation to 

their Gulf brethren) 

clear that the UAE intends to pursue bilateral trade 
agreements with Washington (ref B). They have said that 
GCC talks 

negotiations. The UAEG would welcome 

clarification of our preference to pursue bilateral 

agreements with the Gulf states vice a multilateral 

approach to the GCC. We second Embassy RiyadhVs request 
that Washington expeditiously provide a response to the GCC 
Secretariat\'s proposal 


SIPDIS 
in the Gulf capitals 
request. 


Wahba 
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that CNIES information sharing with the GOH would resume July 
18 

initiative to work toward a Memorandum of Understanding with 
the GOH regarding the sharing of U.S. radar information. 


-- February 18 
shown to the joint Department of State/Department of Defense 
team during the February 2-4 visit to look at the HAF\'s 
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procedures for air interdiction. INL indicates that it is in 

the early stages of preparing a briefing for Department of 
State principals and the interagency community on a region- 
wide course of action regarding procedures for air 
interdiction operations initiated using information provided 
by the USG (ref V). 


-- February 24 

Commander of the HAF expressed his annoyance with the 
State-DOD team\'s request for a written document outlining 
Honduras\' intercept procedures 

could not be shared with the State-DOD team because it was 
classified secret. Embassy comments in this report that: \"It 

is not clear how widely the HAF has distributed 

comprehensive 

procedures regarding Honduran intercept procedures\" (ref W). 


- March 14 

\"Burned aircraft found on the property of a leading local 
industrialist; no evidence of HAF involvement in this 
incidentV (ref Y). 


4. (S) The following answers are keyed to ref Y and reflect 
Post\'s best information. 


a. Yes. The report the Government of Honduras (GOH) provided 
was intended to satisfy the GOH\'s commitment to conduct an 
investigation into the April 14 

not/not intend to conduct any further investigation into that 
incident. 


b. Post is unaware of any other GOH investigation into the 
April 14 
provided. 


C. TAT received a copy of the April 14 
reports that it is in possession of the long and short 
versions of the P-3 video. 


d. No. 


e. Post notes ref K indicating that on July 18 

James Hill 

assurances of the President of Honduras 

reporting in ref H 

and subsequently ordered a resumption of radar sharing with 
the GOH based on that assurance. 


f. No. TAT reports that the GOH told them they did not 
consider the January 10 
therefore no report was ever drafted. 
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g. It is possible that the GOH has a written policy or other 
operational documents governing intercept procedures and 
sorting criteria that it has not shared with the USG. GOH 
Officials told the interagency fact finding team in February 

that such documents cannot be shared with the USG because 
they are secret. 


h. No. Post is not in possession of any GOH documents 
concerning GOH procedures and sorting criteria governing air 
interceptions and the use of warning shots that have not 
already been provided to the Department. 

Palmer 
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to Iraqi representatives. proposed \"preferential\" and 
border trade agreements to Iraqi representatives 
that the Turks would ultimately like to negotiate a free 
trade agreement (FTA) with Iraq (did he really said 
that. What | got was they wanted to sign a free trade 
agreement with Iraq 

Union. So 

agreement with Iraq). 


3. (SBU) Preferential Trade: llgac told us that Turkey 
would like to negotiate a free trade agreement (FTA) 
with Iraq 

preventsed Turkey from doconcluding so.an FTA with Iraq 
or any other country with which the EU has no FTA. 
However 

flexibility there is in the customs union to allow the 
Turks and Iraqis to reduce trade barriers. llgac said 
that a draft Turkish agreement recently passed to Iraqis 
proposed that Iraq cut industrial tariffs on Turkish 
goods to 4.4 percent (Turkey\'s most-favored-nation 
average rate). In exchange 

concessions in agriculture 

scope of the customs union. These reduced tariffs could 
be offered in the form of Generalized System of 
Preferences (duty free import privileges for developing 
country trading partners) benefits for Iraqi 

agricultural exports. Turks also want to eliminate 

tariff renovation agreement with Iraq to eliminate non- 
tariff barrie The GOT also supports WTO membership 
forwants Iraq. 
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more bond 
external factors could 


Venezuela registered the bond 


the bonds can immediately be traded in US markets. 


2003 to USD 5.55 billion. 


JPMorgan Chase Economist and Emerging 
told econoff January 8 
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only 


Executive Director of local 


Costa Rica and Turkey 

Economist Cristina Rodriguez of local 

predicted that the GOV 

at least when viewed from here the 

high oil prices and a perceived recovery in 


should the US recovery result 
market interest in Venezuela could slacken. We have 


Venezuelan oil production levels (ref B). If 
other vehicles 
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and the court should 
impartial 


claiming that their refusal to release the 


as the losing side is certain to 


we think the court has been biased against the 
and we anticipate a conviction. Our contacts 


when their original 


1/16/2004 16:39 

1/16/2004 16:43 

1/16/2004 17:00 

January 18 

CEO of Rite Time Travel is also making independent 


January 16 Consulate is aware of at 


ACS Officer spoke to the following 
Director of 

Allen Fort 

Vice President of Business Development 
corporate in- 


and will not speak with him because they 


Column 5 
04FRANKFURT400 
04ANKARA316 


04GUATEMALA97 
04CARACAS163 
04LAGOS105 
2004. 


Vice President of Sales 
Ann Aktabowski 
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including minor children and legal permanent 
have visited the Consulate seeking assistance. In 
RSO confirmed the presence of approximately 80 World 


we do not know how many others are waiting in 
have taken alternate flights 


although the situation \"is not World Airways\' 
\" the airline would do everything it could to help resolve 


V not an assumption of 


however 
World Airways cannot operate without receiving payment 


Peter Obafemi advised 


a former representative of Rite Time who has 
offered six Amcits and 11 other 


Obafemi confirmed that he was able to board 


Obafemi admitted 


ACS Officer will 


we will stress 
9 additional AmCit passengers had 


we are aware of 11 Amcits who are still 
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or simply have 


that beyond the January 


tickets have been sold through 
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LIN and the PRCs stayed at the GRAN 


2003 on board American Airlines 


that 

2003 and 

2003. In this second trip LIN brought 

2003 

Florida. 

dob: 10-28-1971 pob: Kaohstung City Taiwe 
passport 200491254 NIV foil 69406896; 

CHIH-HUNG dob: 12-11-1977 роб: ` 
passport 210174446 NIV foil 69407308; 

(3)LEE TUSAN-MIN dob: 07-02-1963 роб: ` 
passport 132888941 NIV voil 51152247. 


2003 LIN and the three impostor Taiwanese 


one of the targets of 


Egypt; Guayaquil Ecuador; Kingston Jama 
and Costa Rica. 
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1) 
2) against President Hugo 
and 3) against GOV-allied deputies. An OAS observer 
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but expressed confidence that 


Proyecto Venezuela (PV) 
COPEI 


citing an example of a rural PJ 


basing the decision on who is most likely 


Mejias thought the Court 
but added that at least PJ would 


he said 


would require parties to name state and local 


then Miranda State Governor Enrique Mendoza 
would have to choose 

he said 

V depending on 
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and 
MAS 


a 


is facing either 
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Solid: 
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but that as the 
trailing candidates would throw their 


though it will be a messy process. 
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Suriname\'s service-station owners 


insisting that the owners negotiate instead with 
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Esso and Texaco 


the GOS established price 
brown beans bread 
the GOS began 


reducing that basket to baby 
flour milk 


a margin of profit 

and taxes to 

with local inflation running 

the GOS established a fixed price for 


the 1999 agreement ensured that the GOS would 


one Exxon representative reported to the 


the 1999 agreement also 


as the world price of oil fluctuated and 


the GOS\'s absorbed the difference in terms of 


the GOS revenues on gasoline 
leaving the GOS 


Colurr 
whicF 


and с 


and g 
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Colum 
shifting the price from SRD 1.10 ($0.41 USD) to 
a hefty 45 
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Colombo 1 and can be contacted at 94-1 1-233-6073/: 


American citizen travelers are encouraged 
s Consular section. 


1/20/2004 12:20 04COLOMBO103 Emba 


he 
\" and 


it was vital 


and of the 


but the two were hung up on the last 20 


Column 4 Column 5 


and which kept in the President\'s 
in 
the underlying motive for the PresidentVs 


the 


the Sri Lanka Freedom Party 


and the prospect 


Ambassador made the point that there was a 


which had been stalled since April 2003 


the 


both the Ambassador and Akashi agreed 


and on some 


Akashi and the Ambassador 


would include these 


and he thought 


Colum 


Column 4 Column 5 Colum 


Ambassador Lunstead 


and should prove a valuable stepping stone 


shifting situation in Sri 


he was 
which continues every day and the peace 
which are currently stalled and he agreed 


1/20/2004 12:47 04ANKARA348 Emba 


Column 4 Column 5 Colum 


sustained USG support for the GOT\'s new Cyprus 


and possessing a common touch and 
Erdogan has a strong 


a point noted to us 


a natural politician Erdogan has a common 


ready to take on 


good record in providing services at the municipal 


and lack of viable political alternatives AK could 


200 municipalities in 
including probably Istanbul and Ankara and perhaps 
where AK has not done well to date plus most of 


Erdogan currently faces no 


Column 4 Column 5 Colum 


Erdogan knows his government has gained 


as well as in the EU for 
if fully implemented will 
Supreme 


Koran course reform -- has not 
even right-of-center Turks who 


Central Bank skill and global emerging 


Erdogan 


while being careful not to be too 


Column 4 Column 5 Colum 


2003 turndown 


Erdogan and Ministers like Gonul and 


and he wants a successful visit. 


AK and his government face half a dozen 
if he does not manage them 
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the contract will be terminated effective 


2003 


under Article 31 (2) of the Vienna Convention Mr. 


the Mission proposes to put the Ministry of 


four of which 
naming accredited 


will 


and no futher discussion. 


Column 4 Column 5 


or appropriate alternate guidance. 


1/20/2004 23:06 04SANTODOMINGO414 


000 votes tallied 
000 votes far more than in the 


including Vice President Milagros 


Tourism Secretary Rafael Subervi Enmanuel 
and PRD president Hatuey De Camps refused to 
alleging that the process was 

\" De Camps 


by going ahead with the 
Mejia had deepened factional divisions in the PRD. 


and the PRD ran two-page newspaper ads 


and 


and \"Listin\" reported 


where Mejia\'s 
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he is the last 
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Weerakoon said he did not think that proposed 
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he felt that a 


there were far fewer 
which bustled with 


Major General Susil 
who has just assumed 
outlined the GSL\'s security concerns in the 


as well as providing security 


as the Jaffna peninsula had the highest number 


Additional Government Agent (AGA) for Jaffna M. 


which was characterized by M. Paul as \"petty 
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in 
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but most observers do not think so. 
we have heard that the President-PM joint 


the details of the PC elections 


we note that there are 


we 


Cyril Herath replaced Austin 


Column 4 


as such 


Thilanga Sumathipala 


perhaps the latter more 
is accused of massive corruption and connections to 


who is in 


is a GSL strong supporter and donor 


the sons 


but the UNP is taking some flak for 


that the GSL did 


as the IMF was putting Sri Lanka back in 


but wanted to send a 


missing the USD 80 million loan 
unless GSL tries 


as 
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has not appointed any 


Sri Lankan 
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who subsequently needed medical 
and he confirmed a Zimbabwe Independent report 


returned to his 
and called police who escorted him home. Musoni 


he said he knew of no other reports of violence or 


and he did not think the pre-election environment 
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and he was using the money to pay for bus fare 


vehicles and 
giving 


poloff attended a ZANU-PF 


Gender and Employment Creation Elliott Manyika 


and that only ZANU-PF could defend 


they are so 


and bad X\'s (small 
and most sat on the ground 


two of whom sat 
while the third stood out on 


poloff and the other diplomats met 


perhaps a little tired and not as talkative 


and said that that would 


Tungamirai deferred to the Minister who elaborated 
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GOZ food 

or GOZ economic policy 
crime in America 


and Musoni ran (unsuccessfully) against Muzenda in 


179 votes to Muzenda\'s 14 


934 to President Mugabe\'s 22 


we would expect ZANU-PF to 
there are factors which favor the 


the MDC national office contribution of more 


and 


it is a rural constituency 
the ruling party has an 


Tungamirai did 
and he did not 
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Foreign Minister Gul 


stability and 
Gul said. He noted 


and for the resolution of problems 

Turkey\'s estimated defense 

Gul 

adding that the beginning of accession negotiations 


saying that the 
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Musharraf said Turkey and Pakistan have 


according to Musharraf. The 


the Council of 


2003 Bush letter to 


but also made important 

the Turkmen and Kirkuk. . 
which 

we see 


the settlement of such 


the actual 


following the 
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and he provided justification for 


he did not mention 


\' there 


he could not hide his real intention. The fact 
and 
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but that it 
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with the lawyers unpaid for more than 
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we see no sign of 
the companies and the government are not 
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the local representatives 
Y and we have not heard from 


there appears to be no movement toward a resolution. 
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it was not as if 
he said 


he said was to press 


and 
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the local company representatives tell 
\" and we have not heard 
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and that the Tunisians 
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but that he 


Column 5 


patrol the streets. 


Colum 


Column 4 Column 5 Colum 


1/22/2004 16:29 04BEIRUT408 Emba 
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including about USD 1 

this does not include 

which is the third most affected 

after Japan and China. END NOTE.) 


especially as an FTA partner. 
A/S Lash 
was the mis-use of standards including those used 


he said but the 
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he averred. The standards 


Andrew Yell revealed that Jordan will be expanding 
electronic 
and medical equipment 


A/S Lash said that some nations 


who will then ask A/S Lash to fix the 


he said. 


in Halaiqa\'s presence 


saying that he knew that the DPM would work 


but noted that follow-up was key. He also referred to 


which was receiving a good 
he said 


he 
in an effort to assist Iraq over the long term. 
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\" particularly his 
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saying \"The 


but by no means the determining one.\" 


however VI feel that | am being 


he said VI 


that these should not be made in the expectation 


\" Blewitt noted that \"there is still a lot of hard 


the American chief of 

process and substance and who has been 

by contrast to 

did not come to the decision out of a desire to 
as his family resides with him in The Hague. 


Del Ponte has made clear to him that his position 
as she stripped him of any substantial 


Del Ponte will seize the opportunity to 


both Blewitt (who has the personal loyalty of the 


and other more political issues. Del 


creating a position that would be a near equal 
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perhaps in an 


it 


which provides the Chief Prosecutor with the 


perhaps the one person who can 
by memory the early lows to the recent highs of the 


he has been a consistent and principled 
unafraid to cooperate on sensitive matters and 
is 

preferably 


would be an ideal candidate to handle the OTPVs 
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there is a new 
which was closes access to 
even though it isn\'t part of the 


the concept of Habeas Data tries to protect any 
and his or hers personal and familiar life. 
this new Constitutional clause could have such a 


it may be used to forbid the 
information or opinions that 
but they 
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because they feel it should have been discussed 
to avoid any doubt of its 
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based on the current 
that a cut-off of intelligence sharing 
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the 
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the doctor said his association is 
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the MPSEA is reaching out to the best-established 
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the newspaper\'s editors strongly 


UTHAYAN\'s 


although the editors were warm 


not 


its editors have an \"open door\" with 

possibly even with Prabhakaran. 
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it sells about 3 


to the distress of local government 


independent Tamil dailies THINAKKURAL (Daily 


widely 
doesn\'t sell well at all. The Sri 


government departments also read them to keep up 


and as a result 


and many do not have university degrees. 
usually by telephone and rarely by 


despite the LTTEVs history of threatening 
journalists 


a 
allegedly for reporting on human 


a Tamil party opposed to the LTTE. The case is 
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000 copies a day. 
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the 

and to a 

in English. Internet news is difficult to 
as it is for most residents of Sri Lanka. 
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while independent Sinhala 


LAKBIMA (Land of 
and DIVAINA (Island) sell several hundred copies 


but 
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ENGALTHESAM (Our Nation) and 


2008 visit many sources took 
Sinhalese and Tamils in 


particularly if the story highlights the distress 


a Tamil 


and a Sinhala or Muslim reporter may not be 
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journalists aren\'t allowed 
or might not cover stories in 


and do not receive a 


Muslim 


and give examples of when they did the 


their 


all of whom work for multiple 


but 


sometimes even from members of the 


but the conditions in Trincomalee 
Jaffna 
these journalists find it more 


reporters in 


\"you\'re asking for trouble.\" End 


1/23/2004 6:05 


\" organization in 2003.) In the report 
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UNICEF 


over 200 children were either 
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and of that number 


according 


with the youngest case of recruitment in 2003 


Ted 


the head representative of UNICEF in Sri Lanka 


including a meeting last week with 
Chaiban has expressed great 


for example 


provides a formal 


UN Special 


the Tigers have assured UNICEF and 


UNICEF 


Joseph 
a MP for the pro-LTTE Tamil National 
downplayed its 


he averred 
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and he promised that the group was 
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the Tigers 


however 
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and continue 
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the Royal Nepal Army (RNA) conducted 
where a mass rally was being held by Maoists (Ref 


and conflicting reports have emerged on casualties 


and 

north of Kathmandu. 
two in the 

and one in the western 


one in the central district of Gulmi and 
just west of Kathmandu. Two 
and 


Maoists reportedly gunned down a 

and another one in Kavre 

a RNA soldier was 

in the west. On January 18 four 
seven suffered injuries and four are missing 


the Ministry of Defense announced plans 
400 recruits to the Royal Nepal Army 
most of the new 


hydropower stations and telecommunications 


RNA spokesman Colonel Deepak Gurung 
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Minister of Information and Communication 


citing the Maoists\' 


and reaffirmed the GON\'s 


bringing the total 


which claimed that the student wings of the five 


a former Maoist commander publicly 


who surrendered six months ago 
two Indian terrorist groups 
with as many 


but said 


V and that there is a V'split among the Maoists.\" 
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provided 
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Maoist spokesman Krishna 


and 200 top-level army officers resigned 
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such as the UN 


the Chairman of the Human Rights and Peace 


and 


based largely on 
Leninism 


and calls for the Peoples\' Liberation Army to 


equality 


Maoists reportedly threatened the mayor 


Column 5 Colum 


Vthe 
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Maoism and Prachanda 


education emplt 
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demanding their resignations and 


the 
police arrested 


a recently 


a government 


a group of rebels bombed the 


gold and medals belonging to 
a retired Major. On 
Maoists reportedly 


the National Human Rights Commission 


and called for everyone to 

Nayan 

Chairman of the NHRC declared that Nepal 
V and 


especially the V'appalling violations" involving 


Carol Bellamy the Executive 
addressed the UN Security Council and 


military bases and 
and this misuse of schools was \"one of the worst 


as well as 
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saying he was an 
the Chief of Army Staff 


stressing the need to \"protect the life 


Maoists reportedly killed a civilian in 
a teacher in Morang District 


including two children 


and one woman killed on January 19 


a vernacular newspaper reported that 


including children 


often holding newborn babies 


\" and would not hesitate to \"use 
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but rather a 
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including Funso Kupolokun 

publicly defended the propriety of the 


and not a new tax requiring legislative approval. 


the GON began backing away from its 


and the GON soon insisted it no longer assessed the levy. 
the GON said the pump prices at the two fuel 

one in Abuja and one in Lagos 

by Wednesday 

the pump price at NNPC\'s station in Lagos had decreased 


Texaco International\'s Vice President 
told Econoff on January 20 that the 


private marketers\' pump 


suggesting such letters had not been received 


AND ONLY GETTING WORSE 


poor business 

and government regulation (ref D). According to 
private fuel marketers are importing only 

with NNPC 
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or 


Colum 


Column 4 Column 5 Colum 


and the 


leave Nigeria with 


when fuel queues returned to 


and threatened to blacklist traders who 
insisting the GON will never do 


Harvey said it is not that they don\'t care but 
they choose not to lose a 
large quantity of money in the short-term. Harvey 
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and even tried to persuade them to 


Harvey said both men generally 


while appearing sympathetic to the 
also expressed his 


but is forced by 


private marketers would be encouraged to continue 


NNPC would then sell the fuel 
which would be 

the GON would return to 
artificial pricing 
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claiming that this was a 


Kilci said that while the PA had 
Cukurova was 
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Kilci also admitted he was glad that 
as this averted another possible Petkim 


noting that all bidders had agreed at the 


since the beginning of the year PA 
which when 
meant that GOT 


no payments have been received on any of these 


Kilci 


and the sale should be finalized 
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Hesse\'s largest and most diverse city 


which 
as 


including sports and leisure 


Opposition Parties Reject Hesse\'s Approach 


an 
disagrees with the Hesse initiative. 


they stress the need for a 
including help for abused 


AGAH chairman Manuel 


and Parrondo 


saying that \"these kids 


and 
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PRESIDENT OF THE 
WITHA 


WAKO 


ENCOURAGING 
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THE GOS COMMUNICATED WITH THEM 


GABRIEL ZUBEIR WAKO 
DESPITE 


CARDINAL WAKO IS NOW READY FOR A 
V SEMBRANO SAID. 
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the newspaper wrote: \"Delivering 


which in his words will be 


V stated 

Germany Russia and China in the war against 
V throwing 

Germany Russia and China in 


the President justified the new 
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\"Asian 
the 


Bush referred to the inevitable 


Bush touched upon this issue in his current 


he said that Libya under 
has agreed to scrap 
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Chinese Ambassador in the Hague 
Russian Ambassador 

Brazilian Ambassador 

as well as experts and 

Australia 


Japan 
Head of the Unit for Civil 


civil jurisdiction and the 
securities law). It is clear 


and that the member states 


but generally 


participants stressed that the presence of a block of 


Column 5 Colum 


Gilberto 
and Fausto Pocar 


Canada Egypt 
Sweden Franc 
however that tl 
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and clearly covers the EU. 


and that there were 


but should contribute based on increased 


which determines the annual budget. 


but noted they would need to be tailored to 


it was stressed 


which no 
and 


or whether it was 


which could be read to imply that the 
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the IMF and the GOT are still far 


as a result of a 


the Turkish Treasury issued a statement that the 
budget-busting minimum 


IMF Resident Representative Odd 
Christoph Klingen explained that 


when in fact 


the IMF sees a 2004 fiscal gap of 
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caused by a combination of the recent 


the IMF is fairly confident that the GOT missed 


mostly due to revenue 


i.e. a menu of possible cuts from which 


Babacan said that none of the Fund-proposed options 


the GOT announced a ten 


since it is a far from ideal way to deal with 


the IMF is going along with the across-the-board 
which includes large cuts in the 


but it may be too late since the GOT is already 


per the Fund) the GOT is proposing other measures tha 
or represent 


Klingen said 


Brekk and Klingen said the GOT is claiming that 


and Klingen 
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Brekk told us that 


to create a large-taxpayer unit within the 
and to have tax collection less dependent on the 
basically local Ministry of 


the other \"pillar\" of the 


Klingen said IMF staff are 

though the jury is still out on the new 
the new managers do 

if not the 

a tender of assets from 


when the outgoing SDIF 
Brekk noted 


the effect of a 
that of 


and the 


the court ruling 


higher-profile 
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the IMF is concerned about the controversial Cukurova 


as well as to regain control of 


but they have not ruled out that the GOT and 


he noted that Central Bank Governor 


GOT officials 


ata 
the IMF will have a post-program monitoring 
as they have in Indonesia or a Precautionary 


Brekk pointed 
opposite school of thought: that an 


seeming 
said that the 
with huge debt payments into 
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a message of \"stick to the reforms" risks being 


this message will not be as effective as a 
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when he said many 


as now people lost confidence in the governing 
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Lewis Navarro said. (Comment: Unlike in 1968 Panama 
observers have 


who rail against the 


with international interests 
Samuel Lewis Navarro told Pol 


Lewis Navarro claimed. 
a new PRD government would try to reform Panama 
by 


public 
and improving a decaying transportation system. 


Lewis Navarro correctly noted that those 


not Martin 

the 

\" Lewis Navarro 
presumably 


\" citing a speech that proposed Panama 
Ireland Singapore 


and its 
will help it to maintain a sustained 
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maritime services 
transport 


reducing regulations 
Lewis 


which will be the biggest 


Lewis Navarro comes from a 

Samuel Lewis Galindo 

which he founded in 1993 

Gabriel Lewis 

a former foreign minister and ambassador to the 


he will need to ride herd 
but concede that 


while 15% are (former dictator Manuel) 
and many in those two groups are 


Martin Torrijos told an ex-USG 


and drop its archaic 
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and completing the 
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will Martin Torrijos be able to 


we have noted conflicting signals: 


and Torrijos 


only to appoint several questionable (visceral 


Torrijos is still struggling to 
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the Pope sees 


the Pope has instead been emboldened to press 


Christianity was the historical source of 


peoples and languages into a coherent culture. 


respect for life and for the family 


the promotion of 
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the Pope 
from its Christian heritage. He has therefore 


which can be summarized in the affirmation 
the value 
freedom 


and the strong support of Poland and 
the Vatican was unable to overcome the secularist 


many argued 


the Holy See wants to ensure the right of 
respect for the specific identity of religious 


provision for a structured dialogue between 
and respect for the juridical 


the Holy See\'s 
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democracy 


was language guaranteeing 
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multi-religious 
and its 
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Muslims Anglicans ando 


Greece Hungary and Bulgaria have produced a 


the Pope has at times literally 


and not 


just 13 months after assuming the 


set the tone for his outreach to the Orthodox and 


though more out of 
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the Holy See works with both 


Jewish or Muslim worlds have 
patching theological rifts could also 


international aid funding and 
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such as NATO and EU 


both between West and East and among Western groups 


combined with growing political and economic 
can open the door to the rise 
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John Paul II has made 
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especially with the arrival of increasing numbers 
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with its 

and Muslim thought.\" In this 

the Holy See continues to lament the fact that 


believing that Christianity provided the initial 


and that it continues today to provide 


the Catholic Church regards 
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freedom democracy 
the Vatican will urge EU countries old and 
to protect the rights of individuals and minorities; 


he wants to ensure that \"the new 


cultural and 


but rather 
Europe will crumble into moral decay and 


rising racism inter-religious 
and a selfish concern for personal interests over 


the 


\" and in many countries 
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the Pope has sought with such 


the powerhouse for 
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democratic Europe 

freedom 


his voice in support of social and economic 
the rule of law 


his caution to Europe to remain 
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war and peace intern 
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will contain 


it will not be easy days for them. 


for instance told the Ambassador that the 


Column 4 Column 5 
but on the 


Fayez was responding to 


the PM\'s transparency will give 

thereby hopefully 

Fayez may have built some room for \"negotiation\" 
while the Finance Minister had earlier told 


it is worth recalling that the politics of 


clothing and other 


some items would be 
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which has yet 
is due to a dearth of vision 
opposition in the National 


that in fact less than 1/3 remains. (Note: At 
it is officially estimated by the 


which can lead to great inefficiency. Iskander said 


Petro-Canada Sibneft 


which he said now claims to be a US company on account 
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Iskander unequivocally 


\"the response was Vyes we\'re moving.\" However 


Iskander said the company had already rented a house in 


but will not move any substantial number 


Iskander said 


Iskander promised to contact his headquarters and 
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folks fish knives ladles 
suitcases file folders schoc 
glass covers field glass protectors came 
and similar protective covers for other 

electronic products guns papel 
isolated food bags cosmetic bags back- 
ID-holders sports bags and s 


and covers. Applies to products sold for USD 


or 


already 


and the prospect of Chinese displacement of 
especially 
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Column 4 Column 5 Colum 


in the case of UNHCR 
Baghdad and Geneva with powers to deal 
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and settle in their 


in which cases 


as required 
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through broadcast media public messages to 


and 
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prior to return whether or 
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shall be considered under the 


in accordance with the 


to the extent 
the recovery and/or restitution to the returnees of 


marriages and deaths based on documentation certified 
and 
divorces and other changes of legal status as 


diplomas and certificates obtained by the refugees 
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facilitating and 


UNHCR 


and in Turkey to all returnees wherever they may 
all refugees and returnees shall be 


in particular extend full 


including the implementation of the 


the 


detention and legal proceedings involving returnees 
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in accordance with procedures under Turkish law. 


as 
extend to inter-governmental organizations with 


in cooperation with the other Parties 


UNHCR shall be given free and 


in accordance with Article 14 to any returnees 
as appropriate facilitate visits to 
answering questions communicating 


and inviting and 


with a view to creating conditions conducive to the 


Re-admission and Documentation 


UNHCR shall 
devise the most 
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shall be recognized as valid identity documents in 


an interview will be conducted at the border by 


in a timely manner 


UNHCR 
shall make every 


a mechanism shall be established for 


non-Turkish 
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assistance and 


minors the 


Customs and Health Formalities 


the Authorities in Iraq and the Government of 
customs 


free from 
their personal effects. Refugee families shall 
free from import duties 


livestock shall not be 
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as well as 
relief goods and equipment used in the operation 
within and out of Iraq and Turkey. In particular they 


the format of which shall be mutually agreed 
to such staff and personnel 


and notify them of 


respectively including the confidential nature of 
s monitoring contacts with them as well as the purely 
S operations 
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Materials and Equipment 


if 
to provide re-integration support in addition to 


duties and levies all relief 


materials equipment and means of transport destine 


whenever operational 
facilitate the allocation 


frequencies and cross-border networks shall be 


whenever required for the purpose of a more 


establish Field Offices at locations to be agreed 


arrangements or mechanisms of cooperation between 
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such 
arrangements or mechanisms may be relied upon and 


namely the 


or for which no provision is expressly 
shall be resolved amicably through consultations 


and 


the 


a timeframe for achieving durable solutions for 
and thus 
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the authorized representatives of the 


this day of . 2004 in three originals in the 
which will be the authoritative version for 
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anti-retroviral drugs are 


the only anti-retroviral 


he is \"fighting a war with no soldiers 


and no strategy.\" Trained healthcare workers are in 


according to Dr. Thinh. As for strategy 
however 
he said 


it was placing 
beyond the simple 


since a lot of at-risk students left school 


USAID will be funding a new 


the staffdel met with program 


the ATS receives approximately 30 


located above a ‘Condom Caf\' on a busy street ina 


is modeled after HIV testing in 


both before and after the 


and men outnumber women two to 


participation in the commercial sex trade 
90% decide to 
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the HCMC AIDS 


he noted that it is difficult 


000 USD 


or 
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this caf's employees 
dispense literature on risky behavior as 
reportedly popular with local youth 


an 


the 
build capacity 
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has not proceeded 


the LTTE continues to beat the 


not the GSL 


not war 


displaced Tamils return to their homes. 


therefore 


not just to the Tamil areas. At the same 


the situation in the 


the 


Mass Communications) on November 4. In 
the PM demanded that all three portfolios be 


a joint committee composed 
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and stayed 


becomes the norm and makes it more 


that the co-chairs 
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but it had little success in ending the 
the PM made an 


a dispute has 


the President has 


as touched on above the recent signing of an 


such elections could be 


Provincial Council elections 


i.e. cut out of the decision-making loop. In 
while the peace process on the ground 
there 


one piece of good 


the 


but the two remain hung up on the last 20 
and which kept in 


a factor 


especially India and the U.S. As bad as 
they could well be worse if not for 
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we believe that the President and PM will 


the cohabitation crisis and 


encouraging 
real 


a return to peace 
and major infrastructure 


awaiting a 
progress on investment projects 


it appears that an ongoing drought will have a 


with 
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it will have the 


sustained economic growth 


continued 


visible 


the people 


including food 
pledged as 
need to keep flowing and 
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however 


and 


humanitarian 
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will 
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given its historical baggage 


then a 


demining and small scale 

clinics 

water 

resettlement activities) and other activities 


roads needed 
sanitation housi 


for example) or other 


not just one. The \"carrot\" should be for 


schools 


etc. at the local level. Donors 


major growth-inducing projects for all to 
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etc.) ... and are pleased to 
more displaced 


more 
and daily life in 


while at the same time calling for 


the co-chairs note that the political 


So that the peace 


the co-chairs wish to draw 
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among other things 


Suda said 
noting that what 


but that she felt 
\" and that the initiative to 


and claimed she would not interfere in his 
Kumaratunga noted that she was 
but that she had been \"forced 


Suda said Akashi had also met with Opposition 
who was 


once on January 20 in Colombo 

Suda 

the PM mentioned mistakes the GSL had made 
for example 


and had not developed a 


such as a joint GSL-LTTE committee. 


which the government would provide to the 


noting that specific articles of 
which the GSL 


Akashi stressed the 
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child recruitment. 
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that he might be willing to discuss the 


Akashi provided Wickremesinghe with 


and give the 


Ambassador 


Suda related that Akashi saw some positive 


for example felt the PM was taking 
in the 

had listened to Akashi carefully and was more 

Suda said he 

especially in 


wanting them to overcome their differences. 


engaging the LTTE and working with donors on 
we also think AkashiVs 
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there are still some who believe that America 


as well as human rights 
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and so America will never 
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Kuwait still needed to provide another four 


000 bpd for six months 


since the GOJ he said has ir 


Muasher said it is 


Column 4 


including the 


Kuwaitis 
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no weapons of 


and Secretary Powell has failed to 


Kay also pointed the finger at Syria 


Israel and Australia which enjoy a full-scale 
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\" a daily Arabic newspaper which strongly opposed 
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and he stressed that his 


al-Wasat carried 
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particularly on some particularly 


it would be 


the national delegations should keep 

there is an open legal issue of 

and more 

delegates should bear in mind the impact on 


he recommended that if this issue is 
it would be best to simply approach the Technical 
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but little else. The U.S. expressed 


Louati flatly stated that no additional resources or 


however 


but that did not seem to satisfy delegates. 


but the discussion 


but did 
the U.S. suggested that reports on 


as 

\"upon request.\" Van Brakel appreciated the U.S. 

and was generally supportive of the suggested change. 
he noted that the language in the proposed amendment 
V so the U.S. proposal 


he 
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was not the thrust of the discussion 
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the congressional leadership 
leading press and media commentators 


with both sides publicly 


DCM 
after 
he participated in a 


he called on 


modern container 


s message to all interlocutors 


Congress and civil 
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including support with the international 


the Dominican authorities have been 


for example 


so that the sides can 


with 
some reached 20 years. 


through multilateral 
via the sector or through non-governmental 
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will not wait. 
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breaking protocol to emphasize the importance of the 


Secretary of 


Secretary of Environment Moya Pons 
Assistant 
and Commissioner for 


a view he found disingenuous. 


they will understand the 


but added that government 
one the government cannot 
he commented 


alleging that 


which Embassy has forwarded to Treasury 


stating that studies suggest that this might 


during 


Colum 


Column 4 


for which 


noting 


and finance from both houses. In the 
Amb. Zoellick acknowledged the 


particularly the 


keep other 


and answer any questions they might have. 
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Mejia commented 
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\"ther 
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so that sector 
the U.S. side will 


an area where the FTA could help. He 


s focused approach PLD 


he recalled the 


wage rates public sector employment and debt. 
he said the government had stood 


s administration has made itself central. Debt has 


s PLD wants a code 


in which polls 


Fernandez commented that farmers were 
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especially the producers of 
pork and chicken. U.S. farmers are subsidized while 
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the United States imposes non-tariff barriers 


such as high interest rates in 
complaints about low wages abroad. 


\" replied Fernandez 


Veither here or there. V 
however 


and a need to educate people 


citing a study done by 


s Dominican Studies Center. Remittances are about USD 


he said which is about 10 percent of the 


an FTA can create a turnaround for the Dominican 


chaired by Rector (and prominent 
included some 
environmental 


legal justic: 
and labor experts. Participants 


perceived shortcomings in CAFTA and a 


and environment. Amb. Zoellick emphasized 


regulatory and 
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it is to create an 
development 
a link to the U.S. economy 


reflected them back 


with U.S. support. 
Assistant Secretary of State Noriega continued 


election arrangements and 


with both sides expressing satisfaction on 
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there was little public 

Amman-3rd District) 

he opined that President BushVs 
however 

the head of the International Relations 
Fawwaz Abul Ghanam 

asserting that this 


a former government official who helped 
told PolOff that 


combined with the absence of 


has left many Jordanians 
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the breakthrough on an Israeli-Hizballah prisoner 
and statements by Hizballah SYG Nasrallah claiming 
as just such a release was to be 

Shalom remained committed to the 


and may make progress on a range of 


including prisoner releases and outstanding trade and 


harder to attain. However core defense 
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as well as a guarantee from 
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the dispute period will occur 
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he and Pacheco guaranteed the CNEVs 


INDRA about the 


constitutional electoral and р 


but that there was no 


and emphasized 


the presidential recall 


and the technical difficulties 
delays will be hard to avoid. 
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H NOTED THAT CHAVEZ 


CABRERA EMPHATICALLY DENIED REPORTS THAT THE 
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\"OUR DECISIONS WILL NOT BE POLITICAL.\" 


NOTING IT WAS THAT 
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that will open a road to a recall referendum. 


Jimmy Carter Inspiring 


the press said Rincon was € 
a business collective 


had now largely disappeared. 


a million people were in the street creating a 


Rincon Changes Topic 
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joined 
Rincon changed the topic 


he noted that Chavez 


Cabrera emphatically denied reports that the TSJVs 
stating 
\"our decisions will not be political. V 


s Constitutional Chamber noting it was that 


Rincon took to the airwaves to remind the CNE to 
the Chief Justice 
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he pledged that the TSJ 


but is not loved by Chavez supporters or the 


Chavez 
a devout Catholic to be ambassador to the 


it 


it shows a willingness to support the USG and the 
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owner of the Caracas 
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especially regarding the 


he referenced the recent killing of 7 


which he had also 
the Foreign Minister 


claiming that other countries (Guatemala) allow 


who the GOV 
seeking asylum in 


Chaderton appeared to be following strict 
particularly when inquiring 


Column 4 


1/27/2004 20:25 


or even a sign of a deal. 


being stacked against the opposition with rule changes 


and then disallow the recall referendum on the 


including 9 from Ramos\' AD 


and eliminate the opportunity for 


positive message. Salas declared that the 


despite it having a pro-government majority 


but been given it. 


and asked DAS DeShazo if it would 


when the VP would substitute a defeated Chavez 


though 
as to how much delay was acceptable 
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and the need to complete actions 


as this would generate 


but Fernandez suggested 


DeShazo opined that for the opposition to be 
it needed to reach out to public opinion with a 
coherent 


and reach out not only 


offering strong 


peaceful 


but took the message on board. 
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V V Blue Hills V and \"Thompson Cove\" areas of the isla 
on the other hand were rapidly 
again being allowed schooling appeared eager in 


and equally happy 


nor was 


work for illegal Haitian immigrants 


at his oceanfront 
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cultural financial 
not a national security issue 
Please 
000 yearly visitors were 
TClers 
shop and seek 


as well as to 


that it would consider absorbing a 


budgetary and personnel 
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andn 
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as well as airport courtesies for him and 
promised that the Embassy would do all 
and reviewed the steps that the British Embassy in 
Acting Permanent Secretary William Clare with 
DEA and OPBAT officials Mr. Clare and a group of 
not politically motivated. 
V Clare 
000 illegal 


000 citizens and only 
500 registered voters. 


medical facilities and public health were at risk. 


Column 4 


they would like additional Embassy assistance 


providing forensics 
and assistance and training in 
visas 


First 
his chief deputy 


DEA 


London would interpose 


he had no objection to arrests and 
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and 


Governor Poston made 


and OPBAT officials from 
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Colum 
but acknowledged that evidence was at this 
still mostly anecdotal. 
opinions about the presence of illegal Haitians was 
builders and 
Terrorists and Haitians 


that Colombian drug cartels were 


and a growing incidence of 


but lack of 
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officials responded candidly \"Call the Embassy and 


in TCI at night. 


the situation in 


and visa questions on the country's national TV 


citizens of the Turks and Caicos with less than 10 
are petrified. 


political control of their country. But like their 
they do not know how to resolve the 


a country of 30 000 could never create 
like 
TCI would have trouble functioning without the 
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he questioned why the GVN should allow 


he 


without openly declaring their hostility 


not for practicing his 


Father Phan Van Loi 


he claimed not to even know where Father Loi lived 


however 


he directed the delegation to the materials the 


claimed by the Redemptorist Order 
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seem to know enough about the 


he said the 
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Hue Archbishop 


the Catholic Church saw 


and hoped that the international 


those approvals were 
and he had personally ordained 53 


was able to draw seminarians from the Archdiocese of 
Danang 


he said 


Father Ly had 
despite the 


but thought the recent presence of security 


local 
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and Kontum. 
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although he thought the 


but didn\'t think it was very serious. Looking at the case 
he said the Church was fine with building 


the Church had also 


but within his Archdiocese -- the Archbishop said that 
the local district People\'s Committee still 


despite recognition 
he thought relations were 


leader of the influential Hue 


and two individuals loitering outside the premises 
and another two 

eavesdropped visibly 

until Thich 


Thich Hien Hanh did not seem 


but was not allowed to leave the pagoda without 


there was a large police presence at 
and he appeared to be living under the threat that he 


Thich Thien Hanh asked that 


and that he 
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from the spring 
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to a split within the GVN and the Party over how to 


it 
especially when believers could be 
he was 


including to the 
through 


despite the economic impact on 
he said 
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but other 
doctors 


paralyzing all but 


who have refused the offer. Ray 
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The 


except some demands that would be impossible to 
such as doubling wages or suspending the IMF accord. 


other church and civic leaders 


and officials of 
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during a campaign march in 
told thousands of flag-waving 


urging them to act differently this 


students threw 


protestors blocked the road 
threw rocks at passing motorists 


with the military kept in 
according to the 
searched the home of a labor leader without a warrant 


to apprehend any weapons being brought into the 
caused traffic tie-ups January 27. Official sources 


but 
authorities expect 
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and provoked police 
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following his victory in a 


was planning a January 31 convention to confirm him 


one of the President\'s 
reassumed her post as 


prompting speculation that she would 
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the document states 


in consultation with the COFAH 


the document closes with a series of 


given this 

Honduran pilots are obliged to make visual 
to comply with all established procedures 
if possible 


which 
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PolOff met with Dr. Dureid Mahasneh 
and who is nowa 


which maintains offices in Baghdad 
MESS 


most notably Bechtel Corporation. 


and gave two specific examples to 


the 
later 
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Mahasneh believes that this was meant as 


rather 


he 
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owners were charging outrageous prices and getting 
according to Mahasneh. 


Mahasneh recounted that 


which he reduced from an 


000 to $30 000. After paying this 
the employee was freed without harm but Mahasneh is 
given the 

nor 


his stories reflect the real risks for 
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with the hopes of influencing other developing 
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but should recognize special 


Sri Lanka supports capping high 


should explore USTR proposal for 


should focus on market access components on 


focusing on trade 
if possible to reach consensus 


everyone needs to be flexible and 


but 
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public support of USTRVs goals in an effort to 
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sharing your reflections and perspectives on where we 


and demonstration of constructive leadership 
sending this positive message to the 
as a key architect of the 


once again prepares to play 


| share your view that we have laid 
key negotiating areas have become 


we need now to engage positively to 
so that the framework for 


goods and services as these 


we cannot progress in overall 


on a date for elimination of 
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there appears to 


need to work 


however supports the principle of capping on high 


Sri Lanka has always 


we need to explore 


Sri Lanka always maintained the position that 


which led to a breakdown of negotiations 
we need a pragmatic approach. Hence | share your 


reaching a consensus on these 


Sri Lanka 
supported 


since many developing countries seem to 
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your suggestion to progress by agreeing to 
firstly on trade facilitation and if it is 


perhaps is the most 


| 
where we need to break 


we 


exercising flexibility 
US-EU partnership and 


and my Ambassador 


PR to WTO in Geneva will work 
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who drop by to advise/hector the Minister 


how and to what extent the Ministry should proceed 


claiming that such reforms are at the behest 


and 


measures 


and that he did not/not 


and that we were in no way 


as is 


however 
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and can only hope that 
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the attending credit growth is unsustainable. 


PetroVietnam 
successfully issued 


which 


including 


the Prime Minister issued 


around one-fifth will be set aside for 
which will be denominated in 

will have a minimum face value of 

000 VND (less than 6.50 USD) 

and can be traded on the stock exchange. 


the Government recently issued Decree 141 


use 


experts expect that it 
such as 
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it also compounds recent concerns raised by 


such expansion is especially worrisome due to 
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although there is no requirement 


the GVN mandates a minimum level 
the GVN has said that it 


limited or prohibited. At the 
MPI recognized that those sectors must be 


inconsistency 
and lacking a strategic view. He also 
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there would be a 
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offered a dismal read-out from his 


while Koirala seemed \"recalcitrant\" and 
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and estimates that severance benefits alone will cost 
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irrespective 


the donor community would 
and urged 


the Ambassador noted that 


and appears poised to expedite a 
and is preparing a presentation 


trafficking in persons and labor rights and the 


and -- while 
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to use this information as the basis on which to 
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with a rally attended by several 
including UK-based JVP leader 


who did not attend the January 29 
was also read to the crowds. In it the 


but stated that the two parties 


itself continues to evolve. Douglas 
leader of the Eelam PeopleYs Democratic Party 
an anti-LTTE Tamil political party has said his 


the National Unity Alliance (NUA) is also 
some small 


it 
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Sunethra 

President Kumaratunga\'s sister has also 
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1/30/2004 6:05 


and 

a text of the rules and 

in part 

preserve 

the regulations also state that 
it can 


among other options for legal 


Mujuthaba repeatedly 


as well as highlighting the role the 


2003. 


he said 


he thought the 


Mujuthaba noted that one of 
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including through ESF. Mujuthaba 
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Rashida Ali 
and has participated in an 


1/30/2004 6:47 


Column 5 


is also an 


04KATHMANDU190 


Colum 


Emba 


Column 4 


Indian Ambassador Shyam 


the Royal 
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already on high 
shot dead six people who they claimed were Maoists 
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one person 
the Maoists 
and said they 
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and a Maoist commander 
security 
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fourteen Maoists were killed in separate clashes in the 
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for the first time in 

a district-level Maoist 

saying he was \"disgusted\" with the 
including eight area commanders 
bringing the 


the local press reported allegations of 


Maoists in Gorkha 


accusing them of betraying their party. 


the local press reported that India's Special 
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but Nepalese 


Indian Ambassador Shyam Saran said that 


Saran said improvements at the major 


on that same day SSB forces reportedly found 


along with Nepali 
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and will also 
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and eventually make 
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and in some cases sent to prison 


Chief of the RNA\'s Human Rights 
reiterated the RNAYs commitment to human rights 


the Committee for Human Rights Concern 
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and demanded 


simultaneous bombs rocked the Durbar 
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Maoists reportedly rounded up 150 
and 
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as well as 
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published a list of 254 people who 
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warning of \"severe punishment\" if 
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only one ward chairman 
west of Kathmandu 


Maoists reportedly robbed twenty 


armed 
then robbed the occupants. 


Maoists in the northern district of 
including one that was carrying 


torching them afterwards. On January 

Maoists in Lamjung District looted medicine from a 
and on January 29 Maoists in Nepalgunj set fire 
destroying all of the medicine inside. 
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the official 


in part because of 
and in part because of the 


AK Party should do well in the 


will be determinative. 

according to the 

will go with either CHP or AK 

itis shaping up to be a two-party race. 


it appears to be a two-horse race between 
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CHP may nominate the current Gaziantep 
Celal Dogan 


he said 


as they might have in their former 


000 immigrants to Gaziantep from southeast 


if that were the case 


an impressive 
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000 


Column 5 


to run on its ticket and the 


was that many of the 


his newspaper would 
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Celal Dogan recently 


the businessman asserted because there 


believing that he has a 


it is thought that Dr. Asim Guzel will 


was still not decided as to whether 


their chances of success were 


he 


either to 
ANAP or DYP 
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even fellow Kurds 
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both cease-fire group leaders 
that the GOB is willing to 


BLESSEDLY RELIABLE HELICOPTERS: 


despite remote 
rugged terrain 


if noisy and 
the other in 1997 


but now all maintenance is reportedly done by the 


areas where opium poppy cultivation in recent years 


visitors 
then 


listlessly wave small 
or chant \"Mingalaba\" (the typical Burmese 
though few 


followed 
and a bus or two. Most vehicles do not have Burmese 
but sport those of the local cease-fire 


ambassadors 
which roar off in a cloud of 
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and a plea 
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Japanese-funded clinic 
the vehicles roar back to the 
where a folkloric troupe dances us farewell. As the 


we lift off 
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a few of which were specially 


socks 
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another Emboff was in the 


and found it buzzing with vice 


the ministers were formal and 
but fairly discourteous to each 
another would 


wearing four heavily bejeweled rings 
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or 


and hats from the pro 


business and s 


said 
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\" to quote one participant 


in hurt tones 
imposed when he was ambassador in Washington. 


or advantage. 


just 
Director General of the Burmese 
was struggling to get his arm out of his jacket 


we noted five police officers standing at 
all holding long black umbrellas. 
we thought 


the Parasol Patrol leaped into 
unfurling the umbrellas and running to catch the 
awkwardly holding them above the ministers\' heads 


the ministers themselves seemed to quite enjoy the 
fawning 
wouldn't it be hard 


we wondered? Despite the nature of the Study 
Embassy Rangoon's participation was worthwhile for 


got 


allowed us to successfully twist the arms of 
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unable to pay the fees up front work 
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under U.S. Coast Guard operational control. As NAS 


Dominican cooperation in this operation 
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saving 
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Embassy Santo Domingo provided the 


Embassy is currently providing fuel and 
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thinking 
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pointing out that Bolivian access to the sea is a 


citing 


though he admitted that 


there isa 
cast as 
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rather than Istanbul given that most workers here 


worrying about the potential impact on 


has brought only a muted reaction from Istanbul 


including those in the glass and food 
showed little concern about the issue. Food 
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however given that his association has no employe 
he 
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Faruk Bilen told us 
in that it too employs no minimum wage labor. From 
he suggested that it is difficult to 
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a point 
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and in fact achieved a 
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though the 
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and that the rest 


but that this standard certainly \"did 
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which he believes will have a deterrent 


but claims that the security forces have concerns that 


al-Hitar said that it was dependent on the 


and ROYG resistance 
to pursue their own agenda by attempting to show 
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he counseled \"patience\" on the issue because: (1) 


e.g. harsh criticisms of the government 


al-Hitar said that if there 


then it would certainly be 
\" but the ROYG would need to be very sensitive to 
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even mentioning that his 1995 trip to the U.S. (on 


al-Hitar said that he 
and that 


and 
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but short term since Iraqi water 
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without consulting the other Justices. Resistance among 


six of the nine Justices voted for Pereira two voted for 
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one of five original \"Special 
openly acknowledged his 


he participated in former President 


and was an opposition legislator from 1980-84 
in the Azuero Peninsula. 


part of the network 


an unprecedented move that his colleagues 
indicative of Pereira\'s 
Comptroller General 


Ernesto Perez Balladares 
the fact that 


and for his indolence 
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Chavez Visit 


President Moscoso said 


Gaspar Jimenez Escobedo (AmCit) 
and Pedro Remon Rodriguez 


subject to 
was held September 5 
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one of President ClintonVs 
his campaign is currently in third place with 
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which effectively gutted the law. 
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counter-narcotics and counter-terrorism. He 
including second 
hold degrees from U.S. 


a fact he attributed 


which 
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with 

are more protectionist on 


Billy Ford 


\" Ford said 


but better\" and recalled 
after the 


adding that Panama has no capability to 


Amb. Watt 


administrative reform 


where the 


and for a new public contracting law that would 


Electoral Tribunal President Valdes 
Canal Administrator Aleman 

and leaders from business 

and the media. 
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the PRD secretary 
might also be replaced. 


driven mainly by President 
pushed ahead with a controversial 
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according to our 
hope the PRD convention will leave open the door to 


if passed would facilitate fraud 
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leading a \"march\" through low income neighborhoods 
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...tne Dominican Republic is in the worst crisis 
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the President downplayed the event 
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on January 29 the Central Electoral Board 


the OAS IFES 
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then the leading candidates of the two 
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reconstruction and democratization of Iraq. 


Pompeyo Bonilla 
Bonilla 
told 


who chairs the CongressVs Defense 
who is 


Bonilla made clear the Executive 


Bonilla then added that he 


while only 22.2 percent of Tegucigalpa residents 


in particular the 
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despite the two mortar 
noting a recent joint Honduran/lragi capture of 


also highlighted the budgetary impact the deployment 


this was still an unnecessary risk in Breve\'s eyes. 


Breve is seeking parity for 


helicopters to support 
vehicles and spare parts for their 
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despite political 
Honduran officials are 
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and he methodically removed many of 


Colum 


Column 4 Column 5 Colum 


when he suddenly 


and we expect he can be very dangerous when 


where his 


but he 


but longtime friends say 


but his replacement will still come about. Current 
Borja\'s principal deputy 


more an 
but he would still be an 


2/2/2004 20:12 04CARACAS369 Emba 
the recall referendum taken away from them. Pena also 
he asserted with Chavez supporters 


the Venezuelan leaders commented on the irony 
saying the point is that the focus 


he told the 
and they will do so. Apure Governor Lippa noted that 


where Accion 
Lippa 


Column 4 Column 5 Colum 


the 
is that in AD and COPEI a group 


Yaracuy 


i.e. to about 30%. Aragua Governor Bolivar noted 
Chavez becomes a 


Bolivar said Chavez 


but noted that support is 


they only go so far he said. 

they 

did what he could to limit opposition efforts. In 

Lippa commented even the Bolivarian Liberation Force 


an armed group believed to be promoted by Chavez 
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and at tribunals looking into 


Colum 


Column 4 Column 5 


particularly women in 


political and social leaders to understand the 
and to 


professionalize political 
and train polling agents and election monitors. A 


000 domestic 
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settlement and final 
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including a $2.3 

000 from its International 
Assistance and 

law 
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000 from ESF supports two rehabilitation 


\"and USAID committed Development Assistance to 


meet with government 
law enforcement 
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the Federation of International Women 
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supported by CENTCOM 
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which is more than 43 per cent of Jordan\'s 
500 megawatts. 


the Aqaba Thermal Power Station is going 


a process that may take 
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however is wary of going to 
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it was not necessary. The Israeli ambassador stated 
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Gamal Mubarak\'s 
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political and economic reform items). 


Muasher complained had 
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Muasher said that Jordan was 
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or (b) an attempted robbery and 


the GOH is prudently taking 


President of Congress 
the road from Tegucigalpa to 
near kilometer 93 on the border of the Departments 


this stretch of Highway 
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two aides 


but it is unclear why an army officer 
some of which 
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police 
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and the school. It was at this location our 


scored much 


\" etc.) to volunteer midwives and 


two diplomats remained behind to 


Vl 


Colum 


Column 4 


Column 5 
UNICEF Burma is not 
targeting the health education 
but had a reputation of being somewhat 
experienced Country 
along with a new UN Resident Coordinator 
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it signals commencement of the next phase 
legal 
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was the GOZVs desire to bring more within its 
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Afghanistan 
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as well as 
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not the world stage for a 
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and that non-SPs and Libya had been invited to 


Russia 
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and how the TS 


France 


France and the UK protested the focus on the 


noting that the Action Plan had a variety of 
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with India in particular opposed to any 


particularly for portable on-site use 


as long as this effort does not interfere with the 


and welcomed SAB 


delegations advised the SAB to consider 


Iran and South Africa challenged the SABVs 
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stating that 


and EC priorities would be set accordingly. OPCW 


in particular requesting the 
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went nowhere. States Parties remain 
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but with no agreement. The UK rationale is that 
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SPs advocating the presence of an observer 

in particular) argue that VA Part Il 

provide the right for inspected SP access to information 
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or other means). In all other cases 
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inspected 
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through his 
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the details of which are 
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by which the 
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have their political base in 
where the demand for market-based approaches 


there are two virtual 

and 

strengthened by his robust response to the 
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the GCAB has not started court proceedings 


the GOI did not join the Paris 


Column 4 


Column 5 Colum 


and to 
will promote all the necessary diplomatic 


Italy was one 


Stock noted. Some governments such as the U.K 
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the DepForMin made what may have been the 
noting that the 


instead speaking extemporaneously in English for 
although superficially 


Column 4 Column 5 
timing for the National Convention (\"this 
and what Burma means by \"disciplined democracy\" (\"a 


one elected by 


justice and equality.V In regard to reconvening 


the DepForMin said that it would be 


it would be entirely up to the 


there 


the COM asked the DepForMin what 


the 


Brigadier-General Kyaw Thein the 


focused on 


Kyaw Thein 


retired Professor U Htun Aung Chien an 
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made a number of 


Joint 


in nearly flawless 
relied on slides with statistics from the UNODC and 


and he asked that \"more and more 


the DG 


beginning with its loss of independence to 


including \"you can either have a beautiful mosaic o 


V during his comments on the strategic 
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the rector 
turned in a superb 


but could only come 


the SPDC had \"temporarily\" suspended this very 


clarifying for all that \"the Government 


\"which forever associates Burma with the values of 


that it was impossible to even hold a discussion 
and that \"we are trying to change 

U Win Mra 

and will carry out the ILO\'s plan 

he took umbrage with outsiders who say 

the DG spoke so long that there was 


a 


asking \"why only now 


U Win Mra 
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instead of forcing total 


U Win 


but cautioned that the 


Everybody Hates Me... 


Kyaw Win. Rather than 


Ambassador Kyaw Win presented an 


a few very supportive interventions were 


etc. and the other a garment factory owner 


followed by an attempt to close the 


the COM and the UK Ambassador in Rangoon 


with its 


was so at 


he 


pointing out that it was a 


noting that of course this would not be 
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few attendees took the 
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who can be counted on to 
remarked to the 


who made an 


and as heralding a \"new dawn 


Japan and 


the regime sees the need for 
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it is the CourtVs 
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the date on which 


February 3 the ICJ Registry distributed 


there are several of 


a cover letter from 


an annex of 
and fourteen 
among other 
that Israel is an occupying power under the Fourth 


it further asks the Court to 


compensate for 
and \"heed the will of the international 


Jordan the Arab League the O 
Syria North Korea (which likens the fence to the 
Cuba 


Pakistan South Africa Indon 
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it says 


in their view 

in addition to 

the United Kingdom 
France (see below) 
Norway 


France filed a statement providing 


which 
as President of the EU 


adding its belief \"that any response of the Court to 
whether or not it decides to 
should not hamper or create 


the Court also rejected in a 13 to 1 
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should lead the Court to find either that it 


the fence is 

Australia Cana 
Spain the N 
Japan Germ 


explained to the Court as 
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in part: 


it has been possible for the 


which -- if that 


which may perhaps be a sign of an easing 


Sri 


for 


senior SLFP MPs reportedly 


but 
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the radical Janatha Vimukthi 

is also pressing hard for elections. 
a small Muslim party 

has also 


since the cohabitation impasse began in 
there have been hints of a deal on 

but they have not panned out. Thus 

at this point 

cohabitation will 


as elections would probably not 
as noted above 


but it appears that the tea leaves are 
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s health care system. 
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saying 

and that with \"diligence and hard 

\" Ghana could make itself more open to outside business 


low HIV/AIDS infection 
and efforts to eradicate polio during his meeting with 


even though this is not new 


where he noted 


D/S Allen noted the strong collaboration 

evidenced by significant numbers 

including health personnel residing in the 
as well as the development of health 

he requested USG assistance with stemming the 
s recent passage of health insurance 


to which he drew similarities to recent U.S. 
and noted the importance of the role of 


the GOG 


the CCM is now 
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only eight represent GoG entities 


many of the problems the CCM-Ghana 


and is in the process of completing 


which involves the 
and CCM reps wondered if Global 


and 


faith-based organizations (Papal 
Christian Council 

Ghana AIDS Commission) 

with participants explaining 


encouraging public discussions 
and making drugs and support services widely 


and the &a 
be faithful 


and participants noted 


alongside appropriate condom use. HIV/AIDS 
but men are 


and there is 


an infectious 
which has reached epidemic levels 
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and USAID. The 
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condom use\"). 
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affecting consumers and 
and feels its corporate responsibility is to enact 


s strategy involves awareness 
using employee training courses 


a U.S. faith-based NGO 


many with cerebral palsy. LWI is drilling boreholes 


maize grits production 
and bamboo 


public signing 
Energy Minister Nduom 
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with a 


ADF hopes to invest in 
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provides safe 


and Private Sector 
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was much more militarized. Most every unit in 


APC\'s and even multi-barreled rocket launchers. 


in any 
it probably represented more a feeling 


the LTTE held its 
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POSA has been used as a 
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who was taken from the scene of the protest and 
bleeding and 

on a roadside on the edge of town. Retrieved 

he refused to seek admission 


according to the lawyer. His injuries included 


a deep cut on his head and chest 


but then backed off and were 


the GOZ has responded to a 


much of Zimbabwe\'s protest activity 
with protesters and police becoming so 


however 
who 


including 


and the 


who has been 
can be 


the MDC is comfortable with 
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members of the opposition Democratic 
CNE Director and 
told 


000 of 
000 signature forms against Chavez - about 25 percent - 


the CNE announced January 30 that they would require 


according to Acevedo. He said enough signatures had 


Fraud and Shenanigans 


Column 4 


such as 
legibility issues 


to include filling out blank 


quality control 


but not before burying 


insufficient manpower 


ref b) and 


the group that will review rejected 
began work on February 3. 


Chavez 


the 

\" to initiate an investigation into 
such as signatures of the 

from citizens living abroad 


although Comando 
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and thumbprint 


and 


salary issues 


or for signature forms 


Colum 


and 


Column 4 


Column 5 Colurr 
this 
French company Sagem estimated 
000 thumb 
Smartmatic to 
3.24 million 
M 


V a message consistent with comments of most CD 


Chavez said he would obey the CNE ruling 
V'as long as 


but the opposition has not spun it as well.) 
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CNE Director Francisco 


the end of the 30-day 


this is the third delay since the 


a new function for the Venezuelan electoral 


000 signature collection forms calling for 


Sumate concluded more than 3.1 million valid 


and President Carter 


the formation of the 
but was 
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the team leader of the Operational 


but confirmed they were conducting an 


but those investigations were not 


but said he 


the national crime squad (Nationale 


allowing them access to the airport\'s secured area. 
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national military and 
KLM Security Services and 
\"Primera\" 


a suspect was arrested carrying 
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which Kayalar 
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Turkey made steep 


but will 


the Turks have long 
creates an incentive for those countries to drag 


and said the Syrians were 
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the rail link is not being used due to 


Colum 


Emba 


Column 4 Column 5 Colum 


Kayalar maintained that only 


and that that 


including a factory exporting to Fruit of 


but that the strong 
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000 Turkish Cypriots from being displaced. 


Annan has decided in consultation with Secretary 


according to \"Radikal.\" 


an 


has claimed responsibility for the bombings. 


which had 


000 PKK members to turn themselves in 


had 
only terrorists who had 
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including Richard Perle. David Kay has made it clear 


not 
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so Perle\'s remarks about intelligence 


the most likely name for the US observer in Cyprus 
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the Turkish Grand 
the Justice and Development (AK) Party won the 
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and the general law 


religious social 
and ethnic groups to discuss human rights 


legislature executive branch 
including reforms needed to meet 


including: police and judicial 


the Defense 
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which both the USG and GOT have been following in 


the USG will provide training organized through the 


and sentencing 


Parliament passed legislation 


President of the Washington 


s Association of Turkey) on a seminar on Ethics 


an NGO devoted to 
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s Office of Citizen Exchanges. 


a former 
as guest speaker for a Turkish National 


including police custody and courts. 


discussing such concepts as \"due process 


s Political Counselor addressed the 
economic and social reform to a 


who spoke on \"U.S. Political 
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an IIP speaker gave 


student-centered classrooms 


active since 1953 
from students to senior teaching and research 
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team-building and 


encompasses scholarly exchanges at 
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Fulbright conducted 


Municipal 
Human Rights and Legislation and 


the Mission collaborated with the 


and trial alternatives in the criminal 


a key figure 


visited the U.S. and ISDLS personnel 


to develop specific measures to improve the 
to be competed by the end of 


which supports 


several works 


DCM and Mission consular officials 


s obligations under the Hague 
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compiled and edited by Frederick 
Samuel P. Huntington (Turkish Democracy Foundation). 
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the District Attorney issued arrest 


the President 


so the case was not being 


their Dominican-based 


listed on the New York stock 


case stalled 


the District 


due to a defense 
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President Mejia has told us 

that he will prosecute all those responsible. For 
the press is on the scent. In its lead editorial of 
Listin Diario highlighted an AP report that V'put 
and 


VThe Dominican Republic went to the IMF when the 


while overt meddling by administration 
especially during a difficult 


on the judicial system and its relatively unproven 
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A PREREQUISITE FOR THE 
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as Burmavs inadequate medical 


we note that whatever the situation 
and with the GOB\'s capacity to handle 
current U.S. policy would make any direct USG 
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religious and economic leaders in 


V instead called itself the Hijra 


the Hijra Group was 
comparatively well off Nigerians who had moved 
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but until late December 


although by the end of the bloody affair 


however the country is an excellent 


Borno and Yobe Government 
religious leaders and academic scholars the Hijra 


unemployed university students and 


the group certainly did attack and 


the Hijrah group had 


as was 
and 


either provoked by the police or 
then attacked the police on 


\" nor had been 
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Damaturu. 


a Muslim said the group 


saying the Hijra 


and claiming that the international press had 


press 


the Maitatsine 
Kaduna and 


000 people died. The 
although they are blamed 
and they are a potent reminder 
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Econoff also met with several academics 


Borno State to discuss the 
a nationally 

confirmed knowing students who had joined 

and he claimed Yobe State Governor Ibrahim\'s 
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\" but he noted that this and 


Muslim regional and ethnic. SaVad said that 


he 
radical groups will likely emerge and youth may look 


Breeding Ground for Terrorism 


fringe leaders 


who is allegedly linked to the Iranian 


and the Hijra Group attacks scared both the 


or be used as a tool by international 
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student groups called a general strike in 
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000-10 


just as 
according to one of 


none has 


Ire 


they have been less 


Gagan Thapa 

asserting that 

has helped generate greater public 
ensuring it a prominent 

numbers 

despite 


Thapa 


under GON direction 
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000). Students are routinely 


General Secretary of 


when pressed 


have been 
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however whether this 


when questioned about his personal feelings 
reflected a certain ad hoc 


he said; a 

he speculated. On the other hand he 

the traumatic events of June 2001 when the 
the Queen himself and 


have led many 


he claimed who 


the 


and are thus unlikely 


compared with the 


V Thapa said. Controversial slogans against the king 
he indicated seem to 


stung by the King\'s public accusations that they 
joined 

party leaders have made a perfunctory 

but rather for the \"reactivation\" of constitutional 


they attempt to 


they suggest the King\'s 
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highly publicized events of June 
as their elders. It is also likely that many young 


it is difficult to determine if impatience with 


the student leadersV obvious dependence upon their 


appointments and political 


the 


the parties appear to be tacitly 
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a vernacular newspaper reported that 


two in Dhading District and one in 


eight insurgents were killed three in 


two in the 
and three in the western district 


and another in the 


Maoists gunned down two officers in the 


including an eight-year- 
were injured after Maoists ambushed their convoy 


Chief of the Army Staff General Pyar Jung 


Jajarkot Rukum 


RNA officials 


Home Ministry Spokesman Gopendra Bahadur 
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not through killing. 


Home Ministry Spokesman Gopendra Bahadur 


but had failed to cement an 


the two 


form a border district committee 


while Indian Home Secretary K. 


Indian officials remained vague in 


\" but later 


pointing out that 57 out of 97 Maoists detained 
Indian Ambassador Shyam Saran weighed in 
opining that there were 

declaring 


there is 


who was arrested in 


the Maoist website announced plans to 
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and for Indian 
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representatives from Amnesty 


and urged both sides to sign the human 


Al issued 


and said the security forces follow a \"strategy of 


Chief of the Royal Nepal 

Brigadier General B.A. Kumar 

said security forces had not \"troubled anyone 
\" and that those mistakenly arrested \"are 


and the coerced 


adding that a 


the Heads of Mission of the European 


Maoist leader Prachanda said 


and international human right 
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and said the Maoists were trying 


it was reported that the Maoists would 


Maoists in the western district of Rolpa 


claiming the area as their territory. The rebels 


Maoists reportedly murdered three 
and gunned 


tourist 


the 
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not be permitted 
and only one family member would be 


the RGOB spoke Nepali during the 
on December 22 the Bhutanese JVT used the 


used other harsh language and was intentionally 


UNHCR nor the 


although a large number of 
mostly youths pelted stones at the Bhutanese and 


but 


but RCU officials suggested 


Secretary Madhu Raman Acharya 
despite the December 22 incident the RGOB has 
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but 
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the GON has no role or responsibility in 


\" Acharya said. He suggested that perhaps the RGOB 


the GON repeatedly has 

but to no 

he said the resumption of the bilateral 
particularly regarding access to property. 


Head of the Nepali 
and Basanta Bhattarai Deputy Head of the Nepali JVT 


he opined that the RGOB appeared unwilling to 


he said. But he believed both sides could 


Rana noted that the RGOB had 


which he believed would \"not be 


saying that repatriation 


UNHCR 
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another UNHCR officer indicated that the Bhutanese 


distributing leaflets and posters mostly 


000 students in the camps 


it has focused its efforts on how 
such as turmeric and chiles have been 
Leynes said. UNHCR has two teams on the 


which will assess the refugees\' levels 
and a re-registration exercise including a 


UNHRC will assess vulnerable refugees who might 
UNHCR Protection Officer Giulia Ricciarelli 
but that proper protection profiling 


and members of 
that few 


But Not At Any Price 


Pitotti and PolOff met with refugee 


they outlined the 


security and social welfare of 


but recognized that in the 


GOIVs involvement was unlikely. Subba and 
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arguing that 


the 
but 


felt a sense of nationalism and love for 


and the RGOB and the refugees 


it appears that few if any 


but also to feel that certain demands are being 
written information on the terms and 
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superstitions about local deities from Vietnamese 
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Christianity Islam) or one of Vietnam\'s 


and many shops have small shrines to ancestors 


such as the Catholic La Vang pilgrimage and 
many of the indigenous 


as are the organizational skills of local 


non-representative examples include: 
which 
a Buddhist monk who 


in tribute to 
who led battles 


dedicated to 
also known as the V'Mother of the 


in honor of the 


worshipping Mrs. 

who helped fight a local drought; 
commemorating 

\" a legendary hero who defeated invaders; 
commemorating a 


dedicated to 
Minh Khiet Uy Hanh 


a moon-worshipping ceremony of 


in honor 

Duong Tri Minh; 

worshipping 

mountain god Tan 

and female generals Trung Trac and Mai Hoa; 
venerating patron 


Linh Khon and Minh Chieu 


honoring Buddhism 


celebrating Trang Trinh Nguyen 
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and 


devot 
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who won a royal literature and philosophy 


presentation of 
liquor incense) at the shrine 


and processions of village 
often dressed in traditional garb -- ao dai 
and ao the and round hats for the gentlemen. 


not the international calendar. After 
there are often traditional sporting events 


such as water puppets or boat races. 


a big day 


more than one million 


reportedly the largest number ever attended. 


V a mythological mountain 


of ao dai- 


villagers made individual and joint 


the crowd on February 5 was about 10 000 people; 
as 

000 villagers came to make their individual 

police estimated. The black-toothed (from 
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with plans for a still more elaborate 


although the festival itself dated back V'hundreds of 
but had been modest and without the 

there were 

obligatory thanks to the 


and special appreciation for 
apparently) of the 


with stalls selling incense 

and other worship items as well as local 

toys and handicrafts. There were even games 
shotguns ring-tossing) and one lone but popular 


while the elder generation mostly stayed on the 
with different mat-covered 


and perhaps even to 
without 
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Ho noted the well-documented route of poor young 
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and 


he 
he admitted. Third Ho noted that 


Ho noted and made marriage to a Chinese girl an 


MPS in 


he 
however MPS had not had enough 


as well as on the number of arrests 
and convictions of traffickers. He 


which have been 


Ho suggested a three-prong prioritized 
the 


namely poverty and a lack of 


awareness campaigns to teach high-risk 


targeted assistance to law enforcement agencies 
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as well as Deputy Director 


Cuong said MOLISA had a role to 


which had been recently revised. (Note: current 


which 


such as having sufficient capital human 
and training facilities. Only after receiving a 


which in addition to job-specific 


and 


labor export companies 


the 


and the Ministry of Foreign Affairs shared 
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he added. While the details 


the 


Quynh noted. 


due to a study 


and noted that Vietnam provided more 


and the other involving licensed companies who broke 
he said 


in the case of legal labor export companies 
\" 


suspension of 
or suspension of licenses in certain labor markets 


there would be a permanent withdrawal 
he 


Quynh said approaching families was \"unusual\" and 


he said 


he said 
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companies sometimes would contact 


the only reason to 
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however 


but if a strong complaint or compelling 
his department would act 


which involves working with international legal 


and reported excellent attendance and cooperation 


said it was possible that the 


which would involve creating training 
especially Border 


rural province on the Chinese border) received 
the Chairman of 

Hoang Van Thu had 

and 

or by 

and were \"taken advantage of\". Ms. Dang 
an officer of the Provincial Women\'s Union 


in addition to heightened 


with reducing the number of 
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it was necessary for the 


he promised. 
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Chairman and President of the 
a core group 
and 


possibly even 
Ms. Thuy claimed adding that it was \"certain\" 


along with the roads and electricity and schools 
were 
said Ms. Hoang 


and with the September 2003 meeting 


the International Labor Organization (ILO) 
Holliday discussed 


and confirmed that victims who returned from 


the problem of 


part of the Mekong Subregion 
was currently on hiatus 


and said that Provincial-level WomenVs Union 


most effective counterparts 


especially MPS. He noted that 


and the report on the south 
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as well as the general regional trafficking 
the GVNVs failure to share 2003 


as 


for 
was unable to meet with him due to a competing 
and the police 


the new labor decree regarding labor exports 
distribution of the 
and indications of success on the 
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and all Ministries have been 


the GVN orders the culling of all 


the Ministry of Health and 
highlighting WHO FAO 
JICA Asian Development Bank 


experts to train Vietnamese 


Colum 


Emba 
Emba 


OIE 
and V 


PPE and medication for human cases) and in 


Column 4 Column 5 


reported ref A. New 


it would not prevent 


not as a public health threat. 


PREPARED CHICKEN FROM THE US. UNFORTUNATELY WE 
OUR 


HE WAS 


AMBASSADOR BURGHARDT ASKED WHETHER IMPORTS WERE 
AND WAS TOLD THAT IMPORTS FROM AFFECTED COUNTRIES 


CHANH TRUONG. TRUONG STATED THAT HE EXPECTS 


AND 
BIRDS UNUSED MATERIALS 
AND 


IN ADDITION TO THE BAN ON SALES OF CHICKEN 
THE GVN IS NOT ALLOWING THEM TO SELL 


Colum 


AND 


Column 4 Column 5 Colum 
AT APPROXIMATELY $50 PER 


HOWEVER THAT THEIR SALES OF FISH FEEDS 


BUT THE GVN IS NOT 
AS PER PREVIOUS WHO ADVICE. 
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the 

we understand US forces woulc 
whose 


is now monitoring 
but remaining garrisoned in northern Iraq as a 


according to reporting 
TGS officials in mid-2003 asked the KDP 
promising that Turkey 


TGS 


it is time to put this potential irritant away and 
per their promise. 

we 

the 


CJTF-7 and the Iraqi Governing Council want the PMF 
as its mission is complete. We should make this 


the Turks 


Column 4 

and will both be less likely to comply and 
the USG will appear to be siding 

we 
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UNHCR Director for Asia and the Pacific 


rife with insurgent activity for decades 


but the SPDC has long considered 


NGOs 


key senior GOB officials are 


these officials are keen to keep UNHCR active in 


because he believes that it is 
especially Mon and Karen 


following the SPDC\'s substantial progress in 


with the Ministries of 


Column 5 Colum 
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will 
has 


and international organizations. Inc 
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Prime Minister General Khin Nyunt made 


culminating in an \"agreement in principle.\" However 


as this might entice Thailand to prematurely 


giving some the false 


\" said the UNHCR 


to determine 


health centers etc) and t 


including the ability to establish 


Myawaddy and Mudon. Kapur said that UNHCR has 


he added the situation is 


now predominantly ethnic-Burman areas) in which the 


much of the territory suffers from the 
including substantial land mines. 


UNHCR will make an appeal to 


Column 4 
but he expects the initial appeal would be for about 


the UK 


on the Western Front... 


Kapur briefly addressed 


000 


noting that UNHCR has succeeded in obtaining 


remain in Bangladesh. 


Kapur acknowledged there has been no 


overall 


but they are in fact creating ripe conditions for 
Kapur claimed 


claiming that \"the United States is 


including an unnamed Major General 


we hope to join UNHCR ona 


particularly on protection and other human rights 
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and the Scandinavians. 


the GOB continues to treat them as 


the GOB has been 
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2/6/2004 11:53 
granting it wide authority to evaluate 
and regulate GMOs based on scientific criteria for 


04BRASILIA271 


importation or sale of GMOs in 
but no approvals are currently being issued due to 
with the exception of animal feed 


those wishing to import or sell 
Agriculture or 
and the subsequent court 


monitoring and enforcement has 
as the mandate of the competent 


such as corn from Argentina 


680 applies to all biotech 
as per 


a one-percent limit tolerance level for genetically 
foods and by-products for 


the following wording must appear on the front of the 


Colurr 


Emba 
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containing (name of the ingredient or ingredients 


2004. 
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especially in 

and the state has attracted new businesses 

agricultural success and the 


Danjuma Goje of the ruling PDP 


and may be worth watching for 


key political players civil 
businessmen and development officials in 


Taraba (septel) and 


Column 4 Column 5 
but many 


although Goje has downplayed ties to the VP 
Goje has employed a combination 


and Goje even gave an impudent 


for example 


PolCouns saw bulldozers and 


coupled with the 
has temporarily changed the slogan of 


he was a student activist 


Goje worked briefly for Bauchi State (now 


and Goje devoted his time thereafter to developing a 


winning a senatorial seat 


Goje threw his weight behind 


and Goje made the best of it to 


and 


and officially he won a 
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but 


now over twenty 


in turn 


Goje used his 


making Gombe one 


roads 


during an 


that Gombe is exporting produce to Niger 
and to most other states in 


sorghum and vegetables for Abia state 


past 


V боје proudly 


Gombe citizens -- mostly rural farmers -- have 
970 seats out of 2 


Column 5 Colum 


to set up in Gombe and 


came to Gombe because there was 


and efforts to build produce 


Chad 


000 allocated to the 


Column 4 


largely by 


whom 
\" were seen as a threat 


a medical doctor 
said he was a case in 


and Gombe 


and he told PolCouns 


strong local political support base 
and success in office would allow him to go farther 


Goje 


and Yoriyo\'s emerging powerbase in a different 
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\" he claimed the game reserve was making \"huge 


the park has averaged an 
000 to 25 
but they also mean the GON 


while lodging (as 
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ties to 
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000 visitors per year from 1995 to 


Colum 
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Column 5 Colum 
while a full day in the park 
pricing has remained unchanged over the last five 
even with a devalued naira. With limited park 
Yankari is likely 
who pay two to 
and charges only one rate. 
so it is amazing to find such a travel 
hope springs eternal for making money in 
and the GON likely will not give even this skinny 
providing jobs and revenues to the local economy 
at least in the short term. 
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born January 21 1943 in 


trained at the State Pedagogical Institute in 
moved to Yerevan in the mid-1960s 


as well as in a number of NGOs and most 
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the perception 


the Embassy believes the meeting was 
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SINCE THE \"INTRA-MINISTERIAL 
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UNIVERSITY OF KOPER\'S PROFESSORS DAVID AND 
TO FORMULATE ITS POSITION. END NOTE). 


SINCE THIS IS NOT A 
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with management 


enhanced training and added resources to 


and he would be 


given the very high priority given to proper 


Column 4 
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he would not have quite the level of resources to 


and 
including the Pisces 


to compare with the GOG resource 


Japan 


France 


the Searchlight be monitored for any growth of 
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unresolved issues that increasingly 
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and identify 


but the window is short: a first 


Solana\'s policy 
and Council Secretariat Russia analysts 


matched only by that of Russia 
Italian 


promote internal political and 
and engage constructively on issues such as 


at the December GAERC 
EU Foreign Ministers 


our EU contacts tell us that other EU 


which press reports indicated led to renewed 


when they have unceremoniously 


Colum 


though Berlusconi went over the top. Thus one 


Column 4 


the EU 


whose officials view enlargement as 
and 


the EU has called on Russia to 


seeking to link the extension to visa free travel 
or to easier WTO 


the existing PCA will not be valid 


pending resolution of the 


VIf we are forced to choose 


at a minimum 


Moldova 
the Russians tell the 


the Russians do not acknowledge that the common EU 


Column 5 


and 


we\'ll 


to facilitate 


Ukraine or the Caucasus 


Colum 
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and is a major setback for one 


if possible 


EU officials are scrambling to have a paper 


but certainly by the 


and to manage the EU\'s trade 


Moreira de Sousa told us recently 
the 


but the Irish 


if only to remove this as an excuse for 


Ukraine 
but our window is relatively short. 
the outlines of the EU\'s 


keeping the relationship on an even keel is too 


and Russia provides 


Column 5 


develop recommendations on how 


when 


Moldova and Belarus) offer 
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both 
and thus expects nothing 
Belarus Ukraine and soon Moldova the E 


one way or another with the immediate impact of 
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and the US had agreed to take political 


according to \"Milliyet.\" The TGS has set 


the 26-strong alliance will shift to the 


Column 4 Column 5 
but ina 
the paper claims. 


the Al Qaida connection now seems most 
more time and evidence are needed to 
the Erbil attacks lead us to the following 


making northern Iraq a more 


particularly the US. Yet the recent 


they would pose a serious threat in 
including for renewed ethnic conflict and the 


he will have to agree with the Annan Plan 
he will find himself 


Denktas and Papadopoulos are still 


because as Denktas says 
this is the most critical 


Colum 


"the А 
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and extolling the power of prayer 
governmental and personal. 


Her Excellency (Mrs.) Fayose 
has somehow escaped an NGO suit 


vice president and at least six of the 36 


one of 


\" which is said to be 
education 


etc. (Reftel). She claims that her education 


and 


His Excellency is fending off lawsuits 


the 


who had been dealing with violence between the AD 
were prepared and 


the court wanted 


Column 5 Colum 
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as 


services for the elderly 


most important how t 
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and for this reason 


such as a passport or 
showing that he had used the name 


Fayose removed all State funds from Omegabank and 


shortly after assuming office Fayose had demanded that 
most importantly 

one Adabayo Brown as the 

NGOs 


will Nigerians begin to see some of the dividends 
that is still a 
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\" remarked Chairman Le Thanh Hai in his opening speech. 
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Const 
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whose 

a large seafood company was 

complete with giant Viet Tien labels. Bitis a 

had of course a giar 
an enormous pencil anda 


was a huge pair of toenail clippers from Nghia Nippers. 
and Kymdan Co. 


the traditional dragon dances 
and ethnic drummers gave a more 


but the crowds had an enormous amount of fun. So 
did the CEOs of some of the participating companies. 
a private bottled-water company personally 


he paced his employees through their dance 


however. A couple of blocks 
police were having difficulty 


the police simply got out their electric cattle prods 
quickly cleared the route. 


business and consumers 


but HCMC has made this first official 


Column 4 
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i.e. 
leadership for further consideration. The 


with PDASD/ISA Peter Flory 
met with Kuwaiti officials (delegation 


s continued assistance-in-kind (AIK) fuels 


the Ministry of Finance 


medical support 
ports and airfields 


Kuwait would be honored as a 


he had delivered a letter from 


the 


Column 5 
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cost-free fuel support 


BG Trautman of CENTCOM and 


telecommunications 
and especially provision of fuel 


Colum 
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to the 


use o 


Column 4 

000 U.S. military personnel rotating out of and into 
with the support of 34 other nations 

he said 

Bloomfield remarked 

as they are for the U.S. The United States 

is spending approximately $4 billion a month for 
the Administration had gone back to Congress for 
with $19 billion of that 

for example 


and as a result of the Coalition\'s success in 
over 50 


S 
citing the 
Conference 


he said 


CENTCOM personnel provided a 


and briefed on operations 
82d Airborne 


and hopefully their tempo of operations 


power generation 
education 


000 Iraqis now on the payroll as police 


Column 5 Colum 


soon forget the outstanding contributions 


indeed are very large 
he 


dwarfs the Camp David 


and 


but clearly were the right 


healthcare and agriculture are more fully 


border patrol 


Column 4 


professional and proud to serve but not threatening 
with time 


mostly jet 

s aviation fuel production 
s GDP.) He provided the GOK team with a 
totaling 

noting that in both years 


due to the war; 
due to the troop rotations. 


fuel needs 
over time if not immediately. 


he pledged USG would provide periodic 


avoiding present logistical complications in 


noting that Embassy 


Column 5 


could be 


4.5 percent of 


the fuel 


Pentagon 


Colum 


Column 4 Column 5 Colum 


s Bind: We Need a Contract 


the size of the contribution was of less importance 


2004. That earlier 


2003. KPC had a legal 


an 


payment would be required for fuel provided since May 


and KPC s books 


S questions on usage rates we certainly could 


Column 4 Column 5 Colum 
and asked 
meetings in recognition that all the Coalition 


especially the United States and Kuwait. He asked 


and 


could make better projections and can point to 


S own V'burn rate\" for military operations is about 
not counting reconstruction assistance or 


we want to bring our soldiers home as soon as 


s thanks for 
s considerable efforts to date. He said that the 


s support in fuels 
the 
he said. He continued 


V he said was critical for success on the long road 


the Ministry of Defense 
V'There is no problem to 


s acknowledgement that Kuwait 


Column 4 Column 5 Colum 


S government procurement regulations. 


Jr. 


Affairs; Embassy Kuwait 


USA 

USMC 
USCENTCOM 
USA 


USN 
Gulf 


General Accounts 


Military Operations 
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Planning & Intrnl Rels Dept 


s Department 
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VIZDAL NOTED 


UKRAINE 

WITH ITS POPULATION OF 

HAS LITTLE REASON TO LISTEN TO SLOVAKIA A 
POLAND HAS BEEN A MUCH CLOSER PARTNER WITH 


THERE WILL BE LITTLE SLOVAKIA CAN DO. VIZDAL ALSO 


INCLUDING THE BALKANS AND SLOVAKIAYS EASTERN 
BELARUS MOLDOVA AND OTHER 


LOWER LEVELS OF GOVERNMENT 


BUT WOULD 
EU OR U.S. INITIATIVE THAT ENGAGES 
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Column 4 
but have dropped from a 1999 peak of 54% to just 40% 


but also unbelieving. The U.S. shrimp 


it may 

four percent of 

under two percent of GDP and 

just one percent of exports.) But Ceara also 
progressive 

trade-oriented and U.S.-friendly avant-garde. It 


Jobs 


Disbelief (26) 


Job Losses 
000 square km 


meeting with state-government secretaries for Finance 
and Social Programs 


despite a record agricultural harvest. 
and behind the official employment 


it was said) vs. formal labor 

most informal-job growth has been in the commercial 
which the state computes is now \"close to 

V said Development Secretary Regis Dias. 


year-on-year. Asked what percentage of the 
he and his specialists did not 


Column 5 Colum 


even after 1991-2001 


Budget (paragraphs 3-5) 


State Budget 


7.5 


the local Industry Chamber 


as in Brazil nationally. 


Column 4 

and unconvincingly guessed \"20-22%\". But they eagerly 
with regard to CearaWs state finances 

debt-to-revenue ratio; payroll share of 


and were warily hopeful that it would 


based on state household surveys 


now subsumed into the 
V of Lula\'s GoB impacted at state level? 


recession having increased the number of 


these three 
local-level management of "Zero Hunger\' 


with worker 
mayoral and state-government representatives. 


1.4 million 


he said without elaboration. Phones 


according to De Matos. 


behind Maranhao and Piaui. Forty-five percent 


defined as less than one-third of the national minimum 
80 Reals/USD 27 per month.) This 


away from its 100-kilometer 


Fortaleza and eleven other main cities. 


Column 5 


all 


that revived local 


Colum 
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as of February 1 2004 


all officials cheerfully volunteered. (NOTE: 


projected at 90-100 million Reals (USD 
are earmarked for what state officials call 
while "Bolsa Familia\' 

the "Poverty 

jobs and infrastructure for long- 


\" linked with existing offices for 


its goal of removing states\' power 


\"and without foreign investment 


but no other logical 
now Senator 


Colum 


for th: 


Column 4 
he expected it to 
\"the 


\" their mandates being transferred to state and 


10-11% on education. 


500 workers 


and of the micro-businesses 


was the ubiquitous view. 


but the over-arching aim is to make/keep family 
Ceara\'s huge-scale \"Road 
a series of dams 


Para 7) seems a scant-told story of much 
Northeast rural conditions 


the mechanism whereby Lula\'s GoB wishes to induce 


a family-agriculture 


it has already 


Column 5 


reservoirs and 


Colum 


Column 4 
Japan Exlmbank 


roads and airport on the basis of its superior 


which at the national level opposes Lula; yet in 


Finance Minister Mendes 


it seems Lula\'s national standing 


Ceara\'s decade-old 

to USD 761 

Ceara\'s total exports averaged Reals 
ata 

of course. With this jump 


behind giant Bahia 


it gave Ceara a trade surplus -- first since 


up 50% from 2002); textiles (16.5% 
V Le. 
$112 million) 


for three reasons: variety of 


and attributed the 77% 


health 
but whose yearly exports are $350 


and stagnant. They ascribed their neighbors\' 


Column 5 


IDB etc. financing 


which accounts for 


$125 million 
shrimp and lobster (15.8% 
which 


Colum 


up 
$112 


Column 4 


with particular apparent interest in Africa. 


seen as a gateway to trade 
\"we 


cashews and crustaceans (shrimps and 
but that 
footwear becoming the runner-up category 


but their share of Ceara\'s overall exports was down from 


historically the 
modestly reappeared in 2003 
20% fabric). Other main foreign 


official state statistics vary from the local 


U.S. sales to Ceara in 2003 dropped from 


a huge electrical-generation sale in 2002 


and its 


ten U.S. companies 
and energy company ENERGISA 
generating 30% of Ceara\'s flow of FDI and about 2 


000) of Ceara\'s foreign 
but have declined since the end of direct 


including 


Column 5 


at 


and 


incl. Johnson Wax 
established operations in 
400 


Colum 
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\"may not have capacity to equip themselves with the 
etc 

and that perishable local 


ascribed to the RealVs 


there 


within 
to make this possible. V 


But Few Optimists 


F). But the common view also seemed to be that the 
i.e. 

with Ceara\'s role just that of hopeful bystander. 

who recalls two years in 


told us \"I agree with 
Vie. 


the Federal Fishing 
and the 


a hope 


Column 5 


the 


that he considers both the GoB and 


Colum 


Column 4 Column 5 


falling to 70% in 1999 and stabilizing at 
says the report does not reflect a fall 


which has allowed a dramatic expansion in 


"Fish and crustaceans\' topped the list 
at USD 67.6 million deriving 


the U.S. share of Ceara\'s 


the entire 


and the tussle for primacy at city and state levels is 
local reformers 


Lula\'s coalition partner. Local political heavyweight 
currently Lula\'s Minister for National Integration 


2002 Brasilia 2932) 

cashew and passion-fruit paradise 80 km from Fortaleza) 
seven-million-dollar facility under 

Jandaia aims to export 80% to expanding markets in 


the marketing strategy seemed 


Colum 


Column 4 


Column 5 Colum 
India 


China and the Middle East are not in 
but the Jandaia marketing manager was 


if tough new business zone. 
Ceara\'s new Pecem seaport 
evidently remains at risk of proving an 
Para 16). State officials 


60 km up the coast 


which does not seem much. 


built 


two shorefront 


but overall tourism levels were happily 
with Euro charter groups galore. Hotel 


taking for granted that the latterVs 


but Ceara\'s cashew scene is 


000 tons of yearly 
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but stated that Panama 


as a \"developed\" 
should have the ability to protect the Canal and has 


he said the 
where the GOG 


Column 4 


confirmed 


and pressed for more information/intelligence sharing 


but highlighted Russia\'s close cooperation with the 
sharing information on 


training 
and GOP responses to mini-CTAG requests. 


Column 5 


Colum 


Column 4 Column 5 Colum 


which focuses on the areas of 

aviation security 

law enforcement cooperation 

Japan's direct CT-related assistance to 


customs cooperation expor 
and anti-terrorist 


sustainable development and environmental 


Colombia 


and a Regional 
Costa Rica. 


including technical assistance to Panama\'s UAF and 
to which 


Column 4 


Maspoch hesitated to characterize the training as 
implying that future training might be. While 


2/6/2004 18:57 


though 


Pinocchio has a personality disorder that 
Pinocchio doesn\'t have the courage to stand up 


consequently 


without the charm and less innocent 
try to fool the market and even society with 


at the beginning of 2003 the MME 


accordingly 


Column 5 Colum 
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private-sector and 


loses the confidence of 


market mechanisms and 


Column 4 


when the preliminary 


faced with criticisms from the market 
the MME continued to say 


at the 


the ideas contained in the 


and even after Lula took office 


the start in operations of 


with the 

the government \"did an about face\" 
more than 30 

at a cost of R$230 to R$430 per 


diesel 


when we compare the prices 
we verify that the 


in part 

this section 

accounted for around 30% in the total 
while in 2002 it was only 15%. 


on the eve of the 


the CNPE (Nacional Council on Energy 


Column 5 


society and 


some 


the result presented by Petrobras\' 
responsible for the 


Colum 
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in practice ANPVs 


and that of the adequate 
this 


new 


the government passed the year 


at the end of 2003 


and the dismissal of the president 


it\'s not possible to fool 


it is a shame that after all the time and 


the 


the government needs to assume an attitude 


we will be 
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which was 
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USAID missions 


S urging a trafficking unit was 
s office. 

the United States funded several training 

prosecutors and 


000 or more: 

350 000 

000 

250 000 

100 000 

000 

000 

000 

000 
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\"We all lose\" from such actions especially the 


because of the lost earnings. 


uncoordinated 
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threw rocks broke windows and set off homemade 


violent confrontations left casualties. The 


2 in the southeast and 
5 in the 
4 in the southwest and 1 in the southeast). By 


the one-day national work stoppage on November 11 


mostly protesters involved in or 


but said they had all been released January 29 


but provided no details. President Mejia 


all the detainees but 7 had been released as of 
and it was possible the 7 might be released 


an 
V said on local television January 


and the legal 


Column 4 Column 5 Colum 


church leaders and some mainline business 


but there were no organized 


who staged a one-day advance strike at public 


\"\"Council of Popular Unity \" 
\" and \"Broad Front of 

\"Committee 

\"\"National Coordinator of 

\" and the National Confederation of Unified 


\"New Alternative\" of Ramon 

the Independent Movement for Unity and Change 
the Communist Labor Party (PCT) 

the Patriotic Union (UPA) of Hector 

the Party of Dominican Workers (PTD) of Ivan 
and the Force of Labor (Fuerza del Trabajo) of 


Y a low-income 


but were probably significant for a country that 


Column 4 
President Mejia told the 


like the November one 


V on February 7 


to assess results and discuss future protests. A 


whether due to popular indifference or 
was the limitation of 


press accounts of deaths and wire service photos of 


downgrades by the credit rating firms 


the leading hotel development group now markets its 


will provide 


but if so 
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and performing at 
where Bahraini and Saudi families and 
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was carefully 


15 and 


and 


it is likely to be overshadowed by 
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V Circus Guy jammed with 


impressive in their performances warm and 
adaptable 


they related 


and she sang several songs in 
to the delight of audiences. 


and especially for taking care of the mind 


to the Gulf. We also appreciate the 


we would not have been able to 
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but 


Withdraws Regulation 
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amended 


a minimum of 15 


Koran courses could be taught temporarily by 


Koran courses could be 


meeting up 


main elements of 
and much of the media -- asserted 


unresolved and often bitter 


which are 
bureaucratic approach to teaching 


Column 4 Column 5 


Diyanet vice president and an Ankara U. 
conceded to us that the 


not politicians and 
Gormez nonetheless expressed puzzlement that the 


TGS main opposition CHP) them 


through raising public 
Gormez revealed how much he and his colleagues 


the GOT closed many Koran courses cutting the 
000 to about 3 000. Ever since 
unmet demand particularly among adults 


empty dormitories and 


he maintained the demand will 


Colum 


there 


Column 4 


an MP from main opposition 
asserted to us the Koran courses provide poor 
and argued that any attempt to expand them 


and 


she argued 
nor to explain the 


Arasli said 


also an MP from CHP 
he wondered 


EU 


and the economy. Repeating the CHP mantra -- 


a sharp critic of the CHP 


Criticize Details 


AK MP and head of the parliamentary 
told us the regulation was 
but suffered from several \"technical 


and the measure 


classes held outside of 


Column 5 


\"secularist\" 


told us he does not 


Colum 


Column 4 


given his 


dean of the Ankara University Theology 
raised similar concerns about the regulation. If 
she argued 


rather than simply increase their number. She 


after consulting with various 


anyone with an imam 


the whole 


the demand 
which have become a magnet for pious 
would revert to their ostensible purpose -- 


the debate will never end 


Column 5 


it could 


Colum 
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involved in the 

recalled for us recently how a general 
\"Hey pal why don\'t you just go and 
influenced by a secretive and sectarian 

have failed to clarify their intentions; and 


we take seriously the reservations 
Budak and Altikulac as well as by 
however we should keep in 
and a large 


the place of the State in 
and limits of Islamic expression in a secular state 
these types of conflicts will continue. 
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there are 13 


but 


and to assure that required 


however in need of 


public and international community? Lead agency? 


with support from the FAO has taken a strong lead 


foreign embassies in Hanoi and 
and with both local and international 


the leading English 
as well as CNN. The 


a brief 
anda 
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however made numerous requests for 
not equipment in open meetings in the 

the 

and 


and OFDA/USAID this week provided 300 sets to 
000 as a 


a GVN 


experts to train 

PPE and medication for human 
he mentioned help to restore 

and particularly noted that the GVN will 


Resident WHO Representative 
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both the Embassy in Hanoi and ConGen 
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it has begun implementing 
SBV announced its plan to equitize the remaining SOCB 
between 2006 and 2010. In 2005 


a diagnostic assessment of its operations 


a number of developments have 


the private sector continues to complain about 
and SOCBs remain extremely 
and do so only on a highly- 


especially large state-owned 
as their core customers and give them priority 


relying on the government\'s support and 


credit 
which in turn may narrow 


SOCBs have drafted credit manuals. Due 


it has improved VAS 


VAS simply counted 
when a payment 
banks must follow international practice and 


Column 5 
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and 


causing loan 
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problems 


the actual 
because 


because many loans lack 
especially those to state-owned enterprises 
the GVN is discussing a mechanism that 


delays in SOE reform have made it difficult for SOCBs 


the past three phases of recapitalization valued 


do not appear to have 
and 


such continuing large 


which should encourage SOCBs 


the management will only act as 
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SOCBs will establish separate 


a number of donors are funding \"twinning\" projects 


the lack of human resource capacity may prevent them 


joint stock banks (JSBs) have in many 
\"private\" banks. (Note: 


thirty-six JSBs now 


JSBs play an 


they tend to be more 
they 


approximately one third are still 


encouraging them to 


and like the 

the GVN has increased their charter capital. 

some regulatory discrimination between JSBs and 
JSBs are not permitted to open 


the \"rules of the game\" continue to vary 
with foreign banks 


SBV still tightly controls the granting 
27 branches and 42 


15 percent of lending and 
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JP Morgan 
HSBC 


there are four joint venture banks in Vietnam 


Vietnam made a number of commitments in the 


the SBV has 


the GVN agreed to increase 


in 


the SBV decided in September to increase their ratio 


including Citibank 
foreign banks find themselves at a disadvantage 


foreign banks are limited in 

restricted on accepting Dong 

prevented from taking initial mortgage interest in 
and not allowed to issue credit cards. 

U.S. banks will be 


tend to provide only wholesale banking services 


Column 5 


Deutsche Bank 
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Stanc 
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medium- 
its purpose 
because it is both a deposit taking and a policy 


inherent risks exist for those deciding 


they could create a 


this possibility appears 


in 
is working to strengthen its 


it simply focused on ensuring that financial 


it is trying to strengthen its independence and 


though the SBV is not an independent bod and it 


the SBV has permanent 
through 


approval and licensing processes to 


Column 4 

distorts the playing field for other institutions 
SBV possesses a heavy 

which can lead to issues falling between the 
duplication of work 


the reporting lines from 


overlapping information 


including a lack of consistency 


most of the banking 


directed lending 
a level playing field 


which 

this growth rate concerns the international financial 
as well international experts. End note.) 

even though it is 


the policy environment continues to 
and donor technical assistance 


the emphasis appears to be on \"managing\" 


fairly solid agreement exists within the 


meet its BTA 

and accede to the WTO. Vietnam\'s financial 
especially 

have and will shape the discussion 
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fragmented 


and slow internal flow of 


and 


non-performing 
and State Bank of 


especially the 
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who have the ability to 
who are voluntary and satisfy all other standards and 


thus 


including the 


the GVN promulgated an updated Decree to 


and workers. It requires that companies 
manage 


MOLISA carries out both scheduled and surprise 


the Decree names MOLISA as the entity 


Taiwan 
Germany 


the Embassy has the 
the new Decree has 


among other 
support workers and enterprises during their time 
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and protect the legal rights of labor 


Malaysia 
and Russia. Although the GVN 
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Deputy Director General for the Department of 


Vietnam 


the GVN 


not granting new ones to those who do not meet the 


MOLISA coordinates with the 


the Decree requires the former to 


the 


weaknesses in enforcement 


but the 


it generally allows the enterprise to 


according to DDG 
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the maximum amount of this charge is one month\'s 
and that maximum is only applicable if the worker 
the maximum is the wage of 1.5 months. 
companies can charge workers for passport 


and health exam fees 
they can 


Vietnamese 


the GVN consistently stepped in to 


which 
in a couple of ways. First 


it is prosecuting those 


the Hanoi People\'s Court sentenced a 


and Taiwan have all complained to the GVN about 


find themselves under pressure not only to 


contracts between workers and labor 


the GVN does not 


because it views such 


Column 5 


as well as the cost of air 


it has 


Colum 


Column 4 Column 5 Colum 


these amendments 


thus reducing the likelihood of 


labor export is on the long 


carrying out workplace 


the enterprises themselves regardless of whether or 
continue to act as profit- 
and conflicts of interest between worker 


the Mission recommends that the USG 
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the country \"will be thrown into turmoil \" 
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V Kuwait is a real 


along with other MPs to request a discussion in the 


the \"Halliburton portfolio" has 


Dr. Mohammed Al-Tabtabaei announced 


either through 
Al-Anba reports on its 


one of the ministers 
Minister of 


Mohammed Deifallah Sharar. 


Dr. Shafeeq 
said the new private university V'seeks to 


V according to Al-Qabas. 
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then Iraq will be thrown in 
violence and fear. Therefore the right course of 


Hezbollah was able to 


Hezbollah has become a 


Nasrallah has 


because no one can 
and 

we did not take stock 
we have failed on the 
Sharon did not 

not 


Sharon is proposing to evacuate the Gaza 
but it is only a new maneuver before meeting 


which will 


because it will positively affect the 
although this may not apply 


SharonVs words must be translated into 
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Not America\" 


but this hegemony 


itis clear that terrorist activities have 
Israel has exploited the 


the corrupt terrorist who will be 
will be welcomed by 
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domestic violence and 


a history 
weak border controls and traditional 


there has been increased 


and the Attorney General 
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the government launched a program of 
including trafficking in 
though trafficking can be addressed under other 


\" launched in 2001 which is aimed at 
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in order to reach agreement on the language of the 
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two of which are under 


remain under wraps with no word as to their 


though we expect 


took so long 


some of which were discussed previously (reftel) and 
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but others may prove too rigid to 


which 


the bank must pay a 


and 
as they offered an annual 4-10 percent interest 
compounded daily 


though the amount is unlimited; 
six 

two 

and four weeks; 


a capital adequacy ratio of at least 10 percent 


but were 


when pressed they admitted they were 
more restrictive 
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in part 


with no restrictions on withdrawals. 


nine and 


and 
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000 kyat per week 
we don\'t think the re-opening of these three 
\" these 


still embattled 


2/9/2004 8:51 
AT LEAST 
AND IF SO BY HOW MUCH. THIS IS A STANDARD 


THE PRESIDENT MUST SIGN IT WITHIN 30 
HOWEVER 


OR AT ALL. 
FOR 


THE LULA GOVERNMENT SUSPENDED 14 BILLION REALS OF 


CONGRESS ADDED 11 BILLION REALS TO THE GOB\'S 


JUSTIFYING ITS ACTION WITH 
A GDP GROWTH PROJECTION OF 4% 


INCLUDING A 


WHOSE JOB IT IS TO DRAFT THE FORMAL SPENDING PLAN 
WAS QUOTED MORE CAUTIOUSLY ALONG THE SAME 
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THE GOB HAS ANOTHER THIRTY DAY: 


AMONG 
VS. 3.5% IN THE 
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INCLUDING MANTEGA 


REPORTEDLY FELT 
SINCE THE PT LONG ATTACKED PREVIOUS 


WHICH CAME IN 
IN THE EYES OF CRITICS. 


ALBEIT STILL NOT PUBLICLY ANNOUNCED TO GUARANTEE 


LULA AND THE GOB 


THE GOB WILL RESORT TO A 


REFERRED TO IN THE BRAZIL\'S FINANCIAL RESPONSIBILITY 
V WHICH KEEPS IN RESERVE REVENUES 
ACCORDING TO THIS ACCOUNT. 


SHOULD JANUARY\'S HIGHER- 
THE GOB 


AS OF THE FOURTH 


AND 


UNMOVED BY THE POLITICAL MINUSES OF CONTINUED SLOW 
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threatening to blow 


but his requests went unanswered. 


however 


if accurate 
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the IFIVs are rethinking their 


most likely as a way of appointing an 


thereby strengthening its control 


on condition that the new board members be 


the GOT announced its 


like 
is a former 


however 


a bank that later failed and had to be taken over 


a 
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to be chairman and Erturk assumed the SDIF 


and possibly one layer below that will be 


particularly since in the 


who tended to keep their distance 
thereby exacerbating 


and the IMF 


the prime ministry and other investigative 
questioning myriad 


the result of 


Sevinc estimated the value of SDIFVs portfolio at 


Column 4 Column 5 
which helps explain the recent failure 


who had been 
told econoff 


Morgan Stanley and Credit Suisse 
bid on the package with a book value of USD 320 

retained by 

had done a good job in valuing the NPL\'s at USD 30-80 

SDIFVs board--which knew it was about to 


below which they would not sell. When the high bid 
the SDIF board cancelled the bid. 


like 
points to the need for 


the GOT says it is too difficult to take 


and b) take back 
Cukurova 


Tupras though this consortium has lost 


Berberoglu agreed that this would appear to be a 
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BRSA/SDIF Chairman Bilgin announced 
however Bilgin left 


and there continue to 


more immediately troublesome case relates 


so as to have all cases heard by a judge 
but on appeal the decision was 


according to 
with even the legal experts of the BRSA/SDIF unsure 


it could imperil SDIF\'s subsequent sale of Demir to 
one of the few large foreign investments in Turkey in 


when the blanket deposit guarantee is 
people with worries about private 
the Managing 


giving no indication that the bank 
Ziraat\'s deposit base 


and Halk Bank may be enlarged by a 
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GOT actions have suggested 


the GOT does not seem to be sensitive to the 
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(2/9) \"Now all should pay attention to a free 
\" while a Tamil commentator cautioned 


President Kumaratunga dissolved Sri 
most newspaper 


\"Parliament dissolved elections on April 2; 
\"Country saved from anarchy \" while its 
\"People celebrate government dissolution \" 


\"President 
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\"The President expects 


\"Panic 
V while it\'s daily sister Independent English 
\"Dissolution dictatorial: 


\"The UNP says an unnecessary election 


\"Dissolution of the parliament 
V while independent 
\"We will 


independent English daily ISLAND 


\"Caretaker govt. cabinet of 15 ministers \" 
\"More 


\" (Media Minister Lakshman Kadirgamar; 


\"My goal 
\" while independent 


\"Government failed to 


\"The President will give orders to conduct a 
\" while 


\"Karu stresses 
calls for foreign monitors.\" 


\"PAFFREL swings into action V (People\'s Action for 
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while independent Tamil daily 
\"PAFFREL to deploy 20 000 


campaigning in the media has 


\"UNP Confident of Winning Elections- 
\" while independent Sinhala daily DIVAINA continued 
\"Will get people\'s mandate to let 


\"Even though we\'ll 
we\'ll win next time says Rajitha 


\"Group of UNPers ask for a new leader for 


\"Minority groups still on the fence \"media 


\" even though independent Tamil daily 
\"Today there are no Sinhala 


\"Upcountry Peoples\' Front 

V while pro-LTTE Tamil daily SUDAR OLI added (2/9) 
VLTTE blames Sinhala leaders for lack of 

\" and government-owned Tamil 

\"Government that can grant 

government-owned 

\"SLMC is ready to face the 


V while independent English 
VSLMC says Muslims should unite \" 


particularly in 


\"Further fall in finance market expected.\" 
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\" 
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\"\'Dissolution unnecessary\ echo business 


\"The development work 


\"Crisis puts donor 
\" while independent Tamil daily 
\"Snap elections would delay USD 


although each camp 


reiterating that her decision to dissolve 
because 

\" If she waited any longer the nation would 
\" and commented on the 


Y and stressed 


(2/9) \"Now all should pay attention 
\" while Tamil commentators 


\" and cautioned 
\"The right decision 
\"With 


the people have now been 


President Chandrika Bandaranaike Kumaratunga 


widespread 
a 


Column 5 


as one editor 


\"The fresh elections should 
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the 
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incompetence 
thuggery 


a trail of broken promises to the 


the people have now been given a chance to 


\"Dissolution of parliament 


\" 
the 


who challenged the President 


as they 


the decision taken by the 


\"Save the country from 


\" independent English DAILY MIRROR commented 
\"...We humbly call on the international community to 


the third in four 


Column 4 
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on April 02 


what is of utmost necessity is a free 


but for their own 


more than ever we need a free 


knowing our politicians we humbly 


\"Is dissolution of parliament a 


\"Who can justify the dissolution of a 


are going to have 


foreign aid will be 
the majority of the people have been 


are going to have 


the bad has already happened. Now all should pay 
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\"General Election and the 
V independent Tamil daily VIRAKESARI 
\"The fresh elections should not be a 


the President dissolved the parliament using 


where her views and 
here too her stand has changed 


a lot of effort was taken to solve this 
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violent campaign. The 


but have 
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since the 
there have been no reports of 


Sri Lankans seem to have been taking the 


VPC V elections might be held the same day in 


the Sri Lankan 

with Prime Minister 

Foreign Minister Tyronne Fernando 

for example remaining 
however is now formally a 
waiting until a new government 


on 
Kumaratunga had sworn in two new ministers: 


and senior Sri Lanka 
the President\'s party) MP D.M. 


the Defense 


which included months of now- 


in the meantime is also reportedly 
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violent 


the PMVs Secretary related that the 


the PM 


the chief of the PM\'s United 
reported that he was in touch with 


its allies in 
including the tea 


are also meeting and 


newly allied in the V'United People\'s 
are also holding meetings. 


the UNP still has to confirm that its 
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however and that 
the group's London-based 


our 


we Call upon the 


harmony and prosperity 


the Tamil National 
the generally pro-LTTE group that 
has come out foursquare against 


Column 4 


A. 
a TNA MP 


the big 


but the 


especially since it appeared 


and may well not result in much political 
who have been pressing for elections for months 


which want 


at this time 


in our view 
to reiterate the 


and to highlight 
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told polchief that he worried 


he said 


as a very useful forum to urge 
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the GODR and 


active World Bank intervention 


appointment of this commission 


appears to have been another 


it nevertheless has worried companies and the 


it 
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AND THUS ENSURING LOW VOTER TURNOUT. HOWEVER 


SAYING THE NEGATIVE 


KOZLIK PREDICTED THAT VLADIMIR MECIAR 


WOULD MAKE IT TO THE SECOND ROUND. 


SINCE SUPPORTERS 
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and GODR political 
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THERE IS NO HOPE FOR COMMON GROUND WITH 


AND ITS MAJOR COMPETITORS IN THE 


IN WHICH HE EXPECTS 


CHAIR OF 
WHICH SEPARATED FROM HZDS LAST YEAR. 


TKAC SAID 40-80 NEW MEMBERS 


NOT BECAUSE HE AGREES WITH NATIONALIST 


MECIAR HOPES TO RAISE HZDSY PROFILE BY GETTING TO 


HERIBAN AND OTHER LEADERS DESCRIBED GAINS 
NGO\'S AND THE ARTS 


BUT SINCE DECISIONS 
THEY DO NOT ACTUALLY INFLUENCE 


AS EMPLOYERS ARE OPENLY UNWILLING TO 
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ShiVa Kurd and Christian communities 


Baptist or Roman Catholic 


with their religious affiliations a distant second. 


she affirmed \"who has the power to close on deals.\" 


when Iraqis could 


secular 
pragmatic western-oriented -- which cannot 
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the A/S said; framing an FTA 
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he added places it 


and will 


and that Colombia would 


the 

and the media. He is especially concerned 
as the power of the 

Botero said. He added 

but would be very competitive in fruit and 


dairy and beef. A/S 


the goals are to streamline processes 


saying farm workers who lose their jobs growing 


but hopes that other USG 


with or without the other countries. 


Vice-Minister Juan Ricardo Ortega (soon to be 
and Director of Macroeconomic Policy 


s economic growth and progress in resolving 
and noted that free trade should be a 
he stressed that an FTA must be 


Column 4 Column 5 Colum 


S balance sheet. Last year 


eliminating special pension 
and decreasing the 


the Uribe administration faces a tough battle to 


but acknowledged that cutting transfers to regions 


noting 


Sandra Suarez Presidential 
Finance Vice Minister 
and trade negotiator Hernando Jose 


the GOC also 


Column 4 Column 5 
Hommes focused on these issues. 

noting 

that it must be easier to start a business and 

but expressed concern about getting the 


but agreed with the A/S 


agricultural producers and exporters associations. 


president of the national 

the sector supports an 

but he warned that illegal crops and armed groups make 

s situation distinct from that of Chile and Mexico. 

rice and cotton provides many 
the social and political impacts of 


stated that 


and the development of integrated 
however that U.S. 


giving them an unfair advantage over 
national exporters 


s legal economy and to 


which would help further 


and 


they stressed. Rather 
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the A/S agreed 


the FTA requires give and take 


the leading economic daily. In the 
A/S Wayne highlighted the same points that he has 


not a concession. 


now of the leading 

Fedesarollo. After outlining the woes 
Caballero painted a very bright 

S current recovery 


job creation is slow and the average 


he believes 
pass an effective structural fiscal reform 


but added that further 


s once significant trade with Venezuela dropped by 
only to be replaced by U.S. trade thanks to 


but explained that a 


Column 5 
is that people measure 


and should be just 


with 3.4 percent GDP 


should be to consolidate 
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and that reprogramming funds from other 
especially the inefficient health and 


will be necessary to maintain the higher 


but still has to do the 


but the GOC 
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\" respectively. LEGATT also organized a two-week 


the Political and 
DAO and LEGATT worked to vet military 


rule of law 


including administrative procedures 


focused on assessment 


reporting and 
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the mission ensured that all 
the DCM 


and 
including Members of Congress 


post ensured wide distribution of relevant remarks 


during which the Venezuela 


the Public 


PAS 


500 of USAID/OTI funding for 14 


media/freedom of expression 
and community impact activities 
one project 
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allowing all 


media 
and the need to allow for democratic 


PAS arranged a DVC on the role of the 


the mission co-sponsored with Vital Voices Global 


coalition building and the 


the section 


airport 
and the immigration/passport agency in fraud 
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religious or other sectional connotation\" are 


at regular sessions of the EC\'s Inter-Party 
that it intended to verify names 


Column 4 
the EC in 


sometimes alone 


seamstresses\' streetside counters. Anything 


the EC presented its findings to the 


the CPP 

with one and three seats in the 200-member 
respectively 

missed the targets but came fairly close. Other small 


using color-coded charts and graphs 


several of the six parties 
but their efforts were 


the EC\'s constitutional authority to 


and the EC would spare itself the trouble of 


in public 


under new names 


Column 5 


officials poked into 


and debatable claims to national 


just 


feeling at risk 


if the EC 
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the 

unsuccessfully to 

these parties polled 6% 


each party holding fiercely to its own name and 
proved the merger\'s undoing -- with the convoluted 


the yearly 
ministerial press briefings lecture 


who 


to the attentive if sometimes amused concern of the 


and 


the ruling NPP divides and 

offering senior positions to the most promising and 
Freddie 

is the First Deputy Speaker in Parliament. Kwesi Ndoum 
has 

and is now 


Moses 
is the Deputy Health Minister and three independent 


when the NPP had 
every extra vote 


while their party officers fume and 


the namesake descendent of first president 
and the PNC rooted 
will likely survive any 


and with more-or-less 


46; PNC 39) they 
the GCPP NRP 
and GDRP are at clear risk of de-registration 


at best sporadic efforts to 


Colum 


GCPI 
with 
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little obvious support among 


Column 5 Colum 
and little chance of electing anyone to office 
and former 
and cut what deals they can with the 
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an Electoral 
but 


committees 


Legislative President \"Jacobo 
but he 


\" she ended. (Note: The Legislative Assembly 
2004). 
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the source said that 
but against things that the 
he said that 


Jr. to become the Arnulfista Party 
replacing Mireya Moscoso. 
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she 


DeShazo outlined U.S. 


Barco stated that Uribe would carry the message that 


however that Uribe might receive a 
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Torrijos 


so where\'s the 
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unemployment and corruption from 


Endara was willing to request that sitting 


he was best qualified to know how to 


internet and 


the moderators gave each candidate ninety 


and the other two candidates had turned in 


which rarely responded to the question asked 


but observers questioned his moral 


Endara twice proposed measures that 


Torrijos corrected 


well-intentioned figure who too frequently gets 


Colum 
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the El Panama 


Guillermo Endara - 3496 Jose Miguel Aleman - 896 and 
the gap between 

while AlemanVs popularity 

leaving Martinelli firmly in 

leaving the true 


who represent the 
60 of 130 Solidarity 


some say evidence of Endara\'s disintegrating 


Torrijos 


many seasoned political analysts assert that 
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which Chavez 


Carter also gave a reality check to the 


and the underlying 


including public accusations 


his lieutenants are doing everything they can to 
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but Econ Minster Lacayo was opposed. Deciding how to 
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as businesses would report the 


with Honduras and Nicaragua to 


although it would take a 


and Honduras and 


V and not an immediate priority like the 


but it could be resolved. Coffee was \"not a 


and he said he assumed that 
where Guatemala 
to 
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particularly as 


telling Berger emphatically that he wanted the 
\"not Tony Saca\'s.\" EconCouns said 


for some reason." 


as it would rely on 


and they would have every 


and it had to be eliminated. He was 


and he asked his staff to follow 


Column 4 Column 5 


not harmonization 


000 per 
a de minimis level far higher than contained іп any 
\"That\'s just 


including pirated 


it was because Guatemala\'s corruption and 


but that means less politically 


and he was the target of thousands 


but Reyes successfully invoked his immunity and 


a 
feels personally and passionately. It\'s not 


and if 
but it will take a tremendous effort on many 
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schools and vehicular 
the Maoists 


the Maoists have utilized bombings 


American citizens are urged to 


official Americans are 


traveling as little as possible within 


wait until a 
a number of buses taxis and trucks have been 
in the past Nepali 


both within and outside Kathmandu. Often 


dusk to dawn curfews have 


guidance on 


and information about security conditions 
American citizens are strongly encouraged to 


Column 4 Column 5 
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works on a 
with the steering committee 


VM Huy praised its 

it is helping to 

among other 

increase the system\'s transparency improve rule 


and create a level playing field for U.S. 
see 


the GVN has 

he said. 

during Deputy Prime Minister Vu Khoan\'s 
to which VM Huy 

a preliminary agreement was reached to 


VietnamVs seventh WTO working party was successful 


as did 


VM Huy requested technical 


the GVN would ask for U.S. assistance in 
including work on 


he asked that a Bilateral Agreement for Economic 


he suggested that U.S. and Vietnam 
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technical 


VM Huy stated that the GVN wants an open 


those who 
VM 


the delegation had the opportunity to 


where employers receive a 


one hairdresser/makeup artist who was paralyzed 
and two disadvantage youth who are learning 


the delegation met with 


with nearly 1 percent of pregnant women at 


their resources were extremely limited. For 
no funding was currently available for anti- 


the areas that they saw were clean and well 
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and they observed residents working and 


HIV/AIDS is an issue here as well. 


the warden answered that since 
condoms 
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tariffs reduce imports 
something that 


it could earn 


GON officials are 

arguing that benefits to local producers far 
bans stimulate domestic production and give 
in turn 


raises incomes 


but they appeal to a public desperately in 
and GON officials know this. With the 


GON officials are unlikely to 


and many provide lucrative means of 
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but they have the added 


and enhances 
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for example 
Dangote Industries 


but they do create opportunities for 


and local manufacturers who benefit from the 


everyone kicks up 
and Nigerian consumers bear the 


every incentive to maintain 
and even greater incentives to expand it. 


particularly since the 


Mission 
speeches 
the 
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the problem was graver as smugglers set up informal 


the GRM has had some success in 


but they say more 
Noticias four 


Column 4 

000 tons of sugar this year 

when more 

total sugar production will 

000 tons/year. (COMMENT: Mozambican sugar is 
benefiting from a 100% to 200% surcharge 


they are currently not a low-cost producer in an 


with widespread reports of customs agents 
and draconian 


000 tons per year 
as well as Brazilian investment 


the 


the province grew and exported 9 
the global humanitarian 
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German programs support TNP efforts against 


Germany has four EU-tied \"twinning\" project 


the German rep 


in particular is split among 
the rep noted. Cooperation 


Australia Switzerland 


like Italy and Germany is 


effective and in line with the EU Acquis. 


2/10/2004 14:16 O4HALIFAX39 Const 


Column 4 
having 


it now 


who heads the sawmills 
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and these provinces\' 
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she remarked that the U.S. Coalition for Fair Lumber 


and 


Blenkhorn says such treatment is 
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new GOC International Trade 


and they were betting they\'d get a 
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and the Libyan MFA had 


and in that respect 
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however the use of hydrolysis is still under 
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stating that he provided his interlocutors with 


the Libyans have an V'interesting 


with only 3-4 facilities 


Column 5 Colum 


did not respond on that 


in the view of the DG the m 


the Libyans made 


are also sending a team 


with their experts staying in-country 


Column 4 Column 5 
where the 


including a 


Reeps said that the 
he thought that the inspection 


but with the focus on 
the team hoped to be 
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which will probably take several more months - 
they summarize this problem in the words \"regulatory 


but the 


citing V'no significant economic advantage" from 

provincial regulators recommended against it. 

Department of Energy officials believe the arguments in 

as the 

they say the regulators did not consider the 

particularly vis-"-vis coal which is the lowest-cost 
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this would be even more costly than 


and/or for Point Lepreau 


its sole 
on options for AECL\'s future access to financing. 
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V and that for 
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such that the proposed rate reduction 


the Directorate attributes only 7 percent of 
such that the proposed 
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2003 meetings with senior Honduran 
using INL counternarcotics assistance is 
000 in 2003-2004 for \"Si Se Puede\" a 


such as youth at risk. Many of these 

including 

if they join gangs. The projects are 

police community 
and teachers to allow wide participation. 


the Embassy is spending $200 000 in 2003-2005 
including those 


and make recommendations for 
ranging from administrative 


100 000 in Fiscal Year 2003 funds on 
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all of 


ando 
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which introduced oral adversarial trials 
and greater protections 


prosecutors public 
and forensics experts. The USAID-designated pilot 


905 cases were 


000 pending cases now out of 

000 cases originally. The Honduran Federation of 

with USAID assistance has been dynamic in 
and 


the U.S. Military 


the 
000 of USAID money from September 
on Transparency and Anti-Corruption 


strengthening 


particularly cases involving government 


using State/INL funding is 
000 project beginning in 2003 to assist the 


technical assistance to 


and training of judges bank officials 


U.S. 
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more 


and 
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000 000 in Fiscal Year 2003 funds on municipa 
including 
the 
in the 


these projects demonstrated a positive correlation 


and thereby faith in their 


U.S. officials 

private sector and labor 

750 000; Freedom of Association 

870 000; 

600 000. 
300 000 PROALCA II regional Labor Compone 


DOL grants provided more than $37 million in Central 


including in melon and coffee 


who are trafficked to 
Belize EI Salvador Mexic 


most often from rural to urban settings. The 


Column 4 


and in San Pedro Sula and Santa Rosa de Copan 
000 in 2003- 


among other goals 
including TIP. The 


400 to fund Department of Justice Office of 


on topics such as the administration of justice 
anti-corruption 
and journalism. 


000 or more 
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find violations 


Ambassador Weiser met Health 


V а report that alleged over one hundred Roma 


find violations 


the ambassador expressed appreciation for GOS 
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prevent and interdict the 


civil society and 


success stories and р 
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and seek solutions. 


and seek 


Column 4 Column 5 Colum 


as Chairman of the Legislative Council to support 
the Ambassador asked that 


with due consideration 


the MOH investigation found 


but admitted that laws in this 


Health Ministry specialists 
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he wants to encourage the 


which 


loosely modeled on Oregon health 
and stated he intended to move these reforms through 


were paying the cost of shipping. 


the treatment of 


and 
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the ministry is battling serious corruption 


which the 
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claiming they are 


CDA Anyaso 


and she believed it would pass the budget in the next 


who vented their 
Ngozi 


much as government ministers 
and the example caught on. When the 


V' (reftel) small development allocations for 


compared to four or 
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and the overall theme of the 


and the public at 
have complained that past expenditures were not 
and present revenues were underestimated as well as 


and the government is 


Ngozi related as an example refused to meet with 


and the Defense Minister brought 


and the 


she said are health 


given the 


but would seek an IMF 


Ngozi said 


the World Bank was helping the GON build a website 


and also a videoconference facility where others 


\" Ngozi said and she 


but in any case the GON would fund 


in order to add benchmarks for 
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but went on to make a case 


Ngozi 
don\'t 


but her bottom line was that Nigeria\'s import bans are 
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liberal and conservative commentators 
democratization and 


Dr. Wael Al-Hassawi wrote in 


transparency and the governmentVs position are 


especially after this scandal was 


Ali Ahmad Al-Baghli wrote in 
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who sold KBR overpriced petroleum by- 


Shiite Dr. Abdul-Mohsen Jamal wrote in 
most Western intellectuals concur with 


even if this means 
America is conveying the 
whether intentional or not 
and the 


Dr. Shamlan 
wrote in independent Al-Seyassah (2/10): \"The most 
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Salafis and the Muslim Brotherhood. The task is 


because it requires changing minds before 
we are confident that 


Dr. Jassem Al- 
wrote in independent Al-Rai Al-Aam (2/10): \"The 


and feels grief toward 
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Giang A Tua and a man identified as \"Cay;\" killed sorr 


allowing animals to enter 
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of Muong Lay district 


and 
he too was detained. 


he was kept in prison and 
Bac Ha district 
Sung Ga Chau Sung Ga Chin and с 


nine police and government officials accused 


Bac Ha 


though it is not clear whether the 


members of a house church in 


Hoang Su Phi district claimed that 
Vang Chin Sang and Vang Mi Ly. 
Cao Bang province a group of 

Hai Ha district Quang Ninh 


members of a house church sent a petition to the 


threatening high school students 
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\" blocking 
and refusing 


local officials confiscated 

on December 23 officials blocked the roads 
and on 

officials disrupted worship services and 


house 
reported having been called 


and appears to 


although often such cases 


ethnic discrimination or the extremely low 


underscoring the degree to 
vung xa\" - deep and far away - 
Government decrees and Party 


usually with impunity. Embassy 
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President Kumaratunga\'s Sri Lanka Freedom 


and seem set to put 
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the People's Alliance 
from what 


however is not considered to be very effective 


current Commissioner Dayanda Dissanayake is 
but -- sticking with the tradition 


but he reportedly became 


Parliament passed a bill 


among several other independent bodies. The 
however has not yet been formed in large 


the 


over 50 people were 
over 
and 


Sri Lankan police are extremely 
there were some arrests 
a 


who is currently on trial for 
December 5 
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April 2. On each ballot the voter 
then 


almost byzantine 
each party is 


\" candidates are then 
if they meet the cut of 
they 


in each of Sri LankaVs 
the party that receives the most 


V which is determined proportionally by the 


if the UNP wins 60 percent of the votes 
it will be allocated 17 seats -- 60 percent 


another serious 


sometimes long distances to vote at 


it has often been difficult for these voters to 


for example the Sri Lankan 
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on the orders of President Kumaratunga\'s then- 
prevented thousands of Tamil voters from 


one of those cited 
has promised that there will not 


hovering at about 70 percent. Given that the 


turnout could possibly be lower this 


including over 400 000 


spread 
the tallies 


which will only be 
are then 


a government 
and a list of ministers -- 


then -- as 


however again wins the majority as it did in 
the process could be more tricky. After 
for example 


or at least some of 


there is a very real chance that the 


Parliament is scheduled to convene on April 23. 
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the impasse could continue for weeks as 
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was quick to distance himself and the GOAM 


the 
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who himself addressed 
was quick to 


but went to 


\" not of the Dashnaks. 


LOCAL POWER PLAYERS 
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Margaryan\'s 
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but the CT role of customs is a part 


focusing on the 


which addressed topics including 


which had GVN 
focused on investigation of crimes at sea 
narcotics trafficking 


with a view to enhancing crisis and 


develop 


some programs are underway. 
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people smuggling 


and 
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anda 
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and (2) increasing awareness and capacity building 


terrorist financing 
and enhancing law enforcement cooperation and 


border 


but the EC is 


and conferences. CTAG members did not identify 


but rather is at risk from third-country nationals 


Column 4 Column 5 


therefore should be on document 
as well as equipment 

such as explosives 

there is consensus that Vietnam\'s 


Vietnam 


2004 


the GVN has a plan in place to implement the 


however that the GVN faces financial 
such as container 
for port facilities in line with the 
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the economic consequences would be much higher. 
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AND 
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avian influenza effects on international travel to 


ACCORDING TO THE WORLD BANK 
WITH A 


THE BANK\'S ROUGH ESTIMATE OF DIRECT ECONOMIC LOSSES 


HOWEVER THE MINISTRY OF AGRICULTURE AND 
NEARLY 30 


THE GREATER THE 


THE WHO SPOKESPERSON EXPLAINED THAT WHO BELIEVES 


COUNTRYWIDE EFFORT TO KILL AFFECTED BIRDS; 
THAT THE COUNTRY IS UNABLE TO SUSTAIN A LARGE SCALE 
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INCLUDING 
DISEASE CONTROL (INCLUDING CULLING AND 


MASS MEDIA CAMPAIGNS 
IMPROVEMENT OF SURVEILLANCE AND REPORTING 


EPIDEMIOLOGISTS 
EXTERNAL RELATIONS 
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\" according to Pham. 


we have copied SA/INS on our emails 
a Maldivian national working for 


two former GoRM 


former attorney general 
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TRAINING IN RECOGNITION 


IT SPECIALISTS LOGI 
ACCOUNTANTS INTE 
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too. (POL) 


some ideas were 


who left early this morning for 
related that he 


Trond Furuhovde. (Furuhovde was the first head of 
T. Tellefsen was kicked out.) She also took 


or it would damage the peace process 
and alienate the LTTE. Regarding his 


CBK went on a long riff 


including how big an EU team should be. 
the team was quite large as was the 


who indicated that he 
just want to check and 


as AID needs 
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those arrested appear to be moving through 


who have since been 
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who the Spanish were counting on for support since 


had not been as forthcoming 


but had really not been expecting 


Escolano said 
and 
however the USG was looking for 


Spain 
the time was wrong for 
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are the missing 


other Member States and the Commissior 


Column 4 Column 5 
and if such a discussion 


he 
the Tripartite Meeting could be easily understood by 


Italy and 


no matter how small 


both in terms of the GOS ability to 


Aznar put this idea on the table and his staff will 
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but village guards and some 


but implementation 
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as well as 


limiting the religious 


and physical crackdowns on 


such as 
usually will only 
but 


as well as water 
by security forces as the most 


or only 


Column 5 


Colum 


Column 4 


explaining that this 


he said that he doubted many 
opting instead to devote those 


mentioning English and German as 


the contact expressed a broad 


they will have 
and will choose to 


saying 


but do not want them to betray the 


go back to their villages and return to the 


\" he said. 
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influential Arabic daily Al-Rai 


that 

but rather 

as declared by Rumsfeld and 
the United 

military 


and South America. Because of this support 


and the United States provided 


simply because 


or take its orders or even allow 
conspiracy and racism against 
real Christianity and Arab nationalism.. The 


Arabs Islam and Muslims 


influential Arabic daily Al-Rai 


not democracy not 
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threatening and stealing the 


itis the making of Washington 


frustration and humiliation that it 


democracy and human 
without 


influential among the elite English daily 


sounding their horns 
making known their views but 


wrong and dangerous and an inappropriate 


focus groups and others have confirmed 
but are angered 

toa 

the arrogant manner in which the U.S. 


cultural and political response 


and must 


Column 4 Column 5 Colum 


including education curricula governance 

economic trends women's conditions and the 
as well 

Iraq the war 

mass media public diplomacy 


religion and secularism - Americans 
but not communicating. 


America 
and anti-U.S. and anti-Israeli 


and then attempting to correct this by 
radio and magazine efforts in 
the U.S. government perpetuates a fatal 


rather than close it.. 


like the U.S. governments Radio Sawa and Hi 


will be an entertaining expensive 
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the CBA forecasts 7 percent inflation in 2004 


the indicator of price changes on 

increased in December by 0.2 percentage 

bringing annualized growth in the deflator for 

the highest since 

an indicator of cost- 

also trended upward by the end of the 

increasing by 21.1 percent the highest level 


BUT GENERALLY HIGHER 


Column 4 

10.1 percent of the active population 
is currently unemployed 

the NSS finally 

according to which the 


active population 


the unemployment rate would come to 10.8 
over the course of 2003 


not all those who are looking for jobs. End 


with growth driven mainly by a 


export revenue was 
well above the 


Belgium and Russia. 
although it remains Armenia\'s largest 


lost market share for the second year in 


although they 
decreased as a share of 


with total exports 
up by about 84 percent. Belgium 


Column 5 
or 124.8 
compared to 


decreased from 


real 
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the CBA twice revised its refinancing 
eventually cutting it from 13.5 percent to 9 


including deposit and money market rates. 
high credit risks and the poor quality of 


thus increasing profits in the 


the Dram (AMD) 


partly reflecting 


the rate stood at AMD 570/USD 1 an 
mostly due to USD 


the number of 


000. End Note.) The AMD lost value during the 


sliding 
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Gevorgian joined Kocharian\'s 
while Kocharian was still Prime Minister and 


and holds a Ph.D. in Pedagogy. He recently 
and speaks excellent Russian as 


long-time 
has close economic ties with 


Sargsian shares with Kocharian and his 


and his and the President\'s 
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long-time 
his family 


Harutyunian briefly worked in the 


and served as Chief 


1999 
and allegedly tortured in jail. 


following the December 29 2002 
Tigran 


born in 
has been active in Armenian politics since 1990. A 
1992-1995 Tumanyan 


and 
he doesn\'t exert a great 


he is nonetheless widely 


who was driving made 


although he appears 
at 
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Oskanian is a 
with good access to the President but 


\" but cannot always deliver the 


has been given more running room on improving 


as the Presidents Special Advisor 
\"Kocharian 


an avid reader thought-provoking 


2/12/2004 14:19 04ANKARA849 Emba 


Egyptian President Hosni Mubarek said he was 


according to \"Cumhuriyet.\" FM Gul reportedly 


PM Erdogan noted that 


former 
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and 


and that Denktas has made a good 


settlement of the 


however that the Greek Cypriots 
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although the fluid nature of the 
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EPP): veteran 
said to be favored by 


EPP): failed 


EPP): 


PES): openly 


PES): managed 


Liberal): not willing 


EP President Liberal): very 


but seen as lacking 


JHA Commissioner 


has received public support 


Enlargement 
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PES): Chancellor Schroeder wants him 


BUT MAY NOT BE INTERESTED? 


Liberal): very 


former Commissioner and 
Chairman of BP and Goldman 


Green): has European 


EPP): said 


WHO IS OUT? 


among the safest 


or nearly 
stay on in Brussels as part of the next 
who 


should be: 


former Environment 


Finance Minister; 


former PM Foreign and 


Ambassador to the EU 


Foreign Minister; 
Finance Minister; 


Foreign Minister; 
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Minister for European 


Minister for European 


Parliament Foreign Affairs 


former chief EU negotiator. 


things are 


one 


but his fate depends 


a Socialist 


as Germany and 


rather than 


she might join new 
if PASOK loses she will not 


as he is not 


Column 5 


is not 
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but in a higher 


there is no chance Pascal Lamy (Trade 


Italian Minister for European 


whose name is not on any of the 


would be interested in 
however 


he could 
although he is a 


given 


some in Brussels think Persson might 


Column 4 
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2003 
WAAGMEESTER 
DEMOCRACY 
HE SAID 


MARKET ACCESS 
WAAGMEESTER WROTE 


LIKE SURINAME\'S 


WAAGMEESTER CONCLUDED 


UNDERDEVELOPED ECONOMIES. 


2003 


HOWEVER 


SUCH AS 
MANAGERIAL SKILLS 


WAAGMEESTERVS VIEW WILL PERSIST THAT 


Column 5 Colum 
04PARAMARIBO!126 Emba 
CARIBBEAN 

FREE TRADE AND 


HAS BECOME A UNION IN 


AND MONEY 
WILL BE 


NOT 


INDEPENDENCE-DAY SPEECH 


CONTINUE 


OR KNOWLEDGE OF THE 
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who are linked to the opposition. Zambrano explained 

which he 


and did not attempt to explain 
proving Zambrano 


that they were civilians working for Rojas not 


four or five National 


he boasted to poloff that he \"got a few blows 


and lead him to the GN pickup parked outside 


still handcuffed 


two or three members of the wait staff 


armed troops eventually 
took her to the parking lot and 


for instance claiming she was \"shoved\" or 


the customers started singing 
se va se va 
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se va 
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Zambrano Strikes Back 


where Zambrano also 
cuts 


and alleged bruises covering most of his body. 


injury abuse of 
instigation of violence intent to kidnap 
violation of freedom of 

violation of freedom of expression and abuse of 


although Zambrano did not request 


implying that they could be 


he added that it was suspicious that Zambrano and 


but 
implying that Zambrano beat 


Colum 


violat 
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V said AN 
who demanded an 


V respect for Zambrano seemed lacking as 


fiercely attacked the motives for the 


affirming CNE independence and 
not the content of the 


however the AN commission will consist of a 


not an even split as proposed 


| met 


he should be used to it." He 


but that they acted on their own behalf 


Column 4 Column 5 Colum 


in any event there\'s nothing 


a strategy that will 


claiming it has 


and | will not 
V Mejias said February 9. 


but that the 


employees at 


Column 4 
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Zambrano or Rojas is lying a gutsy act 
although he is likely 

it was not in the newspapers until Monday. 
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while HQ would remain in 
co-chaired by 


addressed security and the UN\'s evolving strategic 


and hoped to return some international staff quickly 
000 national staff in Iraq. 
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they 


and offered the full cooperation of the RSO in 


Mountain reiterated that the issue of a UN 


with 


Mountain affirmed were to have Larnaca as its 
with major operations based in Amman. Mountain 
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citing \"security\" grounds did not provide complete 
and rated the overall 


an average of 9.5 military fatalities 
and the insurgents were now targeting anyone seen 


including university 


the Dutch Embassy Baghdad International 
and 


including more consultations with 


with 


but determined reentry into Iraq. 


2/12/2004 16:39 04MADRID490 Emba 


Spain is safe. However Madrid Barce 
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alert and aware of their surroundings. 
or experience any 
please contact the Embassy\'s 


it shares credible 
available on the Internet at 


U.S. travelers can hear recorded information by 


D.C. at 

or receive 
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in its role as process 


in conjunction with the Organization of American 


OAS country representative 
UNDP country representative Antonio 


Column 4 


and the Ambassadors from Chile 
Brazil 


Guzman stated that the role 


and three different samplings. 
the 


\" forms filled out in the 


which states that this process is intensely 


including biographical information. OAS 


both the CC 


\" the decision is 
000 signatures from the presidential 


there would 
not for president or any of the 


V intimating it could be 


so erroneous perceptions that are 


the signatures from each drive are 


CNE 
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Argentina 
Mexico 
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Cana 
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the board agreed to re-submit the 


the CNE board decided to 


000 


600 planas 
700 from the presidential) for a handwriting analysis. 


the 


noting that TCC was not suggesting 


if the CNE continues at its current pace. He 


rather they have been caused by administrative 
lack of planning and guidance and no clear 


as observers have agreements with the CNE 
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but that he cannot influence the decision of 
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Acting Political Counselor for 


according to a top aide for Enrique Mendoza. 


000 (some hope for one million) to 


while three parties -- Primero 
Proyecto Venezuela and Causa R -- flip-flop. The 
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to 


V he 


though he admitted some increased doubts over the 


he said 


he said the politicians in the opposition believe 


though we wonder whether 


Fernandez said it is based on resentment between the 


lest the count drag on interminably. 


000 participants (refs a and b). 
V meaning 


with the exception of some 2 000 Proyecto 
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Thiman added. (Note: the GOV 


in the path of the opposition march. In 
the opposition has skirted such events.) 


which is currently surrounded by radical 


causing him to 


but is not a march 


Thiman said the opposition suffers 


seconded by 


each 
as tradition has dictated 
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who 


but it is a political reality. 


COPEI and MAS) usually side together on DCC 
Union etc.). The pendulum votes are Primero 
Proyecto Venezuela and Causa R. These parties 


which made them averse to regional 
he noted that since then none of the 


an example of what he called the \"tropical unity" 


the so-called Group of 

consisting of Enrique Mendoza Henrique Salas 

Julio Borges Henry Ramos Allup and J 
Thiman said. The DCC\'s political 

consisting of 60 representatives of parties and 

will be augmented by a new \"G-17\" of full-time 
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with up to nine members that 
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he added. 


these insights help explain why the 


the opposition needs 


expecting a trap laid by the GOV to 


which would most certainly 
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Oronsaye said \"it will take the grace of God \" 


stating 


he expressed doubts over the pace of reforms. \"As an 
but | wonder if we 
\" he commented. 
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\"he said. He also lauded 


claiming that the efforts to make contracting 


Oronsaye said the National Economic 


he claimed 


and did not really understand what a 


Oronsaye stated 
\" but 
the state-owned refineries were not functioning 


Oronsaye claimed that 
but rather the 


the GON was saving at least 16 Naira per 


while the amount of subsidy is not known 


although the subsidy is a tiny 


Oronsaye stated that \"the State 


Oronsaye said it is not fair that the 


and it was no longer in Nigeria 


he said \"Whatever solution is found 
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but he expressed concern 


then the 


there 


the 
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possibly on February 12 or 14. In reaction to 
Pham related the Maldivian government 


the UN had raised its security 


Pham has 


Mission has been contacted by 
a former member of the Majlis 


Hassan -- via e-mail -- related that he was 


however itis believed that he 


where Gayoom has nixed the 


however including those in 
and may be increasingly active inside the 


still retains his seat in the Majlis 


both men have spoken to Mission of their 


Column 4 


however. 
the party seems to be becoming 


the party just 
\" 


as 
daughter of one of the MDP 
but Waheed 


by and large 
the 
especially in 


but the opposition is making great hay out 


claiming 


Gayoom clearly has his hands full. END 
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there were only two-three polls 
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all trade and payments under this facility 


since they 

and the same 

Hassan Al-Haidary 

2003. 

Akif 

an MFA official responsible for Iraqi issues 


except for a USD 10 million 
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which the MDC would dominate. However 
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who had intimidated/co-opted the councilors 


to run the Council. This put MDC 


Tsvangirai and Ncube 
and Tsvangirai admitted that it had been 
since it would give 


intemperate MDC actions had 


Tsvangirai claimed that 


intimidation continued 


they had 

this would 

and that 
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charging 


\" and pledged his 


the Royal Nepal Army launched \"Operation 
southeast 

leaving nineteen people dead. Seventeen 
and two were civilians V'caught in 

RNA spokesman Colonel Deepak 


while the 


saying the army has no policy of killing 


so why would we kill 


an eighty-year- 


and questioned the RNA\'s 


but added \"we don\'t know whose bullet 


and opened fire only after an 


six Maoists 


and 


Udayapur Panchthar 


an ambush by Maoists 
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and F 
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neighboring 

in Nuwakot District 

six Armed Police Force (APF) personnel were 


nearly a week after the governments of 


Matrika Prasad Yadav and Suresh Ale 
two senior Maoist leaders 


and later turned over to security 
in a scathing 


accused the Indian 
\" and 


and the 


a vernacular newspaper reported that 
many of the 


Punjab 


a Maoist-affiliated group based in London 


aggression and 
\" and urges support for Maoists to seize power. 


speeches 
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just north 


were arrested in Lucknow 


India--the same 


and distribution of Maoist literature. 
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Maoists reportedly bombed a passenger 
killing six civilians and injuring thirteen. Four 


the rebels may have targeted the bus because 
or in violation of 


bordering 
injured three civilians and two RNA 


Maoists set fire to the press building 


and on February 10 a bomb was detonated in the 


but a statue of the 


Maoists in the western district of 


000 from the Nepal Telecommunication 


and 


Home Ministry Spokesman Gopendra Bahadur 
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declaring V political disagreement" with their former 
and urging others to abandon the V'irresponsible 
originally due to end on February 14 has now been 


the local press reported that Maoists 


and forced them to participate in events 


three teachers and four activists 


the Rastriya Prajantra Party (RPP) and the Nepali 


similar warrants were issued by Maoists 


Maoist committee members 


a former member of parliament and the CPN-UML. The 


Russian Ambassador Valery V. Nazarov 


but also on civilians. 
Nazarov said the 
\" and would not 
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making PARPA a focus for the 
aligning self-help projects with GRM 


000 in funding for the 


NGOs 


and other donors to fight the spread of 
local communities 


malaria 


and tuberculosis. According to the 
some 59% of 


municipal government representatives and 


most Mozambican 


leading to a steady rise in 
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in our view 


the leaders of the party 


the Republican 
the senior party in the coalition 
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the word in political circles in 


while Orinats Yerkir might set itself up 


the anti-corruption issue has the potential to 
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and hoped that U.S. warships could 


particularly counterterrorism 
counternarcotics 


counterterrorism 


adding that security 


DPM Dung 


he added. 

while counternarcotics is a large 

Southeast Asia 

it is not in general a military issue. However 
the military has some capability to support other 
such as PACOM\'s own JIATF- 
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which is a 


including Vietnamese 


but noted that the remaining U.S. 
or are underwater and 


and noted that Vietnam\'s assistance has been 


and would continue to provide information in the 


and said this was 


in particular the Department of Defense to push 


which remained a \"weekly\" 
especially near former U.S. military 


but said that \"even more would be greatly 


both equipment and training.\" Admiral Fargo 


Admiral Fargo 


and the USG was happy to pursue those things. 
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highlighting the annual Chiefs 


and invited him to return to Vietnam 


Admiral Fargo met Deputy Foreign 


noting especially 


and expressed a hope that ship 


including sharing information with partners in 
and noted that he himself 


as well as 


\" Bang declared. 


and suggested 


especially drug smuggling. He 


and suggested that 
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before expanding into other opportunities for training 


000 to Iraq and Afghanistan 
and promised that 


and offered USG 


but expect 
not leaps and 
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Nike faces rampant infringement of its 
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some counterfeit products may 


Nike is now working with the MMB to draft a proposal 
the MMB 
Nike 


the Ministry of Trade has 


this raid 
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saying the session had gone as they had \"hoped 


he said 
and was not 
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as he and 


finally 

Kojo Tsikata 

and had testified at length on the 
denying any involvement. 


on 
to be equally vigorous and assertive. 


they received a brief 


but he travels 
and further testimony may be 


and to have conducted his examination 
in a dignified and orderly manner. However 


this day 


an opportunity he 
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though 


under the right 
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MFA Political Director (and 
while 
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had been 


have missed the mark. Rawlings has bee 


and the Ghanaian public must 
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they had little patience for a triumvirate that 
especially on internal EU 
M 


Giuseppe 
said that Prime Minister Frattini\'s public 
but disagrees on the trilateralism methodology. 


it would have 
according to Buccino-Grimaldi 


and could undermine efforts to 


but only in the context of structured 
and 


especially if ongoing 


he did not close the door 


my hope is that it would 
although a core group of all the founding 


he 
and sends the wrong signal to the rest of Europe 
moving forward 


even under the condition of 
calls into 
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it would not have 
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Uwais made four points. First he called 
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Uwais suggested. 


Uwais commented that the issue of such \"co-ordinate 


Uwais says that this topic was one of the two 

he said that Justice 

the judge in Enugu who issued the order ousting 
would have to show a pattern of 


but stated that all judges are aware that 


Uwais maintained that the judiciary could 


but suggested allowing the 


to the 


ON THE JUDICIARY 


Uwais echoed the same themes as well as 


s promise to promote Nnaji to the Federal 
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Egbo-Egbo who has ruled against Ngige. Uwais said 


but that no judge could be 
thereby 


Uwais had 


\" he said \"but 
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but while the ANPP was thorough 


s claims. 
Uwais 
it 


Obasanjo and Vice President Atiku would no longer 


Uwais said 


Uwais commented. He stated that the judiciary 


an argument put forth 


Uwais 


Uwais continued 


Uwais was very anxious and showed considerable 


but was sanguine 
s current democratic 
Uwais has maintained that he wants 
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over a dozen 
stand in contrast to reports of an on-going dialogue 


the SPDC\'s Office of the Chief of Military 


MI agents in Rangoon Division 
NLD Chairman of Kyimaingdaing Township 
a local youth organizer. The two were 


000 Burmese language copies of the Universal Declaration of 
originally provided by the UNDP. The NLD 


before 

respectively OCMI arrested 
NLD Secretary of Dabnon Township and U 

NLD Chair of Htantapin Township (Rangoon Division) for 


OCMI arrested seven NLD members in 


as none of those released 
but led some observers to 


however and 
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because he was under administrative surveillance for 


the Vice Chairman acknowledged communications 


Vice Chairman Tai was open to the idea of 
possibly within the 
to promote human rights/religious freedom and train 


he dismissed the international 


not religion. Inthe case of the altercation 
he pointed out that Pastor Ba was 


and stop focusing on a few minor cases of 


allow more 
and remove the restrictions 


the Vice Director reaffirmed that the 


Vice Director Hue echoed 


however to separate 
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Vice President of the Executive Council 
rejected claims that religion was 


and that those now claiming to lead the UBCV were 
since the organization no longer 

Secretary General of the Executive 

reminded the CIRFDEL of the history of 

with particular emphasis 


but said all 


he criticized them for 


Thich Hien Phap cited the need 


but Mostly Defiant 


of the Executive Council 
were more 


but that the church 


but said that plans were on hold over a 


but had been unable to investigate these 
they believed were due 
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and that only 400 of 1400 


rather than 


others dismissed such claims as 
the pastors generally failed to highlight specific 
preferring instead 


such as a local government form dating 
which allegedly requires parents to certify that 


but provided 


000 of whom were Christian) would 


the delegation again 


only 
as the GVN had adopted new strategies. These pastors 
but thought the pressure 


saying that he wanted direct dialogue with the GVN 
and the 
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and Seventh Day Adventists to register he believed the 
he would no longer seek registration for his group 


despite 


by looking for young people with the 


as opposed to 


the Hoa 


which 


those 


the CIRFDEL also met with the wife of imprisoned 

Vice Chairman Tai had already denied a request to visit 
but had still been unable to establish 

just three 

she had followed her normal practice of bringing a 


and the 


but believes they did. Prison 
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she said that most Vietnamese 
although they were afraid to express their 


but was proud of her husband for 


but didn\'t say why she thought so. She 


but she could never agree 
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and the TSJ will back them up to stop the 


as expected the CNE board will re-submit 


using a new 


dramatically increasing the rate at which signature 


000 signature forms (or 
000 signatures) being referred to the CTS 
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which has already begun meeting without any formal 


who was appointed by the 
made a 


alleging that opposition 
CNE Vice President Ezequiel Zamora 


said he would ask authorities to 


led by pro-Chavez activist Lina Ron posed for 


vowing that they would remain at the CNE to 


Rodriguez announced February 12 that the 


Pledges to Follow CNE Decisions 


Mendez said the western 


said 
is that today the \"people are organized\" and would 


the GoV Minister of Infrastructure 
joined in the public war 


\" or self-coup to stopa 
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and repeated that the GoV would abide by 


where the opposition had been planning to rally to 


and the TSJ will back them up to 


which Chavez will use as a pretext to 


or to invite violence against 
when 


for its part is peddling its own conspiracy 
ruling 


destroy evidence of 
V and let them blame the GoV. Ortega 
asserting she was an 
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a system of tracking the 
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Spain has dealt successfully with coexistence issues 


the main farmers union 


CESFAC 

AGPME the Corn Growers Association 

and perhaps 

making it a useful tool for Embassies in 

traders NGOs and 
000-24 000 Euros for a high quality 
000 Euros for an amateur 

regional 


Agriculture) may be 


particularly given the 


Colum 


Emba 


the Fi 


FIAB 
the 


Column 4 Column 5 Colum 


2/13/2004 13:23 04ZAGREB279 Emba 
Radimir 
a bullish and determined businessman left some big 


the government\'s 


Kalmeta strikes us as a capable manager rather 
who is on top of his portfolio and whose 
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gave us a 
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particularly via provision of 


and now supports a greater Turkish 


constructive Turkish 


the delegation had asked CPA for help 


a delegation of Turkish suppliers plans to travel 


and Turkish industry 


per Sak pressed for 


as the 


the systematic collection of such fees along 
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if only for the lraq portion of their journeys 


for trade 
it is essential that 


as well as other cities to which 
Basra). We stressed the USG\'s 


adding delegation 
insisting on numerous smoking 


and visiting delegations needed to 
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V and say that Turkey has emerged as the 


saying that victory is still far 
hopes for a solution in Cyprus 
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visiting Amnesty International (Al) 


but that NGOs might take action to press 


V and would not succeed due to historical political 


former Israeli foreign minister Shimon Peres 


and urged the Turkish side to remain 


CSA to cancel the license of Medya- 
the media mouthpiece of the PKK/KADEK was upheld 
in effect a continuation of the banned Med 


which reached 
were suspended on Thursday. 
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which was basically to become an election 
so it was expected 


President Bush 


it seems that John Kerry is the leading 
including his 
his efforts among Vietnam Veterans and 


the military 


V they said. “He is close to accepting the Annan 


not just his personal views. There 


but now we have 


and can be summed as follows: The Turkish 


and will implement the necessary measures to end 
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ARAGONA SAID PRIME MINISTER BERLUSCONI WAS PREPARING 


BUT DECIDED TO DO IT FOR KOFI BECAUSE IT\'S OF 
V ARAGONA NOTED IMPLYING THE GOI 


ITALY\'S POSITION ON 

OR NO CHANGE 

WOULD BE BETTER THAN GIVING GERMANY A PERMANENT 

BY INFERENCE THE PRIME 


IN LIGHT OF CURRENT 
HAS BEEN ENOUGH TO PROMPT THIS SURGE OF 


THOUGH AND 
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HE SAID AND PROMISED TO 


ASSET FREEZE WOULD NOT BE THAT STRAIGHT FORWARD. A 


ITALY SUPPORTED IRISH 


MLADIC 


PAVING THE WAY FOR ACTIONS AGAINST \"LESS SERIOUS" 
BUT DID NOT HOLD OUT MUCH HOPE FOR 

DIRECTOR OF THE OFFICE OF MONEY 

SAID THAT WITHOUT AN EU 

THE GOI CAN NOT FREEZE ASSETS OF THE 


WHICH 
IN TURN INSTRUCT BANKS TO SEARCH DATAB 
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who 


payroll taxes) to stimulate employment. 


in the last 
the Mission had found the Ministry often 


we looked forward to a 
particularly in implementing our 
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especially in the areas of continuing to 
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at least as a starting position 


the pensioners are getting restless the 
and 


railroads and a new Coast Guard. It is unclear to 
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V i.e. their funding costs will 
however the Central Bank 


faced 
the 


though foreign inflows were certainly a 


the central bank 


other news this week would 


the 

have 

citing financial problems arising 
Central Bank Vice 


the Zorlu Group has companies that 
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from its 


Turkey scored poorly on human rights 
among other criteria. 


after the big 
this news was too late to be a 
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to 2 million persons 


but on occasion during the Iraq 
some minor violence was witnessed. 


Consulate General 


and 


one person 


near and in-front of Mission facilities in- 


but on occasion some minor 
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the intrastate conflict with the terrorist group 


and the training they have received from DSS/ATA 


for example in recent captures of Al-Qaida cells 


the borders are 
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GRAPO. However none have ever specifically 
they are indigenous and 


an explosion triggered by ETA killed an 


FARC ELN GIA 
financial support and 
Spain has a 


some of which is undoubtedly 


and being a 
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but we also received a 


to share the 


that the Ministry of Economy\'s efforts in Iraq are 


Jimenez explained that it 
particularly with an absolute majority if 
the better. For example Spain\'s 


Dragados and 
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many still resent the loss of a recent CPA 


and strongly believed the bid 
State Secretary for 


particularly because he felt that the 


Spanish companies believe the 


Jimenez pointed out that while the GOS 


when the GOS hopes to negotiate an agreement with 


First Vice President and 


Jimenez related Economy Ministry 
CPA 


but after the 
nothing happened. 
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the bottom line is that both business and 
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s increasing role as a major energy supplier. 


European companies seemed committed to continuing 
he said. Juul noted that 


S energy assets and early 


but cautioned that we should continue pressing 


s apparent effort to crown his daughter for 


but 


he said was for the US and EU to 


and said she would 


but noted that field coordination would as 
be most fruitful. 
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s development 
Juul 
and should be maintained; but we must also be 


s new NGO policy 


Jones 
but their overall impression of Safayev had been 
s Michael Swann said that 


was no better than the others 


but was also keen 


with UNHRC and visits 
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and did not accept FM Safayev 
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civil 
but said that the mix leaned more heavily to the 


he said but the efforts are hampered by 


s Central Asia Policy 


s Central Asia 
Pascoe said that China 


s actions 
and motivated by obvious 


Pascoe said that the SCO 


but neither the Chinese nor the Russians seemed 
seeming instead to be in search of 
s increasing interest in its western 


s engagement in Central 


including the SCO as a major threat. END COMMENT.) 
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only four of which are 
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Foreign Minister Fred 
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V are currently out of service with no return to 


30 ton vessel with a 


each with a 


but the repair has been scheduled. 


the Bahamian fleet is 

even under normal 

of fulfilling the RBDF\'s roles of drug and 
interdiction of fish poachers within The 
and frequent search and 

000 square miles of Bahamian 

there are only eight vessels 
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POPE JOHN PAUL SAID THAT WHILE THERE ARE SOME 
VTHE SAD SITUATION IN THE HOLY LAND IS A 


V HE SAID AT THE TIME. 


THE POPE VOICED HIS DESIRE V'THAT ALL 
WITH THE HELP OF THE 


THE PATH OF DIALOGUE AND 


LET ALONE TO HATRED OR RETALIATION.\" 
AND POPE JOHN PAUL II IN 


HAS BEEN CONSISTENT AND OUTSPOKEN IN ITS 
AS WELL AS IN ITS 


THE 


V WHICH IT NOTES IS \"A 
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including some in the government. 
especially within the region begin to line 
please advise what information we can share with the GOG 
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Mariano Rajoy. This 
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in contrast pledges to re-focus Spain on 


where the Socialists see 


\" not on submission. 


saying that 


Zapatero pledges to increase social spending 
health and culture. He has promised not to 


Column 4 
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Gabriel 


told us in late January that one of the 


thus far 
Aznar has been out in 


in a typical jibe 


whose 
Carod Robira 


rather than Rajoy. Rajoy\'s strategists tell us 
rather than 

even among Socialists 

with a far less dominating personality than 
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for conducting an overly scripted 

for 
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not necessarily on personalities -- 
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Aznar declared that the Socialists 


met with ETA leaders in France in early 


as more of a 


that Spaniards vote 
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the PP won an absolute majority of 183 seats. In 1996 


such as the Basque 
would not enter into a coalition with PP 


the PP could hope for an 
although he conceded this would be 


coalition formation becomes problematic for the PP. 
the moderate Catalan 


if it came 


including 
focused on the issue of voter turnout. Elorriaga 


ironically mobilized the 


many analysts believe that if it 
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the PP has enjoyed a solid lead for months. The 
as a consequence of their disunity and weak 
have been unable to capitalize on a general 
there are a few wildcards that 


as it now 
the majority of analysts 
expect the PP to form the next government. What 


the knives among the 


were it to occur 
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and that there is an 

legitimizing his 

and his constant but 
\" use of the Constitution make it difficult to 


V implying Arias should use his 


Now Chavez Lifeblood 


a process that accelerated after the 
2002. 


but was now keeping him afloat by financing his 


PDVSA and the business sector would 


V said Arias \"is that we do not have power anymore." 
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there will be significant opposition 
many public employees and 


just as 


proving 


Arias predicted 

however 

the 

as well as Chavez sympathizers in the 


but 


adding that the opposition 


and that 


rather than on the coattails of national politics. 


particularly Interior and 
and that this will prove 


Arias cautioned that appealing to 
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political significance and the border with 


Calixto Ortega or Rodrigo Cabezas 
have a chance of beating Zulia 
according to Arias. (Note: Ortega 


splitting the 


Arias 
particularly in south Maracaibo where they are 


as the federal 


using Venezuela\'s two most popular 


considering many Venezuelans 


and is one reason his supporters remain loyal. 


but that it would be impossible for Venezuela 


Arias has full 
and his 
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we do not at this time expect the pressure to reach the 
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the joint venture will not be able 
which must instead be 
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to date been no 
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according to press reports 

JapanVs Teikoku 

a majority Venezuelan-owned company with a U.S. 
had already negotiated conversion of their 


executives with 


000 b/d 
the development of off-shore gas. In these 
work is ongoing on an agreement to modify the 


under which Vinccler will be paid a flat fee for the 
however that Vinccler would 


President of Teikoku Oil de Venezuela 


000 b/d. Manabe explained that the company is 


Harvest International does hope 


that has operated three small oil fields in 


Harvest 
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of such issues as the accounting 
Harvest envisions a structure 


however confirmed 
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ChevronTexaco could have more to lose than 


Moshiri emphasized that the important issue will 


the 
\" Moshiri said he would be interested to 


that ChevronTexaco will not accept a deal that 


re 


ExxonMobil President Mark Ward and Williams General 


which operates the La 
reported in the January producers luncheon 
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perhaps in the form of payment of monies owed by 
is big 
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DURAN SAID PRIETO ASKED TO USE THE BATHROC 


WHICH SENT SOLDIERS TO ARREST BERNAL PEREZ. 
NO GUN WAS FOUND AMONG HIS POSSESSIONS. 


LARA STATE 
AND HE REPORTEDLY 


THE REPORT 
HE LEFT HIS POST JUST OVER A WEEK EARLIER AFTER 


AN UNNAMED CUBAN 


CARLOS MACERO SAID IN A 


MACERO ASKED THE PRESIDING JUDGE TO 
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spokesman for the broad opposition 


perpetrated by the 
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and noted \"technical obstacles V" 


the statement said were due to the immense volume 
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and 


the Carter Center and OAS encouraged the CNE to 


and urged transparency 
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CNE Director Jorge 


but 
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they were threatened pushed 


nearby National Guard troops refused to protect 
and instead told him to go away before more 


a long-time Copei 
has received a 


in which the 


\" drawn from copies of signature forms. 


Amado Dounia a 
told poloff February 13 that 


000 forms 

Dounia calculates that assuming a 

they could still 

000-200 000 forms goes to the 
Dounia said 


he concluded. 
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ando 
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spokesman for the broad opposition 


scheduled an 
and published norms for its decisions. Naime noted 


Lisette 
legal adviser of the Democratic Coordinating 
said the DCC is still planning to press 


000 


but also 


opposition leaders plan to 


to deny Chavez the ability to 


a small opposition fringe 


but not toward 


where 


Colum 
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with protests 

Trujillo 

confrontations between 
a 


but 
eventually 


among them a 
protesters near the Technical 


resulting in injuries and detentions 

where three student 

Victor Serra 

Carabobo 

students briefly held hostages and seized two 


when students joined in a battle 


the marches took on political 


joined 


perpetrated by the 
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but no deaths. The 


were 
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Martin Torrijos made a tongue-in-cheek 


using the first syllables of the twoVs 


addressed in Article 130 of Panama\'s 
which prohibits V'direct or indirect official 


previously elected as an opposition 
gained 


claiming that it was a payment to 
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Las Tablas) 


the Electoral 


but implied that he might investigate Minister 
also present at the event. 
Arnulfista Jacobo Salas 


which published the initial report 


but did not call for an investigation. 


asserting that he would never have supported 


Moscoso\'s arrogance is 
but he has not been able to break free 


000 Support Constituent Assembly 
PanamaWs Ecumenical Council submitted 
000 signatures. Moscoso 

but does not consider it prudent to 

she continued 


prospects for a fifth ballot being 
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and President Moscoso was 


claiming that 


it will be necessary for 
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204 Panamanians who responded 
75% didn\'t 


much to the dismay of the other two 
Moscoso has pushed the ethical envelope in 
claiming that she is exercising her rights as 


Moscoso\'s 


\" (words that were reprinted in this 


but disagree 
the law or the 


a Perez Balladares appointee didn\'t seize the 


prospects for violent disputes over Panama\'s elections 
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Panama opinion polls have been notoriously 
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around 1 million are 


Blandon said 

where around 80% of the electorate will cast 
PRD has the biggest membership 

000) 


000) 
the weakest electoral machine 


with over 300 
will doubtless 


when 


Blandon continued. \"The 
\" he said 
a large 


where voter turnout is 
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and party members tend to vote for the 


the most effective electoral machin: and tl 


most of whom joined in the 
and least 


000 members and over 2300 


certainly 
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Alberto Vallarino 


if Endara wins more than 25% of the 

that could come at the expense of Aleman 

he 

and PRD ally Partido Popular is limited in what 
Endara\'s 

in 


Blandon predicted. Endara could get elected 
if either Torrijos or Aleman make a major 


Blandon hastened to 


\" Torrijos chose successful businessman Samuel Lewis 


the former Christian 
which may not survive the election. 


whom the PRD supported.) 


an action that angered many PRDistas who were the 


a major source of finance for his 
who apparently is implicated in a corruption 


but can\'t really disentangle himself 


such 
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a highly placed Arnulfista 


Blandon said. 
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Chorrera David and € 
plan and finance Canal expansion solve 
and negotiate a Free 
Blandon 
V Blandon claimed 
\" adding 
Blandon gave credit to President Moscoso for 
wily (a generous term for some observers) 
Blandon leveraged his influence on his 
making him one of the most powerful individuals 
\" an abortive attempt to ease Noriega from power and 
Blandon has reinvented himself 
commentator and 
which 
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plastic tarps and vegetation. The 


then completed phase II calls before proceeding 


resulting in destruction of the 


NAS Officer was able 


however only 15 


the ABD required checklist steps can be 


Key West FL. Tentative program follows: 


Objectives and Measures 
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NAS ABD program Advisor 
email parrillae@state.gov to confirm 


fax 305-293-5506 


305-292-5311 DSN 483-5311 
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and trafficking in 
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live in the U.S. 


which would give immigration parity for 
000 American citizens 


American Citizen Services 
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011- 
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and Mexico. USAID and Peace 


both legal and 
a fact that places immigration 
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with more than 245 
is one of the world\'s largest 


San Pedro Sula. 
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per Kuwaiti charity law. However 


but was 
KFH officials inquired as 


they explicitly 
when 


North America Office\" located in Colorado 
the Kuwaitis were 


Mohammed Abdulrahman 


Newcomb pointed out that as late as 2000 


Ambassador Maqamis 
left the room for 
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and the USAID 
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and stated he 


LDI officers 


who had 
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and argued that the 
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the French claim the LDI office in Pakistan was used 


he 
claim there are LDI branches in Burkina Faso and 


2003 meeting with Newcomb an LDI representative 
after 
Al-Sane said Mohammed was in Qatar. The French 


\" he added incredulously. 


and noted that he had 


he also met with the French mission who 


2004 in Ref. C that LDIVs connection to Al-Qaeda 


Shaykh Salem Al-Sabah Al-Sane and 


LDI said the organization 


LDI cooperated 
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000 from February 2001 to 


brother of 9/11 mastermind Khalid Shaykh 


Al-Sane said he would welcome 


and the deeds of terrorist 
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he said 


KFH 


prior to USG designation of LDI on January 9 
he stated that KFH became aware of the USG 
2003 and by February 6 had 


it was unclear at what point exactly KFH 


Younis asserted that LDI 
but a committee within 
KFH officials 


KFH has taken 


rather than allowing committees under 


Al-Jassar said the bank only 


Revival of Islamic Heritage 
Al-Najat Society Al-Awn Al-Mubasher Society and 
Al-Jassar added 
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no transactions have 


as was 


so that they can clear up any remaining doubts. 


maximum\" during their January 2004 


Al-Sane admitted 


and 


and French promises to look into the matter (most 


French 


whom the ambassador characterized as very 


who was chairing the 
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the 
Samuel said. The 


despite its deficiencies should be provided 


UN FORESEES 


Assistant to the 


UNDP Resident 


the Maoists have been unable since the 
the 


the Maoist presence has 


he noted. Government of Nepal 


the Ambassador 
speculating that it may have been sparked by Indian 
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000 (up from 55 000 during the same time last year) the 


he said 


he noted including in the area of 
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rather than diplomatic 


\" he opined 
now could be the 
it 


he stressed. The UN stands ready to help to 
he asserted. 


Prachanda\'s statement of February 


V Samuel said 


who \"always seems forward looking 
itis hard to 
Samuel acknowledged. Based on some 


the UN believes that the Maoists may have 
Samuel 


but added that their answers to direct questions 


\"the methodology (by which that decision is reached) 


Samuel said 


Samuel said. Human rights abuses continue by the 


the Ambassador agreed 


he warned 


Samuel replied 


he acknowledged; if the NHRC is falling short 
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efforts to bring the 


and might be persuaded that 


but it remains difficult 


\" but 


adding \"these issues can be bridged if 


unless the 


including its 
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the Ambassador 

but there is \"always some excuse\" for the continued 

meanwhile rather than taking 

are waiting for the King to make 

he 

the 

the Ambassador said he does not believe the King 

as the parties allege. 

the King is well aware that 

the Ambassador concluded. While 

some people find his interpretation 

\" Samuel observed. The 

it will remain difficult for the GON to resume 

these statements 

more tangible indications of 

e.g. an abatement in killings 

abductions etc. This last statement seems to be 


as well as by a cynical realization 


under Indian pressure is unlikely to accept 
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he said 


the CZI chief 


he recognized that 


persuasive face for 


successful parastatal Dairiboard. At the 
he is hardly an independent player since he 


State Security Minister Nicolas 
Minister Without Portfolio Eliot Manyika and 


who accompanied Mandiwanza and 
is a large 


developing a taste 
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in order to prevent EU hard-liners on subsidies 


just its potentially negative effect on the EU\'s 
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in 
Gls were generally more 


compared to areas of special concern to the U.S. 


once implemented in the developing world 
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however 

a decade ago 

given increasing Australian resistance to the EU\'s 
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and still 
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U.S.-EU wine negotiations. (Neither Teti nor 


he said the GOI was generally satisfied by the 


the GOI will keep close watch this year 


the GOI is concerned about 
given that only 


Vice Minister Urso 


he was 


and suggested that WTO members should aim for a 


the GOIVs take on 


though TetiVs suggested 
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suspected Maoists killed Knem Narayan Foujdar 


the Royal Nepal Army 


which was reported to have begun late on February 
continued for at least part of the following day. 


today\'s 


however 
arson 


the MaoistsY press coverage has been limited of late 


we expect that public patience will 
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has not been accompanied by nearly the ı 
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the acting head of Central BankVs 
to determine if the $85 million 

the reasons for the delay. 


the Commercial Bank of Kuwait 


Alahli Bank (another Kuwaiti institution) received a 


because the attachment procedures began 
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argues that it cannot transfer the funds until the 


the Iraqi 

Bingham McCutchen 

made the same point noting that the 
assuming it does lift the restraint." END NOTE.) 


and requested OFAC support for the 
OFAC\'s 


and make the 
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the 

however all released statements 
Maoist 

in some respects by the security forces\' 


small-time political figure from a 
underdeveloped district whose modest efforts to raise 


the government the local media nor 


nothing irritates the Maoists more than having their 


his accusations apparently hit too close to home. It 
whose vigorous 
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2003 following a premeditated attack on 
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located in remote northwest 


corroborated by 
all NLD members detained for direct participation in 


dozens or perhaps several 


also remain 


deeply concerned over his 


is extremely relieved to have 


USG 


300 political prisoners. End Comment. 
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autonomy and cultural freedom. 


Shan Nationalities 


the United 

Kayah Karen 

Mon Burman 

the NLD CEC NLD MP\'s-elect 


this was the first 
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Rahk 
and 
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\" referring to the 1947 agreement reached between 


and it 


it would be worse for 
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a medical doctor who has been Commissioner of Health 
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but so is the Commissioner 
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and complained \"Apart from receiving fat salaries 
one wonders what they actually do.\" Apparently 


and the only road workers seen 


but is not sure 


Ibrahim Yarobo 


let alone the 100 mph the Taraba planners 


major funding not released by the Central 
or major influence is used іп Abuja. Nyame\'s aide also 


which spans the state. PolCouns\' 
often reaching 60-70 


rather the opposite of the Governor in neighboring 
both 


and 
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the war and enmity between Taraba\'s largest two tribes 
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in the more populous southern half of 
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leaving the field to Nyame 


a minority Mumuye from 


Nyame is full of ideas. The Governor lectured 


in the sense that the 


and that at 4 000 
but had not invested even after 
supposedly in pursuit of foreign investment 
including his staff said he spends more time 
but now prefers Babangida. In 2000 
University of Jos a Certificate in Administration 
and a Higher Diploma in Theology from 
1955. 


MAJOR FIGHTING HAS SUBSIDED 
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regardless of tribe or religion. He 


long 
one cabinet slot and the 


ina 
that security was still a major 


leadership tussles and ethnic domination was 
and nomadic Fulani fought with farmers over land 


and they were the best 
a senior 


however as 


about 4000 feet above sea level in the mountains 


Highland Tea 


Egypt and Saudi Arabia 


the factory maintains a consciously 


to protect the tea bushes and to gain local favor. 


somewhat akin to 
although the company 
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however do not serve the 
although Highland Tea is not 
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\" according to the government-owned 


for example the opposition Maldivian 


in the meantime has estimated that up to 


Minh Pham UNDP Resident 


confirmed the 8 official arrests but added 


MDP co- 
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in the end 
Home Minister 


terming them \"arbitrary\" and the \"latest 


\" according to its website. 


the website claimed that the GoRMVs 
and family 


describing the 


his daughter had studied civil rights in the 
and had been engaged in trying to prevent police 


Latheef thought 


Gayoom 
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did not take place. 


Colum 


Column 4 Column 5 Colum 


Latheef averred Gayoom was running the 
V and flaunting the 


Male\' and the rest of the Maldives 
Pham related that 


however 


for example that some prisoners there were 


opposition 


for example 


that the GORM\'s February 13 moves to quash the 


with many Maldivians feeling that the country 


it seems that the Maldives might be in for the 
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Maheswaran was most likely 


Anandasangaree has warned his party that using 


and want to thank 


focusing both on what we want to get 
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Ghana Airways was kicked out in 
while forcing GA to continue to operate has 


the FAA should make a decision on 


Ghana Airways is an airline deserving of further 
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between two weekends of domestic PLD 


through waving banners of PRSC 


and Mejia as the major party candidates 


early in the week. On Wednesday the nine 


adding its voice to that 
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Pacheco removed it from the agenda. About 


\" although some of our contacts had been 


000) per legislator. The special session lapsed on 
either in reconvened 
some mid-level PLD supporters evoked for us over 


suspension of 
and a mythic 


\"The 


complaining that \"miserable bought journalists\" 


the contact conveyed to the President a 


and not surprisingly nothing has. 


but certainly friendly to the PLD 


7 
and Mejia only 13 percent 
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if 

he will beat 

with 9 
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with 10 


enabling him to gather in much of his rivalsV 


fuel prices exchange 


70 percent blamed Mejia 17 percent blamed the 
and 8 percent blamed 
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satisfied in the 


both Hipolito and Leonel are 
particularly rural water supply 


where most of the nation\'s 52 400 


despite his modest 
from an unrevealed source) shows Fernandez 
trailed by Mejia at 12 percent; their 


Estrella would beat 


they seemed resigned to defeat in May. Their 
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Bush represents the 
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by alleging victory 
is no different in its 


| would say to Bush 


Shia Arabs and 


and the Shia South continue to be heavily used in 
regardless of their sect 
must unite in confronting the 


and 


America in an election year wants 


so that the 


to go to 
to eat well and live a normal life we ar 


Rantisi (Hamas) Shami (Jihad) and a 


and tempt 


therefore 


Hamas 
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while the PA is weakened. 

the Palestinian resistance reflects the desperate 

in order to depart 
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but every dead end is a 
Not Corruption" 


but a dispute between private 
which did 
are the ones lamenting their 


so where is the corruption 


because after numerous previous 


justice was never achieved. The Halliburton case 
a clean 


especially in the absence of parliamentary 
due to lack of information. Our concern is 


since Al-Tanmiya (Kuwaiti 


its relevance will not pass unnoticed by the two 
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the foreign forces will no 


Syria had adamantly rejected any 
even though it 


would you accept 


Crown Prince 
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but now." Al-Baloushi posited that the Omanis 


the UAEG had said that 


however and probably the cause 


we are hopeful that the MoJ 
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the 
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1) as a secondary school attached 
like a number of existing Greek 


the options will be presented 
if the Patriarchate continues 
it will be 


public or private 
than all 


and 
assistant to U.S. 


said the Archons met with the 


Karloutsos argued 


and instead 
Aksu 


occasionally interjecting 
he 
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be under Education Ministry 


the two issues should 


and Aydin meetings at 
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\" compared to the \"minor\" problems facing the 

the Archons\' only 
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but he threw 
but 
nor is Simko with his fledgling 
Dzurinda now leads a minority government and it 


the Slovak Democratic and Christian Union (SDKU) 


he envisioned an enlightened modern party 


and when 


it was clear that Dzurinda would be 
\"and Simko would run 


presidential campaign manager for FM 
and 25-year old nominee for \"young politicians\" IV 
the trouble between Dzurinda and Simko 
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when Simko \"shocked\" 


but was miffed and there has been 


Dzurinda\'s decision to fire National 


Simko refused to support the sacking 

was fired as Defense Minister and Deputy SDKU 
formed the \"Free Forum Platform\" as a movement for 
and in January 


but refused to do so as long as 
he vowed to 


but was growing 


but doesn\'t have the stamina or charisma to be 

but doesn\'t know how to work 

for example pounding the pavement for votes. Homola 
his former political science 

but said his ego blocked 


which he puts ahead 


SMK and 
who were fully prepared to offer him a seat as the fifth 
by refusing to join as 
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\"What does Simko want?\" 
strengthening parliamentary oversight 


apart from this 
he seems to be drifting without a compass. 


\"We need a plan.\" 


Dzurinda evaluates people as 

rather than as members of a team. Individuals 
such as his controversial advisor Sergei 

can do anything. Individual grudges 


which almost cost Figel an 


saying the first 
\"How old is he?\" 


particularly by foreign governments 


so he obviously cares very much what foreign 


Rosova told P/E chief that Dzurinda 
and he 

and 
\" due to disenchantment with party 


Dzurinda started calling SDKU leaders in the 


to ignore 


and to stop public battles seems to have paid off. 


but on the rise again. 


but Muddling Through 
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however 


and sometimes 
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go 
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with the support of defectors from 
independent MPs 


VI like Dzurinda 


ANO sided early with Dzurinda. 


\" said Homola 


stupid in another. Simko is no longer a threat to 
nor is Simko with his fledgling 


it will be much harder work now to get legislation 
but seems to have learned from his errors. The 


and not only survive 
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and the Free Forum. None 
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Dzurinda offered to discuss Free 


but continue to push through 
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40 percent of 


trailed by corruption (29 percent) 


however 


while labor costs in the textile and chemical sectors 


000 new jobs 
000 new jobs resulted. 


the minimum wage is 
and it has not changed in real terms since 


wages in export industries 
mining and light manufactures are significantly 


where more workers are pushed into 


as reflected by a January 5 Semana poll indicating 


however 
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the 


runs at just 35 to 40 percent. 


but the data now suggests upwards 


such as 


that 
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Whitley said that UNRWA could not count on such gains 


UNRWAV's top fundraising 


reaching out to corporations regional 
other UN agencies and newly formed 
along the lines of USA for 


Spain Japan and the United States -- with the 


for example 


he hopes that it could open doors to other 
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UNRWA has received significant 


according to 
is described by Red Crescent Officials as a 


a pledge made during 


according to Whitley is to 


arguing that it is the 
developed countries to meet the 


Arab 
charities and multilateral organizations will realize 


a trip that 


in hopes of convincing them to give more funds to the 


as it 


such as the 
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planned for the next six months will serve as a 


looking both at financial 


with political support from the EC Canada 
plans to commission a separate 


South African 


due to be completed in July. 


Whitley has brought 
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the Mgwirizano Coalition is 


a lack of institutional structures and 


its most 


the Republican 

Movement for Genuine Democratic Change (MGODE) 
National Unity Party 

Malawi Forum For Unity and Development (MAFUNDE) 
and Malawi Democratic 


the Coalition selected a presidential candidate 


RP President 


but notably absent from 
were the Malawi Congress Party (MCP) and National 
the MCP and NDA have 


which has done little 
however that 


with both the MCP and NDA 


the Coalition remains 
led by Greenwell Mwamondwe and 
reportedly left a Coaltion candidate 
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and newspaper accounts 


it is little more than a conglomeration of minor 


Banda 


they do little to extend its 


the Malawi Electoral 


MCP 


the opposition will be badly 
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Yavuz and Hakan Uzan. 
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the two sides must accept the "status\' 
the guarantor status of Turkey must 
the presence of two sovereign states on 


Y and 


UNSG Annan will invite 
together with the Cypriots 


then the UNSG 
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we must strive to attain the best 


the Cypriot sides are preparing to put up their 


but | don\'t think 
poised to opt between getting rich or 
will oppose a solution. V 
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V and the problems were uniformly related to the 


local NGOs began 


the low voter turnout and the MEC\'s slow response 

the MEC 

the UK the EU 

Norway and Germany) also released a press state 
we find 


the MEC made genuine efforts to 


the MEC 


the MEC will have to ensure an 
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ex-Minister AD) Joagt 


Fernando Martinez Mottola (ex-Minister 
and Maria Corina Machado (SUMATE). The 
columnists and 


trying to arrive at a 


and who they claim have agreed to the plan. 


the election could 


especially since Chavez himself is much more 


and the 1096 swing vote between the 


a primary is the only option 
and seems likely to give the 
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to 


Martinez proposed a tightly structured debate for the 
forcing them to address the issues of the day 


which stipulates 30 days 
and the ensuing presidential 


the thinking now is to launch the 
though organization 


which could impede a 


as an opposition candidate is not a 


000 signatures) in order to 


while a single round among 


and 1096 more 


would the second round be suspended. 
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Americo Martin and E 
but wants a primary 
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developing a unified 
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this group will 
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and continues to promote its 
at 
Charest insisted: \"this 


insists that the PLQ including 
had no knowledge of the 


Charest 
in opposition to the 


now Editor of Le Soleil) concurs that 


rumors abound. One high-level government 
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